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ANALYSIS OF QUANTITIES INFLUENCING THE
PERFORMANCE OF TIME SYNCHRONIZATION
BASED ON LINEAR REGRESSION IN LOW COST WSNs

Abstract.

Time synchronization in low-cost wireless sensor networks is a relevant issue for many researchers.
In these networks, costs, energy consumption and indoor uses are relevant topics that generally lead
to the adoption of synchronization algorithms rather than GPS-based synchronization devices. An
even increasing number of papers dealing with the design and the implementation of protocol-based

techniques for synchronization can be found in literature.

These synchronization algorithms can be divided into three main categories: one way messaging,
two ways messaging and consensus based synchronization. Among the others, those based on the
one way messaging and, in particular, on the adoption of regressive algorithms are widely used in
many application contexts. Focusing the attention on this class of synchronization algorithms, this
paper proposes a deep performance analysis aimed at highlighting the sensitivity of the regression-
based algorithms to some factors that influence the accuracy in typical low cost applications, such as
the finite resolution of the local timing clock, the presence of clock drift, clock high frequency noise
and low frequency noise, the presence of latencies due to the radio devices, the presence of latencies
due to the microcontroller device. The main goal is to evaluate the effect of each one of these factors
of influence on the overall synchronization performance. To these aims, suitable analyses both in

simulation environment and on real nodes have been carried out.

Keywords Synchronization, wireless sensor network, measurement accuracy, measurement,
regression
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I. INTRODUCTION

Wireless Sensor Networks (WSNs) pervade many of today industrial and user applications. In most
of these applications wireless sensors are small and low cost devices, with limited energy and
computational resources that operate in small scale areas where no further infrastructure is present [1],
[2] and have to “share” the same sense of time to obtain coordination among nodes, synchronized
measurements, reliable data fusion, localization and environment monitoring to cite a few. Therefore the
sensor network efficiency is largely dependent on the time synchronization among nodes [3]. Since the
requirements of low-costs, low energy consumption and indoor use, this task is typically entrusted by

synchronization protocols rather than specific hardware solutions (like Global Position System, GPS).

Recent literature is proposing many efficient algorithms for WSNs synchronization [4]-[6]. In the
wide number of proposals present in literature, those based on linear regression are greatly explored by
researchers since the promise of very good performance and energy consumption. These algorithms
synchronize wireless sensor nodes by establishing a linear relationship between clocks of different

sensor nodes with the aim of predicting a reference clock based on collected time-stamps.

The authors are involved in the topics of WSNs and synchronization from some years. In particular,
they have focused the attention on the implementation and performance characterization of WSNs when
low cost wireless sensor nodes are used. They have designed new wireless sensor nodes [7] and wireless
interface architectures [8], as well as implemented and experimentally characterized the performance of

synchronization schemes based on both two ways messaging and regression-based protocols [9]-[11].

Their studies evidenced that in typical industrial and user applications, where time synchronization is
performed by devices that do not have specific hardware features, and in real scenario characterized by
non-ideal clocks, real communication channels and processing devices, the performance can greatly

change respect to one expected.
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Focusing the attention on regression-based synchronization protocols, this paper extends previous
studies performed in [11] and proposes a methodological approach for analyzing the above-mentioned
causes affecting the synchronization performance. Typical factor of low cost applications, such as the
finite resolution of the timing clock, the presence of clock drift, clock high frequency noise and low
frequency noise, the presence of latencies due to both the radio devices and microcontroller device have
been considered. The aim is to evaluate the effect of each one of these factors of influence on the overall
synchronization performance. This study has been carried out performing a two-stage analysis. At first,
a suitable simulation environment in which the factors of influence can be well controlled has been used.
Then, considering real nodes, suitable set-up able to generate precise clock frequencies, to impose
desired clock behaviors (i.e. variation of clock over time according the desired waveforms), to emulate
fixed and variable latencies due to the communication channels, the serial tunneling and the application

software has been adopted.

The final aim of the research is twofold. From one hand, the study will individuate techniques to
mitigate the effect of these factors of influence and, from the other hand it could be useful for the

definition of a reliable uncertainty model able to characterize the synchronization performance.

Il. MOTIVATION OF THE STUDY

Many papers have experienced that in real scenarios, synchronization protocols applied to real cheap
wireless sensor nodes dramatically worsen their performance respect to that expected in theory [12]-

[14].

Several factors of influence play a key role when real scenarios are involved. Among them, the most
important concern with: (i) non-ideality of clocks that are characterized by drifts, high frequency noise
and low frequency noise over time, (ii) the implementation on real low cost nodes (i.e. low cost

microcontrollers without specific synchronization and time stamping features), (iii) the adoption of
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commercial radio systems with limited bandwidth and not negligible radio latencies, and (iv) the non-

ideal behavior of the wireless channel.

In this framework, focusing the attention on the regression-based synchronization algorithms, it is
expected that the number of collected time-stamps and the time interval among them could influence

the overall performance.

As for the i) point, real low cost wireless sensor nodes generally adopt commercial clocks that
exhibit non-ideal behavior characterized by drift, timing high frequency noise and low frequency noise.
These behaviors are influenced by the clock accuracy and by other environmental quantities of
influence as temperature, power supply stability, electromagnetic noise and so on. Regression-based
synchronization algorithms are developed to estimate and compensate skews and offsets among clocks
but are not designed to recover the effect of timing high frequency noise and low frequency noise. As a
consequence, these factors of influence have to be taken into account for compensating also such
effects by selecting the number of time-stamps to be adopted in the regression algorithm and the time

intervals among them.

As for the ii) point, generally, low cost wireless sensor nodes do not feature an embedded radio-
frequency (RF) device capable to generate time-stamps at Media Access Control (MAC) level: the
microcontroller usually communicate with external RF devices through serial tunneling (e.g. TTL-232,
12C, SPI, etc). These serial tunnels introduce additive latencies in communication that could worsen the
overall performance of the synchronization protocols. In particular, these latencies can be divided into
fixed and variable latencies. The former are due to the baud rate of the serial tunneling and to the
number of byte transmitted in the message, while the latter are due to possible conflict in the serial bus,

retransmissions, and time variability of the involved devices [15]-[17]. Even though the former can be
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approximately estimated and compensated, the latter are variable, unwanted and uncontrollable delays

that worsen the transmission process.

Furthermore, real low cost nodes adopt a finite resolution in the time measurement routines. This

resolution adds a further worsening effect in the overall synchronization performance.

As for the iii) point, typical radio systems adopted in WSNs as the WI-FI, BT and ZigBee to cite a
few, show variable latencies that depend on the considered radio system, the considered radio device,
the number of devices present in the network and the network state [18]-[24]. Also in this case their
effects have to be adequately investigated and suitable mitigating techniques should be designed and

employed [25], [26] when suitable time-stamping capabilities are not available.

As for the wireless channel (iv), the distance among nodes, the mobility of nodes, the presence of
radio interferences, the presence of multipath cause a number of messages to be retransmitted. This can
be seen as an additional variable, unwanted and uncontrolled latency which effect has to be adequately

explored.

Taking into account the previous considerations, in the following, after a brief theoretical
background about the regression-based synchronization algorithm and the timing model of a
synchronization procedure, the main causes of influence are analyzed in detail and their effects are

evaluated in a suitable simulation environment.

Finally, some tests carried out in a real scenario are presented to assess the obtained results. In
particular, a suitable set-up able to generate precise clock frequencies, to impose desired clock
behaviors (i.e. variation of clock over time according the desired waveforms), to emulate fixed and
variable latencies due to the communication channels, the serial tunneling and the application software

is adopted.
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Figure 1 Operating of a regression-based synchronization algorithm.

I1l. THEORETICAL BACKGROUND

A. Notes on the linear regression-based synchronization

Aim of this class of synchronization methods is to achieve network wide synchronization between the
local clocks of the participating nodes. Often these algorithms provide multi-hop synchronization in
which the root of the network manages and maintain the global time. All the other nodes synchronize

their clocks to the one of the root.
The operating of a regression-based synchronization algorithm can be described as follows.

The sender sends a message that contains its own time-stamp. Receivers use the received time-stamp to
generate their initial local clocks. Then the sender dispatches a number of time-stamps generally with
regular time intervals. Each receiver compares the received time-stamp with that obtained from its local
clock at the receiving time. If the corresponding drifts are linear (see Figure 1), a regressive pattern
may be predicted and used to compensate errors, thus reducing the updating rate. This class of
synchronization protocols has the advantages of having low transmission loss and being robust at the
temporary or persistent unavailability of some nodes, but it has the disadvantage of collecting more

time-stamps to put into effect a linear regression.
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B. Timing model of time-stamp delay in low cost wireless sensor nodes

Figure 2 shows an example of data communication between two wireless sensor nodes, namely one
sender and one receiver, during a synchronization procedure. In particular, Figure 2a) shows the
simplified architecture of two low cost nodes involved in the data communication where, for the sake

of clarity, the sensor nodes have been represented through microcontrollers and radio systems.

Figure 2b) shows the timing model of the generation, sending, propagation and reception of time-
stamps. Figure 2b) extends the typical timing model proposed in [6] and generally adopted in the
analysis of synchronization performance when timing at MAC level is available. In particular, the

proposed model adds the “Microcontroller side latency” which accounts for the following main factors:

- the latencies due to the communication between the microcontrollers and the radio devices of
Figure 2a). In fact, these devices are usually connected by a serial tunnel as the TTL-232, the 12C, the

SPI, and so on;
- the non-idealities of the clocks, related to drifts and low and high frequency noise;

- the latencies related to the time-stamp forming, due to the delay of execution of the Interrupt

Service Routine and to timer resolution adopted for the time-stamp evaluation.

More in detail, the microcontroller performs the synchronization procedure by generating the
required time-stamps. These time-stamps are typically generated through interrupt driven software
routines able to interrogate the system timers. At this stage a variable latency is introduced as
dependent on the current processing of the microcontroller that might have access to these routines
after some delay. Indeed, it is here reminded that the synchronization procedure is not the primary task
of a wireless sensor node, but it is usually a service routine that allows to improve (or warrant) the

reliability of a main task. Furthermore, the generated time-stamp has a finite resolution bounded to the
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Figure 2 Simplified diagram of communication among low cost wireless sensor nodes (a), and, highlight of the timing
influence quantities during the time-stamps creation, transmission and reception phases (b).

prescaler value used for the time evaluation in the timer register. All these latencies might be

considered as “microcontroller side latency”.

Subsequently, following the scheme of Figure 2a), the generated time-stamps are sent, through the
serial link, to the radio device. This stage introduces two additive latencies. The former depends on the
baud rate of the serial channel and the number of transmitted bytes. Generally, the mean value of this
latency can be corrected and it is not considered in the following analysis. In this way only the effect of
the clock drift and resolution affects this kind of latency. The latter depends on the adopted wired link
between the microcontroller and the radio device and it is related to the imposed packet timing, the
number of conflicts, the number of retransmissions and so on. These last latencies have been indicated

in Figure 2b) in the “serial tunneling”’block.

Then, the time-stamps are processed by the radio device. At this stage other latencies are introduced

(namely, the SENDER SIDE LATENCY block of figure 2b). In particular: i) the send time is a random



176

177

178

179

180

181

182

183

184

185

186

187

188

189

time spent for the generation of the time-stamps from the application to the MAC level of the radio
device; ii) the access time is a random time spent for the access to the wireless radio channel. This time
strongly depends on the adopted radio standard. As an example, if seven wireless sensor nodes are
involved, the Bluetooth radio standard is adopted and a data rate DM5 is involved, each node might
access to the channel after a time varying from 625 us up to 22.5 ms [18]; iii) the transmission time is

the time spent for the data transmission at the physical layer.

After, a propagation time spent for the propagation on the wireless physical link completes the

model at the sender side (named RADIO LATENCY in figure 2b).

At the receiver end, the time-stamps reach the receiver radio-frequency device. Here the reception
and receive times are introduced. The former is the time spent to receive time-stamps and to send them
from the physical to the MAC layer, the latter is the time spent to send the packet to the application
layer of the radio device. Finally, as for the microcontroller side, latencies similar to those introduced at

the sender side can be considered.

C. The clock model

LOW HIGH
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NOISE NOISE
Tien Then
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Figure 3 Simplified model of a real clock. a): general scheme, b): low frequency noise and
high frequency noise areas of influence.
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In this paper the simplified clock model considered by ITU-T G.810 is applied [27]. In particular,

the clock (T¢) of a sensor node can be expressed as:
Te = A+ Ty () +Tigy (1) (1)

Where A is the value of the clock after the application of the drift, Tuen(t) is the high frequency
noise component and T gn(t) is the low frequency noise component (Figure 3a). ITU-T G.810 defines
the timing high frequency noise as “the short-term variations of the significant instants of a timing
signal from their ideal positions in time (where short-term implies that these variations are of frequency
greater than or equal to 10 Hz)”. The low frequency noise is defined as “the long-term variations of the
significant instants of a digital signal from their ideal position in time (where long-term implies that

these variations are of frequency less than 10 Hz)” (Figure 3b).

Adopting the time model of equation 1, and considering a sender-receiver linear regression-based
synchronization procedure, it is possible to express the receiver clock (Tgr) in function of the sender
clock (T¢) by the following relation:

Te =(aTc +B) + Tuen o (O) + Tiey o (1) @)
Where o and B are respectively the skew and the offset of the receiver clock with respect to the sender
clock (Tc), Tren r(t) and Tien_r(t) are respectively the overall high frequency noise and low frequency

noise components on the receiver clock.

IV. SETUP OF THE EXPERIMENTS
A. Preliminary considerations

In order to analyze the causes affecting the synchronization performance, according to the timing
model and the clock model shown in Section IlI, a software, developed in Matlab environment, for

simulating and analyzing the performance of a linear regression-based algorithm [28] has been
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Table | Parameters considered for the simulation

Parameter Description Value
fo Clock frequency 8 MHz
Baud Rate Serial data speed 38400 bps
TIMER PRESCALER Sets the microcontroller timer finite resolution 1, 32, 256
ISR Time Average value [29] 8 us
Serial tunneling Average value (obtained by measurement campaigns) 18 us

Time interval between two consecutive synchronizations

36 ms, 360 ms, 3.6 s, 36 s, 360

Ts rounded to the microcontroller resolution. s, 3600 s, 36000 s, 72000 s
DRIFT Frequency drift between sender and receiver clocks 10, 100, 1000 ppm
HFN Percentage high frequency noise variations 0, 0.025, 0.05% ppm
LFN Percentage low frequency noise variations 0%, 0.1%,0.2%
N_REGR Number of requested time-stamp to apply the linear regression 8

Bluetooth: 7 ms

Minimum value [22]-[24] WI-FI: TCP 20 ms

) UDP 1.78 ms
RADIOSULH’]L\;ENCY' ZigBee: 15 ms
. . Bluetooth: 1.27937 s
Maximum random value, bound to packet retransmission [18]- WIEL- 27 ms

[20].

ZigBee: 26.04 ms

designed. Then, the obtained results (reported in section V) have been validated by considering real

nodes and the experimental setup described in section VI.

The basic idea is to set up a test environment able to analyze the effects of the considered parameters
of influence and of their possible combinations on the synchronization performance. In particular, all the
parameters highlighted in section 111 have been considered to take into account the effects of the clocks
non-idealities, the propagation time, the microcontroller side latency, the serial tunneling latency [15]-
[17], the minimum latency provided by the standard of the radio device in use [22]-[24], and the latency
caused by packet retransmission [18]-[20] (in order to simulate even the effects of electromagnetic

interference and other causes of packet loss in the radio channel).

In particular, the variations of the following parameters have been considered in the simulation
environment: (i) the synchronization interval, (ii) the timer resolution, (iii) the amplitude of random

timing due to high frequency noise and low frequency noise, (iv) the frequency drift between the sender
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and the receiver clocks and (v) the random contribution of the radio latency. The number of time-stamps

adopted in the linear regression has been set at 8, as in the FTSP synchronization protocol [6].

The range of variation of the clock parameters (drift, high frequency noise and low frequency noise)
has been derived from an experimental campaign on a number of real clocks [9]. The clock resolution
has been chosen by considering typical microcontroller prescaler values. The communication latencies
of radio devices have been directly derived by the related standards. In the whole test the length of the
timing message that contains the time-stamp and the baud rate adopted in the microcontroller to radio
device communication has been fixed to a unique value (38400 bps). This choice not leads to a lack of
generality since these parameters cause a known fixed latency, due to the microcontroller to radio device
communication that is compensated by the regression. Finally, to reduce the number of tests, also the
low frequency noise period, of both sender and receiver clocks, has been fixed to one day. The whole

considered parameters and their values are listed in Table I.
B. The implemented software

In the implemented software [28], the typical communication procedure between two nodes to be
synchronized each other, one sender and one receiver has been simulated according to the model of
Figure 2. The sender transmits its time-stamp to the receiver, which can synchronize its time reference
using an algorithm based on linear regression: the first time-stamp sent by the sender is stored by the
receiver and used as its reference for the subsequent time-stamps associated to the receiver clock [6].
Those time-stamps take into account the main sources of synchronization error defined as the time
difference between the sender and the receiver time-stamps. In particular, on the sender side, the time-
stamp value takes into account the clock high frequency noise and low frequency noise, as defined in
[27], the finite resolution of the microcontroller timer and the interval between two successive time-

stamps.
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With reference to figure 2b), the received time-stamp is, then, obtained by adding to the sent time-
stamp the time contributions due to the sender microcontroller side latency, the sender side latency, the

radio latency, the receiver side latency and receiver microcontroller side latency.

Time-stamps collected on receiver side, are used to obtain the optimal estimators of the standard
linear regression (o and B). Then, the receiver clock is corrected according to the way sketched in
Figure 1 [6]. After such a correction, the time-stamps collected on the sender and receiver sides are
adopted to measure the residual error present after also the synchronization procedure. In the following,

this quantity is referred as “synchronization error”.

V. NUMERICAL RESULTS

The software described in the previous section has run for evaluating the performance of the linear
regression-based algorithm, under different test conditions achieved by varying the parameters of
influence in the ranges of Table I. In particular, for each test condition, the performance is evaluated

calculating the synchronization error as average value on 100 synchronization procedures (performed
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Figure 4 Synchronization error vs Ts when ideal clocks, microcontroller prescaler set to 1 and no radio latencies are
involved.
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considering a time interval between two consecutive synchronizations equal to the selected Ts), and

each synchronization procedure has been repeated 100 times (for a total of 10000 tests).

A. The ideal case

In this analysis the sender and receiver clocks are considered ideals (i.e. neither drift or high
frequency noise nor low frequency noise are applied), the microcontroller prescaler is set to 1 (this
means that the period of the timer register tick is 125 ns when the clock frequency is 8 MHz and the
High speed PLL mode is used), in order to have a precise clock, as well as no radio latency is
considered. In this way the relationship between the average synchronization error and the time interval
between two consecutive synchronizations, Ts, in absence of other non-idealities, has been studied.
Figure 4 shows the evolution of the synchronization error versus Ts. It evidences that the average
synchronization error, in case of ideal clocks, is not influenced by the synchronization interval and lies
around an average value of 60 ns. This error that should have been ideally equal to zero is due to the

considered propagation time and time quantization due to the considered prescaler value. As previously

10° | | !
?10‘2 | £ f LAtk
s 10" i *
é 10° * : %
3 |
107 100 10° 101TS[S] 10° 100 10° 10°

Figure 5 Synchronization error vs Ts, in the case of non-ideal clocks (presence of high and low frequency noise and drift
phenomena considered at their maximum values of Table I) and microcontroller prescaler set to 1. No radio latencies are
involved.
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said, for each of the Ts values, the synchronization procedure has been repeated for 100 times.

B. Effects of the clock non-idealities

In this analysis, the effect of drift, high frequency noise and low frequency noise of the sender and

receiver clocks when they assume the maximum values reported in Table I, have been investigated.

In Figure 5 the average synchronization errors is reported. It can be noticed that the average
synchronization error arises, with respect of the results reported in Figure 4, of several orders of
magnitude, highlighting the combined effect of the synchronization interval and the clocks non

idealities.

C. Effects of the radio latency

In this analysis, we have investigated the effect of radio latency when ideal clocks are considered, for
different commercial radio standard in use. Their random contribution to the latency has been
considered to define the variability range of such random quantity. by considering a rectangular

distribution in the range specified in Table I.
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Figure 6 Synchronization error vs Ts, in case of ideal clocks, with prescaler set to 1, when radio latencies are involved: a)

Bluetooth; b) WI-FI TCP; ¢) WI-FI UDP; d) ZigBee.
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Figure 7 Synchronization error in the case of wireless latencies (presence of high and low frequency noise and drift
phenomena considered at maximum values of Table 1) when radio latencies are involved: a) Bluetooth; b) WI-FI TCP; c)
WI-FI UDP; d) ZigBee

Figure 6 shows the obtained results: the average synchronization error has the same order of
magnitude of the case study when no radio latency is considered (see Figure 4), even if in this case, a
larger dispersion is observable also for low values of Ts. The average synchronization error is almost
constant with Ts: this means that when an ideal clock is involved, the radio latency affects the

synchronization error in the same way for each synchronization interval.

The synchronization error is influenced by the considered radio standard. In particular the higher the
radio latency value the worse the synchronization error. For example, the Bluetooth has the greatest
radio latency (Table I) and its overall average synchronization error is the highest with respect to the

other communication standards.

D. Combined effects of the radio latencies and clock non-idealities

Figure 7 shows the combined effect of the radio latencies and of the non-idealities of clocks, when all

the parameters that concern the clocks are set at their maximum value.
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It is evidenced that the average synchronization error increases with the synchronization interval,
differently from the previous case where ideal clocks where considered. In order to highlight the weight
of each parameter with respect to the synchronization error, a deeper analysis has been performed by
considering separately, one at time, the clock non-idealities (prescaler, drift, low frequency noise and

high frequency noise, respectively).

In particular, for each test condition, the performance is evaluated calculating the synchronization
error evaluated as average value on 100 synchronization procedures. Each synchronization procedure
has been repeated 100 times and then pe, and the corresponding mean standard deviation, o, have been

evaluated. The clock sender model has always been considered ideal in the further analysis.

Table°ll shows the effect of the prescaler when neither drift nor high frequency noise nor low

Table 11 Synchronization error vs Prescaler values

NO LATENCY | BLUETOOTH WI-FI TCP WI-FI UDP ZIGBEE
PS He OuE He OuE HE OuE UE OuE He OuE
[us] [ns] | [ms] | [ms] [ms] [ms] | [ms] | [ms] | [ms] | [ms]

1 0.19 069 | -0.88 | 0.73 -0.020 | 0.014 | 0.030 | 0.017 | -0.001 | 0.014
0.036 | 32 | 198 | 10.29 | 0.004 | 0.72 -0.034 | 0.014 | 0.003 | 0.016 | 0.012 | 0.015
256 | 15.20 | 67.54 | 0.22 | 0.66 0.025 0.014 | -0.010 | 0.015 | 0.032 | 0.014
1 0.19 069 | -0.89 | 0.69 | -4.09E-04 | 0.014 | 0.008 | 0.016 | 0.006 | 0.013
036 | 32 | 2.26 769 | -096 | 0.70 0.003 0.016 | -0.009 | 0.015 | -0.012 | 0.014
256 | 17.07 | 71.51 | -0.29 | 0.67 0.025 0.014 | 0.033 | 0.015 | 0.003 | 0.014
1 0.19 0.61 0.67 | 0.70 -0.004 | 0.015| 0.016 | 0.016 | 0.000 | 0.016
3.6 32 | 2.23 8.49 133 | 0.74 -0.034 | 0.015| -0.001 | 0.017 | 0.012 | 0.014
256 | 17.11 | 60.58 | 0.80 | 0.69 0.004 0.016 | -0.003 | 0.015 | 0.034 | 0.015
1 0.19 069 | -019 | 0.72 0.026 0.014 | 0.005 | 0.014 | -0.016 | 0.015
36 32 | 199 9.61 | -056 | 0.77 0.019 0.014 | -0.004 | 0.015 | 0.024 | 0.014
256 | 1498 | 7158 | 110 | 0.71 0.018 0.014 | 0.022 | 0.014 | 0.026 | 0.014
1 0.19 0.59 030 | 0.71 -0.021 | 0.013 | 0.008 | 0.014 | -0.014 | 0.014
360 | 32 | 1.98 9.21 1.03 | 0.68 -0.008 | 0.014 | 0.009 | 0.013 | -0.009 | 0.014
256 | 1492 | 70.43 | 0.40 | 0.67 0.029 0.015 | -0.013 | 0.015 | 0.022 | 0.014
1 0.19 0.77 | -054 | 0.67 -0.008 | 0.013 | 0.019 | 0.016 | -0.003 | 0.014
3600 | 32 | 2.05 9.18 0.15 | 0.70 -0.005 | 0.013 | -0.012 | 0.015 | 0.001 | 0.013
256 | 15.23 | 56.66 | 0.34 | 0.72 0.022 0.014 | -0.002 | 0.015 | 0.020 | 0.013
1 0.19 0.63 1.17 | 0.67 -0.029 ] 0.017 | -0.017 | 0.015 | 0.000 | 0.015
36000 | 32 | 1.98 9.33 0.07 | 0.65 -0.008 | 0.015 | -0.019 | 0.015 | 0.022 | 0.016
256 | 1496 | 77.37 | -0.90 | 0.75 0.009 0.015 | 0.016 | 0.013 | 0.013 | 0.013
1 0.19 0.60 012 | 0.76 -0.021 | 0.016 | -0.008 | 0.016 | -0.008 | 0.015
72000 | 32 | 2.00 9.60 | -093 | 0.74 -0.018 | 0.015 | -0.015 | 0.016 | -0.016 | 0.014
256 | 1493 | 7421 | 116 | 0.67 0.008 0.015 | 0.006 | 0.013 | 0.039 | 0.014

Ts [s]
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frequency noise affect the clocks behavior, with and without radio latencies applied. The pe value is
constant with the prescaler and it is only influenced by the value of the applied radio latency. The oyue
value is, instead, comparable with the average synchronization error. When no radio latency is applied,

both pe and oye vary with the prescaler. With reference to Ts the obtained results show that the absolute

value of the synchronization error generally increases with Ts.

In Table°lll the error is evaluated by varying the percentage value of the receiver low frequency
noise, when there is neither drift nor high frequency noise between sender clock and receiver clock but

the lowest prescaler is set and radio latency is applied. In this case, both pe and o,e increase with the

synchronization interval and with the low frequency noise, whatever be the radio system involved.

Table 111 Synchronization Error vs Low Frequency Noise

NO LATENCY BLUETOOTH WI-FI TCP WI-FI UDP ZIGBEE

LFN HUe OuE HE OuE HE OuE HE OuE HE OuE

[%] [ms] [ns] [ms] | [ms] | [ms] | [ms] | [ms] | [ms] | [ms] | [ms]

0.036 0.10 0.19 6.7 0.23 0.61 | 0.011 | 0.014 | -0.010 | 0.016 | 0.005 | 0.014
0.20 0.19 6.7 0.30 0.61 | 0.013 | 0.015 | -0.014 | 0.016 | 0.009 | 0.014

036 0.10 0.19 48.4 1.21 0.78 | -0.008 | 0.014 | 0.013 | 0.015 | 0.011 | 0.014
0.20 0.18 102 1.30 0.66 | -0.013 | 0.014 | 0.006 | 0.014 | -0.010 | 0.015

36 0.10 -0.01 47E+03 | -1.9 0.68 | -0.002 | 0.016 | 0.028 | 0.015 | 0.018 | 0.015
0.20 15 9.6E+03 | 0.77 0.70 | 0.003 | 0.015 | -0.009 | 0.016 | 0.017 | 0.015

36 0.10 11.5 5.3E+05 | 0.39 0.78 | -0.052 | 0.051 | 0.014 | 0.054 | 0.12 | 0.046

o 0.20 102 1.0E+06 1.3 0.63 -0.13 0.10 0.12 0.10 | 0.024 | 0.094
i 360 0.10 | 4.1E+03 | 3.5E+07 | 0.69 3.9 5.4 3.6 -0.1 3.9 6.2 3.7
0.20 | 4.8E+03 | 6.7E+07 4.7 7.3 2.6 7.5 54 7.1 15 7.8

3600 0.10 | 1.1E+04 | 1.8E+08 -4.8 17.3 -2.1 18.0 7.1 17.3 -20.9 17.8
0.20 | 4.1E+04 | 3.4E+08 | 32.6 35.0 31.7 34.3 48.7 34.7 22.1 34.9

36000 0.10 | -3.3E+03 | 1.5E+08 | -18.8 14.3 1.7 15.3 -17.1 155 -31.0 14.2
0.20 | -2.5E+04 | 2.9E+08 | -12.0 | 284 3.6 29.4 -6.3 28.9 40.3 29.5

72000 0.10 | -1.5E+04 | 1.1E+09 | 13.9 107 -62.0 116 120 104 -142 113
0.20 | -1.6E+04 | 2.2E+09 | -278 231 -128 232 -188 222 57.6 223
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Table IV Synchronization Error vs High Frequency Noise

NO LATENCY | BLUETOOTH WI-FI TCP WI-FI UDP ZIGBEE

HFN HE OuE HE OuE Mg OuE HE OuE HE OuE

[ppm] | [us] [ns] [ms] | [ms] | [ms] | [ms] | [ms] | [ms] | [ms] | [ms]

0.036 0.025 | 0.19 0.68 -0.62 | 0.71 | 0.001 | 0.015 | -0.034 | 0.015 | 0.024 | 0.014
0.05 | 0.19 0.72 -1.1 0.76 | -0.043 | 0.016 | -0.025 | 0.016 | 0.001 | 0.013

0.36 0.025 | 0.19 0.71 -1.00 | 0.68 | -0.005 | 0.015 | -0.014 | 0.014 | 0.013 | 0.015
0.05 | 0.19 0.66 -0.25 | 0.73 | -0.007 | 0.015 | -0.020 | 0.015 | 0.010 | 0.014

3.6 0.025 | 0.19 1.3 0.06 0.67 | -0.018 | 0.017 | -0.006 | 0.014 | 0.013 | 0.014
0.05 | 0.19 2.5 0.10 0.74 | 0.021 | 0.016 | 0.015 | 0.015 | -0.027 | 0.014

36 0.025 | 0.21 11.0 -0.11 | 0.75 | -0.007 | 0.015 | -0.003 | 0.015 | -0.009 | 0.016

5 0.05 | 0.20 25.4 0.47 0.72 | -0.040 | 0.014 | 0.011 | 0.015 | -0.035 | 0.013
= 360 0.025 | 0.33 122 -0.15 | 0.70 | 0.009 | 0.014 | 0.007 | 0.016 | -0.020 | 0.013
0.05 | 0.33 237 0.42 0.64 | 0.032 | 0.015 | 0.013 | 0.016 | -0.003 | 0.014

3600 0.025 | -0.35 | 1.1E+03 | -0.77 | 0.63 | -0.003 | 0.014 | -0.022 | 0.016 | 0.022 | 0.013
0.05 3.7 | 24E+03 | -0.54 | 0.77 | 0.006 | 0.016 | 0.035 | 0.016 | 0.005 | 0.015

36000 0.025 | -12.0 | 1.1E+04 | -1.2 0.75 | 0.018 | 0.018 | -0.013 | 0.019 | -0.014 | 0.016
0.05 -7.7 | 2.3E+04 | 0.06 0.70 | -0.004 | 0.026 | -0.011 | 0.028 | 0.072 | 0.025

72000 0.025 | 145 | 24E+04 | -0.29 | 0.77 | 0.015 | 0.028 | -0.006 | 0.032 | 0.053 | 0.028
0.05 | 40.7 | 49E+04 | 0.25 0.69 | -0.076 | 0.055 | 0.032 | 0.047 | 0.017 | 0.046

Table 1V reports the relationship between the synchronization error and the high frequency noise: the
variability of pe is less evident with respect of the variability observed in Table Ill. Furthermore, the o,e

is stable with Ts, exception made for the case without radio latency.

Finally, the analysis made for the drift between the sender and the receiver clocks brings to the results
reported in Table V. The imposed drift does not affect the value pe because it is fully corrected by the
linear regression. The same behavior is observed for both cases with and without radio latencies: the
only difference is in the magnitude of pe and o, achieved with the Bluetooth that have resulted always
greater than ZigBee and WI-FI, thus following the trend observed in the previous analysis (“sub-section

CH).
Summarizing, the analysis carried out in this section brings to the following main considerations:

- The clock non-idealities, in terms of prescaler, drift, low frequency noise and high frequency

noise, weakly influence the synchronization performance;
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Table V Synchronization Error vs Drift

NO LATENCY | BLUETOOTH WI-FI TCP WI-FI UDP ZIGBEE

DRIFT HE OLE HE OuE HE OuE HE OLE HUE OuE

[ppm] | [us] | [ns] | [ms] | [ms] [ms] [ms] | [ms] | [ms] | [ms] | [ms]
10 0.19 0.67 0.50 0.72 -0.008 | 0.014 | -0.005 | 0.015 | 0.018 | 0.013
0.036 100 0.19 0.61 0.58 0.72 -0.018 | 0.014 | 0.003 | 0.016 | 0.008 | 0.015
1000 0.19 0.57 0.60 0.65 -0.018 | 0.016 | 0.005 | 0.015 | 0.005 | 0.015
10 0.19 0.70 0.85 0.76 0.013 0.013 | -0.035 | 0.015 | 0.009 | 0.012
0.36 100 0.19 0.62 0.64 0.67 -0.019 | 0.014 | -0.012 | 0.013 | -0.001 | 0.016
1000 0.19 0.69 -0.06 0.64 0.005 0.014 | 0.002 | 0.016 | -0.017 | 0.012
10 0.19 0.63 0.35 0.75 0.015 0.013 | -0.039 | 0.016 | -0.011 | 0.014
3.6 100 0.19 0.61 -0.57 0.73 -0.013 | 0.014 | 0.009 | 0.014 | -0.001 | 0.014
1000 0.19 0.65 -0.21 0.75 -0.022 | 0.016 | 0.002 | 0.014 | 0.003 | 0.013
10 0.19 0.70 0.32 0.72 0.017 0.015 | -0.001 | 0.017 | -0.005 | 0.015
36 100 0.19 0.66 -0.57 0.77 0.023 0.014 | 0.009 | 0.015 | 0.030 | 0.014
iz 1000 0.19 0.58 -0.28 0.73 0.019 0.016 | 0.008 | 0.015 | -0.004 | 0.013
g 10 0.19 0.61 0.15 0.74 -0.028 | 0.015| 0.001 | 0.014 | 0.001 | 0.014
360 100 0.19 0.70 0.43 0.70 -0.002 | 0.015 | 0.013 | 0.015| 0.011 | 0.013
1000 0.19 0.65 0.94 0.68 0.001 0.015 | 0.014 | 0.015 | -0.013 | 0.015
10 0.19 0.64 1.3 0.73 0.010 0.015 | -0.002 | 0.015 | 0.011 | 0.014
3600 100 0.19 0.57 -0.03 0.69 -0.021 | 0.013 | 0.027 | 0.016 | -0.002 | 0.015
1000 0.19 0.61 0.12 0.71 | -3.7E-04 | 0.015 | -0.011 | 0.014 | -0.007 | 0.015
10 0.19 0.68 0.62 0.65 0.002 0.013 | -0.014 | 0.016 | 0.019 | 0.015
36000 100 0.19 0.59 0.38 0.71 0.008 0.014 | -0.007 | 0.015 | 0.008 | 0.013
1000 0.19 0.65 -0.40 0.69 -0.003 | 0.014 | 0.006 | 0.013 | 0.005 | 0.015
10 0.19 0.70 -0.43 0.62 -0.001 | 0.015 | 0.006 | 0.015| 0.005 | 0.014
72000 100 0.19 0.64 -0.56 0.69 0.018 0.015 | -0.017 | 0.015 | -0.003 | 0.014
1000 0.19 0.72 -0.76 0.71 -0.008 | 0.014 | -0.012 | 0.015 | 0.003 | 0.014

- The radio latency is the main quantity of influence for the synchronization performance;

- Generally, TS values do not significantly worsen the synchronization error and the result

repeatability.

Figure 8). It is made up of the PC controller, the Tektronix TLA5202 Logic Analyzer, the Tektronix

AFG3022B dual channel waveform generator, and two sensor nodes that can be connected through a

either wired or wireless link.

VI.
A suitable measurement station has been designed to characterize the synchronization algorithms (see

RESULTS VALIDATION
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Figure 8 Block diagram of the measurement station for the characterization of the synchronization procedure.

The PC controller embedded in the logic analyzer but represented as an external unit for the sake of

clarity, supervises all the instruments in the measurement setup.

The logic analyzer captures the time related to each happened event during the execution of

experimental tests as better described below.

Both realized sensor nodes provide three specific output pins, whose signals were captured by the
logic analyser, very useful for the debug and time analysis of the synchronization performance [11]. By
this pins it is possible to measure the synchronization duration on each node (sender and receiver), to
measure the synchronization error, and to estimate the times the sender node dispatches the first bit of
the time-stamp packet and the receiver collects the first byte of the time-stamp packet. By this pin, it is
possible to measure the packet transmission/reception duration. A suitable parameter was defined and
analyzed during experimental tests, it is the clock phase delay (CPD) expressed as the mean time
interval between the rising edges of the square wave transitions of the sender and the receiver node
clocks after the synchronization procedure (see Figure 9). Further details on this parameter can be found
in [10], [11]. Once such a parameter has been collected, it is possible to estimate pe and o, (having

assumed the clock of the sender as reference).



352

353

354

355

356

357

358

359
360

361

362

363

364

365

T T I I [

tx sync
{ rx sync ||
— tx clock

A T e
T

Signals

T

rx data |

BEREIRNRER T

| | | | | | | | | | | |

22 26 30 34 38 42 46 50 54~58 62 66 70 74 78 82 86
Time [s]

ith CPD

|
———————>
1

46138 461385 46130 461395 4614 461405 46141 461415
Time [s]

Figure 9 Captured signals for the evaluation of the algorithm performances (top) and selected figure of merit (bottom).

The dual channel waveform generator provides clocks to the two sensor nodes involved in the
measurement setup during the tests performed in emulation environment. It is possible to highlight in
Figure 8 the presence of a GPS-based controlled frequency standard (namely a Fluke 910RTM) that is

able to deliver a precision frequency and pulse-per-second time reference to the waveform generator.

The whole measurement station has been placed inside the shielded and semi anechoic chamber of
the University of Cassino and Southern Lazio, with the aim of avoiding any external electromagnetic

interference.

A. Experimental results in the case of emulated clocks and wired communication channel
First tests are aimed in considering the effect of clock non idealities in the presence of

communication channel characterizes by negligible variable latency. To this aim the proposed

experimental set-up considers an emulated scenario in which:

(a) the receiver node clock realizes three different drift levels which values are reported in Table VI,
and with the high frequency noise and low frequency noise at the maximum values considered in

Table I.



366

367

368

369

370

371

372

373

374

375

376

377

378

379

380

381

382

383

Table VI Analysis of the effect of the clock non ideality in the case of communication channel with negligible variable
latency. The low frequency noise and the high frequency noise have been set at their maximum value of Table I.

Imposed Drift U OuE
[%] [ps] [ps]
-0.625 72 11

0 57 10

0.625 82 12

(b) the communication channel is realized through a serial link at 38400 bps with negligible variable

latencies and loss of packets.

More in detail, the sender clock has been fixed to 8.000 MHz while the receiver clock has been
varied from 7.950 MHz (-0.625 %) to 8.050 MHz (0.625 %). This range is very wide if compared with
the typical drift and accuracy of commercial clock that is typically bounded to 30 ppm, but it is very

useful to highlight the synchronization performance versus the clocks drift.

The synchronization procedure has been carried out by sending 8 consecutive time-stamps every 2 s
and then calculating the regression coefficients. A total time of about 16 s is required per
synchronization. Each time-stamp packet is formed by 7 bytes, among these, 5 bytes describe the
microcontroller timer evolution and 2 bytes represents the header and the checksum of the message. A

total number of 200 consecutive tests have been executed for each receiver clock frequency.

Table V1 describes the behavior of pe and o, versus the imposed drift. Results can be compared with

those reported in Figure 5 when a Ts of 3.6 s is considered. Some considerations can be drawn:

i) the obtained values of pg are compliant with those reported in Figure 5 showing a mean value

of about 70 us.

i) As expected results in presence of positive and negative drift are very similar since, fixing the

drift value, the algorithm is capable of compensate the drift sign.

i)
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Table VII. Analysis of the effect of the Radio Latency. Real clocks that exhibit drift, low frequency noise and high
frequency noise are considered. A constant baud rate of 38400 bps is involved.

Applied Maximum

Radio Latency He OuE
[ms] [ms] [ms]

5 0.12 0.10

16 0.13 0.29

32 0.16 0.64

50 0.67 0.90

64 0.8 1.3

128 2.3 2.5

iv) As expected in the case of absence of drift the mean value of pe reduces since only the effect

of low frequency noise and high frequency noise acts on the synchronization performance.

B. Experimental results in the case of real clocks and emulated communication channel
Further tests aimed in considering the effect of real clock and the presence of communication channel

characterizes by not negligible variable latencies are presented in the following. To this aim the

proposed experimental set-up considers an emulated scenario in which:
(a) the sender and receiver nodes adopt real clocks;

(b) the communication channel is realized through a serial link at 38400 bps with six values of

variable latencies.

As for the (a) point, the nominal frequency of these clocks was 8 MHz with accuracy of 30 ppm. A
preliminary experimental characterization of these clocks has been made by evaluating their evolutions
over a time of about a week. In particular, the following mean clock values (urc) and experimental
standard deviations (orc) have been estimated: prc equal to 8.0002851 MHz and orc 0.2 Hz for the
clock of the sender, prc equal to 7.9993412 MHz and oc equal to 0.2 Hz for the clock of the receiver,
respectively. These clock values bring to an absolute clock drift between the sender and the receiver of

about 0.012percentage.
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As far as the (b) point is concerned six variable latencies have been considered. These considered
values well emulates the latencies expected when commercial ZigBee, Bluetooth, or WI-FI devices are

employed.
The results related to this analysis are reported in Table VIl and can be compared with those obtained
in Figure7 when a Ts equal to 3.6 s is considered.

Some considerations can be drawn:

)} the obtained values of pie are compliant with those reported in Figure 7 for all the considered

variable latency values;
i) as expected as the variable latency increases the values of pe and o, increase.

C. Experimental results in the case of real clocks and emulated communication channel
A test to analyze the effects of a real wireless communication channel and of real clocks has finally

performed. In this case the same clocks of the previous case have been considered while the wired
connection between the sensor nodes has been replaced by a wireless real ZigBee-based link [9]. As for

the wireless module, it is based on the EasyBee board with the Atmel ATZB-24-A2 transceiver.

The sensor nodes have been placed at a distance of about 5 meters inside the shielded chamber and

the temperature measured during the test varied in the range [20 °C, 22 °C].

The obtained results are reported in Table VIII and can be compared with those reported in

Figure 7a).

Table V111 Experimental results on real nodes.

Ts HEe OLE
[s] [ms] | [ms]
0.082 0.8 0.9
4.096 6.2 3.1
20.972 11.2 7.5
104.858 52 46
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Also in this case obtained results show values of ug of the same order of magnitude of the ones
experienced in simulation environment (see Figure 7), and once again pg worsens as Ts increases, thus
confirming the trends experienced in simulation and emulation environments.

VII. CONCLUSIONS

A detailed characterization of factors that influence performance of synchronization algorithms based
on linear regression and operating on low costs wireless sensor nodes has been carried out in the paper.
In particular, the paper has investigated in both simulated and real scenarios: (i) factors that influence
the clock performance, (ii) factors that influence the microcontroller on which the synchronization is

performed, and (iii) factors that influence the communication channel.

As for the (i) point the presence of drift, low and high frequency noise, has been analyzed in detail.
With regards to the (ii) point factors as the adopted prescaler that influences the finite resolution of the
timer, the variability of ISR time and the internal latency of the serial tunneling have been analyzed in
detail. Finally as far as the (iii) point is concerned the presence of variable latency due to the typical low
range wireless communication standards as BT, WiFi both with TCP-IP and UDP protocols, and ZigBee

have been considered.

In addition, starting from the well-known timing model valid for scenarios in which the timing at
MAC level is available, we have extended such a model to the case in which this feature is not present

(as it happens in low cost networks), thus introducing all the above-mentioned quantity of influence.

The analysis carried out in simulation and emulation environments and on real nodes brings to the
followings considerations: all the fixed latencies are well compensated by the regression algorithm; all
the variable latencies, due to the microcontroller side latency, radio latencies, and the non-ideal behavior

of the wireless channel, worsen the synchronization performance even if their mean values are well
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compensated by the regression algorithm and, in particular, the mean value of the sender-receiver clock

error (ue) and its variability (o,e) increases as the range of latency increases.

As for the non-idealities of clocks, the drift is well compensated by the regression while low
frequency noise and high frequency noise affect the synchronization error (an increasing of Ts brings to

a performance decrease).

The analysis and results obtained in this paper could be particularly useful for developers of low cost
WSN networks requiring time synchronization between nodes. The factors affecting synchronization
performance of linear regression algorithms on low cost platforms have been analyzed in detail.
Practical indications on both the components compensated by such kind of algorithms and the ones that

make worse the performance have been provided.
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