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Abstract

Opacity is a property of discrete event systems (DES) that is related to the possibility of hiding a secret to external
observers, the so called intruders. If the secret is the system initial state, then the related opacity problem is referred
to as Initial State Opacity (ISO). This paper gives a necessary and sufficient condition to check ISO in DES modeled
as bounded and live labeled Petri nets (PNs). The proposed approach relies on both the algebraic representation
of labeled PNs dynamic, and on their structural representation in terms of minimal support T-invariants. The
proposed necessary and sufficient condition enables ISO assessment by means of the solution of Integer Linear
Programming problems, which can be efficiently solved nowadays by means of off-the-shelf optimization tools.
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1. Introduction

Today’s technological society is permeated by com-
plex systems composed by multiple smart elements and
devices interacting together by way of communication
networks, often called distributed cyber-physical sys-
tems (CPSs). Examples of CPSs are autonomous au-
tomated highway systems, avionics, smart grids, and
smart buildings. In CPSs, data are captured by phys-
ical objects or sensor devices and transferred through
networks to the control system, which consequently be-
comes vulnerable to cyber-attacks. There is a great
potential in this area for developing novel approaches
using methodologies that pertain to discrete event sys-
tems (DESs [1]). Indeed, cyber-attacks act essentially
at the higher levels of the control architecture, where
the discrete event view is the most effective description
of the system dynamics.

Various properties have been introduced to charac-
terize privacy in the DES framework, the most common
being non-interference [2, 3, 4] and opacity [5, 6, 7, 8].
This paper focuses on opacity, that is a property re-
lated to the possibility of hiding a secret to external
observers (the so called intruders). In an opaque sys-
tem, a user with full knowledge of the model, but with
partial capabilities about the observation of the event
occurrences cannot infer any secret, no matter for how
long the system dynamic is partially observed.
When dealing with opacity, the secret is either a sub-

language of the language generated by the plant model
(language-based opacity), or a system state, either ini-
tial, current or final (state-based opacity). When the

latter type of opacity is considered, and the secret is
the initial state the property is referred to as Initial
State Opacity (ISO). A more general state-based no-
tion of opacity is the so-called infinite-step opacity [9],
which requires that any infinite sequence of events gen-
erates a sequence of observations that does not allow
the intruder to infer that the state of the system, at
any point in time (current, past, or initial), is revealed
to belong in the given set of secret states

Opacity has been largely studied using finite state au-
tomata models [8], due to their dominant role in DES
literature, and results in a relatively concise treatment
of the topic, while also enabling extensions to richer au-
tomata models as well as other DES models. An effec-
tive alternative is to use Petri net (PN) models in view
of their intuitive and compact graphical representation,
and their convenient mathematical formulation. The
main challenge in adopting an approach based on PNs
is to avoid the construction of the corresponding Reach-
ability Graph (RG, [10]), which in many ways will re-
semble a finite automaton, and therefore would imply
no real advantages in using PN models.

In the existing literature, opacity problems in
bounded PNs has been mainly solved resorting to
graphs that try to represent in a compact way the RG.
In [11], a graph called basis reachability graph (BRG),
derived from the PN system and based on the notions
of basis markings and explanations [12] is proposed.
The approach proposed in [11] allows to avoid an ex-
haustive enumeration of the reachability space, since,
depending on the net system, only a subset of reach-
able markings, i.e., the basis markings, should be enu-

©2023 This manuscript version is made available under the CC-BY-NC-ND 4.0 license



merated, while other reachable markings are character-
ized by linear systems, one for each basis marking. Al-
though in many cases the BRG is a compact represen-
tation of the RG, in the worst case the two graphs are
the same. Such BRG-based approach has been also ex-
tended to the case of infinite-step (current-state) opac-
ity in [13]. Authors of [14] proposed an approach that
relies on a compact representation of the RG, the so
called discernible reachability graph, and partially on
mathematical programming, to deal with current state
opacity, but under the assumption of partially (mark-
ing) observed nets. Along this line, recently results
have been proposed in [15, 16] to verify also infinite
step opacity.
Only few approaches have been proposed in litera-

ture that fully exploits the mathematical representa-
tion of PNs to avoid the explicit, although partial, state
space estimation. In [17], the authors deal with current-
state opacity, but a strong assumption on the secret
is made, i.e., secret markings must be conjunction
of a set of Generalized mutual Exclusion Constraints
(GMECs). In [18], the same authors extended the ap-
proach also to ISO. However, compared to the one pre-
sented in this paper, the approach in [18] presents sev-
eral limitations. Other than constraining the set of
secret markings to be described by GMECs, both the
subnets induced by observable and unobservable events
need to be acyclic, while such an assumption is not
made in this paper. Moreover, in our approach we con-
sider an arbitrary set of uncertain initial markings, that
includes both secret and non-secret ones. Such an as-
sumption is made by the standard ISO definition given
in [5], and is practically motivated by the fact that the
intruder can know the system structure, but not the ini-
tial state. Finally, the approach proposed in [18] relies
on the solution of optimization problems that depends
on the sequence of observed events, therefore cannot be
used to assess offline the ISO property.

The case of language-based opacity for systems mod-
eled with PNs has been tackled in [19], although lim-
ited to secret languages with finite cardinality, while
only a sufficient condition to assess non-ISO for unla-
beled PNs is given in [20].

In this paper, we deal with labeled PNs, which are
used to model the system under consideration. The
observation function is assumed to be static and the
states (i.e., the net markings) are not observable. Each
event is naturally associated at least to one transition.

The main contribution of this work is a necessary
and sufficient condition to verify if a live and bounded
labeled net system is ISO. Liveness and boundedness
are not strong assumptions, since they are basic prop-
erties usually required in practice. Moreover, generally
privacy assessment is not a requirement tackled in the
first step of system design. Therefore, it is reasonable
that such additional requirement is applied to a system
only after resource sharing and deadlock issues have

been solved making it live and bounded.
The key problem addressed in this paper requires to

check if, for any word that may occur from a secret ini-
tial marking, there exists at least another one with the
same projection over the set of observable events, that
is enabled from at least one of the non-secret initial
markings. The main technique exploited in the paper
to perform this assessment relies on the exact charac-
terization of the reachability space of a given live and
bounded PN through a finite set of linear inequalities.
Moreover, for the considered class of systems, we ex-
ploit also the possibility to represent in a convenient
way the sequences of enabled transitions by means of
net structural components. Indeed, live and bounded
systems are characterized by the existence of ergodic
components in the RG, i.e. set of markings forming
a subgraph of the RG, with no edges leading from a
node that belongs to the considered component, to a
node that does not belong to it. This behavior has
also structural representation, being live and bounded
systems also consistent. Consistency is a property that
guarantees the existence of a T-invariant that covers all
net transitions, i.e. with all positive components [21].
Such a specific invariant characterizes, in vector form,
the sequences that may occur within each ergodic com-
ponent, and those ones that bring the system from the
initial marking to one that belongs to an ergodic com-
ponent. This property of live and bounded nets helps
to characterizes the system sequences in terms of linear
inequalities, and to reduce the complexity when solving
the considered opacity problem.

The remainder of the paper is organized as follows:
the next section introduces the adopted PNs notation
and some preliminary results. The main contribution
of this paper, which is the necessary and sufficient con-
dition to assess ISO, is given in Section 3. Section 4
shows the effectiveness of the proposed approach by
means of some numerical examples. Finally some con-
clusions and future perspectives are drawn.

2. PRELIMINARIES

The adopted notation for labeled Petri net systems
together with some basic definitions are introduced in
this section. The concept of ISO is also recalled to-
gether with a preliminary result taken from [22]. The
main assumptions exploited to derive the proposed nec-
essary and sufficient condition are presented at the end
of the section.

2.1. Notation

In what follows different products will be considered.
We will denote with “ · ” the standard matrix multipli-
cation, while “ ◦ ” will denote the Hadamard product.

In this paper we deal with labeled Petri net
systems. Let first briefly introduce the concept
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of Place/Transition (P/T) net. A P/T net is
a 4-tuple N = (P, T,Pre, Post), where P is a set
of m places (represented by circles) and T is a set of n
transitions (represented by boxes). Pre : P × T 7→ N
and Post : P × T 7→ N) are the pre- and post-
incidence matrices, respectively. Pre(p, t) = w
(Post(p, t) = w) means that there is an arc with
weight w from p to t (from t to p); C = Post−Pre
is the incidence matrix.

A marking is a function −→m : P 7→ N that assigns
to each place of a net a nonnegative integer number of
tokens, drawn as black dots. The marking of a net is
usually represented by a vector −→m ∈ Nm.
A net system S = ⟨N,−→m0⟩ is a net N with an initial

marking −→m0. A transition t is enabled at −→m if and
only if −→m ≥ Pre(·, t), and this is denoted as −→m[t⟩. An
enabled transition t may fire, bringing the system to
the marking

−→m′ = −→m +C(·, t) ,

and this is denoted as −→m[t⟩−→m′.
A firing sequence enabled from −→m is a se-

quence of transitions σ = t1t2 . . . tk such
that −→m

[
t1⟩−→m1

[
t2⟩−→m2 . . .

[
tk⟩−→mk, and this is denoted

as −→m[σ⟩−→mk. The notations −→m
[
σ⟩ denotes an enabled

sequence under a marking −→m. Furthermore, ti ∈ σ de-
notes that the transition ti belongs to the sequence σ,
and the length of σ is denoted with |σ|.

A marking −→m′ is said to be reachable from −→m0 if and
only if there exists a sequence σ such that −→m0[σ⟩−→m′.
The set R(N,−→m0) contains all the reachable markings
of the net system S = ⟨N,−→m0⟩. The language of a
Petri net system S is defined as follows1

L(N ,−→m0) =
{
σ ∈ T ∗ | −→m0

[
σ⟩
}
. (1)

The function −→σ : T 7→ N, where −→σ (t) represents the
number of occurrences of t in σ, is called firing count
vector of the firing sequence σ. As it has been done for
the marking of a net, the firing count vector is usually
represented by a vector −→σ ∈ Nn. The notation −→σ =
π(σ) is used to denote that −→σ is the firing count vector
corresponding to σ.

If −→m0[σ⟩−→m, then it is well known that the so-called
state equation of the net system holds

−→m = −→m0 +C · −→σ . (2)

We now introduce some basic definitions commonly
given for P/T net and net systems. For more details,
the interested readers can refer to [23] or [10, 21].

Definition 1. (Reachability graph and live
ergodic components [24, 25]) Given a net

1The notation T ∗ denotes the Kleene closure of T (see [1,
Ch. 2]).

system S = ⟨N ,−→m0⟩ and its reachability
set R(N ,−→m0), the reachability graph is a labeled
directed graph RG(N ,−→m0) = (V ,Edge , l) with
l : Edge 7→ T given by:

� V = R(N ,−→m0);

� ((−→m ,−→m′) ∈ Edge ∧ l(−→m ,−→m′) = t) ⇔ −→m
[
t⟩−→m′.

Given the reachability graph of a net sys-
tem, let us denote with U a subset of
nodes U ⊆ R(N ,−→m0), and with
U• =

{−→m′ ∈ R(N ,−→m0) | (−→m ,−→m′) ∈ Edge ,−→m ∈ U
}
.

The set succ(U) of successors of U is
the minimal set such that U• ⊆ succ(U)
and succ(U)• ⊆ succ(U). The subgraph
of (V ,Edge , l) induced by U is defined by

G(U) =
(
U , (U × U) ∩ Edge , l|(U×U)∩Edge

)
,

where l|(U×U)∩Edge denotes the restriction of l to the
subset (U × U) ∩ Edge.
The set of labels of G(U) is denoted with Ξ. The sub-
set of nodes U is said to be an ergodic component if
and only if (U = {v} ∧ v• = ∅) or (G(U) is strongly
connected and U = succ(U)). Ergodic components of
the first kind are also called deadlocks, while those of
the second kind are called active ergodic components
or, when Ξ = T , live ergodic components. ♢

Definition 2 (T-invariant). Given a net N , a vec-

tor −→y ∈ Nn is called T-invariant if C · −→y =
−→
0 . ♢

Remark 1. From Definition 2, it follows that the oc-
currence of any enabled sequence σ such that −→m

[
σ⟩

with −→m ∈ R(N ,−→m0) whose firing count vector co-
incides with a T-invariant, produces a null net mark-
ing variation. Therefore, the occurrence of such se-
quences, takes the PN system back to the starting mark-
ing (state) −→m. ▲

The set of transitions

||−→y || = {tj ∈ T | −→y (tj) > 0} ,

is called the support of the T-invariant. A T-
invariant −→y has minimal support if there does not ex-
ist another T-invariant −→y ′ such that ||−→y ′|| ⊂ ||−→y ||. A
T-invariant −→y is minimal if there does not exist an-
other T-invariant −→y such that −→y ′ ≤ −→y . A minimal
support (MS) T-invariant has minimal support and is
minimal. The set of MS T-invariants T (N) is finite and
constitutes a basis, i.e. any T-invariant can be obtained
by linear combination of MS T-invariants. Algorithms
to compute the set T (N) ([26]) have been implemented
in off-the-shelf tools, such as TINA [27].
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Definition 3 (Consistency). A net N is said
to be consistent if and only if it is covered
by T-invariants, i.e. if there exists

a T-invariant −→y >
−→
0 . ♢

Definition 4 (Boundedness). A net system S is said
to be bounded if the number of tokens in each place
does not exceed a finite number k for any mark-
ing −→m ∈ R(N ,−→m0) ♢

Definition 5 (Liveness). A net system S is
said to be live if all transitions t ∈ T are live.
A transition t is said to be live if ∀ −→m ∈
R(N ,−→m0) ,∃ −→m′ such that −→m′ ∈ R(N ,−→m)
and −→m′[t⟩. ♢

When dealing with ISO, the information we are inter-
ested in hiding is the initial marking of the net, in what
follows we will consider net systems with uncertain ini-
tial marking. To this aim we defineM0 ⊆ Nm as the set
of all the possible initial markings. Systems with un-
certain initial marking are denoted as S = ⟨N ,M0⟩.

Labeled P/T nets allow to map events to the tran-
sitions; in particular, the same event can be associated
to more than one transitions.

Definition 6 (Labeled P/T net system). A labeled
P/T net system is the triple G = ⟨N ,M0 , λ⟩,
where N is a standard P/T net, M0 is the initial mark-
ing set, and

λ : T 7→ E ∪ {ε} ,

is the labeling function which assigns to each transi-
tion t ∈ T an event from the set E, where ε is the
silent event. ♢

In the following we will denote with

T e = {t ∈ T | λ(t) = e ,with e ∈ E} ,

the set of transitions associated with the same event e.
We denote with card(T e) the cardinality of set T e, and
with w the word of events associated to a sequence σ,
i.e. w = λ(σ), assuming the usual extension of the
labeling function to sequences of transitions and events,
that is by considering λ : T ∗ 7→ E∗. As for sequences
of transitions, given a word w we will denote with |w|
its length, and |ε| = 0 by definition.

Given a labeled net system with uncertain initial
marking, the concept of language (1) is extended as
follows

L(G ,M0) = {w ∈ E∗ | w = λ(σ)

with −→m0 [σ⟩ and −→m0 ∈ M0} .

p0

p1

p2

p3

p4

t2(a)

t3

t5(b)

2

2

2

2

t1(a)

t4(b)

t9(b)

t6(a)

t10

t8(a)

t7(b)

p5

p6

= Secret initial marking −→ms

= Non-secret initial marking −→mns

Figure 1: Example of labeled Petri net system with two unob-
serbable transitions (t3 and t10), a single secret marking (shown
as red tokens), and a single non-secret ones (shown as blue to-
kens).

When dealing with opacity, E is partitioned into
the two disjoint sets of observable (whose correspon-
dent transitions are represented by empty boxes) and
unobservable events (whose correspondent transitions
are represented by filled boxes), named respectively Eo

and Euo.
Given a word w ∈ E∗, its observa-

tion is the output of the natural projection
function Pr : E∗ 7→ E∗

o , which is recursively de-
fined as

Pr(we) = Pr(w) Pr(e) ,

with w ∈ E∗ and e ∈ E; moreover, Pr(e) = e if e ∈ Eo,
while Pr(e) = ε if e ∈ Euo.

The partition between observable and unobservable
events in a labeled P/T net induces a similar partition
on the set of transitions T . Therefore T = To ∪ Tuo,
where

To = {t ∈ T | λ(t) ∈ Eo} ,

Tuo = {t ∈ T | λ(t) ∈ Euo} ,

and obviously To∩Tuo = ∅. Without lack of generality,
in what follows it is assumed that for every t̄ ∈ Tuo it
is λ(t̄) = ε.

Moreover, given T = To ∪ Tuo and To ∩ Tuo = ∅,
we denote with Preo (Preuo) the restriction of the pre-
incidence matrix to the set of observable (unobserv-
able) transitions. The same applies for Posto (Postuo)
and Co (Cuo).

Example 1. To illustrate some of the concepts intro-
duced so far, consider the net shown in Fig. 1. The net
has 7 places, p0 , . . . , p6 and 10 transitions, t1 , . . . , t10,
while the corresponding set of events is E = {a , b}.
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Given the choice of the labeling function λ(·) reported
in Fig. 1, it is

T a = {t1 , t2 , t6 , t8} ,

T b = {t4 , t5 , t7 , t9} ,

where the two events a and b are assumed observable,
while the two transitions t3 and t10 are assumed to be
associated to unobservable events, being represented as
filled boxes in Fig. 1. Therefore t3 and t10 are labeled
with the silent event, i.e. λ(t3) = λ(t10) = ε.
The considered system has an uncertain initial mark-

ing, being

M0 =
{
(1 1 0 0 0 0 0)

T
, (1 0 0 0 1 1 0)

T
}

.

Moreover, the rows of the following matrix Y are the
four MS T-invariant contained in T (N)

Y =


−→y T

1−→y T
2−→y T
3−→y T
4

 =


1 1 2 0 0 0 0 0 0 0
1 0 1 1 1 0 0 0 0 0
1 0 0 1 0 2 2 0 0 1
1 0 0 1 0 0 0 2 2 1

 . (3)

▲

2.2. Initial State Opacity in Labeled Systems

When dealing with ISO, the M0 set is split into two
disjoint subsets: the set of secret markings Ms and of
non-secret markings Mns.
Given the system G = ⟨N ,M0 , λ⟩

with M0 = Ms ∪ Mns and Ms ∩ Mns = ∅,
we give the following definition of ISO system (see
also [5]).

Definition 7. A labeled net system G with uncertain
initial marking belonging to M0 is ISO if and only if

∀ −→ms ∈ Ms and ∀ w ∈ L(G ,−→ms) ,∃ −→mns ∈ Mns

and ∃ w′ ∈ L(G ,−→mns) s.t. Pr(w) = Pr(w′) . (4)

♢

Example 2. Let us refer again to the labeled system
shown in Fig. 1. In this case, it is easy to verify

that if Ms = {−→ms} =
{
(1 0 0 0 1 1 0)

T
}

and Mns = {−→mns} =
{
(1 1 0 0 0 0 0)

T
}

the systems turns out to be ISO.
Indeed, −→ms(p0) = −→mns(p0) = 1, and for any
sequence σs enabled by −→ms(p4) and −→ms(p5), there is a
sequence σns enabled by −→mns(p1) such that

Pr (λ(σs)) = Pr (λ(σns)) .

▲

2.3. Preliminary result

The next result is taken from [22] and will be exten-
sively exploited in Section 3. It gives a necessary and
sufficient condition that must be fulfilled by every se-
quence with finite length enabled under the marking −→m.

Lemma 1 ([22]). There exists ρ integer vec-
tors −→s 1 , . . . ,

−→s ρ ∈ Nn with ρ ≤ |σ| such that the fol-
lowing linear constraints are fulfilled

−→m0 ≥ Pre · −→s 1

−→m0 +C · −→s 1 ≥ Pre · −→s 2

. . . (5a)

−→m0 +C ·
ρ−1∑
i=1

−→s i ≥ Pre · −→s ρ

ρ∑
i=1

−→s i = π(σ) (5b)

iff there exists at least one sequence σ, which is enabled
under the marking −→m0 such that π (σ) = −→σ .

2.4. Assumptions

We now introduce the assumptions that will be ex-
ploited in Section 3 to assess ISO in DES modeled
as PN systems, together with the corresponding prop-
erties that can be derived once these assumptions hold.

Assumption 1. The net system S is assumed to be
bounded for any initial marking in the set M0. ♢

Remark 2. For bounded systems there exists an
integer Jmin such that if J ≥ Jmin, then for
each −→m ∈ R(N ,−→m0) there exists at least one set of vec-
tors −→s 1 , . . . ,

−→s J that fulfill the constraints (5a) and

−→m = −→m0 +C ·
J∑

i=1

−→s i .

In other words, for bounded systems Jmin fir-
ing count vectors are sufficient to describe the
reachability set R(N ,−→m0) by means of the con-
straints (5a). Although in the worst case Jmin

may be equal to card (R (N ,−→m0)) − 1, in many
cases Jmin ≪ card (R (N ,−→m0)) − 1. For a bounded
but non live net system, an estimation of Jmin can be
carried out by using the reachability graph of the sys-
tem itself. For bounded and live systems and estima-
tion of Jmin can be computed exploiting the concept of
T-invariant; an upper bound to Jmin is given by2:

Jmin ≤ 2 · ∥−→m0∥1 ·

∥∥∥∥∥∥
∑

y∈T (N)

−→y

∥∥∥∥∥∥
1

.

For a more comprehensive discussion on this issue, the
interested reader can refer to [28, Sec. 3]. ▲

2∥ · ∥1 denotes the 1-norm of a vector, that is the sum of the
absolute values of the vector elements.

5



Assumption 2. The net system S is assumed to be
live for any initial marking in the set M0. ♢

Remark 3. Assumptions 1 and 2 imply that the net N
is consistent (see [29]). ▲

Example 3. The system reported in Fig. 1 is bounded
and live for the two initial markings in M0 and is also
covered by MS T-invariant, as can be easily verified by
inspecting the entries of matrix (3). ▲

It is worth to notice that Assumptions 1 and 2 do
not imply structural boundedness and liveness, since
this two properties must hold only for the markings in
the set M0. Morever, if these two assumptions hold,
the next lemma follows.

Lemma 2. Given a net system S, the fulfilment of
Assumptions 1 and 2 imply that the firing count vector
of any enabled sequence σ ∈ L(N ,−→m0) is covered by a
weighted sum of MS T-invariants, i.e. ∀ σ ∈ L(N ,−→m0)
it is

−→σ ≤
∑

−→y i∈T (N)

ki
−→y i , (6)

with ki ∈ N. ▲

Proof. First of all, let us recall that, due to Assump-
tion 2, all the ergodic components of the reachability
graph for the considered net system S are live.
Therefore, once the system reaches a marking in an

ergodic component, being the system also bounded, in-
equality (6) readily follows from net consistency (see
Remark 3).
As for the sequences that bring the system from the

initial marking to a live ergodic component, also in this
case the corresponding firing count vectors are such
that inequality (6) holds. Indeed, if this would not
be the case the system would be either non-live – if the
sequences consume tokens – or unbounded – if the se-
quences generate tokens – (see also Remark 1), which
contradicts our Assumptions 1 and 2.

3. MAIN RESULT

The theorem presented in what follows represents the
main contribution of this paper, that is a necessary and
sufficient condition to assess ISO in labeled systems
that meet the assumptions introduced in Section 2.4.

Given J ≥ Jmin (see also Remark 2), the
proposed approach requires the solution of
the ILP (7)–(8) for each secret marking −→ms ∈ Ms,
and for each MS T-invariant −→y ∈ T (N). In (7)–(8),
B ∈ N denotes a sufficiently large positive integer,

while
−→
1 denotes the vector with all elements equal

to 1.

max


J∑

j=1

(J − j + 1) ·
∑

τ∈∥−→y ∥o

−→s j(τ) +B · bj


(7)

subject to

−→ms ≥ Preuo · −→ϵ s1
−→ms +Cuo · −→ϵ s1 ≥ Preo · −→s 1

−→ms +Cuo · −→ϵ s1 +Co · −→s 1 ≥ Preuo · −→ϵ s2

. . . (8a)

−→ms +Cuo ·
J∑

j=1

−→ϵ sj +Co ·
J−1∑
j=1

−→s j ≥ Preo · −→s J

J∑
j=1

−→s j(τ) ≥ −→y (τ) , ∀ τ ∈ To (8b)

−→s j ≤ B(1− bj) ·
−→
1 , j = 1 , . . . , J (8c)

−→ϵ sj ,
−→s j ∈ Nn , j = 1 , . . . , J (8d)

bj ∈ {0 , 1} , j = 1 , . . . , J (8e)

Due to constraint (8b), the vectors−→s j that solve (7)–
(8) correspond to a sequence of transitions enabled un-

der the secret marking −→ms, and their sum
∑J

j=1
−→s j

covers the observable part of the given MS T-
invariant −→y .
Moreover, thanks to the presence of term

∑J
j=1 B ·bj

in (7) and of the constraint (8c), the number of not
null firing count vectors −→s j is minimized. Finally, the
decreasing weights in the term

J∑
j=1

(J − j + 1) ·
∑

τ∈∥−→y ∥o

−→s j(τ) ,

of the objective function (7) allow to maximize the
number of firings in each not null −→s j , as far as this
is compatible with the enabling constraints (8a). As a
result, the firing count vectors that solve (7)–(8) con-
tain as much firings of observable transitions of −→y as
possible.

Remark 4. Let −→s ⋆
k be the not null fir-

ing count vectors that solve problem (7)–(8),
with k = 1 , . . . ,K ≤ J . In order to assess ISO,
the proposed approach tries to find a sequence of tran-
sitions enabled from one of the non secret markings
in Mns, whose corresponding words have the same
projection on the observable events as the words that
correspond to −→s ⋆

k. In order to do that, in what follows,
the set of optimization vectors −→q k ,1 , . . . ,

−→q k ,Lk
∈ Nn,

with3 Lk = ∥−→s ⋆
k∥1, is used to justify each observable

occurrence in −→s ⋆
k with a sequence of unobservable

transitions. ▲

3∥ · ∥1 denotes the 1-norm of a vector, that is the sum of the
absolute values of the vector elements.
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Theorem 1. Let G = ⟨N ,M0 , λ⟩ be a labeled system
bounded and live ∀ −→m0 ∈ M0, and let E = Euo ∪
Eo, with Euo ∩ Eo = ∅, and M0 = Ms ∪ Mns,
with Ms ∩ Mns = ∅; moreover, let T (N) be the set
of MS T-invariants of N .

For a given secret marking −→ms and MS T-
invariant −→y , let −→s ⋆

1 , . . . ,
−→s ⋆

K be the not null vec-
tors −→s j that solve the ILP problem (7)–(8).

System S is ISO if and only if the feasibility
problem (9) admits a solution ∀ −→ms ∈ Ms

and ∀ −→y ∈ T (N)4.



−→µ ≥ Preuo · −→ϵ 1
1 ,1

−→µ + Cuo · −→ϵ 1
1 ,1 ≥ Preuo · −→ϵ 2

1 ,1

. . .

−→µ + Cuo ·
J∑

j=1

−→ϵ j
1 ,1 ≥ Preo · −→q 1 ,1 (9a)

−→µ + Cuo ·
J∑

j=1

−→ϵ j
1 ,1 + Co · −→q 1 ,1 ≥ Preuo · −→ϵ 1

1 ,2

. . .

−→µ + Cuo ·
K∑

k=1

Lk∑
i=1

J∑
j=1

−→ϵ j
k ,i

+ Co ·
K−1∑
k=1

LK−1∑
i=1

−→q k ,i

+Co ·
LK−1∑
i=1

−→q K ,i ≥ Preo
−→q K ,LK

Lk∑
i=1

∑
τ∈Te

−→q k ,i(τ) =
∑

τ∈Te

−→s ⋆
k(τ) , ∀ e ∈ Eo , k = 1 , . . . , K ,

and i = 1 , . . . , Lk (9b)

−→µ =

card(Mns)∑
i=1

−→mnsi
◦ (µi · −→

1 ) (9c)

card(Mns)∑
i=1

µi = 1 (9d)

−→ϵ j
k ,i

∈ Nn , j = 1 , . . . , J , k = 1 , . . . , K , i = 1 , . . . , Lk (9e)

−→q k ,i ∈ Nn , k = 1 , . . . , K , i = 1 , . . . , Lk (9f)

µi ∈ {0, 1} , i = 1 , . . . , card(Mns) (9g)

Proof. Before proving the result, let us notice that,
due to the constraints (9a), (9b), (9e) and (9f)
the solution of problem (9) represents an unob-
servable explanation of the words whose observ-
able projections are equal to the ones of the
words that correspond to the solution −→s ⋆

1 , . . . ,
−→s ⋆

K

of (7)–(8). Moreover, constraints (9c)–(9d) and (9g)
imply that that such unobservable explanation is en-
abled starting from one of the non-secret markings
in Mns. Indeed, according to Lemma 1 (see also Re-
mark 4), up to J ≥ Jmin unobservable firing count
vectors −→ϵ j

k ,i are used in (9a) to explain each of the Lk

firings in −→s ⋆
k, with k = 1 , . . . ,K.

(if): in order to prove sufficiency, for a system S
that meets Assumptions 1-2, let us assume that for
each secret marking −→ms ∈ Ms and for each MS T-
invariant −→y ∈ T (N) the feasibility problem (9) ad-
mits a solution and, ad absurdum, that the system is
not ISO. From Definition 7, if the system is not ISO

4In constraint (9c) “◦” denotes the Hadamard product.

then

∃ −→m′
s ∈ Ms and ∃ w ∈ L(G ,−→m′

s) ,∀ −→mns ∈ Mns

and ∀ w′ ∈ L(G ,−→mns) s.t. Pr(w) ̸= Pr(w′) . (10)

Being G live and bounded for all markings
in both Ms and Mns, Lemma 2 holds, im-
plying that the firing count vector that cor-
responds to any sequence that in turns corre-
sponds to an enabled word, either w ∈ L(G ,−→m′

s)
or w′ ∈ L(G ,−→mns), is covered by a weighted sum
of MS T-invariants (see Lemma 6). Therefore, given a
secret marking such that (10) holds, there should be at
least a MS T-invariant −→y ′ such that constraint (9b) is
not fulfilled, which contradicts the initial assumption.
Hence, if the feasibility problem (9) admit a solution
for all −→ms ∈ Ms and for all −→y ∈ T (N), then the
system G is ISO.

(only if). Let us now assume, ad absurdum, that the
system is ISO and there exists at least one secret mark-
ing −→m′

s ∈ Ms and one MS T-invariant −→y ′ ∈ T (N)
such that the feasibility problem (9) does not admit
a solution. It follows that it is not possible to find
any non-secret marking able to justify the occurrence
of the observable events to which the firings in the so-
lution −→s ⋆

1 , . . . ,
−→s ⋆

K maps to. Therefore there exists at
least one word enabled from −→m′

s ∈ Ms such that the
property (4) does not hold, which contradicts the ini-
tial ISO assumption. It follows that if the system G
is ISO, then problem (9) must admit a solution for all
secret markings and all MS T-invariants.

4. NUMERICAL EXAMPLES

In this section we show the effectiveness of the pro-
posed condition to assess ISO in labeled systems by
means of some examples.

Let us first consider the labeled system of Fig. 1. As
already discussed in Example 2, with the given choice
of secret and non-secret markings the system is ISO.
Indeed, if we set J = 6 and we check the condition of
Theorem 1, it turns out that the feasibility problem (9)
is feasible for all the MS T-invariant in (3).

A different outcome can be drawn if we switch the se-
cret and non-secret markings. If this is the case, it can
be readily noticed that when −→ms = (1 1 0 0 0 0 0)

T

the word w = aaa is such that w ∈ L(G ,−→ms),
but w /∈ L(G ,−→mns). Hence with this choice of se-
cret and non-secret markings, the system is not ISO.
Checking again the feasibility problem of Theorem 1
with J = 6, this turns to be unfeasible when the MS
T-invariant −→y 1 in (3) is considered.

The second example we consider in this section is
based on the case study originally presented in [30]. Let
us consider the campus map shown in Fig. 2. The cam-
pus is covered by four coarse regions, namely A, B, C
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Figure 2: Campus map taken from the case study considered
in [30], considered in Section 4.

p0

p1p2
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p6 p7

t1(a)t2(a)

t4(b)

t3(a)

t5(b) t6(b)

t7(b)

t8(a)

t9(c) t10(b)

t12(c)

t12(c)

t14(c)t11(d)

t15(d)

t16(d)

Figure 3: Labeled Petri net model of the walking paths of the
campus whose map is shown in Fig. 2. It is assumed that this
paths are monitored by a Location-Based Service that is able to
detect the various events.

and D, in each of which two points of interest are se-
lected. People moving in the campus are traced by
a Location-Based Service (LBS) which provides net-
worked services based on user location. In such a sce-
nario, there is a privacy concern, since a malicious in-
truder may infer users’ location by observing the events
exchanged with the LBS.

The labeled net system of Fig. 3 models the events
generated by a LBS user that moves in the campus.
Each transition is labeled with the name of the coarse
region a user is moving from, i.e. the source position.
The events of the model in Fig. 3 are those monitored
by the LBS, that can be also potentially intercepted by
a malicious user.

The net in Fig. 3 is structurally bounded, being con-
nected and belonging to a special class of Petri net,
i.e. it is a so called state machine [23]. Moreover, being
strongly connected, the considered net is also live for
any possible initial marking [23]. Hence, according to
Remark 3, the net is consistent and is covered by the
ten MS T-invariants included as rows in the following
matrix

Y ′ =



−→y T
1−→y T
2−→y T
3−→y T
4−→y T
5−→y T
6−→y T
7−→y T
8−→y T
9−→y T
10


=



1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1 1 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
1 0 1 0 1 0 1 0 0 0 0 0 0 0 0 0
0 1 0 1 0 1 0 1 0 0 0 0 0 0 0 0


.

These invariants have been computed on a simple
laptop by using the TINA tool, and the time needed
for the computation is less than 1 ms. Our intent is
to verify whether every possible initial position of an
individual meet the privacy requirement. If this is not
the case, we exploit Theorem 1 to find the minimum
set of events by obscuring which to the intruder, the
system is made ISO.

Let us consider a user starting from the region D,
which, according to the scheme of the campus, has only
two zones of interest which are the “Cancer Center” and
the “Medical Center”. Assuming that the user does
not want the intruder to know that she/he has been
in any of those two points of interest, we set up the
first instance for this case study by selecting two secret
initial markings corresponding to a token in p6 or p7,
respectively, i.e.

Ms = {−→ms1 ,
−→ms2} =

{
(0 0 0 0 0 0 1 0)T ,

(0 0 0 0 0 0 0 1)T
}
.

Similarly each of the six non-secret initial markings is
obtained by positioning one token in the place that cor-
responds to one of the places in the set {p0 , . . . , p5}.
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If we set Eo = E = {a , b, c , d} and J = 10,
the feasibility problem (9) fails at least for the MS T-
invariant −→y 8, implying that the system is not ISO.
That outcome can be readily checked for both se-
cret initial markings but, for sake of simplicity, let
us consider the secret marking −→ms1 from which the
word w = dc is enabled. This same word cannot be
generate by starting from any of the non-secret mark-
ings.
For the same choice of the two sets Ms and Mns,

and by letting Eo = E\{c}, if we apply Theorem 1 the
system in Fig. 3 turns out to be ISO.

Let now consider a second case study that deals again
with the LBS model shown in Fig. 3. In particular, we
run N = 8 tests, by recursively selecting the secret
marking as follows

−→msn(pi) =

{
0 , i ̸= n
1 , i = n

with n = 1 , . . . , N . For each of those secret mark-
ings there are seven non-secret ones each of which
is obtained by positioning one token in the place pj
with j ̸= n. Hence, when Ms is set equal to

−→ms1 = (1 0 0 0 0 0 0 0)
T
,

then Mns is set equal to{
(0 1 0 0 0 0 0 0)

T
, (0 0 1 0 0 0 0 0)

T
,

. . . , (0 0 0 0 0 0 0 1)
T
}

.

By setting again J = 10 and by applying Theorem 1,
the system turns out to be not ISO when the set of
observable events is set equal to Eo1 = E\{c}.

That outcome can be readily checked by consider-
ing −→ms = (1 0 0 0 0 0 0 0)

T
, and the enable sequence:

σp0
= a b c c d ,

obtained by considering the MS T-invariant −→y 6, whose
projection is equal to:

Pr(σp0) = a b d .

Such a projection cannot be mimicked when starting
from any of the non-secret markings. This is confirmed
by our algorithm since the feasibility problem in (9) is
unable to find a solution.
Therefore we need to shrink the observ-

able subspace by letting Eo2 = E\{a, c},
being Eo3 = E\{b, c} a valid solution as well.
Indeed, for both choices, the eight instances of the
feasibility problems (9) admit a solution, implying the
system to be ISO.

Although it is well known that ILP problems have
NP-hard complixity, in order to give some indication

about the computational burden practically needed to
apply the proposed method, in Table 1 we summa-
rize some figures obtained when solving the various
optimization problems in the Matlab environment by
using the GLPK [31] solver on a PC with Intel®
Core� i7-1165G7 CPU 2.80 GHz and 16 GB of RAM.
In particular, the data reported in Table 1 refers to
the case when J = 10, and we consider the three ob-
servable sets discussed, namely Eo1 , Eo2 and Eo3 . The
table compares the total number of optimization vari-
ables and constraints to solve both the optimization
problem (7)–(8) and the feasibility one (9).

As it can be readily seen, for a given net and a
given J , both the number of constraints and opti-
mization variables for the problem (7)–(8) do not de-
pend on the chosen initial secret marking and MS T-
invariant. On the other hand, the size of the feasibility
problem (9) depends on the outcome retrieved from
(7)–(8), which in turn depends on the choices made
for the initial secret marking and on the the MS T-
invariant. Out of clarity, for this case study, we re-
port the outcome only for −→ms = (1 0 0 0 0 0 0 0)

T

and the T-invariant −→y = −→y 6. It is worth to notice
that each of the eight instances included in the sec-
ond case study requires the solution of 10 optimization
problems (7)–(8) as well as 10 feasibility problems (9);
therefore 80 optimization and feasibility problems are
to be solved. We reported the average time needed to
find a solution to each one of them together with the
standard deviation, and the total time needed to con-
struct5 and solve each of those.

Let us now consider a last case study applied on
the LBS model shown in Fig. 3, chosen to highlight
how the size of problem (9) grows as a function of the
number of tokens in the initial marking, which is chosen
as follows:

−→msn(pi) =

{
0 , i ̸= n
χ , i = n

where χ is a variable that varies from 2 to 8. The
problem so defined is indeed ISO regardless of χ, both
for Eo = E\{a, c} and Eo = E\{b, c}. In Table 2
are reported some figures of the outcome retrieved
by considering Eo = E\{a, c} and J = 10. The
first column represents the total number of states in
the reachability set and has been retrieved leverag-
ing the TINA tool; in the second and third columns
are reported the number of optimization variables and
constraints, respectively, used for solving the feasibil-
ity problem (9) when −→ms = (χ 0 0 0 0 0 0 0)

T
and

the T-invariant −→y = −→y 6. The fourth column is the av-
erage time needed to solve a single feasibility problem;

5The total time needed to construct the problem includes the
time needed by the script to generate the problem itself and
the time needed by the YALMIP [32] parser to parse it before
invoking the solver.
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Table 1: Figures of computational strain to solve problems (7)–(8) and (9)
.

Observable Optimization Constraints Average time Average time Total time to Total time to

events Variables for for to solve a single to solve a single generate and solve generate and solve

(7)–(8) \ (9) (7)–(8) \ (9) problem (7)-(8) problem (9) the 80 problems (7)–(8) the 80 problems (9)

Eo1 = E\{c} 170 \ 163 446 \ 420 199± 28 ms 1.9± 0.7 ms 29.2 s 152 ms

Eo2 = E\{a, c} 170 \ 176 404 \ 357 74.4± 19 ms 1.4± 0.5 ms 16.2 s 112 ms

Eo3 = E\{b, c} 170 \ 194 393 \ 374 49.6± 18 ms 1.3± 0.4 ms 14 s 104 ms

Table 2: Figures of computational strain with increasing tokens in the secret marking when Eo = E\{a, c}.
.

Number States in Optimization Constraints Average time Total time to

of tokens in −→ms Reachability Variables for for to solve a single generate and solve

set R (9) (9) problem (9) the 80 problems (9)

χ = 2 36 359 709 8 ms 640 ms

χ = 3 120 535 1061 18 ms 7.475 s

χ = 4 330 711 1413 43 ms 11.84 s

χ = 5 792 887 1773 69 ms 18.9 s

χ = 6 1716 1063 2125 108 ms 28.8 s

χ = 7 3432 1239 2477 143 ms 32.7 s

χ = 8 6435 1415 2821 197 ms 36.6 s

finally the total time needed to solve the 80 feasibility
problems is reported in the last column.
As a final comment, note that the figures reported in

Table 1 and Table 2 are acceptable for the off-line ISO
assessment, which is the objective of the proposed re-
sult. Moreover, the performance can be further im-
proved by considering ad-hoc hardware and software
solutions rather than a standard PC and off-the-shelf
software tools.

5. CONCLUSIONS

A necessary and sufficient condition to assess ISO
in labeled live and bounded system has been given in
this paper. The provided result relies on the solution
of optimization problems in the form of ILP problems,
which can be efficiently solved by using off-the-shelf
tools (see also [33]). Possible future lines of research
includes the extension of the approach to both current
and initial-and-final opacity [5], and the exploitation of
the proposed necessary and sufficient condition to dy-
namic enforce opacity by means of supervisory control,
similarly to what has been proposed in the context of
non-interference [34].
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[25] P. Góra, Graph Theoretic Bound on Number of A.C.I.M.
for Random Transformation, Proc. American Math. Soc.
116 (2) (1992) 401–410.

[26] A. Bourjij, M. Boutayeb, D. Koenig, T. Cecchin, On gener-
ating a basis of invariants in Petri nets, in: 1997 IEEE In-
ternational Conference on Systems, Man, and Cybernetics.
Computational Cybernetics and Simulation, Vol. 3, 1997,
pp. 2228–2233.

[27] B. Berthomieu, F. V. P-.O. Ribet, The tool TINA–
construction of abstract state spaces for Petri nets and time
Petri nets, Int. J. Production Res. 42 (14) (2004) 2741–2756.

[28] F. Basile, P. Chiacchio, G. De Tommasi, On K-
diagnosability of Petri nets via integer linear programming,
Automatica 48 (9) (2012) 2047–2058.

[29] M. Silva, E. Teruel, J. Colom, Linear Algebraic and
Linear Programming Techniques for the Analysis of
Place/Transition Net Systems, in: Lectures Notes in Com-
puter Science, Vol. 616, Springer-Verlag, 1992, pp. 309–373.

[30] Y. Wu, K. Sankararaman, S. Lafortune, Ensuring privacy
in location-based services: An approach based on opacity
enforcement, IFAC-PapersOnLine 47 (2) (2014) 33–38.

[31] GLPK (GNU Linear Programming Kit),
https://www.gnu.org/software/glpk/.
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