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ARTICLE INFO ABSTRACT

Editor: Maria De Marsico This paper presents a secure face recognition system with advanced template protection schemes for Cyber—

Physical-Social Services (CPSS). The implementation of the proposed system consists of five components. The

Tlsl,‘c(')s initial step performs image preprocessing, where it detects the facial region from the captured image using the
41A10 Tree-Structured Part Model (TSPM). The second phase involves feature extraction, where it utilizes the Scale
65D05 Invariant Feature Transform (SIFT) descriptor to extract features from small patches of the preprocessed images,
65D17 forming a collection of feature descriptors. The collection of feature descriptors is then clustered using the K-
Keywords: means clustering algorithm, returning the centers of K-clusters that serve as the vocabulary of a dictionary.

Finally, a histogram is generated using the vocabularies and frequencies, referred to as the “Bag of Visual

Face recognition X R ) X > X
Words (BoVW)”. Using this dictionary and a feature learning technique called Sparse Representation Coding

Cyber—Physical-Social Systems

FaceHashing (SRQ), followed by Spatial Pyramid Mapping (SPM), the system generates feature vectors from training/testing
Cancelable biometric image samples. In the third component, the modified FaceHashing technique is applied to the original feature
BioCryptosystem vectors, generating cancelable feature vectors. The fourth component employs a Bio-Cryptographic technique

Hybrid Template Protection Scheme

to preserve the cancelable feature vectors in a database. Lastly, the fifth component utilizes a multi-class linear
SVM classifier on the decrypted and query-cancellable feature vector to classify users. The system evaluates its
performance using FERET and CASIA-FaceV5 benchmark databases, providing 100% identification accuracy
for 200-dimensional cancelable feature vectors. The performance and security comparisons demonstrate the
superiority of the proposed system over existing methods.

1. Introduction

In recent years, systems or devices have been upgraded into smart
connected systems or devices, which are known as cyber—physical
systems (CPSs) or the Internet of Things (IoT). By incorporating social
networks into CPSs provides a new instance called CPSSs [1,2]. CPSSs
enable device-to-device and human-to-device communications and cre-
ate a constant interaction between humans and devices. CPSSs rely on
various technologies such as artificial intelligence (AI), virtual reality
(VR), big data, wireless sensor networks (WSN), 5G wireless communi-
cation networks, etc. CPSS assumes a pivotal role in propelling the data
science revolution by systematically promoting a tri-space information
resource encompassing cyber, physical, and social spaces [3]. The com-
putation of large-scale data encounters security and privacy challenges
within CPSSs [4]. Hence, it is crucial to integrate appropriate strate-
gies to ensure privacy and security. Nowadays, biometric recognition
systems are an effective alternative to password-based authentication

* Corresponding author.

systems [5]. These systems rely on facial, fingerprint, iris, palmprint,
and voice biometric traits. Among these traits, facial biometrics are
frequently preferred in recognition systems due to their ease of capture
compared to other biometric traits. However, it is essential to note that
facial features are also more vulnerable to attacks, including spoofing
attacks [6] (i.e., attack by photocopy, plastic surgery, makeup, etc.),
video attacks, 3D mask [7], and morphing [8]. Therefore, it is necessary
to consider these attacks while preserving user-sensitive facial data.
Protecting face data in the real-time face recognition system (FRS) is
becoming challenging with its increasingly widespread adoption. There
are various biometric template protection schemes such as (i) image
template transformation that protects templates at the image level using
watermarking, visual cryptography, and steganography methods, (ii)
feature template transformation in the form of cancelable biometrics gen-
erated by transforming biometric features into a transformed domain by
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Fig. 1. Block diagram of the proposed smart-card-based FRS. The diagram consists of two phases: the enrollment phase and the authentication phase. In the enrollment phase
of training, images are preprocessed through face detection, resizing variable-dimensional images to equal dimensions. Features are extracted from preprocessed image samples,
cancelable feature vectors are computed from original feature vectors using a modified FaceHashing algorithm, and finally, cancelable feature vectors are stored in a template
database in encrypted form. In the authentication phase, the user inserts a smart card into the system, and the system verifies this card by sending an OTP to the user’s phone. At
the same time, a sensor captures the user’s face and generates cancelable biometrics in the same way as in the enrollment phase. If OTP verification is successful, a classification
operation is performed between decrypted enrolled (training) cancelable feature vectors and tested cancelable feature vectors.

using passwords or token-based methods, and (iii) biometric cryptosys-
tem that enables the encryption algorithms to encrypt the biometric or
cancelable biometric features using a cryptographic algorithm during
online authentication [9] to overcome the security issues of biometric
template. The image template-based transformation techniques are un-
suitable for the proposed system because the attacker can reconstruct
the original image from the transformed one [10,11]. On the other
hand, feature template transformations are more secure than image-
based transformations, but a recent study [12] says that they are
also vulnerable during authentication. Apart from the original image
reconstruction issue, feature transformation-based template protection
schemes suffer from database, channel, and score-matching attacks. A
hybrid method consisting of feature transformation and a cryptographic
algorithm (BioCryptosystem) can be used to overcome these issues. To
sum it up, the contributions can be summarized as follows:

» an encrypted domain-based recognition system to perform the
user’s identification and verification while ensuring the system’s
impenetrable security utilizing two-layer security schemes such as
cancelable biometrics followed by Bio-Cryptography;

+ an extended cancelable biometric scheme employing the modified
Rivest-Shamir—Adleman (RSA) cryptographic algorithm;

+ a smart-card authentication scheme.

The remainder of this paper is structured as follows: Section 2
presents the related works. Section 3 demonstrates the methodology
of the proposed system. Section 4 describes the results of the ex-
periments conducted, including the computational complexity of the
system. Finally, Section 6 concludes by drawing some directions for
future research.

2. Related work

Various FRS and face template protection schemes based on Bio-
Cryptosystems and cancelable biometrics have been proposed in the last
few years. Hahn et al. [13] investigated template protection schemes
for the FRS based on Neural Network (NN). Chang et al. [14] proposed
a cancelable multi-biometric user authentication scheme using a fuzzy
extractor and a bit-wise encryption technique for feature-level tem-
plate protection. Vijayarajan et al. [15] proposed a bio-key-generation
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scheme based on an Advanced Encryption Standard algorithm to trans-
mit multimedia components through vulnerable networks. Aggarwal
et al. [16] proposed a deep NN-based model for automated FRS in
smartphones with the FedFace model as the learning framework, im-
proving performance. Dev et al. [17] designed a face recognition mod-
ule using deep face features. This module generates synthesized aged
face images over age progression and is used for face matching. Zhou
et al. [18] proposed a human emotion recognition method using elec-
troencephalogram biometrics based on the valence lateralization fea-
ture representation technique of the brain connectivity reservoir for
the CPSS. They achieved 85.55% emotion recognition. Zhou et al. [19]
proposed a CPSS for personalized human activity recognition based on
2-dimensional federated learning (2DFL). Isern et al. [20] proposed
a smart video surveillance system for future smart cities to provide
critical infrastructure protection using a reconfigurable cyber—physical
system. Tan et al. [21] proposed a CPSS Big Data using a blockchain-
based access control framework. Access control permissions for CPSS
big data are defined and stored on the blockchain. CPSS has been
designed to achieve privacy-preserving access control, authorization
and revocation, and auditing in blockchain-based access control CPSS.
Moreover, to achieve privacy-preserving symmetric encryption, it has
been employed. Wang et al. [22], Gati et al. [3], and Zhang et al. [23]
presented a comprehensive review of three-tier data fusion, such as
fusion of cyber, physical, and social spaces in the CPSS state-of-the-art
and perspectives. Table 1 summarizes some recent FRS with template
protection schemes.

3. Proposed methodology

The proposed FRS with the template protection scheme consists of
two phases: (a) the enrollment phase and (b) the authentication phase.
Both phases have some common steps, such as (i) face detection, (ii)
feature extraction from the detected face, and (iii) feature transforma-
tion. Additionally, the enrollment phase consists of a BioCryptosystem
where transformed features are encrypted and then stored in a database
as a template, and the authentication phase consists of a classification
task. This section covers all of these components, and Fig. 1 depicts
the block diagram of our proposed methodology by describing each
component of the proposed FRS.
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Summary of some recent FRS with template protection schemes. Here, GAR: Genuine Acceptance Rate, IR-1: Rank 1 Identification Rate, FPIR: False Positive Identification Rate,

FNIR: False Negative Identification Rate.

Method Year Feature Databases used Performance Template Limitations or flaws
extraction protection
[24] 2018 Deep CNN PIE, Color FERET, PIE 91.91%, 94.85%, 96.05% IR-1 SHA3-512 All hardware/ software do not support
SHA3
[25] 2019 Deep Learning 1JB-A, 1JB-C 97.88% IR-1 Fuzzy commitment  Performance dropped
[26] 2019 Deep CNN PIE, Extended Yale B 99.40%, 99.16% IR-1 Deep low-density No time complexity analysis
parity check codes
[27] 2019 Deep Learning  Caltech Faces, Georgia Tech 99.98%, 99.99% IR-1 BioCapsule If feature vector is compromised then
need to retake biometric.
[28] 2020 Classical CASIA-V5, IITK, CVL, FERET 99.85%, 100%, 100%, 100% IR-1 RSA algorithm Smaller key length, more execution
time, need to remember public keys.
[29] 2020 Classical FERET, FEIL, PIE 98.11%, 99.44%, 96.54% GAR Hashing No empirical irreversibility, theoretical
& empirical renewability criterion is
mentioned.
[30] 2020 Deep Learning FaceNet, ArcFace 98.50%, 99.03% IR-1 Post-quantum Database, channel attack
Cryptography
[31] 2020 Deep Learning  Color FERET, CMU-PIE, FRGC v2.0 98.55%, 99.00%, 99.81% GAR Randomized CNN Time complexity is not analyzed.
and secure sketch
[32] 2020 FaceNet FEI, LFW, Georgia Tech 99.99%, 96.10%, 99.97 GAR% Homomorphic Time complexity is not analyzed.
Encryption
[33] 2021 Deep Learning LFW, VGG2, 1JB-C 99.86%, 99.77%, 81.36% IR-1 Fuzzy Vault Time complexity is not analyzed.
[34] 2021 Deep Learning MORPH 99.94% IR-1, 0.1% FPIR, 0.42% FNIR Homomorphic Time complexity is not analyzed.
Encryption
[35] 2021 Deep Learning FEI, FERET, LFW 99.82%, 99.79%, 99.84% IR-1 Homomorphic Time complexity is not analyzed.
Encryption
[34] 2021 Deep Learning  FERET ~ 5% FNIR, 1% FPIR Homomorphic No empirical irreversibility, theoretical
Encryption & empirical renewability criterion is
mentioned.
[36] 2022 Deep Learning  MegaFace, ImageNet 81.4%, 86.2% RR-1 Homomorphic Complex key generation method.
Encryption
[37] 2022 FaceNet FERET, LFW 98.9%, 99.2% IR-1 Homomorphic Multiple key generation scheme
encryption increases execution time.
[38] 2022 Deep CNN MOBIO (Facenet, Idiap) 99.87%, 99.85% IR-1 PolyProtect Time complexity is not analyzed.
3.1. Image preprocessing Frontal face 68 Landmark points  Detected frontal Frontal

[luminations, occlusion by accessories, frontal and profile face

image

poses with expressions and accessories (makeup, cap, spectacles), vari-
ations in expressions, and low resolution are the challenging issues
of the captured biometrics, which degrade the performance of the
system. Here, we employed the TSPM [39] for the facial landmark
detection of the input images. The TSPM detects four corner points, like
a rectangular box representing the facial region, which are computed
using the calculated landmark points. This detected facial region is
then preprocessed to extract features, and these final preprocessed
images are considered input image 7. The working principle of TSPM is
that it calculates a Histogram of oriented Gradients (HoG) descriptors
corresponding to each pixel in the image region. The motivation behind
the use of TSPM is that it detects 68 and 39 landmark points from
frontal (Fig. 2(a)) and profile (Fig. 2(e)) faces, respectively. These
landmark points are nothing but the coordinate points computed on the
action points of the face region. Here, we considered these landmark
points as the coordinate points (x-abscissa, y-ordinate). The x-abscissas
of these coordinates represent the columns, while the y-coordinates
represent the given input rows in the digital imaging system. So,
using the min-max principle applied to the x-abscissa (x,,,, X,4,) and
similarly (y,,i,, Vmax) Of the y-ordinate of the coordinate points have
been computed. The combination of (x,,;,,» Vinin)s Kmins Ymax)s Kmaxs Ymin)s
(Xmax> Ymax) forms the 4 points based on the computed landmark coordi-
nate points. Considering these 4 points as corner points, a rectangular
box of facial regions is extracted from the given input image. Hence,
these assumed corner points help to compute the region of interest
F (Fig. 2(c), 2(g)) from the selected 4 corner points of the pixels
(Fig. 2(b), 2(9).
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Fig. 2. Image preprocessing steps in the proposed system.

Due to the different dimensions of the detected facial regions, input
images are scaled into equal-sized square dimensions, i.e., 200 x 200.
Smaller dimensional images provide less information, which is unsuit-
able for extracting useful patterns. On the other hand, high-dimensional
images need more recognition and encryption/decryption time. Hence,
the intermediate image sizes are considered.

3.2. Feature extraction

The preprocessed 200 x 200 grayscale images are used for fea-
ture computation. This feature computation technique consists of two
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steps such as (1) codebook formation, then (2) feature computa-
tion using codebook. During dictionary formation, we considered a
small patch w € R¥** over M training samples of F overlap-
ping p pixels horizontally and then vertically. Then the dense-SIFT
descriptor is used as the feature extractor which forms a visual de-
scriptor vector dgrprs) = l[di,ds,ds, ..., dgl" € R®I% from each
patch w;, where R is the number of descriptor of each patch w; and
the value 128 indicates the dimension of each descriptor d;. These
vectors are combined to form a single collection of descriptor vec-
tors Dgjprw) = [dSIFT(wl)7dSIFT(w2)v"'7dSIFT(w(N,1))’dSIFT(wN)]T =
[dy,dy,....d; diyy, ... ,dg]T € RSX12 where N = number of patches
of an image 7 and S = N X R. Dg;pr(, contains sufficient local
texture information and provides good performance. The vifeat [40]
software has been employed for this purpose. Hence, M training
image samples generate M.S number of SIFT descriptors i.e. Dg;pp =
[Dsirrys Dsirrys Dsirrys > Dsirr, |- Then the K-means clustering
algorithm is applied on Dg;rr(,, to cluster the descriptors. K-means
separates the data points into K clusters/ groups and returns cluster
center (i.e. centroid of the clusters) and these cluster centers are consid-
ered as the vocabulary of a dictionary/ codebook C = [c, ¢y, ... cx1T €
RKX128 Then, for each image, a histogram is built based on the
codebook (along the x-axis) and its frequency (along the y-axis). These
histograms are used as the bag-of-visual-words (BOVW) [41]. During
feature extraction, we extracted collection of descriptor vectors from
the training/ testing image samples in the same way. Then the SRC
technique is used on collection of descriptor vectors as the feature
learning technique to generate similar codes for similar descriptors
from training/ testing image samples with the help of the dictio-
nary C. Finally, we obtain the spectrum of codebooks (c[.’ s) of an
input image 7 and these generate non-statistical descriptors «; =
(@1, 02, @3, ... ;)" € R¥¥! where linear combination of each a;; with
code-words c¢; generates f; such that f; = (a;.¢; + @p.c; + @3.c3 + -+ +
;g .cg) for f; € Dg;pry)- The descriptor ¢; is computed by solving the
constrained least square fitting problem (Eq. (1)).

S
argmin )" |14 - Cay.
i=1

such that ||e;||l) = lle;lly =1 a;; >0, Vi

ji = (1)

The constraint ||a;||/, indicates that there is only one non-zero
element in each vector «;, and the constraint ||¢;||/, indicates that the
non-zero coding weight @; for g;is 11i.e., o; =(0,0,...,0,1,0,0, ... ,0)T.
This optimization problem obtains the index of a non-zero element in
a;, which corresponds to the belonging of §; in C, i.e. if a;; = 1 then §,
is represented by c;. This technique is termed the Bag-of-Visual-Words
(BoVW) model, and the image descriptor becomes the histogram or
frequency distribution of the code-word c;.

To overcome the quantization error in this optimization technique,
the sparsity regularization term is introduced in each «; by relaxing
the constraint ||¢;||/, = 1 and selecting the constraint ||e;||/; = 1. This
feature learning technique is known as SRC [42] and is defined in
Eq. (2). The main objective of SRC is to generate similar codes for
similar descriptors, resulting in good classification performance.

K)
arg min 2:, l18; = CaylI* + Alle 1
such that Z‘XU’ =1 a;20,Vi 2
J

Here ||a;|l; = 1 is the sparsity regularization constraint with reg-
ularization parameter A. The constraint ||o;||/y = 1 is /,-norm that is
the sum of ;; € a;. The SPM [43] technique has been applied on
a’s to improve BoVW by partitioning images to get more sub-regions.
Then from each of these sub-regions, we have obtained a histogram
of coefficients («). Finally, the histograms are concatenated to form a
feature vector fr € R0 from each image F using SRC followed by
SPM (see Fig. 3).
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3.3. Cancelable face template

The proposed cancelable biometric phase consists of four steps such
as:

1. Projection operation between original feature vector fr €
R*P and a matrix R € RP*" (D >» m) which is computed
from a randomly generated matrix R, € RP*" normalized by
Gram Schmidth Orthogonalization method i.e., xp =< frOR >=
[x}.....x,] € R™" and projection operation is performed with
the help of a subject specific token 7., (shown in Eq. (3)). x &
is called level-1 cancelable feature vector.

2. Permutation of the elements of x g with the help of permu-
tation function 7 and token #; =t + Lopsrem (systom 1S
system dependent token) which generates level-2 cancelable fea-

ture vector xi@ (shown in Eq. (4)). This permutation operation
improves both the performance and security of the system.

3. Another permutation of the elements of x’_. with the help of

F

. . _ ’ ’
permutation function » and token 7, = Tsubject + iystem (Im,em

is system dependent token) which generates level-3 cancelable
feature vector x’L,’)? (shown in Eq. (5)). This permutation opera-
tion improves both the performance and security of the system
than first permutation and x'7, is more discriminant than x'/,.
The original feature vector f g will be preserved in offline mode
whereas x’;} will be used for authentication in online mode.

4. Finally, x';; is transformed into integer domain Cy € Z>™ as the

resulting cancelable feature vector.

Tsubject Convert

Tsubject 7ty (xz) ,  Convert
f#z OR xXg X g z (€]
to Z
Lsubject L (x#) ) (X,Q) , Convert
f#z OR Xz Xz X g F 5

to Z

In the following sections, instead of x,, € R™", Cp € Z™" is
considered as the cancelable feature vector. To enhance the system’s
security, we have used a cryptographic encryption algorithm on Cp.
Moreover, we employed BioCryptography on the generated cancelable
biometrics to preserve those in the database which is used during
authentication.

3.4. BioCryptosystem using modified RSA algorithm

For the proposed BioCryptosystem, we have modified the existing
RSA algorithm [44] by introducing four prime numbers instead of
two prime numbers to encrypt the extracted cancelable feature vector
more securely. The RSA algorithm is an asymmetric key cryptographic
algorithm that employs two distinct keys: the public key (P,) and the
private key (P,). The public key is used to encrypt the cancelable
feature vector, and the private key is stored in a smart card to decrypt
the encrypted cancelable feature vector during authentication.

3.5. Classification

In classification, we computed the correct recognition rate (CRR%)
and equal error rate (EER%) using a multi-class linear SVM classi-
fier [45] as the identification and verification performances of the
system, respectively. The motivation behind the use of a multi-class
linear SVM classifier is that the low variability between inter (dissimi-
larity) class images or high variability between intra (similarity) class
images complicates the recognition system. While exhibiting sufficient
distinctiveness for inter-class images and significant similarity for intra-
class images, the SVM classifier also displayed outstanding performance
compared to the other classifiers. Apart from these, the SVM classifier
controls the trade-off between the errors in the recognition system
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Fig. 3. Proposed feature extraction technique.
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(a) Image Samples of FERET database
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Fig. 4. Image samples of the FERET and CASIA-FAceV5 databases.

during the classification task. The kernel-based SVM provides a better
solution for various complex problems due to its convex optimiza-
tion nature and helps find the separating hyperplanes to handle the
high-dimensional data.

4. Experiments

In our experiments, Intel Core i5 processor running at 3 GHz and
DDR4 8 GB RAM, 2666 MHz are used as hardware platforms, and
Windows 10, MATLAB R2016a, and Java as software platforms, respec-
tively.

4.1. Databases

The performance evaluation of this system has been conducted
using two benchmark facial databases: CASIA-FaceV5 [46] and FERET
[47]. There are 2500 images in the CASIA-FaceV5 database of 500
individuals, each with five samples and intra-class variations, including
pose, expressions, eyeglasses, illumination, imaging distance, etc. The
image resolution is 640 x 480 pixels for all 16-bit color BMP files.
FERET database contains 4970 images of 994 subjects, each with five
samples with intra-class variations, including poses, expressions, eye-
glasses, illumination, etc., of frontal and profile faces. Image samples
of the proposed databases are shown in Fig. 4.

4.2. Results and discussions

Table 2 shows the CRR% and EER% performances of the system.
Table 3 compares the performance of some state-of-the-art FRS with
the proposed system for the original feature vector fr € RIX300
with several training-testing percentages. Compared to other competing
methods, the proposed feature vectors provide better performance, as
shown in Table 3.
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Table 2
Performance of the proposed face recognition system using original feature vector f.

Database Percentage of training samples-testing samples

50%-50% 60%—-40% 70%-30% 80%-20% 90%-10%

CRR EER CRR EER CRR EER CRR EER CRR EER
FERET 54.63 0.1520 62.89 0.0981 70.52 0.0892 74.66 0.0710 86.32 0.0188
CASIA-FaceV5 78.82 0.1307 79.84 0.0865 80.32 0.0632 81.90 0.0489 83.50 0.0296

Table 3
Performance comparison between existing methods and the proposed method for FERET
and CASIA-FaceV5 database.

Methods Training/ CRR EER  Methods Training/ CRR EER
Testing (%) (%) Testing (%) (%)
FERET CASIA-FaceV5
Huang et al. [48] (90%-10%) 85.17 0.0079 Feng et al. [49] (60%-40%) 37.60 0.1891
Yang et al. [50] (90%-10%) 84.72 0.0180 Umer et al. [51] (60%-40%) 67.56 0.1301
Yin et al. [52] (90%-10%) 68.98 0.1201 Benamara et al. [53] (80%-20%) 99.26 0.75
Kumar et al. [24] (90%-10%) 94.85 2.16  Lu et al. [54] (80%-20%) 95.00 —
Osorio et al. [35] (90%-10%) 99.79 0.86 Liu et al. [55] (80%-20%) 98.80 —
Roman et al. [37] (90%-10%) 98.90 — Sun et al. [56] (80%-20%) 87.30 —
Dang et al. [29] (90%-10%) 98.11 0.9300 Qi et al. [57] (80%-20%) 99.35 —
Proposed (90%-10%) 86.32 0.0188 Proposed (80%-20%) 81.90 0.0489

To improve performance and security of the original feature fr,
we employed the FaceHashing technique, which generates the feature
vector x5 from f, x’r from x5, and x’;', from x’r using Eq. (3), Eq. (4),
and Eq. (5), respectively. The generated feature vectors obtained af-
ter applying Eq. (3), Eq. (4), and Eq. (5) are referred to as CFR,
(Cancelable Face Recognition level-1), CFR,, and CF R; respectively.

In CFR,, fr € R0 is transformed to m = 100, m = 200, and
m = 500 dimensional feature vectors by projection operation (shown
in Eq. (3)) with the orthonormalized random matrix R € R3000x" to
generate x g € R j.e. xp € RXI0 = [, € RS0 g R g R3000x100],
The performance obtained in CFR, is reported in Table 4.
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Table 4
Performance of the proposed CFR, in CRR (%) and EER, dim stands for dimension of
feature vector.

Pattern Recognition Letters 174 (2023) 17-24

Table 7
Time complexity of the proposed HTPS. Here, where d=total number of decimals,
b=binary bit length, M=number of integers in C or Dy.

Database 100 dim 200 dim 500 dim Operations Expression Time complexity
CRR EER CRR EER CRR EER Cancelable biometrics
FERET 9525 0.08347 100  0.0000 100  0.0000 Projection xr=|/r €RMPORERD™]  O(1 X Dxm)
. . . . Xp = [xl,“.,xm] e RIxm =0(Dm)
CASIA-FaceV5 98.12 0.0436 100 0.0000 100 0.0000 ()
Permutation of xz Xz 4 - xg o(2m)
b X'
Table 5 Permutation of X'F x’gz M x"g o(2m)
Performance of the proposed CFR, in CRR (%) and EER. = z - -
. onver
Database 100 dim 200 dim 500 dim Integer conversion Xp—o7 C7 0(db)
CRR EER CRR EER CRR EER BioCryptosystem
FERET 95.70 0.0352 100 0.0000 100 0.0000 Key generation GCD(@, ¢,)=1 0("’3(’""”@’%)))
CASIA-FaceV5 98.26 0.0125 100 0.0000 100 0.0000 e X dy = I(mod @) O(log(®))
Key distribution P, =<ey, N> o(1)
P, =<d;, N>
Table 6 X A
E Er(i, D=ICrG, )I% (mod N)  O(M
Performance of the proposed CFR; in CRR (%) and EER. neryption 7 D=ICE DI (mo ) Ioi(ekf(logN)z)
Database 100 dim 200 dim 500 dim Decryption DG, P=1ErG. )% (mod N)  O(M x
CRR EER CRR EER CRR EER log(dy)(logN)?)
FERET 96.72 0.0063 100 0.0000 100 0.0000 Overall time complexity of the HTPS= mux(O(Mlog(ek)(IagN)z),0(2'”)) = 0(2’”)
CASIA-FaceV5 98.71 0.0015 100 0.0000 100 0.0000

In CFR,, a permutation operation (shown in Eq. (4)) is performed
on xy using system-specific token #; to compute x/. which is more
secure than x; because it is very difficult to revert x5 from x7.. The
performance obtained in CFR, is shown in Table 5 which shows that
the performance of CFR, is better than CFR,.

Furthermore, another permutation operation (shown in Eq. (5)) is
performed on x7. using system specific token 7, to compute x. which
is CFR;. The performance obtained in CFR; is reported in Table 6
where identification accuracy (CRR%) is 100% for the 200-dimensional
feature vectors. Compared to the performance of CFR,, CFR; is better
and CFR; is also more secure because it is almost impossible to revert
to the original feature vector f; from x7. by applying reverse operation
of z, (x';.), @, (xo), and f& ® R, respectively.

Additionally, to increase the security of the database template for
online authentication, the modified RSA algorithm has been used to
encrypt the cancelable feature vector Cy, before storing the encrypted
feature vector Er as a template. During system access, the user will
insert a smart card, and the system will send a one-time password (OTP)
via mail or message. The user then provides the OTP as input, and the
system will verify it. After a successful OTP verification, the system
will decrypt the user’s stored biometric template and classify the query
image captured by the onboard camera. Finally, the system identifies
or verifies a user as authentic or fake.

5. Analysis of hybrid template protection scheme (HTPS)

To be a reliable and practical cryptographic method, it must have a
high computational complexity of the parameters and fast execution of
both encryption and decryption operations, which are both necessary
and sufficient criteria. In the following subsections, we discuss these
criteria for the proposed HTPS.

5.1. Computational complexity analysis of the HTPS

The computational complexity of the proposed system depends on
the various parameters used for modified FaceHashing and modified
RSA algorithms and the computational approach used in different
functions. The Table 7 presents a summary of the time complexity in
different steps of the HTPS. All the execution times presented in Table 8
are computed on the reduced 200 dimensional feature vector of CFR;
for both FERET and CASIA-FaceV5 databases.
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In particular, the reply attack, insider attack, brute force attack,
chosen cipher attack, dictionary attack, and lost/stolen smart-card-
based attacks were all addressed by the OTP-based smart-card access
control system. The system will generate an OTP and send it to the
registered phone number when the imposter inserts this card; without
this, the imposter cannot proceed further. The attacker will not be able
to access the system even if they copy the card and obtain all of the
information on it.

5.2. Comparative analysis of the proposed modified RSA

This subsection compares the execution times of the existing and
modified RSA algorithms. Table 9 shows that in terms of key genera-
tion, encryption, decryption, and overall execution time, the modified
RSA algorithm is faster compared to the existing RSA algorithm. Here,
only the results obtained from the FERET database are used in the
comparisons with the existing systems.

5.3. Novelty of the proposed HTPS

With the proposed HTPS, image-related attacks such as pre-image
attacks, replay/print attacks, image reconstruction, etc., and most of
the network-related issues such as channel attacks, database attacks,
brute-force attacks, chosen cipher attacks, and dictionary attacks can
be overcome. The Table 9 shows that, compared to existing RSA-based
systems [44,58,59], the modified RSA is faster.

6. Conclusion

This paper presents a face recognition system with a hybrid template
protection scheme for CPSS. To achieve better performance of the
proposed face recognition system, we implemented an efficient face
detection technique (TSPM), a feature extraction technique consisting
of SIFT-descriptor, SRC as a feature learning technique, and SPM to
improve BoVW. A further extended FaceHashing technique has been
employed to generate cancelable biometrics. Using a multiclass linear
SVM classifier with a K-fold cross-validation technique, we obtained
100% identification accuracy of the cancelable feature vectors reduced
from 5000 to 200 dimensions. The cancelable biometrics provide irre-
versibility, reusability, unlinkability, and performance preservation. It
also provides security support such as reply attacks, print attacks, spoof-
ing attacks, etc. But cancelable biometrics may suffer from key-based
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Table 8
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Execution time (in milliseconds) for 200 dimensional feature vector in cancelable biometrics phase, Bio-Cryptography phase, enrollment phase, and authentication phase of the
proposed system. Enrollment time includes cancelable biometrics phase, key generation, and encryption, whereas authentication time includes cancelable biometrics phase and

decryption.

Number of bits  Key length Execution time (in milliseconds) of 200 dimensional feature vector of C FR;
inP,Q,R, S (in bits)

Cancelable biometrics phase Bio-Cryptography phase Total time for Total time for

enrollment authentication
Preprocessing Feature Modified Key generation  Encryption Decryption
(per sample)  extraction FaceHashing (Prime numbers
+Public+Private)
FERET
128 512 198.7 632 217.2 78 10 17 1135.9 1064.9
256 1024 198.7 632 217.2 113 13 33 1173.9 1080.9
512 2048 198.7 632 217.2 163 15 45 1225.9 1092.9
1024 4096 198.7 632 217.2 185 21 322 1253.9 1396.9
2048 8192 198.7 632 217.2 720 112 2178 1879.9 3225.9
4096 16384 198.7 632 217.2 3895 328 11952 5270.9 12999.9
CASIA-FaceV5
128 512 185.7 643 215.5 81 11 19 1136.2 1063.2
256 1024 185.7 643 215.5 115 14 27 1173.2 1071.2
512 2048 185.7 643 215.5 159 15 45 1218.2 1089.2
1024 4096 185.7 643 215.5 263 20 309 1327.2 1353.2
2048 8192 185.7 643 215.5 705 117 2195 1866.2 3239.2
4096 16384 185.7 643 215.5 3907 325 11988 5276.2 13032.2
Declaration of competing interest
Table 9

Comparison between the existing RSA algorithm and the proposed modified RSA

algorithm in terms of key generation, encryption, decryption and total execution time.

Article Length of  Execution time Total execution

P, Q, R, S (in millisecond) time

(in bits) (in millisecond)

Key generation Encryption Decryption

Rivest et al. [44] 92 1.1 1.1 94.2
Ivy et al. [58] 128 144 2.5 2.2 148.7
Thangavel et al. [59] 165 2 2 169
Proposed 78 0.0500 0.0850 78.1350
Rivest et al. [44] 133 1 1.1 135.1
Ivy et al. [58] 256 216 4 3 223
Thangavel et al. [59] 237 3 2 242
Proposed 113 0.0650 0.1650 113.2300
Rivest et al. [44] 352 3 3 358
Ivy et al. [58] 512 313 21 23 357
Thangavel et al. [59] 389 16 16 421
Proposed 163 0.0750 0.2250 163.3000
Rivest et al. [44] 889 21 22 932
Ivy et al. [58] 1024 922 170 169 1261
Thangavel et al. [59] 1168 105 106 1379
Proposed 185 0.1050 1.6100 186.7150
Rivest et al. [44] 4315 183 169 4667
Ivy et al. [58] 2048 7471 1393 1379 10243
Thangavel et al. [59] 11164 784 745 12693
Proposed 720 0.5600 10.8900 731.4500
Rivest et al. [44] 91542 1380 1381 94303
Ivy et al. [58] 4096 93899 10907 10957 115763
Thangavel et al. [59] 181811 6620 6647 195078
Proposed 3895 1.6400 59.7600 3956.4000

attacks (brute force), database attacks (intrusion, dictionary-based),
cryptanalysis attacks, forgery-level attacks (lost or stolen key), channel
attacks, etc. Hence, the modified RSA cryptographic algorithm has been
employed on the cancelable feature vectors to preserve the biometric
templates in a template database. Additionally, the OTP-based smart-
card access control protects against unauthorized smart-card access.
A faster computing technique, a deep learning-based framework, and
anti-spoofing mechanisms need to be incorporated in the future to
improve the proposed approach.
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