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ABSTRACT

Software Bills of Materials (SBOMs) and Artificial Intelligence
Bills of Materials (AIBOMs) are emerging as critical support
for managing the supply chain of software and Artificial In-
telligence (Al) systems by improving transparency, traceability,
compliance, and more. While SBOMs offer structured, machine-
readable inventories of software components, AIBOMs extend
these principles to Al and Al-enabled systems by documenting
models and datasets. However, we still know little about the
adoption and practical usage of both SBOM and AIBOM.

This thesis investigates the current state of practice of SBOM
and AIBOM to support the management of the supply chain of
software and Al systems, and contributes to improving the tool-
ing of SBOM and AIBOM. Through a combination of qualitative
and quantitative methods—including semi-structured interviews
with practitioners, mining of open-source repositories, and a
multivocal literature review—this research identifies low aware-
ness and limited adoption of SBOM and AIBOM, and significant
technical limitations in existing SBOM and AIBOM generators.

To improve support for the generation of SBOM and AIBOM,
two tools were developed and empirically evaluated. AIRBORNE
enhances SBOMs with fine-grained provenance data by linking
software artifacts to reused content from Stack Overflow. ALOHA
generates AIBOMs by extracting and structuring information
from Hugging Face, a major platform for sharing AI models
and datasets. Both tools demonstrated the feasibility of enrich-
ing SBOMs and AIBOMs through deeper software composition
analysis.

The findings of this thesis offer practical and research-oriented
implications. For practitioners—especially software suppliers,
choosers, and operators—adopting SBOMs and AIBOMs is essen-
tial for managing the software supply chain. Suppliers should in-
tegrate automated SBOM/AIBOM generation into their pipelines,
ensuring compliance with guidelines, standards, and regulations.
Choosers should demand complete and accurate SBOMs/Al-
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BOMs during procurement, while operators should incorporate
them into CI/CD pipelines for continuous risk monitoring. For
researchers, future work should focus on improving the support
for the generation of SBOM and AIBOM, enhancing their ac-
curacy and coverage, improving the quality of supporting data
sources, and tracking software provenance more effectively.
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INTRODUCTION

A supply chain refers to the linked set of resources and processes
involved in the design, development, fabrication, processing, han-
dling, and delivery of a given product [121]. In manufacturing,
Bills of Materials (BOMs) enable suppliers to monitor the resources
used to make a product. Whenever an issue is identified in a
product, a BOM makes it easy to detect the affected resources
and resolve the issue, potentially alerting users. Software Bills of
Materials (SBOMs) apply the same approach to software systems,
enabling the identification and management of issues throughout
the software supply chain. Without SBOMs, the software supply
chain lacks transparency, making software systems “black boxes.”

An SBOM is a machine-readable record describing the inven-
tory of open-source and proprietary components structuring
a software system [185]. These components are identified and
profiled through a process named Software Composition Analysis
(SCA) [7]. For instance, an SBOM can detail all information on
the libraries on which a software system depends, including their
licenses, versions, suppliers, vulnerabilities, and supply chain
relationships.

Stakeholders at different stages of software development and
usage can benefit from SBOMs [115]. For example, SBOMs assist
software suppliers in producing their software by reducing code
bloat, ensuring compliance with licensing obligations, monitor-
ing vulnerabilities, facilitating code reviews, and preventing the
inclusion of banned components. SBOMs are also valuable to
software choosers to assess security, verify sourcing, ensure policy
compliance, and evaluate claims made about the software during
development, acquisition, or procurement. Furthermore, software
operators can leverage SBOMs for the configuration, maintenance,
and administration of software systems, enabling more informed,
risk-based decisions.

SBOM:s are expected to be widely adopted by any organization
developing or maintaining software systems, both in industrial
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and open-source contexts. In 2020, the European Union Agency
for Cybersecurity (ENISA) delineated a series of guidelines for
securing the Internet of Things (IoT), which include the release
of SBOMs for IoT devices [57]. In 2021, the United States Federal
Government, per President Biden’s Executive Order 14028 on
Improving the Nation’s Cybersecurity, laid down that any or-
ganization releasing software systems to federal agencies must
provide SBOMs for the released software systems [186]. The
following year, in 2022, the European Commission proposed
the Cyber Resilience Act [56], a cybersecurity regulation out-
lining that software producers must document the vulnerabil-
ities and components of their software systems with SBOMs.
The Cyber Resilience Act was then adopted by the Council of
the European Union in 2024. Starting from 2023, GitHub—the
leading version control platform for personal and professional
development [168]—introduced a new feature to export SBOMs
from the dependency graph of the software systems hosted on
the platform [75].

As Artificial Intelligence (AI) and Machine Learning (ML) be-
come widely integrated into software systems across different
domains [8, 55, 147, 192], new challenges emerge in managing
Al components involved in the software supply chain. For ex-
ample, the EU AI Act [58] mandates systems with embedded
Al to be assessed based on risk levels throughout their lifecycle,
with stringent requirements for high-risk applications to ensure
transparency, accountability, and compliance with laws. As a
result, conventional notions of the software supply chain re-
quire re-examination and adaptation to account for the unique
characteristics of AI components from the perspective of the Al
supply chain [29]. Building on the principles of SBOM, the Al Bill
of Materials (AIBOM) [195, 196] has been proposed to provide
a structured inventory of Al components, including Al models
and datasets.

While the adoption of SBOMs to manage the software supply
chain has primarily been driven by public administrations, their
uptake remains limited [171, 198]. In this respect, there is a lack
of empirical research on how software stakeholders—across
both industry and open-source communities—use SBOMs and
AIBOMs, as well as on the challenges they face and the sup-
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Table 1.1: Main contributions of the thesis.

SBOM AIBOM

O1 Interview study on the adoption of Multivocal literature review on Al-
SBOMs among Italian software practition- BOMs [155]
ers [156]
Mining software repositories study on the
adoption of SBOMs in open-source soft-
ware systems hosted on GitHub [157, 158]
Empirical evaluation of GitHub’s SBOM
generator [44, 45]

02 Development and evaluation of a fine- Development and evaluation of an Al-
grained SBOM generator [127] BOM generator [51]

port they require. Based on the aforementioned gaps, this thesis
pursues the following overarching goal: understanding and en-
hancing SBOM and AIBOM to support the management of the
supply chain of software and Al systems. Based on this overar-
ching goal, two objectives were formulated to guide the study:.

O1. Understanding the current state of practice of SBOM and Al-
BOM to support the management of the supply chain of software
and Al systems.

This objective aims to better understand the extent to which
SBOMs and AIBOMs are used by stakeholders in the manage-
ment of the software supply chain, along with the current chal-
lenges, unmet needs, and areas where further support is required.

Oz2. Improving the tooling of SBOM and AIBOM to support the
management of the supply chain of software and Al systems.

This objective concerns the development and empirical evaluation
of tools for generating SBOMs and AIBOMs. Currently, SBOM
generators are largely limited to representing coarse-grained
components, such as software libraries and packages, while tools
for generating AIBOMs are virtually nonexistent. The aim is to
enhance existing SCA techniques to generate SBOMs/AIBOMs
describing a broader range of component types, thus improving
the support for managing the software supply chain.

Table 1.1 summarizes the main contributions of the thesis. The
studies that were conducted to address O1 are presented below,
distinguishing between SBOM and AIBOM.
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ssoM. The current state of practice regarding the management
of the software supply chain using SBOMs was explored
from two perspectives: industry and open-source. In the
industry context, an interview study [156] was conducted
to assess how Italian software practitioners are adopting
SBOMs to manage their software supply chains, focusing
particularly on regulatory compliance, dependency man-
agement, provenance, and licensing practices. The study
found that, despite considerable attention to software sup-
ply chain challenges, Italian software practitioners have
limited knowledge of SBOMs and related regulations. As
for the open-source context, a mining software repositories
study [157, 158] was carried out to investigate the adop-
tion of SBOM generators by open-source software systems
hosted on GitHub. This investigation included adoption
trends, distribution patterns, update frequency, standard
compliance, and the reporting of data fields in SBOMs. The
findings revealed that while SBOM adoption is still low, it
is on the rise. Only a small fraction of SBOMs contain the
minimum or recommended information, with some even
being non-compliant with established standards, and none
reporting vulnerabilities. To better understand the limita-
tions of current SBOM generators, an empirical evaluation
of GitHub’s SBOM generator [44, 45] was conducted. This
generator leverages GitHub’s dependency graph, a built-in
SCA tool that maps the dependencies of the systems hosted
on GitHub. The evaluation provided insights into the accu-
racy of the information generated by GitHub’s dependency
graph and identified the likely causes of errors. The results
of this evaluation show that GitHub’s SBOM generator
yields inaccuracies due to the oversimplified processing of
dependency data during SCA.

AI1BOM. The current state of practice regarding the management
of the software supply chain using AIBOMs was investi-
gated through a Multivocal Literature Review (MLR) [155].
It focused on the motivations, benefits, laws, regulations, el-
ements, use cases, approaches, tools, techniques, limitations,
and challenges of using AIBOMs. The results of this MLR in-
dicate that AIBOMs improve transparency and traceability—
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as well as security, safety, and regulatory compliance—by
documenting Al models, datasets, and their relationships.
However, several concerns remain unaddressed, such as
immature generation and consumption tools, data source
availability, poor interoperability with existing infrastruc-
tures, and limited stakeholder awareness.

The studies conducted to address O2 build upon the insights
gained from the studies mentioned above. These are described
below, distinguishing between SBOM and AIBOM.

sBoM. To better support SBOMs in the management of the soft-
ware supply chain, a fine-grained SBOM generator [127]
was developed and evaluated, namely AIRBORNE (Aug-
mented fIne-grained softwaRe Bill Of mateRials geNerator
for stack ovErflow). It augments traditional SBOMs with
information on source code provenance from Stack Over-
flow, one of the most popular Question-and-Answer (Q&A)
platforms about software development. The tool detects
self-admitted Stack Overflow references within the files of a
given software system, potentially linking these references
to code snippets reused from Stack Overflow posts. The
evaluation revealed that AIRBORNE can successfully gen-
erate fine-grained SBOMs by incorporating explicit reuse
declarations of Stack Overflow.

A1BOM. To better support AIBOMs in the management of the
software supply chain, an AIBOM generator [51] was de-
veloped and evaluated, namely ALOHA (AIBOM tooL gen-
eratOr for Hugging fAce). It generates AIBOMs by mining
information from Al models and datasets hosted on Hug-
ging Face, the central platform for collaboration among the
open-source Al community. The evaluation revealed that
ALOHA can successfully generate AIBOMs by retrieving
and structuring data from Hugging Face.

Summing up, the results of this thesis indicate that, although
the adoption of SBOMs is increasing, it remains limited. This slow
uptake can be primarily attributed to a lack of awareness regard-
ing SBOM principles and software supply chain regulations, as
well as the immaturity of current tools for SBOM generation and



INTRODUCTION

consumption. Similarly, AIBOM has gained traction as a means
to support supply chains with Al components, but it still lacks
mature tooling. The results of this thesis also indicate that SBOMs
and AIBOMs can be improved to better support the management
of software supply chains by enhancing the underlying SCA to
accurately identify and profile a broader range of component

types.

THESIS STRUCTURE. The thesis is structured into four parts:

1. Part i defines the research problem addressed in the thesis
and includes Chapter 2, which focuses on relevant back-
ground information and related work.

2. Part ii presents studies on SBOMs, and includes four chap-
ters:

Chapter 3 reports the interview study on the adoption
of SBOMs among Italian software practitioners. This
chapter is based on the paper entitled “If it’s not SBOM,
then what? How Italian Practitioners Manage the Software
Supply Chain” [156], published in the proceedings of
the 40" IEEE International Conference on Software
Maintenance and Evolution.

Chapter 4 presents the mining software repositories
study on the adoption of SBOM in open-source soft-
ware systems hosted on GitHub. This chapter is based
on the paper entitled “On the adoption of software bill of
materials in open-source software projects” [158], published
in the Journal of Systems and Software, which extends
the work presented in “Software Bill of Materials Adop-
tion: A Mining Study from GitHub” [156], published in
the proceedings of the 39" IEEE International Confer-
ence on Software Maintenance and Evolution.

Chapter 5 offers the empirical evaluation of GitHub’s
SBOM generator. This chapter is based on the paper
entitled “An empirical study on the accuracy of GitHub’s
dependency graph and the nature of its inaccuracy” [45],
published in the Information and Software Technology,
which extends the work presented in “On the Accuracy
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of GitHub’s Dependency Graph” [44], published in the
proceedings of the 28" International Conference on
Evaluation and Assessment in Software Engineering.

Chapter 6 describes the development and evaluation
of the fine-grained SBOM generator. This chapter is
based on the paper entitled “AIRBORNE: Augmented
fIne-grained softwaRe Bill Of mateRials geNerator for stack
ovErflow” [127], submitted to the 48" IEEE/ACM Inter-
national Conference on Software Engineering.

3. Part iii presents studies on AIBOMs, and includes two
chapters:

Chapter 7 provides the MLR on AIBOM. This chapter
is based on the paper entitled “What We Know about
AIBOMs: Results from a Multivocal Literature Review on
Artificial Intelligence Bill of Materials” [155], submitted
to the ACM Transactions on Software Engineering and
Methodology (currently at the second round of revi-
sion).

Chapter 8 covers the development and evaluation of the
AIBOM generator. This chapter is based on the paper
entitled “ALOHA: A(IBoM) tooL generatOr for Hugging
fAce” [51], published in the proceedings of the 29" In-
ternational Conference on Evaluation and Assessment
in Software Engineering.

4. Part iv provides an overall discussion of the results from
the individual studies in Chapter 9 and concludes the thesis
in Chapter 10.






BACKGROUND AND RELATED WORK

This chapter provides background information and discusses
related work on software supply chain, SBOM, AIBOM, and SCA.
For each of these topics, the chapter first introduces the necessary
background to establish a foundational understanding, followed
by a review of related work to contextualize current research and
practices.

2.1 SOFTWARE SUPPLY CHAINS

A software supply chain consists of software that is increas-
ingly built using layers of reusable abstractions, such as libraries,
frameworks, cloud infrastructure, and Al components [191]. In
this scenario, software systems depend on and build upon other
existing software systems [191]. According to the Census II inves-
tigation by the Harvard Laboratory for Innovation Science and
the open-source Security Foundation, 70-90% of modern software
products depend on open-source software [178].

A primary concern for software supply chains is security. The
OWASP Top 10—a document representing a broad consensus
about the most critical security risks, regularly updated by the
OWASP Foundation—reports the usage of outdated and vulner-
able components as one of the most critical security risks [128].
For example, Heartbleed, a vulnerability disclosed in 2014 in
the popular OpenSSL cryptography library, costed businesses
at least 500 million USD [207]. Another example is Log4Shell, a
vulnerability disclosed in 2021 in the popular Apache Logj log-
ging framework, which affected more than 35,000 Java packages
(amounting to over 8% of the Maven ecosystem), and fixing it in
all the affected software products will take years [79].

The growing pervasiveness of Al is accelerating the prolifera-
tion of Al components into software supply chains. In this respect,
two specific categories of software systems can be distinguished:
Al systems and Al-enabled systems. An Al system is one in which

11
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Al constitutes the core functionality, performing tasks such as per-
ception, reasoning, decision-making, or learning (e.g., computer
vision systems) [149]. In contrast, an Al-enabled system incorpo-
rates Al as a supporting or augmenting component, rather than
as its primary function (e.g., a customer relationship management
system enhanced with Al-based predictive analytics) [133]. Both
Al and Al-enabled systems differ fundamentally from traditional
software systems, particularly in how their behavior is shaped by
Al components [133]. For example, differently from traditional
software that once deployed remains static in its behavior, Al
models used by such systems may evolve as they process new
data [196]. As a result, conventional notions of the software sup-
ply chain require re-examination and adaptation to account for
the unique characteristics of AI components from the perspective
of the Al supply chain [29].

2.1.1  Empirical Studies on Software Supply Chains

Several empirical studies investigated the security of software
supply chains. Derr et al. [47] analyzed Android applications and
found that almost all vulnerable components could be updated
without changing the source code. They also found that vulner-
able components are not updated to avoid concerns that could
compromise the functioning software (e.g., incompatibilities, high
integration effort), but also due to a lack of awareness regarding
available updates. Decan et al. [46] studied the impact of vulnera-
bilities in npm components and found that the number of new
vulnerabilities and affected components grows over time. The
authors also observed that it takes a long time to discover and
fix vulnerabilities, and a large fraction of components dependent
on vulnerable ones are not updated even when a fix is available.
Zapata et al. [200] manually inspected 60 projects adopting a vul-
nerable version of the ws, angular, and marked components and
found that most of them were safe as they did not use the vul-
nerable code. Zimmerman et al. [203] analyzed security concerns
in the npm ecosystem by focusing on the impact that vulnerable
components can have. The results indicate that vulnerable com-
ponents could impact large parts of the entire ecosystem and that
a lack of security maintenance leads to persistent vulnerabilities.
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Prana et al. [143] analyzed vulnerabilities in open-source compo-
nents used by 450 software projects written in Java, Python, and
Ruby. The authors found that the most common vulnerabilities
related to “Denial of Service” and “Information Disclosure” were
of a medium severity level; moreover, components were rarely
updated or changed by project owners, despite the availability
of updates. Alfadel et al. [6] investigated the propagation and
life span of vulnerabilities in the Python ecosystem. Their results
seem to suggest that vulnerabilities in the packages increase over
time and can take more than three years to be found and seven
months to be fixed by the dependent.

Levy [104] asserted that open-source software can be more
challenging to secure than proprietary software because of its de-
velopment environment, which is more complex to a large extent.
For example, organizations like Linux package the software by
commonly accepting code from others and bundling it with other
packages. The resulting software is then distributed through web-
sites. This complex web of interrelated parties creates several
attack points in the software supply chain. The author high-
lighted the need for technologies to secure the supply chains of
open-source software. To enable sharing among industry practi-
tioners having practical experiences and challenges with software
supply chain security, Enck and Williams [53] conducted two
industry and one government software summits (for a total of
30 organizations across the three summits). The result of these
summits is a list of five software supply chain security challenges.
Among these five top challenges, there is “leveraging SBOM for
security.” While participants had widely divergent opinions, they
agreed that efforts at establishing standards and requirements for
SBOMs have the potential to lay the groundwork for innovative
security enhancements.

Hartmann and Trew [84] proposed the concept of Context Vari-
ability to model multiple product lines and to support software
supply chains. In detail, this model facilitates the merging of
feature models during staged configuration, where variability
originates from different product types, geographic regions, and
customers. Preliminary evaluations of the model suggest that
Context Variability is both intuitive and easy to apply, even
with existing, commercially available variability management

13
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tools. Lamb and Zacchiroli [100] examined Reproducible-Builds
(R-B) from the perspective of software professionals. R-B is an
approach that can determine whether generated binaries cor-
respond to a given source code. The main idea is that when a
given source tree reliably produces bit-for-bit identical results,
the resulting artifacts can be considered trustworthy. The results
of their study indicate that uncontrolled build inputs occur when
tool chains allow the build process to be affected by the sur-
rounding environment. Similar to Lamb and Zacchiroli [100],
Vu et al. [188] proposed an approach, motivated by the intuition
behind R-B, to detect injected code in typosquatting and hijacked
packages. In particular, their approach detects code injected into
software packages by comparing their distributed artifacts (PyPI)
with the source code repository (GitHub). The approach has
been preliminarily evaluated on two datasets of known malicious
packages and the top ten most downloaded packages. Such an
approach captures the known malicious packages and reduces
the review effort for distributed software releases by 97%.

There are also studies related to analyzing dependencies in the
software ecosystem and their evolution. For example, Bavota et
al. [18] observed that the developers of the Apache Java ecosys-
tem try to lower the impact that dependency upgrades would
have when triggered by major releases and critical bug fixes. As
for dependencies in R and npm ecosystems, Bogart et al. [23] re-
vealed that developers do not use systematic approaches to cope
with changes. Later, Zahan et al. [199] analyzed the metadata of
1.63 million JavaScript npm packages and proposed six alerts of
security weaknesses (e.g., install scripts and maintainer accounts
associated with an expired email domain) in a software supply
chain. Zahan et al. [199] identified 11 malicious packages from the
install scripts signal and found 2,818 maintainer email addresses
associated with expired domains (allowing the hijacking of 8,494
packages). Zahan et al. [199] also obtained qualitative feedback
on link signals through a survey responded by 470 npm package
developers. One of the most important results of the survey is
that the developers would want to be notified about weak link
signals before using third-party packages.

Regarding software supply chains involving Al components,
Widder and Nafus [190] explored the ethical challenges faced by
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27 Al professionals when applying Al ethics guidelines. They
observed a phenomenon they describe as “dislocated accountabil-
ity,” which emerges from the fragmentation of the development
process into smaller tasks. This fragmentation often obscures the
broader context, diffusing ethical responsibility across various
actors in the supply chain. The authors argue that conventional
tools—such as ethical checklists and static guidelines—could be
enhanced by adopting an approach of “situated accountability,”
which emphasizes the specific relationships and responsibilities
embedded within and extending beyond the Al supply chain.

2.2 SOFTWARE BILLS OF MATERIALS

An SBOM describes in a structured and machine-readable format
(e.g., XML, JSON) the inventory of components used in a soft-
ware product, including third-party open-source and proprietary
components [185]. The need to develop a mechanism such as
SBOM is fostered by the peculiar nature of modern software
products, which no longer consist of only proprietary code.
Despite having received notable attention from policymak-
ers [56, 57, 186], the software industry has yet to implement
SBOMs fully [198]. In this respect, the United States Government
was the first authority to show interest in establishing guide-
lines to facilitate the adoption of SBOM. In particular, President
Biden’s Executive Order 14028 on Improving the Nation’s Cy-
bersecurity [186] mandated the United States Department of
Commerce and the National Telecommunications and Informa-
tion Administration (NTIA) to publish the minimum elements for
SBOM:s [185], which comprise the following interrelated areas:

* Data Fields, indicating the baseline information about each
component to enable its tracking across the software supply
chain and its mapping to other sources of data (e.g., vul-
nerability or license databases). In detail, NTIA’s minimum
data fields for SBOMs are:

— Supplier name, which represents the entity responsible
for creating, defining, and identifying components.

— Component name, which describes the name given to
a component by the original supplier.

15
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— Component version, which details the identifier the
supplier uses to specify different versions of a compo-
nent.

— Other unique identifiers, which indicate other compo-
nent identifiers that may reference relevant databases.

- Dependency relationship, which describes the depen-
dency relationships among components.

— Author of SBOM data, which represents the name of
the entity that creates the SBOM.

— Timestamp, which records the date and time of the
SBOM generation.

* Automation Support, related to software tools for producing
or consuming SBOMs.

® Practices and Processes, devising strategies to integrate
SBOM:s into the software development life cycle—e.g., a
new SBOM must be produced and made available to those
who need it whenever a component is updated or new infor-
mation on that component becomes available like disclosed
vulnerabilities.

In addition to the minimum elements for SBOMs, the United
States Department of Commerce and NTIA [185] published rec-
ommended data fields. They are:

¢ Component hash, a fixed-size string generated by a hash
function from a component’s binary or source code,
uniquely identifying the component and verifying its in-
tegrity.

¢ Life cycle phase, indicating when (e.g., pre-, post-, or within-
building) and from where (e.g., source or binary code) the
data reported in the SBOM was collected.

¢ Other component relationships, indicating kinds of rela-
tionship (e.g., derivation or descendant) different from the
dependency relationship.

¢ License information, needed to manage licensing risks due
to employing components with incompatible licenses.
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As for security, the United States Department of Commerce and
NTIA suggest storing vulnerability information in separate data
structures linked to SBOMs [185]. This requirement emerges
because vulnerability information is dynamic and evolves over
time—a software product previously deemed not secure may
become insecure as new vulnerabilities are discovered. As such,
vulnerability information in SBOMs cannot be assumed to be
complete and up-to-date unless very specific conditions and
processes are in place [185].

SBOM generation should produce a comprehensive and accu-
rate list of all the components a software product depends on,
which might vary depending on the stage of software develop-
ment (e.g., considering pre- vs. post-build artifacts) [120]. Manual
SBOM generation is impractical due to the large number of de-
pendencies a software product can have. Therefore, it is necessary
to rely on automated tools, possibly integrated into the devel-
opment pipeline. For example, some SBOM generators can be
plugged into package managers. In such a case, the SBOM gener-
ator is declared among the project’s dependencies in the package
manager’s build/lock files. For example, there are plugins to be
declared in pom.xml files for Java Maven projects, which allow
the automatic generation of SBOMs based on the dependencies
listed in those pom.xml files. As a result, current tools typically
capture dependencies only at the package or library level, over-
looking finer-grained artifacts such as code snippets [161] copied
from Q&A platforms such as Stack Overflow [28, 109]—this may
introduce potential licensing conflicts and security risks [9o] that
remain invisible in current SBOMs.

Multiple standards have been defined to make SBOMs
machine-readable and allow their consumption by other tools.
An SBOM standard is a machine-readable schema conceived to
provide a uniform structure for describing the composition of a
software product so that the SBOM can be consumed by other
tools (e.g., vulnerability or license scanners). As pointed out
by Xia et al. [195], the most commonly adopted standards are
SPDX [154] and CycloneDX [38].

SPDX is an open standard with origins in the Linux Foundation.
Initially conceived to improve software license compliance, SPDX
was then extended to support further use cases like those related
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to security. In 2021, SPDX was approved as an ISO/IEC stan-
dard [86]. Another open standard for SBOMs is CycloneDX from
the OWASP Foundation. Similar to SPDX, it supports different
use cases, from software license compliance to security-related
ones.

Both SPDX and CycloneDX incorporate existing specifications
to identify components, including Package URL (purl), Common
Platform Enumeration (CPE), and SWID tags. Indeed, SBOM is
the glue that maps external data to software products/compo-
nents, supporting complex and straightforward use cases (e.g.,
mapping to vulnerability databases to retrieve information on
disclosed vulnerabilities and their mitigations, or ongoing mon-
itoring and risk analysis of third-party components) [185]. The
same component can be identified through different kinds of
identifiers. Also, a database containing component information
might support a certain kind of identifier rather than another. For
instance, the National Vulnerability Database (NVD) supports
only CPE. It is worth noting that hashes can also serve as software
identifiers. However, they are reported in SBOM in specific data
fields dedicated to hash values (unlike other component identi-
fiers); also, there are situations when a hash cannot be generated
(e.g., partial or complete absence of the binary/source code from
which to generate the hash) or require further information on
how it will be generated (e.g., while generating a hash from a
source file is straightforward, for an executable file there might
be some differences based on the packages employed) [185].

SPDX and CycloneDX allow describing virtually the same com-
ponent information, albeit in different ways and using different
terminology. Table 2.1 shows the SPDX and CycloneDX object
models, depicting the sections an SBOM must/can have. SPDX
Document Creation Information and BOM Metadata Information are,
respectively, the SPDX and CycloneDX sections describing the
software product for which the SBOM was produced and how
the SBOM was created, by whom, and when. In CycloneDX,
the Components Information section documents first- and third-
party components (including software and hardware components,
AI/ML models, source code, and configurations) while the Ser-
vices Information documents the usage of external APIs. The same
information (i.e., internal components and external services) can
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Table 2.1: Object models of SPDX and CycloneDX.

SPDX CycloneDX
SPDX Document Creation Information BOM Metadata Information
Package Information Components Information
File Information Services Information
Snippet Information Dependency Relationships
Other Licensing Information Detected Compositions

Relationships between SPDX Elements Vulnerabilities

Information Formulation
Annotations Information Annotations
Review Information Extensions

be virtually described in SPDX through the Package Information,
File Information, and Snippets Information sections. In both SPDX
and CycloneDX, licensing information can be described along
with the declared components. However, SPDX also provides a
section named Other Licensing Information Detected. Relationships
between SPDX Elements Information and Dependency Relationships
are, respectively, the SPDX and CycloneDX sections outlining di-
rect and transitive dependencies involving first- and third-party
components, according to a dependency graph representation.
CycloneDX provides a Vulnerabilities section to document any
information on disclosed vulnerabilities within first- and third-
party components; similarly, it is possible to document this in-
formation in SPDX along with the component information in
the Package Information, File Information, and Snippets Information
sections. Compared to other formats, CycloneDX potentially al-
lows for a more in-depth description and characterization of
vulnerabilities, e.g., to what extent an attacker could exploit a
vulnerability in a component. The reason for this better support
is that CycloneDX was explicitly conceived to better support
vulnerability management in complex software supply chains.
The SPDX and CycloneDX standards define the structure of
SBOMs; as for how to report component information, it is nec-
essary to rely on other documents, such as the Department of
Commerce and NTIA’s guidelines on minimum elements for
SBOMs [185] and the mapping of these elements to the SPDX
and CycloneDX standards [114]. Indeed, these documents outline
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{ {
"SPDXID" : "SPDXRef-DOCUMENT", "bomFormat" : "CycloneDX",
"spdxVersion" : "SPDX-2.3", "specVersion" : "1.4",
"creationInfo" : { "serialNumber" :
"created" : "2023-12-31T18:48:20Z", < "urn:uuid:f8b8ab5d-0c68-47d9-82fe-65df75d30544",
“creators" : [ "Tool: "version" : 1,
< spdx-maven-plugin"], "metadata" : {
"licenselListVersion" : "3.22"}, "timestamp" : "2023-12-31T17:46:04Z",
"name" : "Template", "tools" : [ {
"datalLicense" : "CCO-1.0", "vendor" : "OWASP Foundation",
"documentNamespace" : "name" : "CycloneDX Maven plugin",
"http://spdx.org/spdxpackages/template”, "version" : "2.7.9"],
"packages" : [ { "component" : {
"SPDXID" : "SPDXRef-gnrtdo", “group™ : "com.example",
"name" : "Template", “name" : "Template",
"primaryPackagePurpose" : "LIBRARY", "version" : "1.0-SNAPSHOT",
"versionInfo" : "1.0-SNAPSHOT"}, “type" : "library",
{"SPDXID" : "SPDXRef-gnrtdl", "bom-ref" :
"description" : "Apache Log4j 1.2", — "pkg:maven/com.example/Template?type=jar"}},
"homepage" : "components" : [ {
< "http://logging.apache.org/log4j/1.2/", “publisher" : "Apache Software Foundation",
"licenseDeclared"” : "Apache-2.0", "name" : "log4j",
"name" : "Apache Log4j", “version" : "1.2.17",
"originator” : "Organization:Apache "licenses" : [ { "license" : { "id" :
— Software Foundation", — "Apache-2.0" } } 1,
"summary" : "Apache Log4j 1.2", "type" : "library",
"versionInfo" : "1.2.17" } 1, "bom-ref" :
"relationships” : [ { — "pkg:maven/log4j/log4j@l.2.17?type=jar"} 1],
"spdxElementId" : "SPDXRef-DOCUMENT", "dependencies" : [ {
"relationshipType" : "DESCRIBES", "ref" :
“relatedSpdxElement" : — "pkg:maven/com.example/Template?type=jar",
<~ "SPDXRef-gnrtde"},{ "dependsOn" : [
"spdxElementId" : "SPDXRef-gnrtd0", <~ "pkg:maven/log4j/log4j@l.2.17?type=jar"]
"relationshipType" : "DYNAMIC_LINK", ¥, {
"relatedSpdxElement" : "ref" : "pkg:maven/log4j/log4j@l.2.17?type=jar",
<5 "SPDXRef-gnrtdl"}] "dependsOn” : [ 1} 1
} }

(a) SPDX SBOM.
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(b) CycloneDX SBOM.

Figure 2.1: Examples of SBOMs generated using the SPDX and Cy-
cloneDX plugins for Maven.

how to put SBOMs into practice. For instance, SPDX and Cy-
cloneDX standards define sections to report dependencies among
components but not the minimum depth in the dependency graph;
in this respect, according to NTIA [185], an SBOM should contain
at least all direct dependencies among components, as well as all
transitive dependencies or sufficient details to retrieve transitive
dependencies recursively”.

The typical file format for SPDX and CycloneDX SBOMs is
JSON or XML. However, SPDX SBOMs can also be produced
as a plain text file. Figure 2.1 provides examples of two SBOMs
in JSON format, one is related to the SPDX standard and the

1 A direct dependency indicates that a component X depends on a component
Y, while a transitive dependency indicates that a component X depends on a
component Z because there is a component Y such that X depends on Y and Y
depends on Z.
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other to CycloneDX. Both SBOMs report component information
about the same system, i.e., a Java Maven project that imports
only one dependency into the pom.xml file, namely Apache Log4j.
The SBOM files were generated using the SPDX and CycloneDX
plugins for Maven.

SBOM:s can be tailored to describe a wide range of inventory
types [31], which has led to conceiving the following specifica-
tions:

* Software-as-a-Service Bill of Materials (SaaSBOM). It offers
a comprehensive inventory for cloud-native applications,
detailing services, endpoints, data flows, and data classi-
fications. SaaSBOMs complement Infrastructure-as-Code
(IaC) by providing a logical representation of a complex
system, complete with an inventory of all services, their
reliance on other services, endpoint URLs, data classifica-
tions, and the directional flow of data between services. The
types of services SaaSBOMs can represent include microser-
vices, Service-Oriented Architectures (SOA), Function-as-
a-Service (FaaS), and broader System-of-Systems architec-
tures. Optionally, they may also include the underlying
software components that constitute each service.

* Hardware Bill of Materials (HBOM). It extends SBOM capa-
bilities to embedded systems and IoT devices, bridging
the gap between traditional Engineering Bills of Materials
(EBOM) for hardware-based systems. This makes HBOMs
well-suited for applications in consumer electronics, IoT,
industrial control systems, and other embedded environ-
ments.

* Manufacturing Bill of Materials (MBOM). It documents the
formulations and processes behind the creation of both
software and hardware components.

* The Cryptography Bill of Materials (CBOM). It describes cryp-
tographic assets and their dependencies, a critical step in
enabling the transition to quantum-safe systems. Cryptog-
raphy can be difficult to manage as it is often deeply embed-
ded within the components that make up software systems.
As part of an agile cryptographic approach, organizations
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2.2.1

can use CBOMs to gain visibility into the cryptographic
assets they rely on, enabling them to assess associated risks
and establish a baseline for mitigation efforts.

The Operations Bill of Materials (OBOM). It encompasses run-
time environments and component configurations, offering
a comprehensive, full-stack inventory.

Bill of Vulnerabilities (BOV). It supports detailed tracking
and communication of vulnerabilities across components.
BOVs can represent complex vulnerability details, includ-
ing the source, references, multiple severity levels, risk rat-
ings, technical descriptions, remediation guidance, and the
specific affected software or hardware components along
with their versions.

Vulnerability Disclosure Report (VDR). It conveys both known
and unknown vulnerabilities affecting components and
services. VDRs supports the disclosure of vulnerabilities,
such as those inherited from third-party and open-source
software.

Vulnerability Exploitability eXchange (VEX). It describes the
extent to which a known vulnerability in a component is
actually exploitable within the context of the specific sys-
tem where the component is used. As a subset of VDR,
VEX addresses the common scenario where the mere in-
clusion of a vulnerable component does not necessarily
mean the system is affected. VEXs clearly communicate the
exploitability status of vulnerabilities, distinguishing those
that pose a real risk from those that do not.

AIBOM (also referred to as MLBOM or DataBOM). It docu-
ments Al components by representing detailed information
about Al models, datasets, and their dependencies. Further
details about AIBOMs are provided in Section 2.3.

Empirical Studies on Software Bills of Material

Linux Foundation’s SBOM readiness survey in 2022 [171] with
412 worldwide organizations showed gaps in familiarity with,
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production planning for, and consumption of SBOMs. For exam-
ple, 40% of the organizations were unclear about whether the
industry is committed to mandating SBOMs, raising concerns
about whether the software industry is abiding by President
Biden’s Executive Order 14028 on Improving the Nation’s Cyber-
security [186].

Xia et al. [195] conducted 17 interviews and a survey with 65
respondents to investigate (i) the adoption of SBOM in practice,
(ii) the SBOM tool support, and (iii) the main concerns related
to the use of SBOMs. Based on the collected results, the authors
derived 26 statements describing the SBOM adoption and its
challenges. Those are related, for example, to the still limited
awareness, the need for better incentives in using SBOMs, a lim-
ited consensus on what should be the content of SBOMs, and the
presence of sub-optimal and non-standardized tools, especially
for what concerns the support for handling vulnerabilities.

Chaora et al. [26] performed an ethnographic study analyz-
ing discourse from public meetings held around SBOMs. The
discourse occurred from September 20, 2022, to March 20, 2023,
during SBOM community engagement meetings facilitated by
the Cybersecurity & Infrastructure Security Agency (CISA) in
the United States Department of Homeland Security. To promote
SBOM adoption, the authors foresee regulations and a publicly
recognized agency that audits and validates SBOMs submitted
to a common infrastructure. This infrastructure could restrict in-
formation on SBOM components to the authorized stakeholders
and monitor vulnerabilities within them. The authors also fore-
see that SBOMSs may face other challenges, such as supervising
artificial intelligence.

Stalknaker et al. [170] conducted a study combining surveys
and interviews and aimed to investigate the challenges behind
SBOM adoption for five different groups of stakeholders (practi-
tioners familiar with SBOMs, contributors to critical open-source
projects, experts of Al and ML, developers of cyber-physical sys-
tems, and legal experts), and the ways such challenges could be
circumvented. The results of their study, which involved 138 par-
ticipants, identified 12 different challenges and possible solutions
to address them. Important challenges include the need for multi-
dimensional SBOM specifications, improving SBOM-related tools,
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aiding SBOM verification/consumption, and promoting SBOM
adoption.

Kloeg et al. [99] analyzed business stakeholder groups directly
involved in SBOM production and consumption to determine
which groups can drive or inhibit SBOM adoption and why:.
Through semi-structured interviews, the authors observed that
system integrators and software vendors had the highest SBOM
adoption potential. In contrast, business-to-business customers
and individual developers had the lowest motivation.

Balliu et al. [12] compared six state-of-the-art tools that generate
CycloneDX SBOMs for Java Maven projects and discovered that
these tools capture different sets of dependencies, which might
be incorrect or incomplete. The authors encourage new research
that deepens the analysis of SBOMs with respect to different
SBOM standards and programming languages.

Torres-Arias et al. [182] performed a preliminary empirical
investigation on NTIA’s minimum data fields. They analyzed
SPDX SBOMs from an SBOM dataset that was artificially created
through different SBOM generators. The authors found that about
one percent of the analyzed SBOMs fully complied with NTIA’s
minimum data fields.

As far as SBOM generators, Yu et al. [197] assessed GitHub’s
dependency graph, Trivy, Syft, and Microsoft SBOM Tool. Yu et
al. [197] analyzed SBOMs generated from 7,876 open-source
projects across nine programming languages. Their results re-
vealed that all SBOM generators suffer from inaccuracies in gen-
erating SBOMs. Among the causes of such inaccuracies, Yu et
al. [197] reported incomplete metadata parsing, limitations in
resolving transitive dependencies, limited support for version
constraints, and inconsistent package naming conventions and
dependency definitions.

2.3 ARTIFICIAL INTELLIGENCE BILL OF MATERIALS

In addition to existing governmental regulations mandating
SBOMs and software supply chain management (e.g., [56, 57,
186]), new regulatory frameworks are emerging to govern the use
of Al For example, the EU AI Act [58] introduces a risk-based
classification system for systems with embedded Al, requiring
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continuous assessment throughout their lifecycle. High-risk appli-
cations, in particular, are subject to stringent requirements aimed
at ensuring transparency, accountability, and legal compliance.

The behavior of systems with embedded AI components (e.g.,
AI/ML models) is largely shaped by such components. Ensuring
transparency for such systems requires SBOMs also to capture
details specific to AI components (e.g., model version, training
information, attribution/licensing requirements, and bias/fair-
ness issues). To this end, an extension to SBOM specifications has
recently been conceived to document AI components, namely
AIBOM [212]. Traditional SBOM standards need to be adapted
to serve as an optimal foundation for the generation and con-
sumption of AIBOMs. For example, since version 1.5, released
in 2023, CycloneDX introduced fields to track and manage Al
components and their associated metadata [20]. This extension,
also referred to as ML-BOM [212] or DataBOM [170], allows
representing Al-specific components such as:

¢ AI/ML models documenting architectures, weights, hyper-
parameters, and configurations;

* Datasets used for training, validation, and testing, ensuring
data provenance and integrity;

¢ Algorithms and frameworks describing the underlying Al
frameworks, libraries, and optimization techniques applied;

* Dependencies and external components tracking third-
party models, pre-trained embeddings, and associated de-
pendencies, which are critical for vulnerability management
and reproducibility.

2.3.1  Empirical Studies on Artificial Intelligence Bills of Material

The research community has recently started investigating the
need for complementing SBOMs with AIBOMs [145, 170, 195,
196]. In their qualitative study, Xia et al. [195] pointed out that the
generation of AIBOMs is different from that of traditional SBOMs
as AIBOMs include AI/ML-specific data. Xia et al. [196] acknowl-
edged that a key difference between SBOMs and AIBOMs is the
dynamic nature that the latter should have. While traditional
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software systems remain static in their behavior once deployed,
the behavior of systems with embedded Al could evolve as they
process new data. This difference would require ad-hoc tools for
the generation of AIBOMs. Stalnaker et al. [170] also conducted a
qualitative study in which almost all respondents were unaware
of any tool support for the generation of AIBOMs. Although no
AIBOM generator was reported, the authors identified as “quasi-
AIBOM” generators two tools: DVC [42] and ML-Flow [108]. In
their work, Radanliev et al. [145] proposed an AIBOM schema
and a tool to represent its instances visually. However, they did
not propose any specific tool to generate AIBOMs.

One potential approach to generating AIBOMs is to leverage
the information provided in model cards. These were introduced
by Mitchell et al. [112] to improve transparency in the documen-
tation of Al models. Indeed, model cards and AIBOMs share
common goals, as both aim to describe AI components. However,
model cards lack a standardized structure, which limits their
machine readability. Hugging Face, a widely used platform host-
ing over 1.5M Al models and 300k datasets, supports the use of
model cards. Several studies investigated the content of Hugging
Face model cards. For example, Pepe et al. [139] conducted an
empirical study to evaluate how Hugging Face models declare
datasets, possible bias, and license incompatibilities, finding that
such information is poorly documented. Ait et al. [5] confirmed
that Hugging Face offers a comprehensive set of features and
a diverse range of data related to Al assets via model cards.
Nonetheless, the authors also found certain limitations, particu-
larly regarding incomplete information and limited data access.

2.4 SOFTWARE COMPOSITION ANALYSIS

The management of the software supply chain and the generation
of SBOMs can be supported by SCA tools [7]. SCA aims at
identifying and profiling the artifacts that compose a software
system [7]. These may include, for example, third-party libraries
for which the system depends, directly or indirectly, but also
source code elements (e.g., code snippets) or other artifacts being
included in the software system. SCA can be performed on both
source and binary code [197].
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In addition to SBOM generation, applications of SCA include:
identifying and tracing buggy or vulnerable components a soft-
ware project depends upon; licensing compatibility analysis; or,
in general, any analysis to check whether a software system de-
pends on components that can create trustworthiness problems
(e.g., because being developed by non-trusted contributors or in
hostile countries).

An example of an SCA tool is GitHub’s dependency graph [76],
available since 2017. It shows, for those repositories for which
it is enabled, the lists of dependencies and dependents, respec-
tively.> GitHub infers the dependency graph by analyzing man-
ifest and lock files—i.e., files, such as pom.xml for Maven or
requirements.txt for pip, specifying project build dependencies.
For this reason, GitHub’s dependency graph is only available for
projects written with programming languages for which pack-
age managers are supported (e.g., the dependency graph is not
available for C because none of its package managers are sup-
ported) [77]. Other than leveraging manifest/lock files, users can
manually add dependencies to their project’s dependency graph
using the dependency submission API. The dependency graph is
automatically updated when a commit changing a (supported)
manifest/lock file to the default branch is pushed on GitHub or
when anyone pushes a change to a dependent repository.

Since GitHub is the most popular hosting platform for open-
source projects [168], practitioners and researchers have been
extensively leveraging its dependency graph. For instance, prac-
titioners have been using tools that depend on GitHub’s de-
pendency graph. One of them is Dependabot [73], a GitHub
tool to monitor security vulnerabilities in the dependencies of
a given repository and keep the dependencies up-to-date—in
2022, Dependabot opened more than 75 million pull requests to
update repositories” dependencies [180]. Another tool based on
GitHub’s dependency graph is the one that allows generating
SBOMs, released by GitHub in 2023. While most existing SBOM-
generation tools directly leverage manifest/lock files, GitHub’s
tool allows for SBOM generation from a repository’s dependency

According to GitHub’s terminology, dependencies are repositories and pack-
ages the repository depends on, while dependents are repositories that depend
on that repository’s packages.
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page without cloning the repository or using a third-party tool
locally. GitHub’s dependency graph has also been leveraged
by researchers. For example, some studies analyzed different
types of ecosystems—e.g., ML-intensive projects [140] or projects
leveraging pre-trained models [139]—by mining the dependen-
cies of given libraries through GitHub’s dependency graph. The
accuracy of the SCA conducted by the tools mentioned above
(i.e., Dependabot, the SBOM generator, or any other tool leverag-
ing GitHub’s dependency graph) strongly depends on the data
available to perform the analysis [197].

2.4.1  Empirical Studies on Software Composition Analysis

A few studies have investigated the vulnerability detection capa-
bility of SCA tools. Imtiaz et al. [87] conducted a case study to
compare vulnerability analysis reports of nine industry-leading
SCA tools on a large web app dependent on Maven and npm com-
ponents. The results indicate that SCA tools vary widely in the re-
porting of disclosed vulnerabilities and may detect non-negligible
portions of false positives. Bottner et al. [24] investigated the vul-
nerability detection capabilities of two SCA tools, namely Eclipse
Steady and OWASP Dependency-Check, in the context of Java
projects. The results indicate that OWASP Dependency-Check
detected significantly more true positives than Eclipse Steady.
Zhao et al. [202] proposed a model to evaluate the performance of
SCA tools in detecting dependencies and vulnerabilities of Java
Maven projects. According to this model, the authors assessed six
SCA tools and found that none of them supported their model
well.

In their qualitative study, Pashchenko et al. [136] investigated
developers’ decisions for selecting, managing, and updating soft-
ware components. To this end, they performed 25 semi-structured
interviews. Their results indicate that security is prioritized when
selecting components if it is enforced by company policy. In case
of a disclosed vulnerability within a component, developers
mostly rely on community support and social channels to ad-
dress that vulnerability. In fact, some developers deemed SCA
tools to generate many irrelevant or low-priority alerts.
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INTERVIEW STUDY ON THE ADOPTION OF
SBOMS AMONG ITALIAN SOFTWARE
PRACTITIONERS

This chapter is based on the paper entitled “If it's not SBOM, then what?
How Italian Practitioners Manage the Software Supply Chain” [156],
published in the proceedings of the 40'™ IEEE International Conference
on Software Maintenance and Evolution.

While SBOMs are expected to shortly become the de facto stan-
dard for any organization that develops or maintains software
systems, their uptake remains limited, and the reasons for this
are unclear. This chapter presents the findings of semi-structured
interviews with ten software practitioners from companies op-
erating in Italy. The aim was to understand whether and how
Italian software practitioners are using SBOMs, as well as the
strategies employed when SBOMs are not used. In particular, the
interviews covered the following aspects of the software supply
chain: (i) regulations with which software practitioners must
comply, (ii) the production and distribution of component inven-
tories, (iii) the management of component updates, (iv) licensing
compliance, and (v) software provenance.

CHAPTER STRUCTURE. Section 3.1 presents the study design.
The results are reported in Section 3.2, along with possible prac-

tical recommendations. A discussion of the results concludes the
chapter in Section 3.3.

3.1 STUDY DESIGN

This section describes the design of the interview study.

3.1.1  Study Protocol

The study has been conducted in the form of semi-structured
interviews, which fits its exploratory nature. Semi-structured
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Collection of Questions on
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processing - 3 .
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Figure 3.1: High-level view of the interview script.

interviews also allow asking for clarifications and/or details if
needed or when a question is not clear to the participant [137,
163].

Ten software practitioners from six companies were recruited.
Those six companies are national or the Italian division of multi-
national companies. Due to internal policies and the nature of the
investigation, the companies preferred not to have their names
disclosed. Four software practitioners were interviewed in per-
son, while the other six were interviewed remotely (i.e., through
a Microsoft Teams video call) due to logistical and distance rea-
sons. Each interview session involved the same interviewer and
one participant at a time. The participants gave their consent
to audio-record the session at the beginning of each interview
session. Participants were also informed that the gathered data
would be treated confidentially and only for research purposes.
Each interview lasted between 20 and 62 minutes (on average, 33
minutes). According to the guidelines on qualitative studies [137,
163], the questions of the semi-structured interviews were not nec-
essarily asked in the order presented in the interview script. The
reason is that, depending on the evolution of the conversation,
some questions could have been addressed earlier than others.
Therefore, semi-structured interviews enabled improvisation and
exploration of the investigated phenomenon.

The interviews followed a script to ensure that all relevant
topics were covered [137, 163]. Figure 3.1 depicts the high-level
view of such a script. At the beginning of each interview, the
interviewer asked the participant for consent to data processing.
Then, the interviewer asked demographic questions regarding
the participants” education, working experience, and the types
of projects and customers/clients they worked on and for, re-
spectively. These questions are shown in Table 3.1 and aim to
characterize the study context better. For instance, the develop-
ment or maintenance of different software systems may entail
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Table 3.1: Questions for collecting demographics information.

Questions

1. What is your educational qualification?

N

. How long have you worked as a software practitioner?
. What company do you work for, and in what division?
. What is your role in the company?

. How many years have you been in that role?

N U1 W

. What domain do your past and present projects fit under? Who commissioned
them?

7. Do you develop software for the Italian public administration? Have they placed
any constraints on software components?

8. Do you develop software for EU customers? Have they placed any constraints on
software components?

9. Do you develop software for US customers? Have they placed any constraints on
software components?

distinct requirements [126]. The last part of the interview in-
volved questions on how the participants’ companies managed
the software supply chain. These questions are shown in Fig-
ure 3.2, while the rationale behind each question is provided in
Table 3.2. The questions asked to the participants were different,
based on whether or not they had used SBOMs in their company.
As shown in Figure 3.2, if the participant had used SBOMs, the
interviewer would have asked the questions reported in the white
boxes and denoted as Qx°. If the participant had never used
SBOMs, the interviewer would have asked only the questions
reported in the gray boxes and denoted as Qx° — other. Note
that if the participant did not answer a question denoted by the
*” symbol (e.g., because it did not use SBOMs for the reported
activity), the matching question marked with the * °" symbol and
indicated by the dashed arrow would have been asked, i.e., to
gather data on if there was an alternative to SBOM to address
the given issue. Note also that the participants who had used
SBOMs were also asked the first and the last questions in the
gray boxes to understand better how their companies managed
the software supply chain; in this case, the arrows connecting the
white questions to the gray ones are not dashed but solid.
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yes

Have you ever
used SBOMs?

no

!

1

Q1¢. Why and how long have
you used SBOMs? Do clients
request SBOMs?

Q1°. Do you know any
software supply chain
regulations?

I

I

Q2s. How do you produce and
distribute the dependency
inventory through SBOM?

Q2°. How do you produce and
distribute the dependency
inventory?

!

!

Q3%. How do you use SBOMs
to detect and manage
vulnerable and buggy

dependencies?

Q3°. How do you detect and
manage vulnerable and buggy
dependencies?

!

Q4. How do you use SBOMs
to detect and manage
deprecated and outdated
dependencies?

Q4°. How do you detect and
manage deprecated and
outdated dependencies?

!

!

Q5¢. How do you use SBOMs
to manage software licenses?

Q5°. How do you manage
software licenses?

!

!

Q6°. How do you use SBOMs

to manage the provenance of

code produced and taken by
developers?

Limimems N

Q6°. How do you manage the
provenance of code produced
and taken by developers?

!

!

Q7:. Do you use SBOMs for
anything else?

Q7°. Do you manage other
software supply chain
activities?

Figure 3.2: Questions for collecting information on software supply

chain management.

Table 3.2: Rationale of questions on software supply chain manage-

ment.

Questions

Q1.
Q2.

Q3.
Q4.
Qs.
Qe.

Q7.

Identify software supply regulations followed by companies

Comprehend if and how component inventory is managed (e.g., technologies like
SBOMs, tools like Microsoft Excel)

Comprehend if and how vulnerable and buggy components are managed
Comprehend if and how deprecated and outdated components are managed
Comprehend if and how software licenses are monitored and verified

Comprehend if and how code provenance is managed (e.g., code taken from Q&A
forums, ownership of code written by the company’s developers)

Identify other software supply chain activities (that can eventually be supported
through SBOMs)




3.1.2  Study Participants

3.1 STUDY DESIGN

Table 3.3: Study participants’” demographics.

ID Experience Company Division Role Job Tenure
P1* 17years  Security IT Manager 6 years
P2* 5 years Security Team Leader 5 months
P3* 30years  Top Management Chief Executive Officer 9 years
P4° 26 years Software Development Team Leader 2 years
P5¢ 22years  Software Development Team Leader 5 years
P6? 30 years Security Solutions Architect 5 years
P7? 45years  Software Development Team Leader 11 months
P8¢ 21years  Application and Infrastruc- Solutions Architect 5 years
ture Services

P9/ 20 years Top Management IT Manager 7 months
P10’ 8 years IT Monitoring and Automa- Team Leader 2 years

tion

Each letter (4, b, ¢, d, e, and f) indicates one of the six companies to which the
participants belonged; thus, participants with the same letter worked for the same
company.

Table 3.3 reports the participants” demographics resulting from
the answers to the questions in Table 3.1. Each participant is
referred to by an ID (from P1 to P10) to preserve their anonymity.
The IDs of the participants have been established according to
the order in which they were interviewed. To guarantee the
anonymity of the companies where the participants worked at
the time of the interview, each company is identified by a letter
(from a to f).

The participants in this research were from companies within
the contact network of the researchers conducting the study.
These companies were asked to recruit participants with knowl-
edge of software supply chain and how the latter was handled
within their own company. Therefore, the companies shared an
internal notice with the employees satisfying these criteria. The
notice described the aims of the study and the types of activities
proposed. At the end of this process, there were two IT managers,
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five team leaders, a chief executive officer, and two solutions
architects. Their working experience ranged from 4.5 years (Py)
to 30 years (P6). The average working experience was about 18
years.

The participants were from six different companies, all being
either Italian or an Italian branch of a multinational company.
The participants of the same company had different roles and/or
experience, e.g., they could have worked on different projects or
with different customers. In particular, P1 and P2 worked for
the Italian branch of the same multinational company (a), which
operates in the field of cybersecurity and personal data protec-
tion and has more than 500 employees (15,000 worldwide). P3
was the chief executive officer of an Italian company (b), which
operates in the field of smart and sustainable IoT environments
and has about ten employees. P4 and P5 worked for the same
branch of an Italian company (c), which mainly develops soft-
ware services and solutions and has nearly 200 employees. P6,
P7, and P10 worked for the Italian branch of the same multina-
tional company (d), although in different divisions (i.e., security,
software development, and IT monitoring/automation, respec-
tively). This company’s main business is the sale of infrastructure,
software, and services in the information and communications
technology field. The Italian branch of this company has nearly
2,000 employees (100,000 worldwide). P8 worked for the Italian
branch of a multinational company (e), which mainly develops
software services and solutions and has more than 5,000 employ-
ees (almost 200,000 worldwide). Lastly, Pg worked for an Italian
company (f), which operates in the finance sector and has about
1,500 employees.

3.1.3 Data Analysis

After transcribing the recordings of each interview, the transcripts
were analyzed using a thematic analysis approach, namely tem-
plate analysis [96]. Template analysis is a flexible and fast data
analysis approach that allows researchers to develop a list of
codes, each identifying a theme within the transcripts. The codes
are arranged in a template whose structure is usually hierar-
chical. Such a structure highlights the relationships among the
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Table 3.4: Initial template of codes.

Theme Focus

1) Regulations Regulations for managing the software supply chain

2) Component Inventory =~ Production and distribution of the component inventory
3) Vulnerable Components Detection and management of vulnerable components
4) Buggy Components Detection and management of buggy components

5) Deprecated Components Detection and management of deprecated components
6) Licenses Software license management

7) Provenance Source code provenance

Table 3.5: Final template of codes.

Theme Sub-theme
1) Regulations a) Security
b) Release
2) Component Inventory ¢) Software documentation

d) Package managers
e) SBOM

3) Component Update f) Project type
g) Bulletins
h) CI/CD pipelines

4) Licenses i) License Compliance

5) Provenance j) Code produced by developers
k) Code taken by developers

identified themes. In template analysis, the researchers analyze
the transcripts using an initial template of codes. The purpose is
to delimit portions of text in transcripts related to the themes of
interest. Following the recommendations of King [96], an initial
template was developed based on the interview script. As custom-
ary, the initial template was revised during the analysis [96]. Ta-
ble 3.4 shows the initial template of codes, while Table 3.5 shows
the final version. In particular, the first-level codes Vulnerable
Components, Buggy Components, and Deprecated Components were
aggregated in a single first-level code, namely Component Update.
This is because, based on the participants” answers, vulnerable,
buggy, and deprecated components are detected, managed, and
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fixed similarly. In fact, a vulnerable component typically includes
a (security) bug and becomes deprecated when the vulnerability-
fixing version is released. Moreover, for each first-level code, two
or three sub-codes were identified in the final template. The tem-
plate analysis was concluded when all portions of transcripts
relevant to the goal of the study were coded. To ease the analy-
sis of the transcripts, the ATLAS.ti [2] tool was used. This tool
supports qualitative data analyses, including template analysis.

3.2 RESULTS

In this section, the results emerging from the interview study
are presented. These results are presented according to the main
themes identified by the first-level codes of the final template
shown in Table 3.5. For each main theme, a summary is provided
along with recommendations for software practitioners.

3.2.1 Regulations

This theme includes two sub-themes related to software supply
chain regulations, namely security and release.

3.2.1.1  Security

As for software supply chain security regulations, three partici-
pants (i.e., P2, P6, Pg) heard about the Cyber Resilience Act. In
particular, P2 heard about it at a conference, while P6 and P9
heard about it through their company communication channels
(e.g., newsletters). In the same way, P6 and Pg also heard about
President Biden’s Executive Order 14028 on Improving the Na-
tion’s Cybersecurity. None of the participants knew any details
about such regulations. Additionally, P2 mentioned two other
security regulations their company follows and for which they
are certified, namely DORA and TIBER-EU. They mentioned
how such certifications are necessary to work for certain cus-
tomers. However, according to P2, such regulations are more
concerned with security testing than with the software supply
chain. Therefore, they do not regulate the use of SBOMs.
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Pg and P10 knew and followed some software supply chain se-
curity regulations despite not knowing the names of any of them.
More in detail, Pg stated that their company must comply with
precise software supply chain security regulations to operate in
such kinds of domains (i.e., banking, finance, and billing). Such
regulations involve the handling of (i) third-party components
that must not be used and (ii) services the company provides
to its customers (e.g., verifying software security or providing
security certifications at any time). The Pg9’s company follows
such regulations to operate within the bank domain. P10 was
aware of the existence of software supply chain regulations con-
cerning SBOMs. P10 was the only participant who knew—and
used, to some extent—SBOM:s. In this respect, P10 mentioned
that SBOMs have been a hot topic for the past year and is among
the standards followed by their company. Note that P6 and P7
belonged to the same company as P10 but did not know SBOMs.
One possible explanation is that the company has been gradu-
ally and experimentally introducing SBOMs through pilots in
different divisions. Although this hypothesis was discussed with
P10, the participant did not have a comprehensive view of the
company’s strategies and, therefore, could not confirm it.

3.2.1.2 Release

P3 pointed out that each country may have different regulations
regarding the deployed software. For example, these regulations
could limit the kinds of features software provides in each of
these countries (i.e., a functionality could be available in one coun-
try while it cannot be released in another country). According to
P3, practitioners should always pay attention to their software.
This clearly highlights the potential benefits of a tool designed to
support the management of the software supply chain.

Summary

Despite the interviewed software practitioners knowing
little about SBOM and its related regulations, they tend
to follow good practices concerning the management of
the software supply chain. More advanced practices and
regulations are almost unknown.
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Recommendation

Companies should not neglect software supply chain reg-
ulations and keep their employees informed about them.
A better knowledge transfer about software supply chain
practices, SBOMs, and, above all, their implications in spe-
cific domains such as service-oriented systems is highly
desirable. To this end, as other companies have done, in-
formative communications can be made through dedicated
channels (such as the company’s newsletters).

3.2.2  Component Inventory

This theme includes two sub-themes related to the production
and distribution of the inventory of software components. In this
respect, the following three sub-themes were identified in the
participant transcripts: software documentation, package managers,
and SBOM.

3.2.2.1  Software Documentation

P1, P3, and P9 relied on software documentation to produce and
distribute the inventory of software components. According to
P1, such documentation is based mainly on UML diagrams, e.g.,
component or class diagrams. However, UML-based documen-
tation does not describe fine-grained software components (e.g.,
libraries). P3 used spreadsheets to report information on software
components (e.g., version, licenses). This information is entered
manually. Therefore, updating it can be prone to errors and not
match the components that are really present in the source code.
Pg produces documentation on component inventory through
Archi, a modeling toolkit for describing, analyzing, and visu-
alizing architectures within and across business domains [11].
This toolkit is also capable of capturing dependencies between
software components. As part of the software documentation,
the component inventory is created and then distributed to the
customers who have the software as part of the contract.



3.2 RESULTS

3.2.2.2  Package Managers

Ps5 and P8 relied only on package managers (e.g., Maven) for
the component inventory. Developers can declare the software
components in the package manager files (e.g., pom.xml). There-
fore, package manager files represent the inventory of software
components and are distributed to the customers who owns the
software as part of the software itself. However, the customers
must have enough technical knowledge to understand the infor-
mation reported in package manager files.

3.2.2.3 SBOM

Only one of the six companies used SBOMs to generate and dis-
tribute component inventories. Interviews revealed that, among
the three participants from that company (P6, P7, and P10) only
P10 was aware of using SBOMs. P6 referred to SBOMs as general
“reports” of component inventories. P7 stated to declare software
components within package manager files. Py also reported in-
formation on such components in an external text file that was
handed over to the DevOps team of the company (of which P10
was part). As a team leader of the DevOps team, P10 was respon-
sible for processes involving dependency management, including
using SBOMs. The difference in SBOM usage among P6, Py, and
P10 may be attributed to the company’s large size and the fact
that those participants belong to different divisions. Each divi-
sion likely has a limited view of others, with new technologies
being introduced at varying times and with different strategies.

P10 described the process followed by their company to pro-
duce and distribute SBOMs. Specifically, the company sets up
its Continuous Integration and Continuous Delivery (CI/CD)
pipelines to generate SBOMs periodically or at the occurrence
of an event. As P10 reported, their company uses three SBOM
generators, namely Syft [206], Trivy [10], and XRay [89] (all sup-
porting both SPDX [154] and CycloneDX [38] SBOM standards).
Such tools extract software components by analyzing package
manager files. Then, they retrieve further information (on transi-
tive components, suppliers, efc.) from external data sources. The
choice to use multiple SBOM generators is because different tools
can generate different SBOMs, i.e., different lists of components.
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Therefore, the use of multiple SBOM generators increases the
chance of identifying all components. P10 also mentioned that
SBOM generators can have recall and precision concerns. In this
respect, P10 also told that, in the past, the company used another
SBOM generator, namely Anchore [204], which was abandoned
due to the production of too many false positives. Since more
than one SBOM generator is used, the company has to merge
the information from multiple SBOMs into a single one. More-
over, to verify (and eventually integrate) the SBOM generators,
single developers (such as P7) have to manually annotate each
software component they introduce and its version. As previ-
ously mentioned, the developers write this information in an
external textual file, which is handed over to the DevOps team.
Lastly, once the SBOM is completed, the component inventory is
declared within an in-house monitoring system. When an issue
emerges in a component, all projects that have declared such a
component in the in-house monitoring system are notified. P10
claimed that SBOMs are particularly useful for distributing the
component inventory because they have different formats (e.g.,
JSON) that can be manipulated through various tools. Thus, even
stakeholders without specific technical skills can interact with
the software component inventory.

Summary

SBOM:s are effective in managing software component in-
ventory at finer-grained levels.

Recommendation

The software industry can take advantage of SBOM to
document component information at different levels of
granularity, including at the library level, which cannot
be effectively represented by common software documen-
tation, e.g., UML diagrams. The use of multiple SBOM
generators, as well as manual component annotation, can
enhance the reliability of the provided component informa-
tion. However, further work needs to be done to provide
reliable, automated SBOM generators.
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3.2.3 Component Updates

This theme includes three sub-themes related to detecting and
managing software components, namely project type, security
bulletins, and CI/CD pipelines.

3.2.3.1  Project Type

The strategy for managing the component update changes ac-
cording to the project type. As stated by P5, customers who own
legacy software may prefer not to update any components as
long as their software is working properly. P10 pointed out that
software implemented with older technologies could be too diffi-
cult, if not impossible, to update. When a component update is
not possible, isolating the software (e.g., through containers) is a
way to limit the risk of security issues.

When the software requires evolutionary and/or corrective
maintenance, software practitioners may adopt a more proactive
approach to component updates by keeping components to third-
party libraries always up-to-date at the latest available version
and resolving incompatibilities incrementally as soon as they
occur. This is done to reduce the risk that the presence of sev-
eral too-old, incompatible components causes a hard-to-resolve
building breakage.

3.2.3.2 Bulletins

P1 and P2 rely on bulletins to detect and manage components,
especially vulnerable ones. The information on vulnerable com-
ponents is reported in security bulletins. These bulletins are
published daily/weekly by authoritative entities such as NIST,
which also maintains the NVD and is responsible for publishing
CVEs. Security bulletins may contain the remediation for the
reported vulnerable components (e.g., changing the component
version or applying a fix in the source code).

A Security Operation Center (SOC) may supervise the valida-
tion of software components against the vulnerabilities disclosed
in security bulletins. Each customer who owns the software
establishes with the SOC the level of service desired (e.g., 24
hours a day, five days a week). This may also be done on single
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components—i.e., it is possible to retrieve and monitor all the
security bulletins of a specific component.

3.2.3.3 CI/CD Pipelines

P3, P8, and P10 pointed out CI/CD as an important part of the
software supply chain. Software development may involve the
production of several modules that, after being implemented,
must be integrated. Each module can evolve independently but
must always be able to integrate with the others, which could
be quite complex. CI/CD pipelines are employed to verify the
integration of the different components that constitute software.
CI/CD pipelines can also verify the delivery/deployment of
software in specific environments and according to specific tech-
nological constraints. To this end, CI/CD pipelines perform tasks
periodically and/or at the occurrence of certain events (e.g., pull
requests, project milestones, or customers’ requests), including
security tasks. To perform all these tasks, CI/CD pipelines lever-
age different program analysis tools, such as those based on static
analysis, SCA, and SBOM. It is possible to define certain criteria
(e.g., not using a particular version of a component) so that the
CI/CD pipeline fails if such criteria are not met.

SCA tools analyze the software to retrieve the list of the vulner-
able and deprecated components, along with their remediation,
if any. Among the SCA tools, P1 declared to mainly use For-
tify [132], a commercial product. In the past, they also used
Checkmarx [27]. P8 recommended the use of Trivy as a SCA tool.
As previously mentioned, Trivy also supports the generation of
SBOM:s, although P8 stated not to know and use SBOMs.

CI/CD pipelines may also involve SBOM generation and con-
sumption. Similar to SCA tools, SBOM consumption tools allow
for checking vulnerable and deprecated components reported
in SBOMs. The company of P10 had the DevOps team analyze
the SBOMs generated through Trivy and Grype [205]. Being part
of the DevOps team, P10 defined the user stories to resolve the
detected vulnerable and deprecated components. P6 also pointed
out the use of Nessus [177] as a vulnerability scanner. More-
over, according to P6, the company’s in-house monitoring system
checks daily for any newly published CVEs that refers to com-
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ponents declared by any of its projects and eventually notifies
them. More generally, such an in-house system checks for all
components that need to be updated, including deprecated ones.

Summary

Software components may need to be updated due to is-
sues affecting them, such as vulnerabilities. These compo-
nents can be detected by CI/CD processes and divulged by
bulletins published by authoritative entities. Nevertheless,
updating them may differ depending on the type of project
and the technologies it uses.

Recommendation

Companies should integrate SCA or SBOM tools in their
CI/CD pipelines to identify components that need to be
updated. Tool developers should enhance SCA /SBOM ca-
pabilities to better support legacy software systems.

3.2.4 Licenses

This theme includes only one sub-theme related to the manage-
ment of software licenses, namely license compliance.

3.2.4.1 License Compliance

According to Py, some customers prefer employing (free) open-
source components to avoid incurring further costs. In addition,
since the source code of open-source components is available,
customers could request modifications to it according to their
specific needs. This indicates a severe problem: customers may
not know the difference between open-source and free software.
This is crucial because, according to P3, customers are primarily
responsible for license compliance.

A possible solution for managing license compliance is to
(manually) track information about each license on a spreadsheet.
There are also solutions that (partially) automate licensing man-
agement. For instance, P6’s company mainly relies on XRay and
Trivy that, however, simply identify components along with their
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licenses, leaving the incompatibility identification to software
practitioners. The reason for using multiple tools is to gather as
much information (on licenses) as possible. However, different
tools” outputs may conflict. P10 recalled that, in the past, it hap-
pened that XRay and Trivy produced different licenses for the
same component. Therefore, they manually checked the incorrect
licensing-related information and observed that XRay produced
the incorrect output. They then had to open a ticket to the vendor
of this tool reporting the detected problem. Lastly, through its
in-house monitoring system, the same company checks for any
software components that could violate its company policies. The
licensing incompatibility identification was a challenge for the
company in which P6, P7, and P10 worked (they all worked in
the same company), especially when third-party components
have several different types of licenses. Although the company
used SBOM-based technologies (which help with license man-
agement), such verification was still pretty manual and did not
appear overly structured.

Summary

The management of software licenses is still pretty manual.

Recommendation
The software industry should adopt SBOMs to improve the
awareness of the software licenses they adopt and automate
their management.

3.2.5 Provenance

This theme includes two sub-themes related to the management
of component provenance, namely code produced by developers and
code taken by developers.

3.2.5.1  Code Produced by Developers

Most participants (P1, P4, P5, P6, Py, P8, Pg, and P10) were aware
of laws (including penal laws) and company policies regulating
code reuse by developers. These laws and policies mainly focused



3.2 RESULTS

on code written by developers. According to them, code written
by developers cannot generally be reused outside of the software
it was written for. Some of these laws may also prohibit disclosing
information about the software being developed. This concern is
particularly relevant when developers write code for customers
of their company, as they are the ones owning the software.

P1, P3, P4, Py, P1o felt it was still too difficult—if not
impossible—to identify developers who reuse code illegally. They
believed that developers’ responsibility and the deterrent pro-
vided by laws/policies are practically the only means of reducing
the risk of illegal source code reuse. Py believed there might be
source code whose reuse is not a concern. P7 shared the expe-
rience of implementing a graphics component that was subse-
quently turned into a reusable library, emphasizing that it did
not contain sensitive code. Py believed that source code reuse
is a problem, especially for the back-end, since that code might
involve more sensitive code than that of the front-end.

The only participant who was aware of tools to identify illegal
code reuse was P9. This participant stated that their company has
software that scans public Git repositories to verify that company
code is not being outsourced and made public. Previously, the
company discovered a developer who had illegally reused its
source code. This was why this company equipped itself with
such a tool.

3.2.5.2  Code Taken by Developers

Most participants (i.e., P3, P4, P6, Py, P8, Pg, P10) explicitly stated
that their companies do not have guidelines for code taken from
external sources, such as generative Al (e.g., ChatGPT, GitHub
Copilot) or Stack Overflow. As for generative Al, P3 and P5 heard
about the EU AI Act [58] by reading online blogs; however, they
knew nothing more detailed about regulations regarding the use
of Al in software development. Py believed that the ethics of
individual developers play a key role in the use of generative
Al As soon as ChatGPT was released, the company emailed
employees, warning them of the possible dangers of generative
Al (e.g., sharing sensitive data). P7 mostly used ChatGPT to
generate code from scratch rather than modify existing code;
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in the latter case, Py avoided providing sensitive information
or complete code snippets. The companies of P1 and P8 were
working to regulate the use of generative Al. P1 explicitly stated
that, to date, their company forbids the use of generative Al
because it has not yet been regulated, and their customers do not
require the use of such technology, but neither do the customers
forbid its usage. The results related to this sub-theme open an
interesting point related to the software supply chain and the
generated source code.

It must be noted that, currently, SBOMs are primarily designed
to describe components at the level of software libraries and
packages. However, this would not preclude the possibility of
tracing artifacts at varying levels of granularity (e.g., files reused
from other projects) and, when the technology allows it, also
trace the chain of Al-generated artifacts.

Software companies can take various measures to deter de-
velopers from reusing code illegally. Among them, participants
reported awareness-raising actions (e.g., training courses), sign-
ing non-disclosure agreements, and using secured equipment
provided by the company. In the latter case, participants referred
to computers that contain the software to work on and that are
restricted in the actions developers can perform. For example,
these mentioned computers do not allow for copying and pasting
of code. They are also configured to prevent developers from
accessing online resources that are not verified by the company.

P3, P9, and P10 believed that using code from generative Al
is not particularly dangerous, as their CI/CD pipelines would
inspect the code and detect any concerns.

Summary

According to the participants” answers, 5 out of 6 companies
prohibit developers from redistributing their code (e.g., on
hosting platforms like GitHub), while only one company
forbids the use of generative Al in software development.
Despite the adoption of such policies, it is still difficult to
track and manage software provenance.
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Recommendation

SBOMs should be used to support software provenance
tracking and monitoring. To this end, the vendors of SBOM
tools should integrate features for detecting the provenance
of reused code, as well as identifying Al-generated code.

3.3 DISCUSSION

The findings indicate that the adoption of SBOMs is low, yet the
interest of the software industry in the software supply chain is
high. A possible reason behind this outcome is that the software
industry has limited knowledge of SBOMs and software supply
chain regulations. Although some participants showed a growing
interest in SBOMs, the Italian software industry seems to respond
less promptly to this technology.

In comparison with previous studies [170, 171, 195], mainly
conducted in a US-based context or in a wider context, both
commonalities and differences were found:

¢ The awareness about the importance of generating SBOM
is quite low in Italy, if compared to what happens, for ex-
ample, in the US [170, 171, 195]. This might also be due to
the lack of strict regulations—similar to President Biden’s
Executive Order 14028 on Improving the Nation’s Cyber-
security [186]—that forces software suppliers to generate
and distribute SBOMs in certain circumstances. That being
said, related EU Acts such as the Cyber Resilience Act [56],
but also the EU Al Act [58], are posing the basis for bet-
ter transparency and management of the software supply
chain.

* One challenge clearly emerging from this study that con-
firms the previous findings [170, 171, 195] is the limited
availability of tools for SBOM generation and consump-
tion and, in general, for supply chain management. In the
Italian software industry, several activities related to de-
pendency management and licensing compliance analysis
are mostly performed manually or by combining multi-
ple tools, often providing contradictory results. Therefore,
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the road toward reliable tools and their wider adoption
in the industry—especially in the studied context—is still
long. These findings suggest that an intense technology
transfer from academia to industry on supply chain and
SBOM-related topics is highly desirable.

As SBOM adoption becomes increasingly critical—driven by
emerging regulations such as the EU Cyber Resilience Act—
software suppliers will need to stay ahead of new software supply
chain requirements. Suppliers in regions with lower adoption
rates (such as Italy) may face challenges, as they are not yet
prepared for the potential pressure to provide SBOMs.

Software choosers, including large enterprises and govern-
ment agencies, are likely to demand SBOMs more consistently to
assess the security, compliance, and traceability of software com-
ponents. As regulatory pressure grows, procuring organizations
may make SBOMs a requirement, especially in highly regulated
sectors. However, due to suppliers” ongoing reliance on manual or
fragmented dependency management, choosers may encounter
difficulties verifying that software meets expected requirements,
leading to inefficient procurement and increased risk.

Software operators may struggle to manage dependencies and
maintain compliance, given their limited supply chain tooling
and reliance on manual processes. As regulatory requirements
tighten, operators will need to adopt tools that automate and
streamline the process of SBOM consumption, especially when
managing complex software supply chains.

3.3.1 Threats to Validity

This section discusses potential threats to the validity of the
results. According to the validity schema by Wohlin et al. [194],
these threats can be categorized as construct, reliability, external,
and internal validity. Threats to internal validity are not discussed
because such threats concern causal relationships [194], and
causality was not investigated in this interview study.

Threats to construct validity concern the relation between the-
ory and observation [194]. The sampling method used in the
interview study might have affected the results. Participants in
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the interview study might not have answered truthfully because
they were scarcely motivated or afraid of being judged. To mit-
igate this threat, participation in the interview was voluntary
because volunteers are generally more motivated [194]. This
was why the companies involved in the study were asked to
recruit participants through an internal notice for the employees
with knowledge on the software supply chain (see Section 3.1.2).
The participants were also informed (before the interview took
place) that the gathered data would be treated confidentially.
Participants could not have understood the themes or points.
To mitigate this threat, the themes were approached top-down,
starting with the general ones and moving to the specific ones.
The study did not concern sensitive information regarding com-
panies and their employees. Therefore, confidentiality should
not impact the validity of the results from the semi-structured
interviews. In any case, it was done the best to control this kind
of threat while participants discussed the themes of interest of
the study with the interviewer.

Threats to reliability validity concern the extent to which the
data collection and analysis depend on the individual researchers
involved [194]. Researchers might unconsciously influence the
results based on their expectations. Such a threat was mitigated
by involving more than one researcher in the analyses of the
gathered data (i.e., investigator triangulation [179] was applied).

Threats to external validity concern the generalizability of the
findings [194]. The number of interviews might threaten the va-
lidity of the results. However, Guest et al. [82] observed that a
sample of six interviews may be sufficient to derive meaningful
themes and interpretations. Based on the analysis of the ten in-
terviews, a point of diminishing return [82] appears to have been
reached, where conducting additional interviews was unlikely
to yield more evidence. Finally, the results may not hold outside
the context where the study was conducted. That is, since the
results are based on evidence collected from software practition-
ers belonging to six different software companies operating in
Italy, it is not possible to claim that such results apply to all the
software companies operating in Italy and around the world.
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MINING SOFTWARE REPOSITORIES STUDY ON
THE ADOPTION OF SBOMS IN OPEN-SOURCE
SOFTWARE SYSTEMS HOSTED ON GITHUB

This chapter is based on the paper entitled “On the adoption of soft-
ware bill of materials in open-source software projects” [158], published
in the Journal of Systems and Software, which extends the work pre-
sented in “Software Bill of Materials Adoption: A Mining Study from
GitHub” [156], published in the proceedings of the 39" IEEE Interna-
tional Conference on Software Maintenance and Evolution.

Previous research on SBOM has primarily focused on qualita-
tive insights from practitioners, particularly within the software
industry. However, there is a notable gap in understanding how
SBOMs are used in practice, especially in the open-source con-
text. To address this gap, a mining software repository study was
conducted to quantitatively investigate the adoption and usage
of SBOMs in open-source systems hosted on GitHub. Specifically,
the study examined the adoption of SBOM generators, as well
as the distribution and updating of SBOMs. Additionally, the
compliance of distributed SBOMs was assessed with established
standards (i.e., SPDX and CycloneDX) and the NTIA’s minimum
and recommended data fields.

CHAPTER STRUCTURE. Section 4.1 presents the study design.
The results are reported in Section 4.2, while their discussion
concludes the chapter in Section 4.3.

4.1 STUDY DESIGN

The goal of this exploratory mining study is to analyze the adop-
tion of SBOMs on open-source systems with the purpose of under-
standing (i) to what extent SBOMs are adopted; (ii) what is their
adoption trend; (iii) how SBOMs are distributed; (iv) with which
frequency SBOMs made available in software repositories get
updated; (v) to what extent they comply with the standards; and
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(vi) what pieces of information SBOMs report, including NTIA’s
minimum and recommended data fields [185]. The perspective is
that of software suppliers, choosers, operators, and researchers.
The context is represented by open-source software systems avail-
able on GitHub and depending on SBOM generators owned by
SPDX and CycloneDX.

4.1.1  Research Questions

Based on the above-mentioned study goal, the following six
Research Questions (RQs) were formulated and investigated.

RQ1. Are SBOMs Adopted by Open-source Software Systems?

This RQ aims to understand whether open-source software sys-
tems adopt SBOMs by looking at systems that use SBOM genera-
tors based on the SPDX and CycloneDX standards.

RQ2z. What is the Adoption Trend of SBOMSs by Open-source Software
Systems and their Owners?

This RQ focuses on the adoption trend of SBOMs, by looking at
certain events of interest (e.g., President Biden’s Executive Order
14028 on Improving the Nation’s Cybersecurity [186]) that might
increase the adoption of SBOMs by both open-source software
systems and their owners.

RQ3. How do Open-source Software Systems Distribute SBOMs?

This RQ investigates how SBOMs are managed by open-source
software systems and, more specifically, how SBOMs are dis-
tributed, namely where SBOMs are placed (e.g., under version
control or just in public release versions).

RQg4. How Frequently SBOMs Get Updated within Open-source Soft-
ware Systems?

This RQ contributes to understanding how SBOMs are man-
aged in open-source software systems and, more specifically,
with which frequency developers update the SBOMs they make
available for these systems.

RQs. To What Extent do SBOMs Comply with the Standards?
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This RQ aims to verify whether SBOMs comply with the versions
of the SPDX and CycloneDX standards they declare to be compli-
ant with, since uncompliant SBOMs might lead to failures during
their ingestion by SBOM consumption tools.

RQ6. What are the Pieces of Information Reported by the Found
SBOMs?

This RQ aims to understand whether SBOMs comply with NTIA’s
minimum and recommended data fields [185] and what other
information they report (e.g., whether or not vulnerability infor-
mation is included).

4.1.2  Study Context and Planning

The study context consists of open-source software systems avail-
able on GitHub and that depend on SBOM generators owned
by SPDX or CycloneDX according to GitHub’s dependency
graph [76]. As highlighted by Kalliamvakou et al. [93], the anal-
ysis of data retrieved from GitHub can lead to conclusions that
are not representative of the context that is intended to be investi-
gated. To deal with such an issue, we excluded those repositories
that:

e Were archived, and whose last push date was more than one
month before the query date (March 5, 2023). The rationale was
to avoid selecting inactive software systems [93].

® Were forks. This was to avoid selecting duplicate software
systems [93].

* Had a number of commits less than 100. The rationale here was
to avoid selecting software systems with a commit history
too short and to mitigate the risk of selecting personal/toy

systems [93].

* Were not related to software development. This was to discard
tutorials, books, students’” assignments, and researchers’
papers [93]. To do so, it was searched within the name
of the repositories and their owner for any instance of
the terms paper, book, tutorial, learn, bootcamp, sample,
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example, demo, test, mirror, copy, community, docs, theme,
and template. Then, it was manually checked the suitability
of the matched repositories and decided whether or not to
discard them.

General information regarding the repositories (e.g., number
of commits and stars) and their owners was collected through
PyGithub [144], a Python library that leverages GitHub API v3.
The commit-level information (e.g., file modification dates and
messages) was retrieved through PyDriller [167].

4.1.3 Data Analysis
This section describes the data analysis per RQ.

4.1.3.1 RQ1. Are SBOMs Adopted by Open-source Software Sys-
tems?

To identify the software systems that adopted SBOMs, we first
selected SBOM generation tools among those whose software
repository was available on GitHub and whose owner was SPDX
or CycloneDX. Then, for each of the selected SBOM generation
tools, we retrieved the list of repositories that depended on them
by leveraging GitHub Dependency Graph. This list of reposito-
ries represents the open-source software systems that adopted
SBOM:s.

According to the classification of SBOM generators provided
by SPDX [151] and CycloneDX [34], SBOM generators can be
classified as:

* Build-integration, indicating tools to be integrated within
build systems (e.g., Maven) so that SBOMs can be auto-
matically created when building software systems. Note
that a build-integration tool could even be executed as a
command-line tool within a CI/CD workflow.

* GitHub Action, when the tool is specifically conceived to
work in a GitHub Actions CI/CD workflow. Such work-
flows are typically triggered when certain events (e.g., a
push on the main branch) occur.
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Table 4.1: List of CycloneDX and SPDX constituent parts.

Standard Constituent part

"bomFormat":"CycloneDX"
xmlns="http://cyclonedx.org
"$schema":"http://cyclonedx.org
‘bomFormat’: ‘CycloneDX’
xmlns="http://cyclonedx.org
Cbnﬂone[)x ‘$schema’: ‘http://cyclonedx.org
<vendor>CycloneDX</vendor>
"$schema":"https://cyclonedx.org
‘$schema’: ‘https://cyclonedx.org
xmlns="https://cyclonedx.org
xmlns="https://cyclonedx.org

SPDXVersion:SPDX-
SPDXID:SPDXRef-DOCUMENT
"SPDXID":"SPDXRef-DOCUMENT"
"spdxVersion":"SPDX-
"SPDXID": "SPDXRef -
‘SPDXID': ‘SPDXRef-DOCUMENT’
‘spdxVersion': ‘SPDX-
‘SPDXID’ : ‘SPDXRef-

SPDX

* Library, indicating modular components that allow devel-
opers to generate, consume, or transform SBOMs using a
programming approach.

We assumed that software systems using SBOM generators inte-
grated into build systems or GitHub Actions workflows generate
SBOMs. As for SBOM generators classified as libraries, to en-
sure that they were used to generate SBOMs, we looked for
the presence of SBOMs under version control or in the latest
public release versions and excluded those systems that did not
have any. To this end, we locally cloned each repository and
downloaded the latest public release version. Then, we searched
within each file (including archive files such as TAR or ZIP) for
the presence of the constituent parts of the SPDX and CycloneDX
standards to determine whether or not that file was an SBOM.
The list of the CycloneDX and SPDX constituent parts used to
perform the search is shown in Table 4.1.
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For each system, we deduced the adopted SBOM standards
(SPDX or CycloneDX) based on the SBOM generators. Then, we
counted how many times each standard was adopted by each
software system, making a distinction based on whether the
system was related to the domain of SBOMs or not. This was
accomplished by looking for the following terms in the repos-
itory’s name, description, and README file: SBOM, CycloneDX,
SPDX, Bill-of-Materials, and Supply-Chain. If we found the
occurrence of one of these terms for a system, that system was
considered to be related to the domain of SBOMs. This distinc-
tion helped determine how many of the systems using SBOMs
were related to the SBOM domain, not merely utilizing SBOM
generators, but actively contributing to the SPDX or CycloneDX
ecosystems.

4.1.3.2  RQ2. What is the Adoption Trend of SBOMs by Open-source
Software Systems and their Owners?

For each repository, we collected information about the commit
introducing an SBOM generator dependency by performing a
git log operation on the manifest and lock files (e.g., pom.xml
for Maven or .yaml for GitHub Actions). We linearly examined
the commit history of these files, from the earliest to the old-
est version, until the commit introducing the SBOM generator
dependency was identified, along with its date.

We counted the number of adoptions over time of SBOM
generators with respect to the software systems, but also to
owners, to control the influence that a few prolific owners might
have compared to the whole sample size. Also, we took into
account historically significant events related to SBOMs (e.g.,
publication of standards or guidelines) to see whether they had
an impact on the spread of SBOM generators.

Finally, we assessed whether the introduction of a dependency
towards an SBOM generator was explicitly mentioned in the
message of the commit that introduced that dependency. To do so,
we first searched into each commit message (taking into account
only the commits introducing SBOM generator dependencies) for
the following terms: SBOM, CycloneDX, SPDX, Bill-of-Materials,
and Supply-Chain. Then, each matched message was deemed
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an explicit mention of SBOM adoption, while non-matching
messages were manually examined.

4.1.3.3 RQ3. How do Open-source Software Systems Distribute
SBOMs?

For each dependency towards an SBOM generator, we assessed
the presence of SBOMs under version control or in the latest
public release version by searching for the constituents of SPDX
and CycloneDX (similar to what was done for RQ1 when ana-
lyzing SBOM generators classified as a library). Also, for each
system, we investigated whether the SBOMs appeared (i) under
version control, (ii) in the latest public release version, (iii) on
both version control and last public release, or (iv) nowhere.

Finally, as for the software systems using GitHub Actions to
generate SBOMs, we checked what kind of event (e.g., push, pull
request) was specified in the CI/CD workflow to trigger the
SBOM generation.

4.1.3.4 RQgq. How Frequently SBOMs Get Updated within Open-
source Software Systems?

For each repository, we counted the number of commits that
modified its SBOMs, starting from the commit in which the
SBOMs were first created up to the most recent commit at the
time of the analysis (April 1, 2023). This count was then converted
to a monthly rate to estimate the frequency of SBOM changes.

For each repository that published SBOMs in the latest public
release (using GitHub’s release feature), we computed the per-
centage of release versions containing SBOMs, either as part of
the release archive or as a separate file.

Finally, for each commit in which an SBOM was modified,
we checked whether it was associated with a git tag and
whether that git tag was directly associated with a release of
the repository—this was to understand whether the generation
of a new SBOM occurred in correspondence with a new release.
If there was no git tag associated with the commit that mod-
ified the SBOM, then the SBOM generation did not occur in
correspondence with a new release.
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4.1.3.5 RQs. To What Extent do SBOMs Comply with the Standards?

A software system can distribute multiple SBOMs. This can
happen when: (i) there are duplicated SBOMs (i.e., same SBOM
released in different file formats); (ii) SBOMs are targeted to
different hardware/software configurations (e.g., an SBOM is
specific for the Windows operating system while another one
is specific for Linux); or (iii) SBOMs are both under version
control and available in public release versions. We discarded
duplicated SBOMs from the analysis to avoid a misrepresentation
of the phenomenon under investigation, while those that were
targeted to different hardware/software configurations were kept
since they contained different component information. As for
SBOMs that were both under version control and available in
public release versions, we kept the most up-to-date to reflect
the current practice as much as possible. Then, we verified the
validity of the distributed SBOMs for the SPDX and CycloneDX
standards. We employed sbom-utility (vo.13.0) [36], a tool that
verifies whether a given SPDX or CycloneDX SBOM conforms to
the specified version of the respective standard. This tool works
with SBOMs in the JSON format; therefore, SBOMs that were not
compliant with this format were translated. We used cyclonedx-
cli (vo.25.0) [35] to translate any SPDX and CycloneDX SBOMs
from XML to JSON format. As for SBOMs released as plain text
files (which were only in the SPDX standard), we translated them
into JSON using SPDX Online Tool [152].

The sbom-utility tool validates SBOMs against the JSON
schema of the corresponding standard version, through the
validate command. Table 4.2 reports the CycloneDX and SPDX
schema supported by this utility tool. To comply with a scheme,
an SBOM must indicate the standard and the version thereof,
along with all the required attributes for that standard version.
It is worth mentioning that the required attributes for a given
standard version do not necessarily correspond to the data fields
deemed mandatory by other organizations (e.g., NTIA’s mini-
mum data fields [185]). To specify the standard and version in
an SBOM, CycloneDX provides the attributes bomFormat and
specVersion, while SPDX provides the attributes SPDXID and
spdxVersion. As for the other required attributes, they can vary
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Table 4.2: List of CycloneDX and SPDX schemas supported by sbom-

utility [36].
Standard Version Schema URL

1.5 https:/ /raw.githubusercontent.com/CycloneDX/

specification/master/schema/bom-1.5.schema.json
CycloneDX .

1.4 https:/ /raw.githubusercontent.com/CycloneDX/
specification/master/schema/bom-1.4.schema.json

1.3 https:/ /raw.githubusercontent.com/CycloneDX/
specification/master/schema/bom-1.3.schema.json

1.2 https:/ /raw.githubusercontent.com/CycloneDX/
specification/master/schema/bom-1.2.schema.json

2.3 https:/ /raw.githubusercontent.com/spdx/spdx-

spec/development/v2.3/schemas/spdx-schema.json

SPDX 2.3.1 https:/ /raw.githubusercontent.com/spdx/spdx-

spec/development/v2.3.1/schemas/spdx-schema.json
222 https:/ /raw.githubusercontent.com/spdx/spdx-
spec/v2.2.2/schemas/spdx-schema.json

2.2.1 https:/ /raw.githubusercontent.com/spdx/spdx-
spec/v2.2.1/schemas/spdx-schema.json

among different versions of the same standard. For example, a
CycloneDX SBOM with version 1.5 does not require any other
attribute to be valid, while a CycloneDX SBOM with version 1.4
also requires the version attribute (which refers to the version
of the SBOM, not to the standard version).

When an SBOM is not compliant with the schema of its stan-
dard version (e.g., absence of required attributes or incorrect val-
ues for some attributes), the sbom-utility signals that the SBOM
is not valid and reports the validity errors encountered.

Summing up, the output of the sbom-utility tool allowed us to
check how many SBOMs were valid with respect to their standard
versions and quantify the kind of validity errors encountered.

4.1.3.6 RQ6. What are the Pieces of Information Reported by the
Found SBOMs?

To identify which information is reported in CycloneDX and
SPDX SBOMs, we parsed the JSON files of the SBOMs retrieved
in the software systems—these are the same SBOMs studied in
RQs5—and then the (JSON) attributes along with their values
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were extracted. To map NTIA’s minimum data fields [185] with
the extracted attributes, we leveraged NTIA’s mapping with
respect to the SPDX and CycloneDX standards [185]. Then, we
counted how many SBOMs, systems, and owners contained each
data field. As for NTIA’s recommended data fields [185], each of
these data fields was mapped with the remaining attributes and
the number of times each data field (and its value) appeared was
counted, along with the number of SBOMs, systems, and owners
involved.

The study of the other unique identifiers recommended data field
was deepened by looking at which component/SBOM identifiers
(e.g., purl, CPE, etc.) were used and to what extent (i.e., how many
SBOMs, systems, and owners were involved). Similarly, the study
of the component hash recommended data field was deepened
by looking at which hashing algorithms were used and to what
extent; we also verified whether the same hash value (for a given
hashing algorithm) was associated with different components.

We built dependency graphs to better analyze the dependency
information reported in SBOMs. To this end, for each SBOM, we
first identified the root node (i.e., the node corresponding to the
software system for which the SBOM was created) and then the
direct and transitive dependencies from the root node. The de-
pendency graphs were generated using NetworkX [123], a Python
package for creating, manipulating, and studying complex net-
works. We finally counted the number of SBOMs, systems, and
owners where direct and transitive dependencies appeared.

4.2 RESULTS

This section presents the results organized by RQ.

4.2.1 RQ1. Are SBOMs Adopted by Open-source Software Systems?

Table 4.3 and Table 4.4 report, respectively, the SPDX and
CycloneDX SBOM generators, their classification (i.e., Build-
integration, GitHub Action, or Library), the supported language,
and the number of dependent software repositories that were
retrieved through GitHub’s dependency graph. The majority of
the dependent software repositories were associated with build-



Table 4.3: CycloneDX SBOM generators considered in this study, with
the number of dependent repositories.

4.2 RESULTS

Tool Classification Tool Name Language #
cyclonedx-cocoapods Swift, Objective-C o
cyclonedx-conan C, C++ o)
cyclonedx-dotnet NET 0
cyclonedx-gomod Go 2
cyclonedx-gradle-plugin Java 0
cyclonedx-maven-plugin Java 74
Build-integration cyclonedx-node-module JavaScript 7
cyclonedx-node-npm JavaScript 3
cyclonedx-php-composer PHP 5
cyclonedx-python Python 64
cyclonedx-ruby-gem Ruby 0
cyclonedx-rust-cargo Rust 0
cyclonedx-webpack-plugin JavaScript 3
Total 158
cdxgen-action Sourcelmages, o)
ContainerImages
gh-cocoapods-generate-sbom Swift, ObjectiveC o
gh-dotnet-generate-sbom NET o
GitHub Action gh-gomod-generate-sbom Go 13
gh-node-module-generatebom JavaScript 2
gh-php-composer-generate-sbom  PHP 1
gh-python-generate-sbom Python 1
Total 17
cyclonedx-core-java Java 2
cyclonedx-dotnet-library NET 0
cyclonedx-go Go 4
cyclonedx-javascript-library JavaScript o
Library cyclonedx-node-pnpm JavaScript o
cyclonedx-node-yarn JavaScript o
cyclonedx-php-library PHP 0
cyclonedx-python-lib Python 1
Total 7

integration SBOM generators (i.e., 166 occurrences in total, 158 of
which for CycloneDX and eight for SPDX), followed by those clas-
sified as GitHub Action (i.e., 17 occurrences, all for CycloneDX).
It is worth mentioning that 11 repositories depended on more
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Table 4.4: SPDX SBOM generators considered in this study, with the
number of dependent repositories.

Tool Classification Tool Name Language #

spdx-maven-plugin  Java

Build-integration

Total
Spdx-Java-Library Java 1
spdx-tools-js JavaScript 0
tools Java 1
Library tools-golang Go 4
tools-java Java 0
tools-python Python 1
Total 7

Table 4.5: Some descriptive statistics about the systems dependent on

SBOM generators.
Metric Mean SD Min Median Max
# Commits 2,463.72  7,367.49 104 579.5 63,328
# Stars 937.14  3,674.42 o 3 35,126
# Subscribers 45.41 186.28 o 3 2,056
# Contributors 35.85 81 1 4.5 364
# Forks 431.7  2,273.05 o 1 26,661

than one SBOM generator; therefore, the total number of distinct
repositories that relied on an SBOM generator was 186.

Table 4.5 reports some descriptive statistics—i.e., mean, stan-
dard deviation (SD), minimum (min), median, and maximum
(max)—about the dependent repositories that were studied. The
values of these descriptive statistics suggest that the sample is
quite heterogeneous in terms of the number of commits, stars,
subscribers, contributors, and forks. Furthermore, the number of
commits and contributors is greater than 579.5, with a median
value of 4.5. This indicates a noticeable collaborative development
activity in these software systems.

Table 4.6 shows information on the adoption of the SBOM stan-
dards, taking into account whether or not they were related to
the SBOM domain. CycloneDX is the most widely used standard,
accounting for 94% of the cases (i.e., (173 4 2)/186 % 100). Two
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Table 4.6: Adoption of SPDX and CycloneDX among the studied sys-

tems.

Domain Standard # Systems
SBOM-related Only SPDX 8
Only CycloneDX 22

Both SPDX and CycloneDX 1

SBOM-unrelated Only SPDX 3
Only CycloneDX 151

Both SPDX and CycloneDX 1

Overall Only SPDX 11
Only CycloneDX 173

Both SPDX and CycloneDX 2

software systems adopted both the CycloneDX and SPDX stan-
dards. Also, 31 (17%) software systems using SBOM generators
are related to the SBOM domain.

Answer to RQ1

SBOMs are not widely adopted in open-source systems,
since only 186 systems adopting SBOM generators have
been identified across all repositories hosted on GitHub.
The most used standard is CycloneDX, and the preferred
way to generate SBOMs is through build-integration tools.

4.2.2 RQ2. What is the Adoption Trend of SBOMSs by Open-source
Software Systems and their Owners?

Figure 4.1 depicts when, over the evolution histories, repositories
and owners started adopting SBOM generators. In particular, the
blue and orange lines highlight, year by year, how many new
owners and repositories started adopting SBOM generators, re-
spectively. The gray bars indicate major events involving SBOMs
and software supply chain practices (e.g., the conception and
release of the SPDX and CycloneDX standards [37, 153], Presi-
dent Biden’s Executive Order 14028 on Improving the Nation’s
Cybersecurity [186]). Based on the gathered data, SBOM genera-
tors have started to be adopted by open-source software systems
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Figure 4.1: SBOM generators adoption over time by the identified soft-
ware systems.

Table 4.7: Systems that have adopted SBOM generators till 2020.

Owner System SBOM Adoption Date
spdx spdx-maven-plugin 2014-01-13
CycloneDX cyclonedx-maven-plugin 2017-06-24
spdx LicenseListPublisher 2018-01-29
stevespringett Alpine 2018-05-02
CycloneDX cyclonedx-core-java 2018-05-30
DependencyTrack dependency-track 2018-09-18
DependencyTrack hyades-apiserver 2018-09-18
ottlinger mailclena 2019-05-02
spdx Spdx-Java-Library 2019-06-09
DependencyTrack frontend 2019-11-01
CycloneDX cyclonedx-php-composer 2019-11-19
spdx spdx-java-rdf-store 2019-12-12
spdx tools-java 2020-01-06
spdx spdx-java-jackson-store 2020-01-18
MO-Movia licit 2020-10-21

hosted on GitHub since 2014. As shown in Table 4.7, initially
these tools were mainly adopted by those systems whose owner
was related to the SBOM domain (e.g., SPDX and CycloneDX).
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Since 2021, the interest in SBOM generators has increased,
coinciding with (i) President Biden’s Executive Order 14028 on
Improving the Nation’s Cybersecurity [186] and (ii) the publica-
tion of the SPDX standard as ISO/IEC 5962:2021 [86]. A further
boost to the adoption of SBOM generators seems to be due to
the Cyber Resilience Act proposed in 2022 [56]. Some owners
were particularly prolific in the adoption of SBOMs for their
repositories (blue line of Figure 4.1). However, it is worthwhile
noting an increasing number of new authors are utilizing SBOM
generators (orange line of Figure 4.1).

Finally, SBOMs were explicitly mentioned in the commit mes-
sages that introduced the dependencies towards SBOM gener-
ators for go out of 186 repositories (i.e., in 48% of the studied
software systems).

Answer to RQ2

SBOMs started to be adopted by open-source software sys-
tems whose owners relate to the SBOM domain; indeed, the
systems that first adopted SBOMs were those created be-
tween 2014 and 2018. Since 2021, there has been a growing
interest in SBOMs, even from those not related to the SBOM
domain. Despite we do not have causal evidence, this seems
to coincide with both President Biden’s Executive Order
14028 on Improving the Nation’s Cybersecurity and the
publication of the SPDX standard as ISO/IEC 5962:2021.
The Cyber Resilience Act proposed in 2022 seems to in-
crease interest in SBOMs.

4.2.3 RQ3. How do Open-source Systems Distribute SBOMs?

Out of 186 software systems, 55 kept SBOMs under version con-
trol only, 14 distributed SBOMs in public release versions only,
and 16 used both strategies to distribute SBOMs (i.e., SBOMs
were both under version control and in public release versions).
Thus, SBOMs are available under version control or published in
public release versions in 46% of the software systems identified.
For the remaining 101 software systems using SBOM generators,
no SBOM was found. This suggests that either SBOMs are dis-
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tributed differently or those interested in SBOMs have to generate
SBOMs on their own (e.g., by building the software system).

As for the software systems using GitHub actions to gener-
ate SBOMs, it was observed that the generation of SBOMs is
triggered by a push and pull request in 88% and 59% of the sys-
tems, respectively. Only one software system generated SBOMs
during the release activity. In other words, in the systems that
generate SBOMs by relying on GitHub actions, SBOMs tend to
be continuously generated.

Very few software systems distributed multiple SBOMs beyond
simply including them in both version control and public release
versions. That is, 3% of the software systems provided SBOMs
in different file formats (i.e., JSON and XML). Another 3% of
software systems generated distinct SBOMs to reflect the compo-
nents required to run/deploy the software according to specific
software/hardware (e.g., SBOM tailored for different operating
systems, such as Windows or Linux).

Answer to RQ3

In most systems, SBOMs are not versioned nor attached
to public release versions. Hence, they are likely to be dis-
tributed differently. In the remaining cases, it appears that
system owners prefer to keep SBOMs under version con-
trol rather than including them in public release versions.
Systems that leverage GitHub actions to generate SBOMs,
in most cases, do so at every push or pull request.

4.2.4 RQgq. How Frequently SBOMs Get Updated within Open-
source Software Systems?

Considering those software systems with SBOMs under version
control, it was observed that the median number of changes
per month is 0.96. However, this number is highly variable, as
indicated by the SD (1.74), min (0.03), and max (9.72) values.
Overall, this suggests periodic SBOM updates, which could be
associated with public release versions.

Limiting the attention to software systems that distribute
SBOMs in public release versions, SBOMs appear on average
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Table 4.8: Number of analyzed SPDX and CycloneDX SBOMs, along
with the number of systems and owners distributing them.

Standard #SBOMs  # Systems # Owners
CycloneDX 89 78 16
SPDX 30 6 6
Total 119 84 22

in 61% of all public releases of a given software system (and 51%
on median). Considering only the release versions starting from
the SBOM adoption date, only three software systems (out of
all 30 software systems having SBOMs in their release versions)
have some release versions without SBOMs. In particular, one
software system has one release version without SBOMs, another
has two, and yet another has six.

Finally, we observed that only two public release versions (out
of all public release versions publishing SBOMs) are tagged with
a commit that modified SBOMs in the repository. There are eight
more tags representing commits in which SBOMs were modified,
but no release version is associated with them. Due to the low
number of matches, the generation of a new SBOM did not
usually occur in correspondence with a new release.

Answer to RQg

SBOMs under version control are usually updated every
month, while those distributed through release versions are
usually updated at every release. In this respect, publishing
new release versions does not occur at the time of SBOM
generation, and release versions are typically not tagged
with commits that modify SBOMs.

4.2.5 RQs5. To What Extent do SBOMs Comply with the Standards?

Table 4.8 shows the number of SPDX and CycloneDX SBOMs
that were analyzed, along with the number of software systems
and owners distributing them. 119 SBOMs were analyzed—=89
referred to the CycloneDX standard, while 30 referred to SPDX—
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Table 4.9: Number of selected SPDX and CycloneDX SBOMs valid with
respect to their SBOM standard version.

Standard Schema Version Valid Not Valid

1.2 1 o

CycloneDX 3 © !
1.4 81 3

1.5 3 o

SPDX 2.2 1 o
2.3 19 10

Table 4.10: Validity errors for the analyzed SBOMs with respect to their
standard version.

Standard Error Type Attribute Description # Errors
Format externalReferences Does not match for- 8

CycloneDX mat “iri-reference”
Pattern serialNumber Does not match 1

pattern “~urn:uuid:[o-
9a-fl{8}[o-9a-fl{4}-[o-
9a-f]i4}-[o-9a-f]{4}-[o-

9a-f]{12}$”
Required version Version is required 1
SPDX Unknown unknown Unknown 11

from a total of 84 systems and 22 owners, respectively. An SPDX
SBOM, released as a plain text file, was discarded because the
SPDX Online Tool failed to translate it into the JSON format.

Table 4.9 shows the number of SBOMs (valid or not) with
respect to the version of the SBOM standard they had to comply
with. Out of 89 CycloneDX SBOMs, 85 (96%) were valid. The
invalid CycloneDX SBOMs belonged to different software sys-
tems. As for SPDX, the number of valid SBOMs was equal to 20
(67%) out of 30 SPDX SBOMs. The invalid SPDX SBOMs were all
distributed with the same software system.

Table 4.10 shows the errors resulting from the SBOMs not being
valid with respect to their standard version. As for CycloneDX,
most errors relate to URL (Uniform Resource Locator) format-
ting in the externalReferences attribute. This attribute allows
specifying external references, which provide a way to document
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systems, sites, and information relevant to the objects (e.g., com-
ponents, services, or even SBOMs) with which they are associated.
An external reference can be defined through a URL and accept
any URL scheme [32]. The errors that were found are due to hav-
ing reported incorrect URLs (e.g., https://github.com:ethlo/
itu or git://github.com:appendium/flatpack.git/flatpack).
The other two types of validity errors in CycloneDX involve
pattern mismatch for the value of a serialNumber attribute and
the absence of a version attribute. The serialNumber attribute
indicates the unique serial number of the SBOM, which must
conform to RFC-4122." As for the version attribute, its value
indicates the version number of the SBOM: it is one by default
and should be incremented by one whenever the existing SBOM
is modified.

As for SPDX, the error type returned by the sbom-utility tool
was always unknown—i.e., the tool could not comprehend the
reasons why these SBOMs were not valid. Therefore, these SPDX
SBOMs were manually checked to understand the reasons for
unknown errors. We found that these SBOMs contained four
attributes (predicate, statement, envelope, and bundle) not be-
longing to the SPDX standard, and one of them (i.e., predicate)
contained the SPDX SBOM data. This is because these SBOMs
were compliant with the in-toto attestation framework, which
allows securing the integrity of software supply chains [181, 214].

The above-mentioned validity errors might negatively affect
tools consuming SBOMs depending on the kind of errors, the
SBOM use case, and/or the SBOM consumption tool. For in-
stance, it would be impossible to check for the presence of vulner-
abilities in the case of the SPDX SBOMs with unknown validity
errors (the tool failed with the following error message: [ERROR]
format not supported: unknown format). On the other hand,
this tool would not fail for the CycloneDX SBOMs having the va-
lidity errors reported above. However, SBOM consumption tools
supporting other SBOM use cases might fail. The causes behind
the validity errors that were found can be different. For instance,
the unknown validity errors are due to the use of the in-toto

The RFC-4122 specification defines a Uniform Resource Name (URN) names-
pace for UUIDs (Universally Unique IDentifier), which are 128 bits long and
can guarantee uniqueness across space and time [91].
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Table 4.11: NTIA’s minimum data fields discovered in the analyzed
SBOMs (in round brackets, occurrences of non-asserted data

fields).
Data Field Standard  SBOMs Systems Owners
# % # % # %
Supplier name CycloneDX 7 8 7 9 4 25
SPDX 1(1) 3(3) 1(1) 17(17) 1(1) 17(17)

Component name CycloneDX 8o 90 70 90 16 100
SPDX 30 100 6 100 6 100
Component version CycloneDX 8o (1) 90 (1) 70 (1) 90 (1) 16 (1) 100 (6)
SPDX 30 100 6 100 6 100
Other unique identifiers CycloneDX 89 100 78 100 16 100
SPDX 30 100 6 100 6 100
Dependency relationship CycloneDX 78 88 68 87 4 88
SPDX 1 3 1 17 1 17
Author of SBOM data CycloneDX 87 98 77 99 16 100
SPDX 30 (1) 100 (3) 6 (1) 100 (17) 6 (1) 100 (17)
Timestamp CycloneDX 86 97 76 97 15 94
SPDX 30 100 6 100 6 100

attestation framework. As for the incorrect values of attributes
(i.e., incorrect formats and patterns), this could originate from the
data sources that the SBOM generators use to generate SBOMs.

Answer to RQs5

A limited fraction of SBOMs exhibit validity errors with
respect to their SBOM standard version. These errors con-
cern mismatched patterns for the values specified for some
attributes and invalid SBOM structure. These validity errors
might compromise SBOM consumption.

4.2.6  RQ6. What are the Pieces of Information Reported by the Found

SBOMs?

Table 4.11 reports, for each NTIA’s minimum data field, the
number (and percentage) of SBOMs reporting it, along with
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the number (and percentage) of systems and owners involved.
The number of SBOMs, systems, and owners containing non-
asserted data fields—i.e., those for which the value is not provided
(e.g., none or null value)—is reported in round brackets. The
analyzed SPDX SBOMs reported all NTIA’s minimum data fields
at least once but the supplier name and dependency relationship,
appearing in only one SBOM. Therefore, only 3% (1/30 * 100) of
the analyzed SPDX SBOMs reported all NTIA’s minimum data
fields. As for CycloneDX SBOMs, the supplier name appeared at
least once in only seven SBOMs, resulting in the least appearing
data field across CycloneDX SBOMs. These seven CycloneDX
SBOMs reported at least once all NTIA’s minimum data fields.
This is to say that only 8% (7/89 * 100) of the analyzed CycloneDX
SBOMs reported all NTIA’s minimum data fields. The only data
field that all CycloneDX SBOMs reported at least once is other
unique identifiers. Only two and three CycloneDX SBOMs did not
report any occurrence of the author of SBOM data and timestamp
data fields, respectively. As for dependency relationships, this data
field is reported at least once in 78 CycloneDX SBOMs (out of
89). The component name and component version data fields are
reported at least once in 8o CycloneDX SBOMs. This indicates
that nine CycloneDX SBOMs did not report any components. The
presence of SBOMs that do not report components highlights an
improper use of SBOMs. However, considering the number of
owners, all of them reported the component name and component
version data fields in some of their SBOMs.

Table 4.12 shows the different kinds of other unique identifiers
used to identify software components and even SBOMs, along
with the number (and percentage) of SBOMs, systems, and own-
ers reporting them. As for CycloneDX SBOMs, purl is the most
reported identifier for software components, appearing in 90%
(80/89 x 100) of them. Only one CycloneDX SBOM reports two
CPE identifiers. As for SPDX SBOMs, the most introduced identi-
fier for software components is SPDX ID, which appears in all of
them. To follow, purl and CPE appeared in 97% (29/30 * 100) and
93% (28/30 % 100) of SPDX SBOMs. In addition, each SPDX SBOM
declared an SPDX ID to identify the SBOM (which always as-
sumes the value SPDXRef-DOCUMENT). Similarly, each SPDX SBOM
provided a document-specific namespace as a URI (Uniform Re-
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Table 4.12: Identifier information reported for other unique identifiers

data field.
Standard Identifier Type Target SBOMs Systems Owners
# % # % # %
CPE Software component 1 1 1 1 1 6
CycloneDX purl Software component 80 90 70 90 16 100
UUID Software component 53 60 53 68 3 19
SBOM 89 100 78 100 16 100
CPE Software component 28 93 4 67 4 67
SPDX ID Software component 30 100 6 100 6 100
SPDX SBOM 30 100 6 100 6 100
purl Software component 29 97 5 83 5 83
URI SBOM 30 100 6 100 6 100

Table 4.13: NTIA’s recommended data fields discovered in the analyzed
SBOMs (in round brackets, the number of non-asserted data

fields is reported).

Data Field Standard SBOMs Systems Owners

# % # % # %

Component hash CycloneDX 26 29 16 21 13 81
SPDX 19 63 4 67 4 67

Life cycle phase CycloneDX o 0 0 0 o 0

SPDX o 0 o 0 o 0

Other component CycloneDX o 0 0 o 0
relationships SPDX 30 100 100 6 100
License information CycloneDX 30 34 9 24 4 88

SPDX 30 (30) 100 (100) 6 (6) 100 (100) 6 (6) 100 (100)

source Identifier). Also, all CycloneDX SBOMs have an instance of
UUID (Universally Unique IDentifier) to identify SBOMs. UUID
identifiers are also used to identify software components in 60%
(53/89 * 100) of the Cyclonedx SBOMs.

Similarly to NTIA’s minimum data fields, Table 4.13 reports,
for each NTIA’s recommended data field, the number (and per-
centage) of SBOMs reporting it, along with the number (and per-
centage) of systems and owners involved. Only 29% (26/89 * 100)
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Table 4.14: Component hash information reported in the SBOMs.

Standard Hashing Algorithm SBOMs Systems Owners
# % # % # %

MDs5 7 8 7 9 4 25
SHA-1 8§ 10 8 10 5 31
SHA-256 25 28 15 19 12 75
CycloneDX SHA3-256 6 7 6 8 3 19
SHA3-384 6 7 6 8 3 19
SHA3-512 6 7 6 8 3 19
SHA-384 7 8 7 9 4 25
SHA-512 8 9 8 10 5 31
SPDX SHA-1 1 3 1 17 1 17
SHA-256 18 60 3 50 3 50

of the CycloneDX SBOMs report at least once a component hash;
however, the percentage of CycloneDX owners reporting com-
ponent hash is high, namely 81% (13/16 * 100). As for SPDX
SBOMs, the percentages of SBOMs and owners reporting compo-
nent hash at least once are similar, namely 63% (19/30 * 100) and
67% (4/6 * 100), respectively. Delving deeper into the analysis of
the component hash data field, Table 4.14 conveys information
on the different kinds of hashing algorithms used. The most com-
monly used hashing algorithm is SHA-256 for both SPDX and
CycloneDX SBOM:s. It is worth noting that multiple hashes can be
provided for the same component. For instance, SHA 3-256 hashes
are always reported along with SHA3-384 and SHA3-512 ones.
This might come in handy when external sources/databases sup-
port different hash types. In this respect, it was verified that,
across all SBOMs, each component was identified by only one
hash value for each different hashing algorithm. However, it was
found that the same hash value could map to different compo-
nents. More specifically, it was found that this happened only
once in CycloneDX SBOMs and involves the following two com-
ponents:

® pkg:maven/io.grpc/protoc-gen-grpc-java@l.53.07?
classifier=osx-aarch_64&type=exe
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Table 4.15: Types of dependencies reported in the SPDX SBOMs.

Relationship Type SBOMs Systems Owners
# % # % # %

Describes  (SPDXRef-DOCUMENT describes 29 97 5 83 5 83
SPDXRef-A)

Dynamic link (SPDXRef-A dynamically links to 2 7 2 33 2 33
SPDXRef-B)

Generates (SPDXRef-A generates SPDXRef-B) 1 3 1 17 1 17

Test case of (SPDXRef-A is a test case used in 1 3 1 7 1 17
testing SPDXRef-B)

® pkg:maven/io.grpc/protoc-gen-grpc-java@l.53.07?
classifier=0sx-x86_64&type=exe

As shown above, these components have similar purl identifiers,
differing only in one parameter specifying the kind of operative
system architecture they are compliant with. In other words,
these two purl identifiers refer to the same component. As for
SPDX SBOMs, 210 hash values were found to map more than one
component each, all associated with CPE identifiers. We verified
whether these CPE identifiers mapped by the same hash values
were similar to each other—for instance, what changes is the use
of a different character (e.g., an underscore instead of a dash) or
the presence of a few extra words specifying something more
about the component. These CPE identifiers refer to the same
component. Having different CPE (or purl) identifiers referring
to the same component might be an issue since external sources/-
databases might not know all CPE (or purl) identifiers for a given
component. Given a larger number of cases using the same hash
value mapping different components identified by CPE, it might
be inferred that purl allows for a more robust representation of
components than CPE.

As shown in Table 4.13, no SPDX or CycloneDX SBOM ever
reported the life cycle phase data field; however, from the used
SBOM generators, it can be inferred that the SBOM generation
happens within- or post-building. As for the other component rela-
tionship data field, no occurrence was ever found in CycloneDX
SBOMs, while all SPDX SBOMs reported some introductions.
Table 4.15 shows the different kinds of relationships (different
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Table 4.16: Number of direct and transitive dependencies reported in
the SBOM files.

Dependency Standard SBOMs  Systems  Owners
# % # % # %

Direct CycloneDX 23 26 13 17 10 63

SPDX 30 100 6 100 6 100

Transitive CycloneDX 23 26 13 17 10 63

SPDX 2 7 2 33 2 33

from dependency) specified in the SPDX SBOMs, along with a
brief description according to the SPDX documentation [150]—
note that SPDXRef-A and SPDXRef-B refer to generic compo-
nents (or also files), while SPDXRef-DOCUMENT to the SBOM itself.
The most common relationship different from dependency was
describes, which appeared in 29 SPDX SBOMs, each with one
occurrence. Dynamic link appeared in only two SPDX SBOMs.
Both generates and test case of appeared in one SBOM only.

Considering the license information data field (see Table 4.13),
at least one occurrence was found in 34% (30/89*100) of the
analyzed CycloneDX SBOMSs, while all SPDX SBOMs reported
license information at least once.

Table 4.16 reports the number (and percentage) of SBOMs hav-
ing direct and transitive dependencies within their dependency
graphs, along with the number of systems and owners involved.
First, the number of SBOMs describing the primary component (i.e.,
the software system for which the SBOM was generated) in the
sections reporting component information is 26 for CycloneDX
and 30 for SPDX. Every node in the dependency graphs of these
SBOMs is also described in the sections reporting component
information. However, the opposite is not true. Namely, cases
where a component was described in the section reporting com-
ponent information was found but it did not appear as a node in
the dependency graph. All 23 CycloneDX SBOMs having direct
dependencies also have some transitive dependencies; on the
other hand, only 2 SPDX SBOMSs have transitive dependencies.
Each SPDX SBOM reported the primary component as a node
in the dependency graph, while only 23 CycloneDX SBOMs do
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Table 4.17: NTIA’s minimum and recommended data fields discovered
in the analyzed SBOMs. In round brackets, it is reported the
number of non-asserted data fields.

Data Field SBOMs Systems Owners
# % # % # %

Life cycle phase 0 o o o 0 o
Supplier name 8(1) 7() 8(1) 10(1) 5(1) 23(5)
Other component relationships 30 25 6 7 6 27
Component hash 45 38 20 24 17 77
License information 60 (30) 50 (25) 25 (6) 30 (7) 20 (6) 91 (27)
Dependency relationship 108 91 74 88 20 91
Component name 110 92 76 90 22 100
Component version 110 (1) 92 (1) 76 (1) 90 (1) 22 (1) 100 (1)
Timestamp 116 97 82 98 21 95
Author of SBOM data 117 (1) 98 (1) 83 (1) 99 (1) 22 (1) 100 (5)
Other unique identifiers 119 100 84 100 22 100

it (see the number of SBOMs having direct dependencies). How-
ever, we observed that not all nodes were linked to the primary
component nodes in the dependency graphs. In particular, a path
between the primary component node and any other node was
found in only 20 CycloneDX and 28 SPDX SBOMs, respectively.

Table 4.17 provides an overview of how frequently NTIA’s
minimum and recommended data fields were discovered in all
analyzed SBOMs, without distinguishing per standard. The data
fields are sorted from the least discovered to the most discovered
in SBOMs. The only data field that is completely missing is
life cycle phase, which may suggest that the considered SBOM
generators do not provide support for generating this data field.
Supplier name was discovered in only 7% (8/119 * 100) of SBOMs,
and, in one of them, its value might not be asserted. This means
that very few SBOMs include supplier information.

The other component relationships were reported in 25% of
SBOMs (30/119 * 100), while component hash of 38% of them
(45/119 % 100). License information was discovered in 50% of
SBOMs (60/119 x 100), and in 25% (30/119 * 100) possibly with
non-asserted values. The remaining data fields appear in more
than 90% of SBOMs. In detail, dependency relationship was dis-
covered in 91% of SBOMs (108/119 * 100), component name and
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component version in 92% (110/119 x 100), timestamp in 97%
(116/119 % 100), and author of SBOM data in 98% (117 /119 % 100).
The presence of one non-asserted instance of component version
and author of SBOM data involves just one SBOM. Other unique
identifiers was the only data field always discovered in the ana-
lyzed SBOMs.

As shown in Table 4.17, similar considerations can also be made
for systems and owners on how frequently NTIA’s minimum
and recommended data fields were discovered in all analyzed
SBOMs. This omission of information about NTIA’s minimum
and recommended data fields would hinder the pursuit of basic
use cases (e.g., handling software inventory or verifying license
compliance) as well as advanced use cases (e.g., tracking software
provenance or pedigree) for the identified software systems.

Finally, no vulnerability information was reported in either
CycloneDX or SPDX SBOMs. Providing information about vul-
nerabilities has been advocated in previous work [170, 182, 195].
Moreover, a recent study experimented with the usefulness of
vulnerability-augmented SBOMs [67].

Answer to RQ6

Only a few SBOMs report information on all NTIA’s mini-
mum data fields, with some not reporting any component
information. SBOMs mostly use purl and then CPE to iden-
tify components; no occurrence of SWID tags has ever been
found. As for NTIA’s recommended fields, no SBOM re-
ports information on all of them, as no information on the
life cycle phase was ever reported. No vulnerability has
ever been reported in any SBOM.

4.3 DISCUSSION

In the following, the main findings of the study are summarized,
and implications for software suppliers, choosers, operators, and
researchers are delineated.
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Finding #1

Based on systems” dependencies, a limited number of open-
source software systems adopt SBOM generators. However,
such a number is progressively increasing.

Although the study was based on 35 SBOM generators offi-
cially released by SPDX or CycloneDX—the two major SBOM
standards [195]—, only 186 open-source systems adopting
SBOMs were identified. This suggests that SBOMs are still ne-
glected by the open-source community, probably due to the lack
of interest and awareness in the software supply chain among
software suppliers and choosers. The limited adoption of SBOMs
can be considered consistent with what was reported by Xia et
al. [195]. It can be conjectured that the low adoption of SBOMs
in open-source systems might be due to the lack of incentives
for generating SBOMs [99, 170, 195]. For example, open-source
software systems may not be required to have an SBOM [170],
unlike software systems commercialized to the United States
federal agencies [186]. However, open-source software systems
may soon be pressured to supply an SBOM because commer-
cialized software could depend on them [178]. The adoption of
SBOMs is expected to grow due to the demand of major play-
ers, including governmental organizations. Software suppliers
cannot wait any longer and should begin to identity effective
strategies for producing and distributing their SBOMs. Software
suppliers should begin integrating SBOM generation into their
development pipelines, anticipating possible regulations that
could mandate SBOM compliance. For example, SBOM genera-
tors like cyclonedx-maven-plugin or spdx-maven-plugin can be
integrated with minimal effort in systems already using Maven
as a package manager.

Finding #2

The preferred way to generate SBOMs is through build-
integration tools, followed by GitHub Action. The gener-
ation of SBOMs via libraries is less common than in the
ways mentioned above.
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As pointed out by Xia et al. [195], one of the challenges restrict-
ing the adoption of SBOMs is the limited availability of suitable
tools and the features offered by such tools. However, standard
creators (i.e., SPDX and CycloneDX) and forges (e.g., GitHub)
are working to make available to software suppliers convenient
tools for SBOM generation. In particular, a wider adoption of
SBOMs via build-integration tools (e.g., Maven) and CI/CD tools
(i.e., GitHub Action) was observed compared to the adoption
of SBOMs via libraries. This is probably due to the ease of use
of both build-integration and CI/CD tools: the former allows
SBOM:s to be generated when building a software system, while
the latter when a certain event occurs (e.g., push). Moreover, it can
be expected an increase in the adoption trend of SBOMs since,
recently (i.e., on March 28, 2023), GitHub has introduced a new
feature to export SBOMs that allows anyone with read access to
a GitHub repository to generate an SPDX SBOM by clicking on
a button on the dependency graph page of the repository [75].
This self-service feature not only enables on-demand SBOM gen-
eration but could also be integrated into CI/CD pipelines and
build-automation processes. Therefore, we can expect that more
open-source software systems will adopt SBOMs in the future.

One potential concern might be software suppliers excluding
SBOM generation from the CI/CD pipeline—thereby avoiding
continuous SBOM generation—due to possible performance over-
head. However, considering the SBOM granularity provided by
state-of-practice SBOM generators (i.e., package level) and the
way such tools work (i.e., by leveraging package managers), once
the CI/CD pipeline has resolved the direct and indirect depen-
dencies (necessary to perform the build anyway), the SBOM
generation would take a few seconds even for relatively large
systems. The reason is that package managers have already re-
trieved, during dependency resolution, the required information
for SBOM generation. In other words, such minimal overhead
would perfectly align with CI/CD practices [49]. The same ap-
plies to software systems leveraging GitHub’s SBOM generation
feature. Clearly, if a software supplier needs to keep up-to-date
SBOMs for software written in programming languages for which
there is no package manager, then such a task may become cum-
bersome and left to the developers’ responsibility.
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Further recommendations emphasize the importance of inte-
grating SBOM generators into the development pipeline. Em-
bedding such tools is important for software suppliers to en-
hance the transparency and security of their software systems.
Recent initiatives, including GitHub’s native SBOM generation
feature [75], represent a promising step toward mainstream adop-
tion, enabling developers to automatically generate and maintain
SBOMs as part of their CI/CD pipeline.

Finding #3

Only a few software systems follow recommendations on
how SBOMs should be distributed.

According to NTIA [117], software suppliers should bundle
SBOMs with every release version of the software systems, as
well as update them at each code change. Furthermore, there is
a broad consensus on this matter among the respondents of the
Linux Foundation’s SBOM readiness survey [171]. Nevertheless,
it appears that most of the studied systems ignore or are unaware
of such recommendations, thus limiting the potential benefits
due to the adoption of SBOMs. Advice for software suppliers is to
distribute SBOMs following the NTIA’s recommendations [117],
including delivering updated SBOMs at each code change and
release version. Consistent and timely distribution of SBOMs is
also essential for maintaining transparency, enabling effective
vulnerability management, and supporting software operators in
assessing system risks.

Finding #4
The same software system may distribute multiple SBOMs.
Multiple SBOMs are distributed for the same software system
because:

* SBOMs are provided in different formats (e.g., JSON or
XML).

¢ Different SBOMs may be generated to represent the spe-
cific hardware or software configurations (e.g., operating
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systems or processor architectures) required to deploy/run
the system.

* SBOMs can be maintained both under version control and
in public release versions of a software repository.

Software suppliers should generate SBOMs using widely adopted
and well-supported file formats, such as JSON or XML. Since no
universally accepted file format exists, using multiple file formats
can improve interoperability across the SBOM toolchain. For ex-
ample, tools such as sbom-utility [36] support only the JSON
format. While tools like cyclonedx-cli [35] can convert SBOMs
between file formats, whenever possible, SBOMs should be gen-
erated natively in the required file formats, ideally using tools
that support multi-format outputs (e.g., cyclonedx-maven-plugin
supports both JSON and XML file formats). Moreover, software
suppliers should distribute SBOMs tailored to each supported
hardware or software configuration to accurately represent the
components required to deploy/run that software. Generating
distinct SBOMs for different deployment targets enhances the
precision of the reported components. This practice facilitates
more accurate vulnerability management, license compliance,
and other SBOM-driven use cases [115].

Finding #5
Not all SBOMs are valid with respect to their SBOM stan-

dard version, thus potentially compromising the capability
of tools consuming SBOMs.

When SBOMs are not valid with respect to their SBOM stan-
dard version, tools consuming invalid SBOMs (e.g., vulnerabil-
ity or license scanners) might fail their ingestion. This would
limit the potential benefits due to the adoption of SBOMs. To
let software choosers and operators get the best out of SBOMs,
software suppliers should check the compliance of the SBOMs
they generate. To that end, convenient tools like sbom-utility [36]
might come in handy to them. Software suppliers could incor-
porate SBOM validation tools like sbom-utility into their CI/CD
pipelines to ensure that generated SBOMs conform to their de-
clared standard and version (e.g., SPDX 2.3 or CycloneDX 1.5).
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Validity errors could originate from inaccuracies in SBOM
generators or data sources from which information is retrieved to
feed SBOMs. For example, a data source could be populated with
incorrect information that, if retrieved to feed an SBOM, would
make that SBOM not valid with respect to its standard version.
In this respect, researchers should conduct further investigations.

Finding #6

SBOMs can integrate with software supply chain frame-
works.

Some SPDX SBOMs have been found to integrate with the
in-toto attestation framework [213, 214], which provides a specifi-
cation for generating verifiable claims about the software supply
chain of a software artifact. Frameworks like in-toto are also sup-
ported by CycloneDX SBOMs [33]. On the one hand, integrating
SBOMs with software supply chain frameworks highlights their
flexibility, allowing SBOMs to be tailored to specific needs. On
the other hand, such integrations may introduce deviations from
the standard SBOM schema. For instance, the in-toto integra-
tion adds attributes to SBOMs that fall outside the scope of the
standard specification, which could lead to errors when these
SBOMs are processed by tools that expect strict adherence to
the SBOM standard. Software suppliers should integrate SBOMs
with software supply chain frameworks while carefully manag-
ing potential errors that may arise when consuming SBOMs that
deviate from the standard specification.

Finding #7
Most SBOMs do not report all NTIA’s minimum data fields;
in this respect, the supplier name of components is the least

reported data field, and some SBOMs do not report any
component information.

NTIA’s minimum data fields document baseline information
about each component that should be tracked and maintained.
This baseline information is needed to uniquely and unambigu-
ously document components and then enable (i) the tracking
of components across the software supply chain and (ii) their
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mapping to other beneficial sources of data (e.g., vulnerability
or license databases) [185]. It is easy to grasp that not reporting
this baseline information, as it was observed, compromises basic
use cases like the management of vulnerabilities, software inven-
tory, and licenses, as well as advanced use cases (e.g., software
provenance and pedigree). This is clearly of interest to software
suppliers, choosers, and operators. This finding is also consistent
with previous literature [182, 195]. According to Xia et al. [195],
one of the reasons for not reporting all NTIA’s minimum data
tields is the unavailability of data to feed SBOMs. However, when
this happens, software suppliers should explicitly assert it [185].
Instead, a limited number of non-asserted data fields were wit-
nessed. Software suppliers should treat NTIA’s minimum data
fields as non-negotiable. In case a data field cannot be provided
(e.g., the supplier name is unknown), they should explicitly as-
sert the missing/unavailable information as per NTIA’s guide-
lines [185]. This would promote transparency for the software
system documented by the SBOM. In critical or security-sensitive
systems, software suppliers should consider post-processing or
enriching generated SBOMs to fill in missing fields, especially in
the case of known vulnerabilities.

Regarding the supplier name, the poor reporting of this data
field is likely due to the shortage of global identification mecha-
nisms like those used for components (e.g., CPE or purl). Similar
to NTIA [118], researchers should define mechanisms to globally
identify suppliers (similar to those used for components): this
should ease the retrieval of information on them from external
databases when producing SBOMs.

Finally, some SBOMs did not report any component informa-
tion. This finding suggests a very incorrect and shallow use of
SBOMs, which makes these SBOMs less useful for both software
suppliers, choosers, and operators.

Finding #8

Overall, only half of the SBOMs report licensing informa-
tion. The presence of licensing information is more common
in SPDX SBOMs than CycloneDX ones.
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We can postulate that the problem of poor reporting of licens-
ing information in SBOMs is due to the limitations of SBOM
generators in retrieving such information. Although a compara-
tive study between SPDX and CycloneDX SBOM generators was
not performed, the higher prevalence of licensing information
in SPDX SBOMs seems to suggest that SBOM generators owned
by SPDX are more effective than those owned by CycloneDX in
retrieving licensing information to feed SBOMs. This finding is
not surprising since the SPDX standard was initially conceived to
improve software license compliance, while the CycloneDX stan-
dard is developed and maintained by OWASP, which operates in
the security context.

Another reason for the poor reporting of licensing information
in SBOMs can be the lack of interest in licensing issues by system
owners, most of whom have been using CycloneDX SBOM gen-
erators. The advice to software suppliers is not to underestimate
the importance of documenting licensing in their SBOM to facili-
tate licensing compliance analysis from the software chooser’s
side (e.g., those who want to integrate a library in their systems).
Software suppliers should ensure that every component in their
SBOMs includes license information and, eventually, add it man-
ually in case of a missing license. Neglecting license compliance
could expose organizations to legal and financial liabilities, espe-
cially in commercial and enterprise contexts where the reuse of
open-source components is audited.

Finding #9

A limited fraction of SBOMs report component hashes;
those reporting more hash values (using different hashing
algorithms) for the same components are even less.

As reported by NTIA [185], robust identifiers are important for
mapping the existence of components to external data sources
(e.g., vulnerability database). A component hash would provide
a foundational element to allow this mapping, besides assist-
ing in instances of component renaming and whitelisting. Com-
ponent hashes also allow verifying that components have not
been altered in an unauthorized fashion (i.e., component in-
tegrity verification). Moreover, providing more hashes (using
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different hashing algorithms) for the same components enhances
interoperability—i.e., it increases SBOM compatibility with third-
party tools or external data sources working with specific kinds
of hashes [12]. Summing up, the recommendation to software
suppliers is to always provide more than one hash (each gen-
erated with a different hashing algorithm) for each component.
Increasing SBOM compatibility would be beneficial to software
choosers and operators as well.

Finding #10

The most reported kind of component identifier in SBOMs
is purl, followed by CPE. No component was ever identified
via SWID tags.

The higher prevalence of purl in SBOMs, as compared to CPE,
is not surprising since CPE identifiers are assigned by a central
authority (i.e., NIST), while purl identifiers are not. This is to
say that some components might not yet have CPE identifiers.
Nevertheless, it is worth recalling that: (i) component identi-
tiers like purl, CPE, and SWID tags are foundational elements
to retrieve information on components in external data sources;
and (ii) different data sources can support different kinds of
component identifiers—e.g., while NVD exploits CPE for com-
ponent identification, Sonatype OSS Index exploits purl. Similar
to the recommendation on component hashes, a suggestion is to
report software components in SBOMs using different kinds of
identifiers. This would be beneficial to software suppliers and
operators. On the other hand, enhancements in SBOM generation
and consumption tools are welcome so that these can support
different kinds of component identifiers.

Finding #11
Most SBOMs (all concerning CycloneDX) do not describe

primary components. Also, they do not report primary
component nodes within dependency graphs.

According to NTIA [114], an SBOM must describe at least one
primary component, which represents the subject of the SBOM.
The declaration of the primary component is needed to properly
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document direct and transitive dependencies. Also, an SBOM
should contain at least all primary component dependencies
(i.e., the direct dependencies), with all transitive dependencies
listed or sufficient detail to retrieve transitive dependencies re-
cursively [185]. Therefore, reporting information on the primary
component is crucial to understanding which dependencies are
direct or transitive and then adequately supporting SBOM use
cases, such as vulnerability and licensing risk management. Soft-
ware suppliers should list the primary components and their
direct dependencies. This would produce benefits for software
choosers and operators as well.

Finding #12

Although previous work indicated the usefulness of aug-
menting SBOMs with vulnerability information, such infor-
mation was never found in the analyzed systems.

It is recommended to store vulnerability information in sepa-
rate data structures linked to SBOMs (i.e., VEX documents) un-
less very specific conditions and processes are in place to make
SBOMs constantly complete and up-to-date [32, 185]. Therefore,
possible reasons for not reporting vulnerabilities in the studied
SBOMs might be:

¢ Information on vulnerabilities, including their exploitabil-
ity, is stored in separate data structures linked to SBOMs
(i.e., VEX documents). However, no occurrence of VEX doc-
uments conforming to the CycloneDX standard was found;
accordingly, this reason seems unlikely.

* Owners of software systems are not interested in publicly
disclosing information on vulnerabilities in their software
supply chain.

* Owners of software systems would like to disclose this
information, but are worried that vulnerability information
can be used as a road map for attackers.

¢ SBOM generators lack support for retrieving and producing
up-to-date information on vulnerabilities in the software
supply chain.
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The last three points were also raised in past studies [67, 170, 195,
199]. In particular, regarding the last point, Fucci et al. [67] found
that information on vulnerabilities might be reported by secu-
rity tools already in use by open-source software systems, and
such information could not be easily integrated into SBOMs (e.g.,
due to a lack of standardization). Following NTIA recommen-
dations [116], software suppliers should integrate information
on vulnerabilities in SBOMs (or by using data structures linked
to SBOMs) since attackers can still obtain it in other ways. For
example, software suppliers can link SBOMs to vulnerability
information using VEX. This would enable the consumption of
SBOM and VEX within CI/CD pipelines, which can periodically
check for newly disclosed vulnerabilities and alert developers
when any risks emerge [67]. Researchers should improve SBOM
generators to retrieve information on vulnerabilities and generate
better SBOMs.

4.3.1  Threats To Validity

This section discusses potential threats to the validity of the
results. According to the validity schema by Wohlin et al. [194],
these threats can be categorized as construct, external, conclusion,
and internal validity. Threats to internal validity are not discussed
because such threats concern causal relationships [194], and
causality was not investigated in this mining study.

Threats to construct validity concern the relation between the-
ory and observation [194]. The approach that was used to detect
the adoption of SBOMs might affect the results. In this respect,
the adoption of SBOMs could be detected by using one of the
following approaches: (i) by identifying the use of SBOM gener-
ators through GitHub’s dependency graph or (ii) by searching
for SBOMs within systems hosted on GitHub. We followed the
tirst approach because a system could use an SBOM generator
without versioning any SBOM or attaching SBOMs to any release
version (as observed in 101 out of 186 systems, see Section 4.2.2).
However, the accuracy of GitHub’s dependency graph might
affect the obtained results [44, 45]. To deal with this issue, we
ensured that the repositories were actually dependent on the
SBOM generators by verifying that their dependencies appeared
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in their dependency graph and package manager files. This re-
sulted in the exclusion of 11 repositories. Another threat is related
to the fact that GitHub’s dependency graph does not support all
build-automation tools (e.g., Gradle is not supported by GitHub’s
dependency graph but supported by CycloneDX) and program-
ming languages (i.e., those without a package manager like C,
which is not supported by GitHub’s dependency graph but sup-
ported by CycloneDX). Last but not least, some systems might
still adopt SBOMs, yet there is no visible trace of dependencies
towards SBOM generators on GitHub (e.g., because developers
installed them on their machine), nor any presence of SBOM
files in the repository (e.g., because the SBOM is provided when
the system releases are redistributed through channels different
from GitHub). Another threat to construct validity pertains to
the identification of systems related to the domain of SBOMs.
This was accomplished by looking at the terms “SBOM,” “Cy-
cloneDX,” “SPDX,” “Bill-of-Materials,” and “Supply-Chain” in
the repository’s name, description, and README file. However,
the presence of these terms does not ensure that these systems
are related to the domain of SBOMs. The metrics used to answer
the RQs might pose another threat to construct validity. However,
there is no accepted metric to quantitatively assess the adoption
of SBOMs. At the same time, NTIA has outlined a set of required
and recommended SBOM data fields [114, 119], and therefore,
the assessment was based on the coverage of such fields. To some
extent, the defined and used metrics represent another scientific
contribution of this research.

Threats to external validity concern the generalizability of re-
sults [194]. The most important threat is that this study is limited
to (i) open-source systems hosted on GitHub and (ii) SBOM gen-
erators owned by SPDX and CycloneDX. The current study does
not observe SBOM practices in closed-source systems. Also, it
does not observe SBOM practices and content when the GitHub
SBOM generator is used. This is because (i) the study is based on
data extracted before such a tool was released, and (ii) such a tool
can be virtually used on any GitHub repository (provided that it
has a dependency graph), and therefore searching repositories
through dependencies towards SBOM-related tools would not
work. Systems whose package manager was not supported by
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GitHub’s dependency graph could not be examined (for exam-
ple, systems developed in C/C++). While the gathered empirical
evidence on the adoption, spread, and evolution of SBOMs can-
not be considered conclusive, this evidence can justify further
research.

Threats to conclusion validity concern the ability to draw the
correct conclusions [194]. Since the study is exploratory, the
RQs were addressed using descriptive statistics and graphical
representations. Another threat to conclusion validity relates to
the analysis of the SBOM data fields, as it relies on the correct
interpretation of the data fields reported in the identified SBOMs.
This threat was mitigated by following the mapping of SBOM
data fields provided by NTIA [114, 119]. The adopted SBOM
generators determined the content of the identified SBOMs (e.g.,
[197]), which may have impacted the study results.

DATA AVAILABILITY

The replication package of the study is available online [125].
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EMPIRICAL EVALUATION OF GITHUB’S SBOM
GENERATOR

This chapter is based on the paper entitled “An empirical study on
the accuracy of GitHub’s dependency graph and the nature of its inac-
curacy” [45], published in the Information and Software Technology,
which extends the work presented in “On the Accuracy of GitHub's
Dependency Graph” [44], published in the proceedings of the 28"
International Conference on Evaluation and Assessment in Software
Engineering.

One of the key barriers to the widespread adoption of SBOMs
lies in the limitations of existing SBOM generators. To investigate
these limitations, this chapter presents an empirical evaluation
of GitHub’s SBOM generator—a feature introduced on March
28, 2023, and expected to see broad adoption due to GitHub’s
popularity and the large number of software systems it hosts.
To assess the accuracy of this SBOM generator, the empirical
evaluation focused on the underlying dependency graph used
to generate the SBOMs. The evaluation was conducted from two
complementary perspectives: (i) a backward analysis, focusing
on the accuracy of the dependencies, as they are reported in
GitHub’s dependency graph of a given repository; and (ii) a
forward analysis, focusing on the accuracy of the dependents. On
top of such analyses, the dependencies extracted from GitHub’s
dependency graph were compared with those declared in the
corresponding manifest and lock files. Beyond these quantitative
analyses, a statistically significant sample of mismatches in the
dependency graph was qualitatively analyzed to identify possible
error causes. It is worth mentioning that the empirical evaluation
of GitHub’s dependency graph might have implications not only
for guiding the development of more reliable SBOM generators
but also for helping practitioners assess how much trust they
can place in GitHub and similar software forges when relying on
them as sources of dependency information.
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CHAPTER STRUCTURE. Section 5.1 presents the overall study
design. The data analyses and results are reported in Section 5.2
while the result discussion concludes the chapter in Section 5.3.

5.1 STUDY DESIGN

The goal of this study is to analyze GitHub’s dependency graph
with the purpose of (i) assessing its accuracy and (ii) identify-
ing the likely causes behind inaccuracies (if any) in GitHub’s
dependency graph. The perspective is that of software suppliers,
choosers, and operators who rely on GitHub’s dependency graph
or any tool built upon it, including GitHub’s SBOM generator.
The context consists of open-source software systems hosted on
GitHub written in Java and Python, using Maven and pip/Poetry
as package managers, respectively.

5.1.1 Research Questions

Based on the above-mentioned study goal, two RQs were formu-
lated and then studied:

RQ1. To what extent does GitHub’s dependency graph provide accurate
information?

This RQ assesses the accuracy of both dependencies and de-
pendents provided by GitHub’s dependency graph. From the
perspective of software suppliers, choosers, and operators, an
inaccurate graph may result in incomplete or unreliable SBOMs,
which would jeopardize the management of the software sup-
ply chain (e.g., undetected vulnerabilities or license compliance
issues might lead to security incidents or legal liabilities).

LONGITUDINAL ANALYSIS To understand if the accuracy of
GitHub’s dependency graph changed over time, we compared
two snapshots:

¢ First snapshot. This is the snapshot of the analyses per-
formed in the conference paper [44] on the accuracy of
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the dependencies and dependents provided by GitHub’s
dependency graph. This snapshot was taken in April 2023.

¢ Second snapshot. This is the last snapshot of the analyses
on the accuracy of the dependencies and dependents pro-
vided by GitHub’s dependency graph. This snapshot was
taken in September 2024.

The comparison mentioned above should allow for the discovery
of whether the accuracy of GitHub’s dependency graph has
improved, regressed, or remained relatively stable over time.

RQ2. What are the likely causes for the error cases occurring in
GitHub’s dependency graph?

This RQ aims to investigate the error cases encountered during
the analysis of GitHub’s dependency graph, to deliver to soft-
ware suppliers, choosers, and operators the likely causes behind
them. Understanding the likely error causes would provide in-
sights into possible mitigations, improvements to GitHub’s (and
other) SBOM generators, and best practices to minimize errors in
dependency metadata.

5.1.2  Study Context and Planning

The context of this study consists of open-source software sys-
tems hosted on GitHub written in Java and Python, the former
using Maven as a package manager, the latter employing pip or
Poetry as a package manager. The focus was on the Java and
Python programming languages because of their popularity—
according to PYPL index, Python is the most popular program-
ming language, followed by Java [134]. The choice of the package
managers is driven by compatibility with GitHub’s dependency
graph. Maven is the only package manager supported for Java,
while pip and Poetry are the only ones supported for Python [76].

GitHub Search (GHS) [43] was leveraged to search for software
systems on GitHub. This tool facilitates the selection of reposi-
tories hosted on GitHub. While doing so, the perils of mining
GitHub identified by Kalliamvakou et al. [93] were taken into
consideration. Therefore, using GHS, we searched for repositories
that met the following inclusion criteria:
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1. Developed in Java or Python. This was to focus on these two
popular programming languages [134].

2. Not archived and with at least one commit made in the month pre-
ceding the query date (April 2023). This was to avoid selecting
software systems that are inactive [93].

3. With at least 100 stars, at least 100 commits, and at least one
fork. This was to mitigate the risk of selecting personal
repositories [93].

4. Not fork. This was to limit the risk of selecting duplicate
software systems [93].

The search with GHS returned 7,172 software repositories (2,296
Java repositories and 4,876 Python repositories) satisfying Criteria
1-4. Later, an additional inclusion criterion that GHS did not
support was applied. Specifically, we ensured that the considered
software repositories:

5. Used Maven, pip, or Poetry as package managers. This ensured
that the included systems used package managers compati-
ble with GitHub’s dependency graph.

To check whether a software repository met Criterion 5, we de-
tected the use of the package manager (i.e., Maven, pip, and
Poetry) by looking for the corresponding manifest/lock files
in the repository. More specifically, the use of Maven in Java
systems was detected by checking—using the PyGitHub li-
brary [144]—for the presence of pom.xml files. Regarding Python
systems, the use of pip was detected by verifying the presence
of requirements.txt, pipfile, or pipfile.lock files, while the
use of Poetry was detected from the presence of poetry.lock
files. It should be noted that pip and Poetry can leverage other
manifest/lock file formats (e.g., setup.py and pyproject.toml),
different from those mentioned above. However, their use is
not recommended with GitHub’s dependency graph [76]. For
this reason, the focus was placed only on requirements.txt,
pipfile, pipfile.lock, and poetry.lock files for Python sys-
tems. We retrieved a total of 1,330 Java systems using Maven
and 2,948 Python systems using pip/Poetry, representing the
populations of interest. Due to the large size of these populations,
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two statistically significant random samples were built with a
confidence level equal to 95% and a margin of error equal to 5%.
As for the population of Java systems using Maven, the required
sample size resulted in 298. The sample size required for the
Python systems using pip/Poetry was equal to 340. When sam-
pling software repositories from the populations of interest, each
repository was manually checked (by reading the repository’s
description/README) to determine whether or not it was:

6. Intended for software development. This avoided the selection
of books, tutorials, or students” assignments [93].

If a repository did not meet Criterion 6 (or the repository’s de-
scription/README was not in English), it was discarded, and
a new candidate system was randomly selected for inclusion in
the sample, with the criterion reapplied. The check of Criterion 6
was postponed to the time of sampling to avoid manually veri-
tying each repository in the populations of interest. This design
choice does not negatively affect the statistical significance of the
samples. This is because if a repository were not for software
development, it should also be removed from the population of
interest.

Finally, we retrieved and then analyzed both dependencies
and dependents of each selected project by leveraging GitHub’s
dependency graph at two different times. As mentioned above,
we considered two snapshots: the first snapshot was taken in
April 2023, while the second snapshot was taken in September
2024. To retrieve both dependencies and dependents, given the
lack of GitHub-specific APIs for retrieving information from the
dependency graph, we parsed the dependency graph pages of
each selected system using a web scraping library, i.e., Beau-
tifulSoup [148]. It should be noted that, while retrieving and
analyzing dependencies and dependents in the first snapshot, we
found three systems (one developed in Java and two developed
in Python) to be no longer available after sampling. Consequently,
these three systems were discarded. Similarly, one Java system
was no longer available in the second snapshot. These systems
were not replaced in the random samples (in either the first or
second snapshot) because, after recomputing the required sizes
of the random samples considering the systems discarded for
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Table 5.1: Descriptive statistics of the studied Java and Python systems.

Snapshot Language Metric Sum  Mean SD  Min Median Max

# Commits 1,070,792 3,605.36 10,448.09 100 1,262 134,597
# Contributors 11,822 39.8 40.47 1 27 306

Java
# Stars 260,554 877.29 1,509.73 100 331 11,879
First # Forks 83,520 281.21  474.5 8 127 4,121
# Commits 460,759 1,363.19 2,392.21 101 662 21,259
Python # Contributors 11,354  33.59 49.3 1 17 402
# Stars 382,797 1,132.54 2,639.82 100 339 25777
# Forks 66,757 197.51 44852 4 76 4,461
# Commits 1,052,994 3,557-41 10,433.00 100 1,259 134,597
Java # Contributors 11,681  39.46 40.1 1 27 306
# Stars 260,526 879.82 1,511.66 100 332 11,879
Second # Forks 83,338 28172 47523 8 126 4,121
# Commits 460,759 1,363.19 2,392.21 101 662 21,259
Python # Contributors 11,354  33.59 49.3 1 17 402
# Stars 382,797 1,132.54 2,639.82 100 339 25,777
# Forks 66,757 197.51 448.52 4 76 4,461

not meeting Criterion 6, the samples remained large enough.
Also, we wanted to keep the set of systems fixed along the two
snapshots. That is, our random samples were still statistically
significant with a confidence level of 95% and an error margin
of 5%. In summary, we ended up with 297 Java and 338 Python
projects in the first snapshot and 296 Java and 338 Python sys-
tems in the second snapshot (i.e., the same systems as the first
snapshot except for one).

In Table 5.1, we report some descriptive statistics—i.e., sum,
mean, SD, min, median, and max—on the number of commits,
contributors, stars, and forks of the systems studied in the first
and second snapshots. Regardless of the snapshot, the number of
commits, contributors, stars, and forks summarized in Table 5.1
were extracted at the time of the query to search software systems
on GitHub (April 2023). The only difference between the studied
systems in the first snapshot and the second snapshot concerns
one Java system, which was not available anymore at the time
of the second snapshot. Therefore, while the descriptive statistic
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Table 5.2: Descriptive statistics for the analyzed dependencies.

% Repositories # Dependencies’
Snapshot Language with

Dependencies Sum Mean SD Min Median Max

Java 100% (297/297) 60,803 204.72 425.36 1 57 3,027
Python  100% (338/338) 14,901 44.09 85.58 1 16 1,158

First

Java 99% (292/296) 63,981 219.11 453.98 1 59 3,418
Python 97% (327/338) 15,762 48.20 89.55 1 18 1,133

Second

" Excluding repositories without dependencies.

Table 5.3: Descriptive statistics for the analyzed dependents.

% Repositories # Dependents”
Snapshot Language with

Dependents Sum  Mean SD Min Median Max

Java 63% (188/297) 1,761,072 9,367.40 33,147.31 1 342 279,714
Python  57% (192/338) 307,369 1,600.88 8,167 1 48 97,074

First

Java 67% (197/296) 2,312,381 11,737.97 44,878.61 1 448 360,411
Python  64% (217/338) 533,284 2,457.53 9,526.35 1 67 65618

Second

* Excluding repositories without dependents.

values shown in Table 5.1 are the same in the first snapshot and
the second snapshot for Python systems, there are some slight
differences in these values between the two snapshots when
considering Java systems.

Table 5.2 and Table 5.3 summarize the number of dependen-
cies and dependents returned by GitHub’s dependency graph,
which were analyzed in the first snapshot and the second snap-
shot, respectively. The number of dependencies and dependents
varies at different times, i.e., April 2023 for the first snapshot
and September 2024 for the second snapshot. For this reason, the
same system may have a different number of dependencies or
dependents when passing from the first snapshot to the second
snapshot. As shown in Table 5.2, in the first snapshot, 60,803
dependencies in Java systems and 14,901 in Python systems were
analyzed. All systems included at least one dependency. As for
the second snapshot, the analysis covered 63,981 dependencies
in Java systems and 15,762 in Python systems. The majority of
systems had at least one dependency, with 99% Java systems and
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97% Python systems meeting this criterion. As shown in Table 5.3,
in the first snapshot, 63% of Java systems and 57% of Python
systems had at least one dependent. For the second snapshot, the
analysis revealed that 66% of Java systems and 64% of Python
systems had at least one dependent. Excluding systems without
dependents, the average number of dependents per Java and
Python system was 11,737.97 and 2,457.53, respectively. In total,
2,312,381 dependents for Java systems and 533,284 dependents
for Python systems were analyzed.

5.2 RESULTS

This section presents, for each RQ, the analysis procedure and the
results obtained from the backward, forward, and manifest/lock
tile analyses.

5.2.1 RQ1. To What Extent Does GitHub’s Dependency Graph Pro-
vide Accurate Information?

Before detailing the analysis procedure used to answer RQ1,
the terminology used in the remainder of the chapter is intro-
duced. Specifically, target repository refers to the repository that
is the object of analysis. In contrast, source repository denotes any
repository that either depends on or is dependent on a target
repository.

To study RQ1, three distinct analyses were conducted through
Python scripts to assess the accuracy of the dependencies and
dependents reported in GitHub’s dependency graph: backward
analysis, forward analysis, and manifest/lock file analysis. Back-
ward analysis refers to the process aimed at analyzing depen-
dencies, while forward analysis refers to the process aimed at
analyzing dependents. The manifest/lock file analysis aims at an-
alyzing the package manager files stored in the target repository.
These three analyses are designed to evaluate different aspects
of the accuracy of GitHub’s dependency graph, ensuring a com-
prehensive assessment thereof. A description of these analyses
follows:
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Dependencies Dependencies
retrieved from retrieved from
dependency graph manifest/lock files

(a) Backward and forward analysis. (b) Manifest/lock file analysis.

Figure 5.1: Graphical representations of the three analyses performed
on the GitHub’s dependency graph.

* Backward analysis. This analysis evaluates the accuracy of
the dependencies listed in GitHub’s dependency graph.
The backward analysis is graphically depicted on the left
side of Figure 5.1a. First, a target repository (i.e., one of the
sampled systems) was selected and its dependencies, as
reported in GitHub’s dependency graph, were examined.
Next, for each dependency, the corresponding source repos-
itory was accessed and verified to determine whether the
target repository was listed among its dependents.

e Forward analysis. It focuses on the accuracy of the depen-
dents reported in GitHub’s dependency graph. The right-
hand side of Figure 5.1a provides a graphical representation
of the forward analysis. Starting with a target repository
(i.e., one of the sampled systems), its dependents were first
identified. Then, for each dependent, the corresponding
source repository was accessed and checked to determine
whether its listed dependencies included the target reposi-
tory.

* Manifest/lock file analysis. This analysis evaluates how accu-
rately GitHub’s dependency graph reflects the dependency
information contained in manifest/lock files. Figure 5.1b
shows a graphical representation of the process used to
analyze the manifest/lock files. For each target repository,
its manifest/lock files were retrieved at the time they were
analyzed by GitHub’s dependency graph to ensure the anal-
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Table 5.4: Backward analysis results of Java and Python dependencies.

Java Python
Snapshot  Detection
Sum % Sum %
Match 45,707 7517 12,589  84.48
First Mismatch 15,096  24.83 2,312 15.52
Total 60,803 - 14,901 -
Match 46,866 73.25 12,272 77.86
Second Mismatch 17,115  26.75 3,490  22.14
Total 63,981 - 15,762 -

ysis of the same file versions. This was possible because, for
each dependency, GitHub’s dependency graph provides the
dependency detection date. Therefore, the manifest/lock
files were checked out on that date and parsed to extract
the list of dependencies contained. Finally, a script was
used to verify whether the dependencies retrieved from
the manifest/lock files matched those in the dependency
graph for that target repository. The match took into ac-
count (i) repository name, (ii) dependency name, (iii) path
to the manifest/lock file, and (iv) dependency version. If a
dependency in GitHub’s dependency graph was not found
in the manifest/lock file (or vice versa), the dependency
was labeled as match not found, otherwise as match found.

5.2.1.1 Backward Analysis

The results of the backward analysis for Java and Python systems
are presented in Table 5.4, for both the first snapshot (April 2023)
and second snapshot (September 2024). As shown in Table 5.4,
in the second snapshot, a total of 79,743 dependencies were ex-
amined, with the majority originating from Java systems (63,981)
and a smaller portion from Python systems (15,762). In terms of
accuracy, 73.25% of Java dependencies were correctly identified,
indicating a match between the dependencies being analyzed and
the dependents of those dependencies. On the other hand, the
dependency graph produced incorrect information in 26.75% of
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Table 5.5: Occurrences of error cases for Java and Python dependencies.

Java Python
Snapshot  Error Case
Sum %  Sum %
Occurrence not found 687 4.55 1,612  69.74
First Package not found 1,945 12.89 165 7.14
Source repository not found 53 0.35 30 1.30
No link to source repository 12,411 82.21 505 21.84
Occurrence not found 2,557 14.94 2,533 7258
Second Package not found 3,522 20.59 541  15.50
Source repository not found 46 0.27 14 0.40
No link to source repository 10,990  64.20 402 11.52

cases (mismatch). The accuracy for Python systems was greater
than for Java, with 77.86% dependencies correctly detected.

As for the error cases for the incorrect detection of dependen-
cies, the following ones were identified:

Occurrence not found. It happens when the dependency of a
target repository does not list the target repository among
its dependents.

Package not found. It happens when GitHub’s dependency
graph divides a target repository into multiple packages,
and the dependency of a package does not have that pack-
age listed among its dependents.

Source repository not found. It happens when the dependency
of a target repository is linked to a source repository that
does not exist.

No link to source repository. It happens when the dependency
of a target repository lacks a connection to any source
repository.

Table 5.5 shows the occurrences of the identified error cases
across the analyzed systems for both snapshots. In the second
snapshot, the most relevant errors for Java repositories were
related to no link to source repository, which accounted for over
64% of all detected issues. This suggests a systemic problem in
how GitHub’s dependency graph resolves and associates source
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Table 5.6: Repositories, excluding those without dependencies, affected
by errors during the backward analysis.

Java Python
Snapshot  Repositories
Sum %  Sum %
With errors 269  90.57 247  73.08
First Without errors 28 9.43 91  26.92
Total 297 - 338 -
With errors 267  91.44 260 79.51
Second Without errors 25 8.56 67 2049
Total 292 - 327 -

repositories for Java packages. Instead, Python systems showed
a different error distribution. The most frequent error was occur-
rence not found, representing nearly three-quarters (about 73%)
of all Python-related errors. This reflects possible weaknesses in
how GitHub tracks backward links from dependencies in the
Python ecosystem, perhaps owing to its more dynamic depen-
dency structures.

Finally, the number of repositories (excluding those without
any dependency) in which at least one of the error cases listed
above was identified during the backward analysis was analyzed.
The results of this analysis are shown in Table 5.6 for both snap-
shots. In the second snapshot, about 91% of Java repositories
and 80% of Python repositories incurred at least one incorrect
dependency. This means that the dependency graph provided
accurate information for all dependencies in only 9% of Java
repositories and 20% of Python ones.

LONGITUDINAL ANALYSIS Compared to the second snapshot,
a lower number of dependencies (75,704) were examined in the
tirst snapshot (see Table 5.4). However, similar to the second
snapshot, the majority of dependencies originated from Java sys-
tems (60,803) and a smaller portion from Python systems (14,901).
Moreover, the accuracy of the dependency graph was higher for
Python systems (84.48% of dependencies correctly identified)
than for Java systems (75.17% of dependencies correctly identi-
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fied). To determine whether the proportions of match/mismatch
dependencies significantly changed between the first and second
snapshots, we used Fisher’s exact test." This test returned p-
values equal to 8.97 x 107!° and 2.2 x 10716 for Java and Python
systems, respectively, indicating the presence of statistically sig-
nificant differences in the proportions of match/mismatch de-
pendencies between the two snapshots for both Java and Python
systems. As Table 5.4 suggests, these statistically significant differ-
ences are due to a worsening of the accuracy of the dependency
graph, in terms of dependencies, between the first and second
snapshots. Finally, as shown in Table 5.6, in the first snapshot,
90.57% of Java and 73.08% of Python repositories had errors in
their dependencies. Consequently, GitHub’s dependency graph
provided accurate dependency information for only 9.43% of
Java and 26.92% of Python repositories. To assess whether the
proportions of repositories affected or not by errors in their de-
pendencies significantly changed between the first and second
snapshots, Fisher’s exact test returned p-values of 0.774 for Java
systems and 0.056 for Python systems. Therefore, we cannot con-
clude that these proportions changed significantly between the
two snapshots.

5.2.1.2 Forward Analysis

The results of the forward analysis for Java and Python systems
are presented in Table 5.7, for both the first snapshot and the
second snapshot. As shown in Table 5.7, in the second snapshot,
a total of 2,845,665 dependents were examined, with the majority
originating from Java systems (2,312,381) and a smaller portion
from Python systems (533,284). In terms of accuracy, 98% of
Java dependents were correctly identified, indicating a match
between the dependents being analyzed and the dependencies
of those dependents. Therefore, the dependency graph provided
inaccurate information in 2% of Java dependents. Regarding
Python systems, the accuracy was lower, with only 89.54% of
dependents being correctly detected.

For any statistical test run, the significance level, «, was fixed at 0.05. This means
a difference was considered statistically significant if the p-value returned by
the test was less than or equal to «a.
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Table 5.7: Forward analysis results of dependents.

Java Python
Snapshot  Detection
Sum % Sum %
Match 1,701,626  96.62 218,044 70.94
First Mismatch 59,446 3.38 89,325  29.06
Total 1,761,072 - 307,369 -
Match 2,266,158 98 477,513 89.54
Second Mismatch 46,223 2 55,771  10.46
Total 2,312,381 - 533,284 -

As for the error cases for the incorrect detection of dependents,
the following cases were identified:

® Occurrence not found. It happens when the dependent of
a target repository does not have that target repository
among its dependencies.

* Source repository not found. It happens when the dependent
of a target repository is linked to a source repository that
does not exist.

* Repository not available. It happens when the dependent of
a target repository is unavailable due to policy violations
(e.g., violations of GitHub’s Terms of Service or takedowns
under the Digital Millennium Copyright Act).

As done for the backward analysis, Table 5.8 reports how often
the error cases for the incorrect detection of dependents occurred.
In the second snapshot, the majority of errors in Java and Python
systems are related to occurrence not found, where the expected
dependent repository does not appear in GitHub’s dependency
graph. This suggests a systematic shortcoming in the way GitHub
reconstructs the reverse dependencies. Looking at the less fre-
quent error cases, such as source repository not found and repository
not available, it seems that the accuracy of GitHub’s dependency
graph is also affected by temporal and structural factors, such as
repository renaming, deletion, or inaccessibility over time. These
issues highlight the inherent fragility of dependency tracking in
dynamic and evolving software.
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Table 5.8: Occurrences of error cases for Java and Python dependents.

Java Python
Snapshot Case
Sum % Sum %
Occurrence not found 31,885 53.64 86,292 96.60
First Source repository not found 27,410  46.11 3,028 3.39
Repository not available 151 0.25 5 0.01
Occurrence not found 41,667 90.14 54,978  98.58
Second Source repository not found 4,016 8.69 790 1.42
Repository not available 540 1.17 3 <o.01

Table 5.9: Repositories, excluding those without dependents, affected
by errors during the forward analysis.

Java Python
Snapshot  Repositories
Sum %  Sum %
With error 163 86.7 150 78.13
First Without errors 25  13.3 42 2188
Total 188 - 192 -
With error 172 87.3 215  99.08
Second Without errors 25 127 2 0.92
Total 197 - 217 -

Table 5.9 reports the number of repositories, excluding those
without any dependents, in which at least one of the error cases
listed above was detected during the forward analysis. In the
second snapshot, about 88% of Java repositories and 99% of
Python repositories incurred at least one incorrect dependent.
This means that the dependency graph provided accurate infor-
mation for all dependents in only 12% of Java repositories and
1% of Python repositories.

LONGITUDINAL ANALYSIS As shown in Table 5.7, in the first
snapshot, a total of 2,068,441 dependents were examined (i.e.,
a lower number compared to the second snapshot). Similar to
the second snapshot, the majority of dependents originated from
Java systems (1,701,626) and a smaller portion from Python sys-
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Table 5.10: Number of dependencies retrieved from manifest/lock files
and dependency graph.

# Dependencies

Snapshot  Source
Java  Python

First Manifest/lock files 68,004 14,858
Dependency graph 60,803 14,901
Second Manifest/lock files 75,537 19,569
Dependency graph 63,981 15,762

tems (307,369). Moreover, the accuracy of the dependency graph,
in terms of dependents, was higher for Java systems (96.62% of
dependents correctly identified) than for Python systems (70.94%
of dependents correctly identified). Fisher’s exact test was also
run to determine whether the proportions of match/mismatch
dependents significantly changed between the first and second
snapshots. The test returned a p-value of 2.2 x 10716, for Java
systems, and 2.2 x 107!, for Python ones, indicating statistically
significant differences in the proportions of match/mismatch
dependents between the two snapshots for both Java and Python
systems. By looking at Table 5.7, it is easy to grasp that the accu-
racy of the dependency graph, in terms of dependents, improved
between the two snapshots. Finally, as shown in Table 5.9, in
the first snapshot, mismatch dependents affected 86.7% of Java
and 78.13% of Python repositories. Fisher’s exact test did not
indicate statistically significant differences for Java (p-value of
0.881), while it was the case for Python (p-value of 4.59 x 10~ 13).

5.2.1.3 Manifest/lock File Analysis

Table 5.10 shows the number of dependencies retrieved during
the analysis of manifest/lock files, compared with dependencies
returned by the dependency graph, for Java and Python systems
(in both the first and second snapshots). During the analysis
of manifest/lock files, six manifest/lock files—four related to
Java systems and two related to Python systems—could not be
retrieved from the corresponding commits. This occurred in both
the first and second snapshots for the same manifest/lock files.
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Table 5.11: Comparison between the number of dependencies retrieved
from manifest/lock files and those retrieved from the de-
pendency graph in the analyzed repositories (excluding
repositories without dependencies and/or those for which
manifest/lock files could not be retrieved).

Java Python
Snapshot  Case
Sum %  Sum %
Lower 21 7.07 19 5.62
First Equal 84 28.28 284  84.02
Greater 192 64.65 35 10.36
Total 297 - 338 -
Lower 11 3.79 19 5.83
Second Equal 59  20.34 255 78.22
Greater 220 75.86 52 15.95
Total 290 - 326 -

As shown in Table 5.10, 75,537 Java and 19,569 Python de-
pendencies were identified in manifest/lock files in the second
snapshot. We analyzed the extent to which, across the studied sys-
tems, the number of dependencies retrieved from manifest/lock
files is smaller, equal to, or greater than the number retrieved
from GitHub’s dependency graph. The results of this analysis,
for both snapshots, are reported in Table 5.11. In the second snap-
shot, it was found that, for the vast majority of Java repositories
(about 76%), the manifest/lock files revealed more dependencies
than those captured by GitHub’s dependency graph. This sug-
gests that GitHub’s extraction mechanisms may be systematically
under-reporting dependencies in Java, likely due to challenges in
parsing Maven’s hierarchical and variable-driven configuration
structures. Conversely, the picture is different for Python, where,
for the vast majority of repositories (about 78%), the number of
dependencies matched exactly between the two sources, indicat-
ing a stronger alignment between the manifest/lock files and
GitHub’s dependency graph. Discrepancies were relatively lim-
ited. These findings reinforce the view that GitHub dependency
extraction performs more reliably in Python systems, where
dependency declarations are typically simpler and more central-
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Table 5.12: Match between the dependencies retrieved from the mani-
fest/lock files and those from the dependency graph.

Java Python
Snapshot  Match
Sum % Sum %
Found 52,490  77.19 14,220  95.71
First Not found 15,514 22.81 638 4.29
Total 68,004 - 14,858 -
Found 57,601  76.37 13,114 67.01
Second Not found 17,846 23.63 6,455 32.99
Total 75:537 - 19,569 -

ized, while Java’s more complex configuration introduces higher
chances of omission or misinterpretation. Moreover, for both Java
and Python systems, in light of previous analyses, it is possible
to better interpret cases where fewer dependencies are found
in the manifest/lock files than in GitHub’s dependency graph.
Specifically, this is likely due to situations where dependencies
were removed from the system’s manifest/lock files but are still
present in GitHub’s dependency graph due to outdated index-
ing or delayed updates. This reinforces the idea that GitHub’s
dependency graph does not always promptly reflect changes in
a system’s configuration and may retain obsolete dependencies
that no longer exist in the actual codebase. Such stale data can
distort the representation of a system’s current dependency struc-
ture and must be considered when using the dependency graph
for research or analysis purposes.

Finally, to assess the extent to which the information from
manifest/lock files is consistent with that retrieved from the de-
pendency graph, Table 5.12 reports the number and percentage of
dependencies retrieved from manifest/lock files that match those
retrieved from the dependency graph. In the second snapshot, the
dependencies of Java repositories retrieved from manifest/lock
files matched those from GitHub’s dependency graph in about
76% of cases. This percentage drops to 67% for the dependencies
of Python repositories.
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LONGITUDINAL ANALYSIS As Table 5.10 shows, 68,004 Java
and 14,858 Python dependencies were identified in manifest/lock
files in the first snapshot. In comparison with the dependencies
extracted from the dependency graph, Java repositories showed
7,201 additional dependencies declared in manifest/lock files,
while Python repositories had 43 fewer dependencies declared in
manifest/lock files. Moreover, in the first snapshot, the number
of dependencies retrieved from manifest/lock files was greater,
equal, and lower than those from GitHub’s dependency graph in
64.65%, 28.28%, and 7.07% of Java repositories, respectively (see
Table 5.11). As for Python repositories, the number of dependen-
cies retrieved from manifest/lock files was greater, equal, and
lower than those from GitHub’s dependency graph in 10.36%,
84.02%, and 5.62% of cases, respectively. Finally, in the second
snapshot, the dependencies of Java repositories retrieved from
manifest/lock files matched those from GitHub’s dependency
graph in 77.19% of cases (see Table 5.12). This percentage in-
creases to 95.71% for the dependencies of Python repositories. To
determine whether the proportions of the matched /unmatched
manifest/lock files changed significantly between the first snap-
shot and the second snapshot, Fisher’s exact test was leveraged.
For Java, the test returned a p-value equal to 3 x 107%, indi-
cating a statistically significant difference in the proportions
of matched/unmatched manifest/lock files between the two
snapshots. For Python, the test returned a p-value 2.21 x 10716,
suggesting again a statistically significant difference in the pro-
portions. As Table 5.12 suggests, these differences are due to a
substantial drop in the match between the dependencies declared
in manifest/lock files and those retrieved from the dependency
graph when passing from the first snapshot to the second snap-
shot for both Java and Python systems.
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Answer to RQ1

GitHub’s dependency graph reports inaccurate informa-
tion, in either the dependencies or dependents, for the
majority of the systems analyzed. This derives from up
to ~ 25% in the first snapshot and ~ 27% in the second
snapshot of incorrect dependencies, and ~ 29% in the first
snapshot and ~ 10% in the second snapshot of incorrect de-
pendents. The incorrect dependencies occur with different
error types, related to dependency occurrences, packages,
source repositories not found, or wrong links are evident
from a mismatch between GitHub’s dependency graph and
the manifest/lock files. Moreover, the dependency infor-
mation from manifest/lock files and GitHub’s dependency
graph does not always match: 77.19% in the first snapshot
and 76.37% in the second snapshot of Java dependencies
have a match, while Python dependencies have a match
in 95.71% in the first snapshot and 67.01% in the second
snapshot of cases. For Java, the percentage of errors does
not consistently decrease over the two observed snapshots,
but it does for Python. Anyway, imprecise analyses persist
in the dependency graph computation.

5.2.2  RQ2. What Are the Likely Causes for the Error Cases Occurring
in GitHub's Dependency Graph?

To answer RQ2, occurrences of the error cases identified in the
previous analyses—i.e., backward, forward, and manifest/lock
file analyses—were analyzed to determine the likely root causes
behind them. Given that the total set of errors was too large for
exhaustive manual analysis, statistically significant samples of
the error case occurrences were built for each of the analyses,
with a confidence level of 95% and a margin of error of 5%. To
ensure balanced representation of the different error cases across
Java and Python systems, stratified sampling was performed,
consisting of two strata: (i) the programming language and (ii)
the error case.



5.2 RESULTS 113

Table 5.13: Sampling of Error Case Occurrences.

Analysis Error Case Java  Python ‘ Total
Occurrence not found 103 102 205
Backward Package not found 142 22 164
Total 245 124 ‘ 369
Occurrence not found 156 206 362
Forward Source repository not found 15 10 25
Repository not available 10 3 13
Total 181 219 ‘ 400
Manifest/lock file  Not found 278 101 ‘ 379

Below, the analysis procedure for the error cases that occurred
in the backward, forward, and manifest/lock file analyses is
described, respectively:

* Backward analysis. When sampling the error cases that oc-
curred in the backward analysis, the source repository not
found and no link to source repository error cases were ex-
cluded because, due to their intrinsic nature (missing link
to the repository to be analyzed), the root causes behind
them could not be deeply investigated. Starting from a pop-
ulation of 9,153 errors (i.e., 5,090 errors related to occurrence
not found plus 4,063 errors related to package not found across
Java and Python systems, see Table 5.5), a statistically sig-
nificant random sample was built(with a confidence level
and a margin of error equal to 95% and 5%, respectively).
This sample included 369 error case occurrences: 205 errors
were related to occurrence not found and 164 errors were re-
lated to package not found, as shown in Table 5.13. To analyze
the occurrence not found error case, three pairs of authors
(hereafter referred to as annotators) manually assessed the
correctness of the reported dependencies, following a struc-
tured process:

1. Access the list of dependents for each source reposi-
tory using the provided GitHub link.

2. Determine the correct package:
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— If multiple packages are available, select (if any)
the correct package corresponding to the depen-
dency under analysis from the drop-down menu
(see Figure 5.2).

# JoJoMiDa | Mahiroapi-backend github.com/apache/dubbo
github.com/apachefincubator-dubbo

& WooDeeler / yxb + org.apache.dubbo:dubbo

131 fsggd43535 / xiaoyang org.apache.dubbo:dubbo-all-shaded

org.apache.dubbo:dubbo-auth
% showlee912 / Lottery-showlee org.apsche.dubbordubbo-bom
4 yueliangren2002 / Sentinel Srgapacheidubbioidubbio-cluster
org.apache.dubbo:dubbo-common
AKJUS | dubbo org.apache.dubbo:dubbo-compatible
hgancarz | apache-dubbo org.apache.dubbo:dubbo-compiler

org.apache.dubbo:dubbo-config

Figure 5.2: Example of package drop-down menu of
GitHub’s dependency graph.

— If only one package is available, check whether
the package name reported in “Repositories that
depend on <package name>", corresponds to the
dependency under analysis (see the top left corner
of Figure 5.3).

Repositories that depend on org.hamerest:hamcrest-core

[©] 112,811 Repositories ) 0 Packages @ Owner ~
Avik254295 | AvikMain wo ¥o
o 1e Aanlnv-rade-dnrker-iank w0 wa

Figure 5.3: Example of a single package of GitHub’s
dependency graph.
3. Determine the likely root cause(s), and whether the
target repository is not listed as a dependent.

- If the target repository name appears to be
changed or different from the expected one, take
note of the discrepancy and then search for the
correct target repository name within the list of
dependents reported by GitHub.

— If the target repository is not found, record a neg-
ative match.

4. Access the source code of the target repository and in-
spect its manifest/lock files to understand whether the



5.2 RESULTS

dependency is explicitly declared in the repository’s
manifest/lock files.

5. If the dependency is found in the manifest/lock files
but is missing from GitHub’s dependency graph, take
note of this.

Throughout the process, observations were recorded by the
annotators on a dedicated evaluation sheet. After complet-
ing the annotation, a third researcher manually analyzed
the notes from each annotator to extract meaningful error la-
bels. In cases of disagreement between the two annotators,
the third researcher conducted a thorough investigation
of the occurrence to determine the final label. The agree-
ment between the pairs of annotators was measured using
Krippendorft’s alpha, resulting in a value of a = 0.862,
indicating a high level of reliability and strong agreement.
Regarding the package not found error case, it was examined
whether these occurrences could be attributed to GitHub’s
processing limits [78]. Given that GitHub imposes con-
straints on dependency resolution, some errors might arise
from these limitations rather than inaccuracies in the de-
pendency graph itself. To assess this, an automated script
included in the replication package [22] was used to analyze
the identified occurrences and determine if they aligned
with known processing restrictions. Errors linked to these
constraints were categorized accordingly.

Forward analysis. Given the 101,994 errors that occurred in
the forward analysis (46,223 coming from Java systems and
55,771 from Python ones, as shown in Table 5.8), the result-
ing significant sample consisted of 400 errors, including 362,
25, 13 errors belonging to occurrence not found, source reposi-
tory not found, and not available, respectively (see Table 5.13).
To analyze the errors identified during the forward anal-
ysis, an automated inspection of the version history of
manifest/lock files was performed using a script included
in the replication package [22]. For each dependent of a
target repository, the corresponding source repository was
accessed to check whether the dependent under analysis
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was ever present and whether it was later removed from
the source repository’s dependencies.

Manifest/lock file analysis. Starting from the 24,301 errors that
occurred in the manifest/lock file analysis (17,846 result-
ing from Java systems and 6,455 resulting from Python
ones, see Table 5.12), the built significant sample con-
sisted of 379 occurrences, as detailed in Table 5.13. The
goal of this analysis is to assess the likely root causes of
the errors encountered when there was a mismatch be-
tween the dependencies recorded in the manifest/lock
files and those reported in GitHub’s dependency graph.
To conduct the analysis, three pairs of authors (i.e., an-
notators) examined whether the dependencies recorded
in the manifest/lock files contained any inconsistencies,
such as missing information or the use of variables (e.g.,
${james.groupId}:james-server-data-memory). If an in-
consistency was found, the annotators recorded it. Next, the
annotators accessed the commit history of the repository
and selected the option to view the code at the specific com-
mit for which GitHub’s dependency graph was analyzed.
This step enabled the retrieval of the exact version of the
manifest/lock file that was used in GitHub’s dependency
detection process. The manifest/lock file’s content was then
manually examined to verify the presence of the depen-
dency name and to identify potential causes for mismatches
between the dependency graph and the actual file content.
For the manifest/lock file analysis, the annotators recorded
their evaluations in a dedicated sheet. At the end of the
annotation process, a third researcher reviewed the anno-
tations and accompanying notes to extract consistent and
meaningful labels for each case. In the presence of disagree-
ments, the third researcher conducted a detailed inspection
to determine the final classification. The reliability of the
manual labeling process was assessed using Krippendorft’s
alpha. The resulting value was a« = 0.973, indicating an
excellent level of agreement between the annotators and a
highly reliable annotation process.
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5.2.2.1 Backward Analysis

The following likely root causes for errors related to occurrence
not found were identified:

Dependent not yet indexed. The dependent repository is not
listed in GitHub’s dependency graph at the time of analysis,
likely due to indexing delays or incomplete updates.

Name of the repository changed. The dependent repository
name has been modified since GitHub last indexed it, lead-
ing to a mismatch between the recorded dependent and the
actual system.

Owner of the repository changed. The dependent repository
had been transferred to a different owner, which affects
how dependencies are tracked and displayed in GitHub’s
dependency graph.

Package name differs from the actual one. The package name of
the dependent repository reported in GitHub’s dependency
graph did not match the actual name used in the dependent
repository.

Manifest/lock file not found. The manifest/lock file where the
dependent repository declares the dependency (identified
by the dependency graph) has not been found.

Archived repository. The dependent repository has been
archived and is now read-only. Consequently, the depen-
dency graph is not enabled anymore for that repository.

7) “w o

Inconsistency (hyphen “—" vs. underscore “_"). The package
name of the dependent’s repository reported in GitHub’s
dependency graph did not match the actual name of the
repository due to misuse of hyphens/underscores. For ex-
ample, the package name reported in GitHub’s dependency
graph is “parse-type”, but the actual name of the package
is “parse_type”.

Dependent not in manifest/lock files. The dependent is not
found in the manifest/lock files.

117



118

EMPIRICAL EVALUATION OF GITHUB’S SBOM GENERATOR

Table 5.14: Likely causes for the occurrence not found error case encoun-
tered in the backward analysis.

Java Python

Likely Cause
Sum % Sum %

Dependent not yet indexed 15 13.39 18 13.95
Name of the repository changed 20 17.86 6 4.65
Owner of the repository changed 18 16.07 34 26.36
Package name differs from the actual one 24 21.43 46 35.66
Manifest/lock file not found 25 22.32 1 0.78
Archived repository 1 0.89 2 1.55
Inconsistency (hyphen “—" vs. underscore “_") 0 0 14 10.85
Dependent not in manifest/lock files 3 2.68 7 543
Unknown 6 5.36 1 0.78
Total 112 - 129 -

* Unknown. When the likely reason for an error could not be
clearly identified based on the available data.

Table 5.14 shows how often each of the above-mentioned likely
root causes was identified. For Java repositories, the most likely
error cause was manifest/lock file not found, accounting for 22.32%
of the cases. Notably, the most frequent cause among Java repos-
itories was the absence of a manifest or lock file, suggesting
that GitHub’s dependency graph may have limitations in cor-
rectly locating or indexing these files for Java systems. Python
systems were more often affected by inconsistencies in package
naming. The package name differs from the actual one issue alone
accounted for more than a third (35.66%) of the observed Python
errors, highlighting the sensitivity of the graph builder to naming
conventions and metadata accuracy. It was also observed that
repository ownership or name changes contributed significantly
to errors, particularly in Python. These suggest that GitHub’s
indexing and tracking mechanisms can be brittle in the face
of system evolution, such as renaming or transferring owner-
ship, which can affect the reliability of dependency resolution
over time. Overall, the analysis indicates that error causes are
ecosystem-specific and that the underlying mechanisms of the
dependency graph may be more prone to failure under certain
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Table 5.15: Likely causes for the package not found error case encountered
in the backward analysis.

Java Python

Likely Cause

Sum % Sum %
Exceeds max number of manifest/lock files (150) 106 74.65 0 0.00
No processing limit violated 36 25.35 22 100.00
Total 142 - 22 -

structural or metadata-related conditions, particularly in dynam-
ically evolving systems.

As far as the package not found error case, two likely causes
were identified:

* Exceeds max number of manifest/lock files. It indicates issues
with packages not being found due to exceeding the max-
imum number of manifest/lock files allowed per GitHub
repository.

* No processing limit violated. It indicates that no processing
limit was violated by the repository.

Table 5.15 shows how often each of the above-mentioned likely
root causes was identified. The most frequent issue among Java
repositories was the violation of GitHub’s limit on the number
of manifest/lock files, which occurred in 74.65% of the cases. In
contrast, all Python repositories (100%) and a minority of Java
repositories (25.35%) exhibited no identifiable processing limit
violation. It is worth noting that, beyond the exceeds max num-
ber of manifest/lock files constraint, other documented processing
limits [78]—such as file size or file count thresholds—were also
examined but found no instances of those limits being exceeded.
Once again, this suggests that the observed issues are closely tied
to package manager characteristics. In particular, Maven-based
Java systems commonly define dependencies across multiple
manifest files organized hierarchically, which increases the likeli-
hood of exceeding GitHub’s processing thresholds. While such
hierarchical structures are technically possible in Python, they
are less common in practice.
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5.2.2.2 Forward Analysis

The following likely root causes for errors related to the forward
analysis were identified:

* Dependency in the DG, but not in the manifest/lock files. This
case occurs when a dependency is listed in GitHub’s De-
pendency Graph (DG), but no corresponding declaration is
found in the repository’s manifest/lock files.

® Dependency deleted, dependent of target repository not upgraded.
Here, the dependency was previously declared in mani-
fest/lock files but was later removed. However, GitHub’s
dependency graph still shows the corresponding depen-
dent of the target repository.

* Dependency in manifest/lock files, but not in DG. This refers
to a dependency that is correctly listed in manifest/lock
files but is missing in GitHub’s dependency graph. This
suggests a failure in GitHub’s dependency extraction or
update mechanisms.

* DG of source repository is not enabled. The dependency is
listed in the manifest/lock files of the source repository, but
GitHub’s dependency graph is not enabled for that source
repository.

* The file disappears from the commit history, dependent on the
target repository not being upgraded. This case refers to situa-
tions where the manifest/lock files containing the depen-
dency were deleted in the repository’s commit history, but
GitHub’s dependency graph still shows the corresponding
dependent of the target repository.

* Error resolved. A match was observed between the depen-
dent and the dependency in GitHub’s dependency graph.
This is because GitHub solved the error meanwhile.

The results of the qualitative analysis for the errors detected
during forward analysis are presented in Table 5.16. In Java repos-
itories, the most frequent error cause encountered in the forward
analysis was dependency deleted, dependent of target repository not up-
graded, which accounted for over 70% of the cases. This suggests
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Table 5.16: Likely causes for the errors that occurred in the forward

analysis.
Java Python
Likely Cause
Sum % Sum %
Dependency in the DG, but not in the manifest/lock file 6 3.59 54 26.6

Dependency deleted, dependent of target repository not up- 12071.85 92 45.32
graded

Dependency in the manifest/lock files, but not in DG 2917.37 6 296
DG of source repository is not enabled 2 1.2 4823.65

The file disappears from the commit history, dependent of target 3 1.8 1 0.49
repository not upgraded

Error resolved 7 419 2 0.99

Total 167 - 203 -

that GitHub’s dependency graph may retain outdated depen-
dency relationships even after the relevant declarations have been
removed from the manifest/lock files. Another frequent issue in
Java was the presence of dependencies in manifest/lock files that
were not reflected in the dependency graph, indicating possible
failures in GitHub’s extraction or update mechanisms. Python
repositories showed a similar trend, with dependency deleted, de-
pendent of target repository not upgraded as the most common cause
(about 45%). However, other causes were more prominent than
in Java. Notably, over a quarter of the Python errors involved
dependencies appearing in the dependency graph without a
corresponding declaration in the manifest/lock files.

Overall, the results suggest that many errors in the forward
analysis are due to failures in automatically updating the de-
pendency graph, even though manifest/lock files were modified
correctly in commits. This raises questions about the reliability
of automatic dependency propagation in GitHub’s dependency
graph.

5.2.2.3 Manifest/lock File Analysis

The following likely root causes for the error that occurred in the
manifest/lock files analysis were identified:
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Missing group ID. The dependency declaration in mani-
fest/lock files lacked the necessary group identifier (only
for Java systems using Maven).

Group ID defined by a variable. Instead of a fixed value, the
dependency declaration in manifest/lock files uses a vari-
able that GitHub’s dependency graph seems not to resolve
correctly (only for Java systems using Maven).

Version defined by variable. The manifest/lock files report a
dependency declaration where the version is not a fixed
value but is defined by a variable that GitHub’s dependency
graph seems not to resolve correctly (only for Java systems
using Maven).

Artifact ID defined by variable. The manifest/lock file reports
a dependency declaration where the artifact ID is not a fixed
value but is defined by a variable that GitHub’s dependency
graph seems not to resolve correctly (only for Java systems
using Maven).

Version numbering schema issues. Issues in how the versions
are specified (e.g., ranges, wildcards, or custom numbering
conventions), which GitHub’s dependency graph seems
not to understand.

Manifest/lock files not found in the commit history. The commit
in which GitHub’s dependency graph inferred the depen-
dency from manifest/lock files disappeared.

Usage of scopes. The dependency is declared in a scope
that limits its visibility /applicability (only for Java systems
using Maven). For example, the dependency is defined
only for development (dev scope) or testing purposes (test
scope). Such a dependency seems not to be recognized
correctly by GitHub’s dependency graph.

Not found in the manifest/lock file. The dependency is not
found in the manifest/lock file of the repository.

Unknown. Cases where the likely reason for the error could
not be clearly identified based on the available data.
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Table 5.17: Likely causes for the errors that occurred in the mani-
fest/lock file analysis.

Java Python

Likely Cause

Sum %  Sum %
Missing group ID 45 13.64 o o
Group ID defined by variable 97  29.39 o o
Version defined by variable 100 30.3 o o
Artifact ID defined by variable 9 2.73 o o
Version numbering schema issue 10 3.03 90 84.91
Manifest/lock files not found in commit history 49 1485 15 14.15
Usage of scopes 9 2.73 o o
Not found in the manifest/lock file 9 2.73 o o
Unknown 2 0.61 1 0.94
Total 330 - 106 -

The results of the qualitative analysis for the errors detected
during manifest/lock files analysis are presented in Table 5.17.
In Java repositories, the most frequent issues involved dynamic
references that GitHub’s dependency graph appeared unable to
resolve: version defined by variable and group 1D defined by variable.
Specifically, dependencies defined using variables for the version
or group ID were the dominant causes, accounting for nearly 60%
of the observed errors. These highlight a key limitation in the
dependency graph parsing logic when dealing with Maven-based
Java systems, where such variable declarations are common prac-
tice. In contrast, the vast majority of errors in Python repositories
(about 85%) stemmed from version specification formats that
GitHub’s dependency graph failed to interpret correctly.

Based on the results, it can be postulated that many errors
in the manifest/lock files analysis stem from failures of the
dependency graph to automatically extract information from
manifest/lock files. These failures originate from GitHub’s de-
pendency graph limitations [78] in parsing the information from
manifest/lock files (e.g., version numbering schema) or resolv-
ing dynamic references (e.g., versions, group ID, and artifact ID
defined through variables).

123



124

EMPIRICAL EVALUATION OF GITHUB’S SBOM GENERATOR

Answer to RQ2

The observed results suggest that most errors in GitHub’s
dependency graph are caused by limitations in dealing with
the information from GitHub metadata and manifest/lock
files. That is, GitHub’s dependency graph might not up-
date its dependency information after a change involving a
given repository. This change might involve GitHub meta-
data (e.g., the name of the repository or its owner) or the
manifest/lock files declaring system dependencies. The
limitations of GitHub’s dependency graph also involve
the extraction of information from manifest/lock files (e.g.,
parsing and resolution of dynamic references).

5.3 DISCUSSION

The accuracy of GitHub’s dependency graph was assessed in Java
and Python open-source software systems through a: (i) back-
ward analysis, focusing on the accuracy of a given repository’s
dependencies, as reported in the dependency graph; (ii) for-
ward analysis, focusing on the accuracy of the dependents, as
reported in the dependency graph of a given repository; and
(iif) manifest/lock file analysis, focusing on the correspondence
between the information reported in the dependency graph and
what was reported in the corresponding manifest/lock files. The
analysis was repeated twice, considering a snapshot of the depen-
dency graphs extracted in April 2023 and a snapshot extracted
in September 2024.

The study provides evidence that GitHub’s dependency graph
presents accuracy issues, which affect both backward (depen-
dency) and forward (dependent) analyses. The analyses reported
at least one inaccuracy in the majority of the analyzed systems.
While some improvements are observed in the accuracy of de-
pendents between the two snapshots—possibly due to improved
indexing or metadata refinement—the overall accuracy of de-
pendencies has worsened over time. The consistency between
GitHub’s dependency graph and manifest/lock files also de-
clined, particularly for Python systems, where the match rate
dropped sharply. These results could be due to a lack of ro-
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bustness in GitHub’s dependency extraction mechanisms and
also highlight dependency graph weaknesses to repository-level
changes. The quantitative analysis has been complemented with
a qualitative one, in which the root causes of the observed depen-
dency graph errors were categorized. Such root causes point out
limitations in how the dependency graph is created, particularly
how manifest/lock files are analyzed.

Below, the implications of this study’s findings are presented.

® The inaccuracy of GitHub’s dependency graph can under-
mine the accuracy of its SBOM generator. This may lead
software suppliers to distribute SBOMs containing incom-
plete or incorrect components. In turn, software choosers
and operators may face challenges in managing the soft-
ware supply chain. The inaccuracies increase the risk of un-
detected vulnerabilities or license compliance issues, which
could ultimately result in security incidents or legal liabili-
ties.

¢ The systematic categorization of the error types affecting
both dependencies and dependents within GitHub’s depen-
dency graph is relevant for suppliers of SBOM generators.
This categorization offers valuable insights into recurring
failure modes and may directly inform efforts to enhance
the accuracy and reliability of SBOM generators. Notably,
GitHub has recently distributed a survey to its users, seek-
ing feedback on the usage of its dependency graph feature
to guide future improvements [74].

The implications from the empirical evaluation of GitHub’s de-
pendency graph may also be relevant to other software forges,
such as GitLab, when they are used as sources of dependency in-
formation. Specifically, it is reasonable to expect that, like GitHub,
platforms like GitLab could face inaccuracies in updating depen-
dency information following changes to a given repository (e.g.,
changes to the repository’s owner or name). However, further
work is needed to determine if these expectations are met.
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5.3.1 Threats To Validity

This section discusses potential threats to the validity of the
results. According to the validity schema by Wohlin et al. [194],
these threats can be categorized as construct, external, conclusion,
and internal validity. Threats to internal validity are not discussed
because such threats concern causal relationships [194], and
causality was not investigated in this study.

Threats to construct validity in this study relate to the quantita-
tive analyses conducted—namely, the backward, forward, and
manifest/lock file analyses to assess the accuracy of GitHub's
dependency graph. Widely adopted libraries were employed to
analyze the relevant artifacts, scripts were thoroughly tested, and
the quantitative analyses were complemented with qualitative
categorization of the root causes of errors. It is important to em-
phasize that the dependencies contained in manifest/lock files
were assumed as the “ground truth,” as these represent those
declared by the systems’ developers. This assumption serves
the purpose of determining whether mismatches arise when the
dependency graph is generated from these files. This does not
imply that such dependencies are necessarily correct or error-
free; determining the correctness or appropriateness of program
dependencies is beyond the scope of this work. Another threat to
construct validity involves possible mistakes and subjectivity in
the qualitative analysis. To mitigate this, each instance was clas-
sified independently by two annotators, with conflict resolution
applied to cases of inconsistent labeling. Additionally, labeling
reliability was assessed using Krippendorff’s alpha inter-rater
agreement.

Regarding conclusion validity, selecting a subset of systems for
analysis might lead to spurious or non-representative results.
To mitigate this, systematic and reproducible sampling strate-
gies were employed. Statistically significant samples of Java and
Python systems hosted on GitHub were studied, following the
inclusion criteria detailed in Section 5.1.2. Similarly, for RQ2, a
statistically significant stratified sample—based on programming
language and error type—was constructed from observed error
occurrences.
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A key threat to external validity concerns the generalizability of
the results to software systems written in languages other than
Java and Python on GitHub. Different programming languages
have distinct ecosystem characteristics, dependency management
practices, and toolchain support levels, all of which may impact
the accuracy of GitHub’s dependency graph. Notably, signifi-
cant accuracy differences between Java and Python systems were
found, highlighting the need for further research across a broader
range of languages supported by GitHub’s dependency graph,
such as C#, JavaScript, or Ruby. Another external validity threat
arises from the applied inclusion and exclusion criteria (see Sec-
tion 5.1.2), which, while necessary to ensure relevance and quality,
restrict the population to which the results apply. For instance,
focusing on popular or active repositories may exclude stable
but less active or inactive systems, potentially biasing findings.
Finally, the results might not fully reflect the current accuracy
of GitHub’s dependency graph, as some inaccuracies may have
been fixed over time. However, the analysis of two snapshots
revealed a decline in accuracy between them, and qualitative
findings indicated that certain elements in manifest/lock files
remain challenging for GitHub’s dependency graph extraction
mechanisms to capture.

DATA AVAILABILITY

The replication package of the study is available online [22].
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AIRBORNE: AUGMENTED FINE-GRAINED
SOFTWARE BILL OF MATERIALS GENERATOR
FOR STACK OVERFLOW

This chapter is based on the paper entitled “AIRBORNE: Augmented
fIne-grained softwaRe Bill Of mateRials geNerator for stack ovEr-
flow” [127], submitted to the 48" IEEE/ACM International Conference
on Software Engineering.

State-of-practice SBOM generators operate at coarse granu-
larity, capturing only package- or library-level dependencies
while overlooking smaller artifacts such as code snippets reused
from Q&A forums such as Stack Overflow. To address this gap,
this chapter presents AIRBORNE (Augmented fIne-grained soft-
waRe Bill Of mateRials geNerator for stack ovErflow), a tool
that analyzes software systems and generates an augmented
fine-grained SBOM enriched with information on self-admitted
Stack Overflow references. AIRBORNE integrates source code
analysis, repository mining, and clone detection techniques to
align Stack Overflow provenance with the CycloneDX SBOM
standard. A preliminary evaluation of 383 GitHub repositories
with known self-admitted Stack Overflow references indicates
that AIRBORNE captures fine-grained dependencies whenever
developers explicitly acknowledge snippet reuse, demonstrating
its applicability in real-world development contexts.

CHAPTER STRUCTURE. Section 6.1 presents AIRBORNE. The

preliminary empirical evaluation is reported in Section 6.2, while
an overall discussion concludes the chapter in Section 6.3.

6.1 AIRBORNE

This section outlines the overall workflow of AIRBORNE, demon-
strates its usage, and discusses its limitations.
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Figure 6.1: Overview of the workflow of AIRBORNE.

6.1.1  Workflow

The overall workflow of AIRBORNE—developed in Python
3.13.5—is illustrated in Figure 6.1. To generate the fine-grained
SBOM for a given software system, AIRBORNE performs the
following steps:

1. If a path to an existing CycloneDX SBOM in JSON format is
not provided, AIRBORNE generates a minimal SBOM, which
will be augmented with the self-admitted Stack Overflow
references.

2. Each file of the software system is analyzed to detect self-
admitted Stack Overflow references using the regular expres-
sion: https?://(?:www.)?stackoverflow.com/["\s)'"<>]+.
To be considered valid, the URLs identified through the reg-
ular expression must point to actual posts—either questions
or answers—which means the URLs must contain one of
the following patterns: stackoverflow.com/questions/<id>,
stackoverflow.com/a/<id>, or stackoverflow.com/q/<id>.

3. For each detected self-admitted Stack Overflow reference,
AIRBORNE extracts the corresponding <id>. If the reference
points to an answer, AIRBORNE uses the Stack Exchange API
to retrieve the <id> of the associated question. Then, AIR-
BORNE retrieves the body and metadata of both the question
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and all its answers. The body of each post includes any embed-
ded code snippets. The metadata includes information such
as the post’s creation and modification dates, the author of the
post, and any associated licenses. From the body of each post,
all code snippets are extracted using the regular expressions:

<pre><code.x?>(.*?)</code></pre>and "~ ([~ \n]+) .

4. Each extracted code snippet is compared against the file where
the reference was found, using clone detection. AIRBORNE
employs CCFinderSW [164]—an evolution of CCFinder [94]—
as the clone detection tool. If a clone is found, the cosine
similarity between the Stack Overflow code snippet and the
corresponding file is computed. Conversely, if no clone is
found, the self-admitted Stack Overflow reference is still re-

tained.

5. AIRBORNE generates the fine-grained SBOM by mapping
the identified self-admitted Stack Overflow references to Cy-
cloneDX data fields [38]. Each file containing a reference is
treated as a CycloneDX component, and the corresponding
Stack Overflow references are listed for that component, along
with details about any code clones. If a cosine similarity thresh-
old is provided, only references associated with a code clone
having a cosine similarity equal to or higher than that thresh-
old are included; in this case, references without a detected

clone are excluded as well.

6.1.2 AIRBORNE in Action

AIRBORNE can be run via the command line using the syntax
below, providing as input one mandatory and three optional

parameters:

python script/main/airborne.py <project_path>

- -sbom_path=<sbom_path>

--stack_exchange_api_key=<stack _exchange_api_key>
--cosine_similarity_threshold=<cosine_similarity_threshold>
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* <project_path> (mandatory), a string specifying the local path
to the software system for which the fine-grained CycloneDX
SBOM should be generated.

* <sbom_path> (optional), a string specifying the local path to an
existing CycloneDX SBOM in JSON format to be augmented
with the fine-grained information.

* <stack_exchange_api_key> (optional), a Stack Exchange API
key to increase the request limits when retrieving data from
Stack Overflow.

® <cosine_similarity_threshold> (optional), a float in the
range [o..1] specifying the minimum cosine similarity between
a file and referenced Stack Overflow code snippets.

The output of AIRBORNE consists of both the execution log and
the fine-grained SBOM. The log provides information about the
execution of AIRBORNE, including the analyzed files, HTTP
requests made to the Stack Exchange API, and any encountered
errors (e.g., Stack Overflow URLs that are neither questions nor
answers).

Figure 6.2 shows the example of an SBOM generated through
AIRBORNE for the software system hosted on the GitHub repos-
itory https://github.com/PabloCastellano/bormeparser. This
SBOM is formatted according to the “CycloneDX” standard, ver-
sion “1.6”, and conforms to the schema located at “http://
cyclonedx.org/schema/bom-1.6.schema.json”. It describes one
software component of type “file” containing one self-admitted
Stack Overflow reference. This is reported via an external ref-
erence entry of type “website”: “http://stackoverflow.com/a/
22281062". Embedded within this file component is a nested
component of type “data”, which indicates that the reference is
a Stack Overflow answer and contains a cloned code. The au-
thor of the answer—reported as the manufacturer—is “Martijn
Pieters” and their Stack Overflow profile is available at “https:
//stackoverflow.com/users/100297/martijn-pieters”. Being
a code clone, the component’s data type is set to “source-code”,
and the HTML-formatted body of the corresponding Stack Over-
flow post is included as an attachment. Additional metadata is
provided as properties and includes the “cosine similarity”
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"$schema": "http://cyclonedx.org/schema/bom-1.6.schema.json",
"bomFormat": "CycloneDX",
"specVersion": "1.6",
"components": [
{
"type": "file",

"name": "bormeparser/borme.py",
"externalReferences": [

"type": "website",
"comment": "Self-admitted Stack Overflow Usage",
"url": "http://stackoverflow.com/a/22281062"

}
1,
“components*: [
{
"type' "data",
"name": "https://stackoverflow.com/questions/22281062",
"description”: "A Stack Overflow post (answer) containing code similar to code in the
— file.",
“manufacturer": {
“name": "Martijn Pieters",
“url": [
"https://stackoverflow.com/users/100297/martijn-pieters"
1
},
"data": [
"type": "source-code",
"contents": {
"attachment": {
"content": "<p>Turn sets into lists before serializing, or use a custom
— <code>default</code> handler to do so:</p>\n\n<pre><code>def
— set_default(obj):\n if isinstance(obj, set):\n return list(obj)\n
< raise TypeError\n\nresult = json.dumps(yourdata,
— default=set_default)\n</code></pre>\n"
+
"properties": [
{
“name": "Cosine similarity",
“value": "0.4281103162176793"
+
{
“name": "Last activity date of the post",
“value": "2014-03-09 11:26:26"
}
{
“name": "Last edit date of the post",
“value": "2025-09-19 21:48:18"
+
{
"name": "Creation date of the post",
“value": "2014-03-09 11:26:26"
}
]
}
}
1,
"licenses": [ {
"license": {
"id": "CC-BY-SA-3.0",
"url": "https://stackoverflow.com/help/licensing"
}
}
1
}

Figure 6.2: Example of an SBOM generated through AIRBORNE.
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and the “last activity, last edit, and creation date of the
post”. The only license associated with the Stack Overflow post
is “CC-BY-SA-3.0".

6.1.3 AIRBORNE Limitations

AIRBORNE deals only with explicit URLs to Stack Overflow
posts, leaving implicit code reuse undetected. Similarly, it does
not capture implicit or explicit code reuse from other (e.g.,
GitHub) software repositories. While explicit code reuse has
been implemented for Stack Overflow, it can be extended to
support other Q&A forums or software repositories.

The clone detection works only with Type-1 and Type-2 clones
and for the programming languages supported by CCFinderSW.
However, CCFinderSW provides an extension mechanism for
adding new languages [164]. When no existing SBOM is pro-
vided as input, AIRBORNE generates a minimal CycloneDX
SBOM. AIRBORNE currently supports SBOMs in JSON format
that adhere to the CycloneDX standard. However, these SBOMs
are among the most adopted [158, 166].

6.2 PRELIMINARY EMPIRICAL EVALUATION

This section presents a preliminary empirical evaluation of AIR-
BORNE.

6.2.1  Study Design

The aim is to determine whether the generated SBOMs accurately
report all the expected self-admitted Stack Overflow references—
and, if not, to investigate the reasons behind any omissions. To
identify systems with known self-admitted Stack Overflow ref-
erences, the SOTorrent dataset [13] was leveraged. This dataset
maps GitHub files to Stack Overflow posts that have been explic-
itly referenced within those files. The total number of GitHub
repositories reported in the dataset is 438,602. Three program-
ming languages were chosen: C, Java, and Python, as they are
both popular and natively supported by CCFinderSW, the clone
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detection tool used by AIRBORNE. Consequently, any mappings
related to other languages were filtered out, resulting in a dataset
comprising 79,129 GitHub repositories, each containing at least
one file written in C, Java, and/or Python with a known Stack
Overflow reference. The breakdown of these 79,129 repositories
is as follows: 45,734 repositories contained only Python files ref-
erencing Stack Overflow; 26,004 only Java files; 5,266 only C files,
876 contained both Python and Java files, 750 both C and Java
files, 387 both Java and C files, and 112 repositories included
files in all three languages (C, Java, and Python). Given the large
size of the population, a statistically significant stratified ran-
dom sample was constructed, using a confidence level of 95%
and a margin of error of 5%. The resulting sample size was 383
repositories. The stratified random sampling was based on the
combinations of programming languages present in the reposito-
ries, ensuring that each stratum was proportionally represented
in the final sample.

Across the 383 repositories, the SOTorrent dataset reported
1,140 mappings between files and self-admitted Stack Overflow
references. For each repository, AIRBORNE was used to gener-
ate a fine-grained SBOM augmented with self-admitted Stack
Overflow references. Each repository was examined to under-
stand whether its fine-grained SBOM included the expected self-
admitted Stack Overflow references from the dataset. In cases
where expected references were missing, these were manually
analyzed to determine the root cause. This involved inspecting
the content of the corresponding file and reviewing the Stack
Overflow post linked in the reference. Finally, the code clones de-
tected between repository files and self-admitted Stack Overflow
references were analyzed.

6.2.2 Evaluation Results

Out of 383 GitHub repositories, all the self-admitted Stack Over-
flow references from SOTorrent were found in 368 of them. Not
all the self-admitted Stack Overflow references were found for the
other 15 repositories because: (i) seven repositories deleted the
files where the self-admitted Stack Overflow reference was added;
(ii) six repositories removed the self-admitted Stack Overflow ref-
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erence from the file where these should have been; and (iii) two
repositories both deleted the files where the self-admitted Stack
Overflow reference was added and removed the self-admitted
Stack Overflow reference from the file where these should have
been (of course, for different self-admitted Stack Overflow ref-
erences). This means that the problem in retrieving the self-
admitted Stack Overflow references was not due to AIRBORNE,
but rather to the changes that the GitHub repositories underwent
from the release of SOTorrent to the date on which this prelimi-
nary empirical evaluation was conducted. We also found that, in
43 repositories, all self-admitted Stack Overflow references were
associated with a code clone. This number increases to 112 when
considering repositories where at least some of the self-admitted
Stack Overflow references from the SOTorrent dataset were as-
sociated with a code clone, while others were not. This outcome
was expected because the referenced Stack Overflow discussion
may not include any code snippet, or the snippet may be too
short to be detected by the clone detection.

A total of 227 code clones associated with self-admitted Stack
Overflow references were identified. The cosine similarity scores
for these clones had a mean of 0.66 and a standard deviation of
0.21. The minimum cosine similarity was 0.08, while the maxi-
mum reached 1. The median was 0.7, with the 25" percentile (Q1)
at 0.49 and the 75" percentile (Q3) at 0.83. These results indicate
a generally high level of similarity among the matched code
snippets from self-admitted Stack Overflow references, though
with some variation across cases. The identification of 227 code
clones across 112 software systems—representing 29% of the 383
sampled instances—suggests that reusing code from Stack Over-
flow is a relatively common practice among developers. The high
cosine similarity scores, with values ranging from 0.49 at Q1 to
0.83 at Q3, indicate that much of this reused code undergoes min-
imal modification. From a legal perspective, this high degree of
code similarity raises concerns about code ownership and licens-
ing. When developers reuse code from Stack Overflow without
significant modification or proper attribution, they may violate
copyright and licensing terms. Stack Overflow content is typi-
cally published under the CC BY-SA 3.0 license, which requires
attribution regardless of the extent of modification and applies
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“share-alike” obligations if the code is redistributed. Failure to
comply with these licensing terms could expose developers or
organizations to legal risks.

6.2.3 Threats to Validity

As for threats to conclusion validity, we built a statistically signifi-
cant stratified random sample of SOTorrent repositories having
C, Java, and/or Python files with self-admitted Stack Overflow
references, using a 95% confidence level and a 5% margin of
error. This might pose a threat to conclusion validity because the
randomness of the sample selection process does not rule out
selection bias, i.e., the selected repositories may not fully repre-
sent the population of repositories described in the SOTorrent
dataset.

As for threats to external validity, the evaluation may not gener-
alize beyond the GitHub repositories in SOTorrent or to those on
other platforms

6.3 DISCUSSION

The results of a preliminary empirical evaluation outline that
AIRBORNE can successfully generate fine-grained SBOMs by
incorporating provenance information from self-admitted Stack
Overflow references in source code. This can be of relevance
to software suppliers, choosers, and operators. However, AIR-
BORNE currently depends on explicit reuse declarations and
cannot detect implicit or unattributed reuse, which is increas-
ingly relevant with the rise of Al-generated code. Future research
could extend AIRBORNE to identify Al-generated content and
include it in SBOMs, further enhancing software transparency
and accountability. Finally, extending AIRBORNE to support ex-
plicit code reuse from other Q&A forum or software repositories
(e.g., GitHub) represents a further future research direction.
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TOOL AVAILABILITY

AIRBORNE is available open-source under the Mozilla Public
License 2.0 License on GitHub [124].



Part III

STUDIES ON ARTIFICIAL INTELLIGENCE
BILL OF MATERIALS






MULTIVOCAL LITERATURE REVIEW ON
AIBOMS

This chapter is based on the paper entitled “What We Know about
AIBOMs: Results from a Multivocal Literature Review on Artificial In-
telligence Bill of Materials” [155], submitted to the ACM Transactions
on Software Engineering and Methodology (currently at the second
round of revision).

The increasing pervasiveness of Al is accelerating the integra-
tion of Al components into software supply chains, as well as the
development of regulatory frameworks to govern their use. Con-
sequently, traditional conceptions of the software supply chain
must be revisited and adapted to accommodate the distinct char-
acteristics of AI components. In this context, the concept of the
AIBOM has recently emerged as a means to document and man-
age Al components. Despite growing attention to supply chains
of Al and Al-enabled systems, there remains a significant gap
between theory and practice. In particular, the roles and positions
of stakeholders with respect to AIBOM are not yet well under-
stood. A structured synthesis of existing knowledge is therefore
essential to support researchers with the contextual foundation
needed for further studies, and to provide software suppliers,
choosers, and operators with guidance rooted in both academic
and practical experience. This chapter presents the findings of
an MLR on AIBOMs, which synthesizes insights from both For-
mal Literature (FL) and Gray Literature (GL). Unlike traditional
systematic reviews, which primarily draw on peer-reviewed FL
sources, MLRs explicitly incorporate practical knowledge from
GL (e.g., technical blogs, white papers), thus helping to bridge
the gap between academic research and industry practice.

CHAPTER STRUCTURE. Section 7.1 presents the study design.

The results are reported in Section 7.2 while their discussion
concludes the chapter in Section 7.3.
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Figure 7.1: Overview of the phases/steps of the MLR.

7.1 STUDY DESIGN

In this section, the study design is described following the guide-
lines for including GL and conducting MLRs in Software En-
gineering (SE) by Garousi et al. [69]. These are based on the
guidelines for performing SLRs in SE by Kitchenham and Char-
ters [98] and Kitchenham et al. [97]. An overview of the steps
conducted to perform the MLR is shown in Figure 7.1.

7.1.1  Planning

In the following, the planning phase of the MLR is presented,
which includes establishing the need for an MLR on AIBOMs
and defining its goal and RQs.

7.1.1.1 Identification of the Need for a Review

Before planning/executing the MLR, an extensive search was
performed to ensure that a systematic review of AIBOMs was
necessary. To this end, Google Scholar was queried to identify
any existing secondary studies on the topic by using the search
string below.
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Table 7.1: Items to decide whether to include the gray literature in
software engineering reviews [69].

# Item Response

1 Is the subject “complex” and not solvable by considering only the Yes
formal literature?

2 Is there a lack of volume or quality of evidence, or a lack of consen- Yes
sus on outcome measurement in the formal literature?

3 Is the contextual information important to the subject under study? Yes

4 Is it the goal to validate or corroborate scientific outcomes with Yes

practical experiences?

5  Isit the goal to challenge assumptions or falsify results from practice Yes
using academic research or vice versa?

6  Would a synthesis of insights and evidence from the industrial and Yes
academic community be useful to one or even both communities?

7 Is there a large volume of practitioner sources indicating high Yes
practitioner interest in a topic?

Search String for Identifying the Need for a Review

("artificial intelligence BOM" OR "ai BOM" OR
"artificial intelligence bill of materials" OR
"ai bill of materials" OR "AIBOM" OR "AI-BOM" OR
"machine learning BOM" OR "ml BOM" OR "machine
learning bill of materials" OR "ml bill of
materials" OR "MLBOM" OR "ML-BOM" OR "data BOM"
OR "data bill of materials" OR "DataBOM" OR
"Data-BOM") AND ("review")

The search procedure, inspired by common practices in ex-
ploratory literature reviews, entailed reviewing the first ten pages
of results [83]. Diminishing returns were monitored, and upon
reaching the tenth page without identifying any additional per-
tinent contributions, the search was concluded. Across the ana-
lyzed results, no review of AIBOMs was identified from either FL
or GL. This outcome justifies the systematic review on AIBOM
presented in this study.

The choice of including GL and, therefore, conducting an MLR
was made systematically using a well-defined checklist provided
by Garousi et al. [69]. Such a checklist is reported, along with
the responses, in Table 7.1. Each response can be either “yes” or
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/an//:

one or more “yes” responses justify the inclusion of GL in

the systematic review and then the execution of an MLR. Below,
there is the motivation for the response, i.e., “yes” response, to
all the items shown in such a table.

#1.

#2.

#3.

#4.

#5.

AIBOM is a rather novel topic, as well as “complex”, since
it captures various and interconnected aspects of SE and Al
(e.g., Al-enabled software systems). Moreover, these aspects
can be approached from different perspectives (e.g., practice
and research).

FL about AIBOMs is scarce, probably due to the topic’s
novelty. A lack of FL about AIBOMs was identified during
the search for prior systematic reviews. Nevertheless, such
a novelty further motivates the need to investigate “current”
perspectives about AIBOMs emerging from GL.

Contextual information—which includes the approaches
enabling a given technology [25, 50, 141, 142]—is crucial to
investigate AIBOM. Indeed, this topic has a high relevance
for software suppliers, choosers, and operators who need
to manage the supply chain of Al and Al-enabled systems,
complying with regulations such as the EU Al Act [58] or
President Biden’s Executive Order 14028 on Improving the
Nation’s Cybersecurity [186]. Moreover, AIBOMs are also
important in understanding the Al components on which
systems rely. This enables, for example, software choosers to
make informed decisions, build trust, and assess potential
risks, biases, and ethical concerns associated with any Al
solution.

The goal is to corroborate formal research on AIBOMs
with insights provided by practice. Including GL in the
systematic review may lead to findings useful for software
suppliers, choosers, and operators, as well as researchers.

The study of FL and GL could shed light on and question
common beliefs about AIBOMs. An MLR would provide
software suppliers, choosers, and operators, as well as re-
searchers, with more reliable knowledge about AIBOMs.
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#6. Reliable knowledge about AIBOMs, emerging from an anal-
ysis of both FL and GL, would be useful to software suppli-
ers, choosers, operators, and researchers.

#7. A large volume of evidence from software suppliers,
choosers, and operators indicates a strong interest in Al-
BOM.

7.1.1.2  Specifying the Research Questions

Following the guidelines by Garousi et al. [69], the Goal-Question-
Metric (GQM) methodology [17] was leveraged to formalize
the goal and RQs of the MLR. Specifically, the goal was to an-
alyze FL and GL about AIBOMs for the purpose of improving
their understanding with respect to (i) motivations/benefits, (ii)
laws/regulations, (iii) elements, (iv) use cases, (v) approaches/-
tool categories/techniques, and (vi) limitations/challenges. The
perspective is that of software suppliers, choosers, operators, and
researchers. The context consists of research papers retrieved
from specialized databases and digital libraries (for the FL) and
resources retrieved from general web search engines (for the GL).

Based on the goal mentioned above and the classification
scheme proposed by Easterbrook et al. [52], six exploratory RQs of
type descriptive-classification were formulated. This type of RQ is
appropriate when attempting to understand a given topic. The
RQs are described below.

RQ1. What are the motivations and benefits of using AIBOMs?

This RQ aims to study the motivations and benefits of using
AIBOMs. Understanding these motivations and benefits—even
those that might be deemed clear or self-evident—is essential to
assessing the value proposition of AIBOMs in practical settings.
Answering this RQ sheds light on the practical impact that Al-
BOMs could have. Indeed, the findings of this RQ are expected to
provide software suppliers, choosers, operators, and researchers
with insights into the drivers and practical advantages of inte-
grating AIBOMs into software development.

RQ2. What are the laws and regulations related to using AIBOMs?
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Software suppliers, choosers, and operators need to comply with
regulations when distributing, acquiring, and managing soft-
ware [156]. As Al and Al-enabled systems become increasingly
pervasive, software suppliers, choosers, and operators must nav-
igate a growing body of regulations related, for example, to
transparency, accountability, data provenance, and ethical Al
RQ2 seeks to identify which laws, standards, and compliance re-
quirements can be addressed or supported by adopting AIBOMs.
Examination of these aspects aims to clarify the role AIBOMs can
play in helping organizations meet regulatory obligations and
reduce the risk of non-compliance throughout the Al lifecycle.

RQ3. What elements are included or worth including in AIBOMSs?

This RQ investigates the essential elements that constitute an
AIBOM. As a structured artifact, an AIBOM is expected to cap-
ture comprehensive information about the Al and Al-enabled
system it documents—including, but not limited to, ML models,
training and test datasets, software dependencies, configuration
parameters, and metadata related to performance, fairness, and
provenance. Through RQ3, the aim is to identify which elements
are currently included in existing AIBOMs and to propose addi-
tional elements that may be worth including. Answering this RQ
would deepen the understanding of the data fields that should
constitute AIBOMs and their differences with the data fields
expected for traditional SBOMs. The findings would drive the
design of AIBOM standards and the development of tools for
AIBOM automated generation and consumption.

RQg. What are the use cases where AIBOMs are used?

This RQ aims to study the use cases associated with AIBOMs
consumption. This includes activities related to the development
and management of software systems supported using AIBOMs.
Answering this RQ sheds light on best practices that software
suppliers, choosers, and operators can adopt to exploit AIBOMs.

RQs5. What are the approaches, tool categories, and techniques to deal
with AIBOMs?
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This RQ aims to unveil the approaches, tool categories, and tech-
niques to deal with AIBOMs. That is, the aim is to understand the
approaches used by software suppliers, choosers, and operators
to generate and consume AIBOMs, as well as the tools that could
be employed for this purpose.

RQ6. What are the limitations and challenges of AIBOMs?

The need to manage the supply chain of Al and Al-enabled
systems has been growing in the past few years, and AIBOM
provides a way to support this. However, the adoption of Al-
BOMs could be hindered by limitations and challenges associated
with such a novel technology. This RQ aims to unveil such limita-
tions and challenges associated with AIBOM, along with possible
solutions.

7.1.2  Conducting the Review

In the following, the conduction phase of the MLR is presented,
which includes the search process and source selection, study
quality assessment, data extraction, and data synthesis.

7.1.2.1  Search Process and Source Selection

The search process and source selection involve designing the
search string, selecting the data sources, and conducting the
searches within those sources.

SEARCH STRING DESIGN A search string was constructed to
retrieve both FL and GL, guided by the key terms derived from
the RQs and supplemented by relevant synonyms and alternative
expressions. An iterative refinement process was employed to
obtain the final search string—e.g., evaluating the top results for
relevance to assess how well the search string meets the RQs, and
balancing breadth and specificity of the search string to enhance
coverage and relevance—during which it was progressively ad-
justed to reach the final used version. The final search string used
is the following:
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Search String for the Multivocal Literature Review

("artificial intelligence BOM" OR "ai BOM" OR
"artificial intelligence bill of materials" OR
"ai bill of materials" OR "AIBOM" OR "AI-BOM" OR
"machine learning BOM" OR "ml BOM" OR "machine
learning bill of materials" OR "ml bill of
materials" OR "MLBOM" OR "ML-BOM" OR "data BOM"
OR "data bill of materials" OR "DataBOM" OR
"Data-BOM") AND ("motivationx" OR "benefitx"

OR "lawx" OR "regulationx" OR "elementx*" OR
"dataset*" OR "modelx" OR "data field*" OR "use
casex" OR "approachx" OR "toolx" OR "techniquex"
OR "limitationx" OR "challengx")

DATA SOURCE SELECTION Below, the data sources chosen to
search for FL and GL are presented:

FL. The following three data sources were used: Scopus [162],
IEEE Xplore [85], and ACM Digital Library [1]. Scopus
is a broad-coverage abstract database, while IEEE Xplore
and ACM Digital Library are full-text databases with more
limited coverage. These three are considered among the
top computer science FL data sources [135], have been used
in many other literature reviews [68, 71, 88, 97], and are
recommended by the guidelines [69, 98].

GL. The Google search engine [80] was leveraged. It is a general
web search engine that has been used by other MLRs [3,
110], including in the field of SE [68, 71, 88]. The Google
search engine is also recommended by the guidelines for
including GL in systematic reviews [4, 69].

The plan was to collect all the literature resulting from the
search on Scopus, IEEE Xplore, and ACM Digital Library. How-
ever, for the GL, this could not be accomplished due to the
large number of results that the Google search would have pro-
duced [69, 131]. Therefore, it was necessary to decide on data
exhaustion stopping criteria [69] for the GL search. Following the
suggestions by Garousi et al. [69, 71], an effort bounded stopping
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criterion augmented with an evidence exhaustion stopping crite-
rion was employed. First, a limited number of pages produced
by the Google search were analyzed (effort-bound). The first ten
pages of results were chosen for analysis because this threshold
has been used by other authors [101, 103]. The search was contin-
ued further if the results of the last page still provided additional
evidence (evidence exhaustion). Note that the effort-bound cri-
terion was applied to prevent the impractical task of reviewing
hundreds/thousands of Google search results. Nonetheless, in
accordance with the evidence exhaustion criterion, the search
would have continued beyond the initial ten pages whenever
potentially relevant sources appeared. In practice, diminishing
returns were observed after the first few pages, with a substan-
tial drop in relevance; by the tenth page, no additional valuable
sources were identified.

DATA SOURCE SEARCH  Figure 7.2 illustrates the source selec-
tion process, including the search conducted across the selected
data sources. The data sources were queried on February 3, 2025.
As for FL, a total of 81 papers were retrieved: 49 from Scopus,
11 from IEEE Xplore, and 21 from the ACM Digital Library. As
for the GL, the Google search returned over 250,000 results. Fol-
lowing the defined stopping criteria, the first ten pages of results
were reviewed and 31 relevant sources were identified.

7.1.2.2  Study Quality Assessment

Once the potentially relevant primary sources were collected,
relevance was assessed. This involved defining detailed selection
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Table 7.2: Exclusion, inclusion, and quality criteria for FL.

Exclusion Criteria

Inclusion Criteria

Quality Criteria

EC1 - The paper is not
written in English

EC2 - The paper is not in
the field of software engi-
neering or computer sci-

IC1 - The paper deals with
(Software) Bill of Mate-
rials for artificial intelli-
gence

IC2 - The paper has the

Q1 - The paper clearly
reports valuable informa-
tion for the review

Q2 - The paper clearly re-
ports its RQs and/or ob-

ence full text available jectives

EC3 - The paper is a sec- Q3 - The paper clearly re-
ondary study ports the results/findings
EC4 - The paper is a du-

plicate

criteria and then systematically applying them (see Figure 7.2).
The following three types of selection criteria were distinguished:

* Exclusion Criteria. They are applied only to the title, abstract,
and keywords. The source is excluded if any of the criteria are
met.

* Inclusion Criteria. They are applied only to a given source’s full
text. The source is included if all criteria are met.

* Quality Criteria. They are applied only to a given source’s full
text. These criteria are used to evaluate the quality of the
sources. The source is included if deemed of enough quality,
i.e., its evaluation meets or exceeds a certain threshold.

Following the guidelines for including GL and conducting MLRs
in SE by Garousi et al. [69], distinct criteria were applied for FL
and GL sources. In particular, only quality criteria were applied
to the GL sources, which were distinct from those used for FL.
The rationale is that, in the case of GL, inclusion and exclusion
criteria often overlap with, and are sometimes integrated into,
quality criteria [69].

EXCLUSION AND INCLUSION CRITERIA Table 7.2 shows the
exclusion and inclusion criteria for including the FL. Each crite-
rion was evaluated as either True or False. Applying these criteria
enabled the inclusion of only sources related to the topic of in-
terest, namely AIBOMs. It is worth mentioning that BOMs have
been extensively used and studied in other fields, such as manu-
facturing, so it was necessary to ensure that the selected sources
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explored the use of BOMs for Al The application of the exclu-
sion criteria reduced the initial set of 81 papers to 36, and the
subsequent application of the inclusion criteria further narrowed
this down to nine scientific papers (i.e., FL sources).

QUALITY CRITERIA Table 7.2 shows the quality criteria ap-
plied to the FL sources. In line with established guidelines [69,
97, 98], each quality criterion could be answered using a 3-point
Likert scale (yes = 1, partly = 0.5, and no = o). The sum of these
values reflects the quality score for a given source. Then, the
minimum acceptable quality score was defined as the maximum
possible quality score divided by two [69]. FL sources with a
quality score lower than 1.5 (3/2) were excluded. Applying the
quality criteria resulted in the exclusion of only one paper, lead-
ing to the inclusion of nine papers for the FL in the MLR.

Table 7.3 shows the quality criteria applied to the GL sources.
These criteria were not arbitrarily defined but were adopted
directly from the established guidelines by Garousi et al. [69].
Each criterion was associated with one or more questions, and
each question could be answered according to a 3-point Likert
scale (yes = 1, partly = 0.5, and no = 0) [69, 97, 98]. GL sources
with a quality score lower than 9.5 (19/2) were excluded [69].
The application of the quality criteria resulted in the exclusion of
nine sources, leading to the selection of 22 sources for the GL.

The FL sources were imported into one spreadsheet and the GL
sources into another. Each spreadsheet reported the criteria for
the corresponding sources, i.e., FL or GL. The exclusion, inclusion,
and quality criteria for each source were applied independently
by two researchers involved in the study. In case of disagreement,
the final decision on including a given source was made through
a discussion between the two researchers who applied the in-
clusion, exclusion, and quality criteria. All disagreements were
successfully resolved between the two researchers.

SNOWBALLING After applying the inclusion, exclusion, and
quality criteria to the initial set of sources, snowballing was per-
formed following Wohlin’s guidelines [193] for systematic litera-
ture studies. Snowballing involves using reference lists (backward
snowballing) and citation lists (forward snowballing) to identify
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Table 7.3: Quality assessment checklist of gray literature for software
engineering [69].

Criteria Question
QGL1 Is the publishing organization reputable? e.g., the Soft-
Authority of ware Engineering Institute (SEI)
the producer QGL2 Is an individual author associated with a reputable or-
ganization?

QGL3 Has the author published other work in the field?

QGL4 Does the author have expertise in the area? (e.g., job title
principal software engineer)

QGL5 Does the source have a clearly stated aim?

QGL6 Does the source have a stated methodology?

QGL7y Is the source supported by authoritative, contemporary

hodol
Methodology references?
QGL8 Are any limits clearly stated?
QGL9 Does the work cover a specific question?
QGL10 | Does the work refer to a particular population or case?
QGL11 | Does the work seem to be balanced in presentation?
o QGL12 | Is the statement in the sources as objective as possible?
Objectivity . - e
Or, is the statement a subjective opinion?
QGL13 | Is there a vested interest? e.g., a tool comparison by
authors that are working for a particular tool vendor
QGL14 | Are the conclusions supported by the data?
Date QGL15 | Does the item have a clearly stated date?
Position QGL16 | Have key related GL or formal sources been linked to /
discussed?
i i i i ?
Novelty QGL17 | Does it enrich or add something unique to the research?

QGL18 | Does it strengthen or refute a current position?

QGL19 | st tier GL: High outlet control/ High credibility: Books,
Outlet type magazines, theses, government reports, white papers;
2nd tier GL: Moderate outlet control/ Moderate credibil-
ity: Annual reports, news articles, presentations, videos,
Q/ A sites (such as StackOverflow), Wiki articles; 3rd tier
GL: Low outlet control/ Low credibility: Blogs, emails,
tweets

additional relevant papers. This process helped mitigate the risk
of omitting important literature from this MLR [193].
Snowbealling was applied to the FL sources that passed the in-
clusion and exclusion criteria, and to the GL sources that passed
the quality criteria. Each source identified through snowballing
was evaluated using the same criteria previously defined for FL
and GL, depending on its type. Backward and forward snow-
balling were performed iteratively until no new sources were
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found in the reference or citation lists—thus, the process was
repeated multiple times for both FL and GL.

For backward snowballing of FL sources, the reference lists
of the selected papers were examined; for forward snowballing,
Google Scholar was used to identify citing sources. Regarding
GL sources, and in line with the guidelines by Garousi et al. [69],
backward snowballing was performed by extracting links and
references from each source using Link Gopher', Extract Link PDF?,
and Link Grabber3; to identify forward links to GL sources, Ahrefs
Link Grabber*, a web-based service that tracks backlinks, was
used.

Through snowballing, three additional papers were identified
for the FL and six additional sources for the GL. As a result,
the final selection comprised 12 FL papers and 28 GL sources,
totaling 40 sources used for data extraction and synthesis.

7.1.2.3 Data extraction

For the data extraction phase, the design of the data extraction
form and the procedures and logistics used for data extraction
are presented.

DESIGN OF DATA EXTRACTION FORM In designing the data
extraction form, traceability to the RQs of the MLR was ensured.
This approach was necessary to identify relevant elements for
addressing each RQ. Each RQ was systematically mapped to
specific attributes or aspects to clarify the data to be extracted.
For example, in the case of RQ1 (What are the motivations and
benefits of using AIBOMs?), “motivations” and “benefits” were
identified as key aspects. The data extraction form was defined
through brainstorming and discussion among all researchers
contributing to the study. In addition to RQ-specific data, more
generic data such as publication year, contribution type, and

1 https://chromewebstore.google.com/detail/bpjdkodgnbfalgghnbeggfbfjpcfamkf?
utm_source=item-share-cb

2 https://chromewebstore.google.com/detail/fchghbfimckdiapkacfaljimmkojgfhi?
utm_source=item-share-cb

3 https://chromewebstore.google.com/detail/caodelkhipncidmoebgbbeemedohcdma?
utm_source=item-share-cb

4 https://ahrefs.com/backlink-checker
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research type were also extracted, following recommendations
from existing guidelines [69, 98]. Similar to other works [68, 71,
88], a pilot data extraction was conducted on a random sample
of sources to validate and refine the data extraction form.

DATA EXTRACTION PROCEDURES AND LOGISTICS All
sources were imported into two spreadsheets hosted on Google
Sheets, one for each researcher involved in the data extraction. A
new column was added for each field in the data extraction form.
This structure ensured explicit traceability links between the
sources and the extracted data. Two researchers independently
extracted data from the sources in random order, recording all
information necessary to answer each RQ. In cases where dif-
ferent pieces of information were extracted for a given source, a
discussion was planned between the two authors to deal with this
discrepancy. This collaborative process helped ensure the quality
and validity of the extracted data, in line with established guide-
lines for literature reviews [69]. All extracted data are available
in the online supplementary material [9].

7.1.2.4 Data synthesis

During the data synthesis phase, the previously extracted data
were synthesized using qualitative coding techniques [111],
specifically applying open coding followed by axial coding. This
approach is considered to be particularly appropriate for the
data synthesis of GL sources, which often contain rich narrative
content suitable for qualitative synthesis [69].

During the open coding phase, the extracted data for each
tield in the data extraction form were systematically examined,
and descriptive codes capturing the underlying concepts were
assigned. Whenever a new concept emerged (i.e., it was not yet
represented by an existing code), a new code was created and a
corresponding column was added to the spreadsheet. The rele-
vant data segment was then placed into that column. If a concept
had already been coded previously, the new data segment was
added to the existing column for that code. This iterative process
involved constant comparison and refinement of codes to ensure
they accurately reflected the meaning of the data. A balance be-
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tween granularity and abstraction was retained, following best
practices for qualitative analysis [111].

Lastly, axial coding [173, 187] was conducted. This was neces-
sary to group codes identified during the open coding process
into higher-level categories/themes [69]. Together, open and ax-
ial coding enabled the synthesis of the extracted data and the
answering of the RQs.

7.1.3 Reporting the Review

The final phase of the MLR was the reporting of findings. In line
with the guidelines for systematic reviews [69, 98], this phase was
carefully planned to ensure the results are valuable to software
suppliers, choosers, operators, as well as researchers. For each
RQ, the identified codes are presented, organized under their
corresponding broader themes (axial codes). For each code, the
number of sources reporting it is indicated in parentheses. In
addition to listing each code and the number of sources that
mentioned it, information from sources that elaborated on the
code beyond a mere mention is also included.

A single source may contribute to multiple codes (also for the
same RQ). Although codes reported by one or two sources might
not be meaningful, these were reported because it is common in
MLRs (e.g., [19, 101, 138, 174]). They could still offer valuable in-
sights in specific contexts or highlight unique perspectives worth
further exploration. This is especially relevant in the case of Al-
BOM:s, a new and rapidly evolving area where the literature is
still taking shape. For example, novel approaches or early-stage
practices may not yet have gained widespread attention. Includ-
ing low-frequency codes allows for a more comprehensive and
inclusive synthesis that acknowledges the diversity of viewpoints
and experiences present in the current body of knowledge. While
these should be interpreted with caution, they help ensure that
potentially important but underrepresented aspects are not over-
looked and may inform future research directions or practical
discussions.

Implications and actionable insights for software suppliers,
choosers, and operators are also highlighted, as well as possible
future research directions for researchers.
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Figure 7.3: Number of sources published per year (up to February
2025).

Finally, the review dataset was openly shared as supplemen-
tary material [9]. By making the extracted data and synthesis
outcomes available in a structured and publicly accessible format,
transparency is promoted, replication is supported, and reuse or
extension in future studies is enabled.

7.2 RESULTS

This section first reports descriptive statistics from the analyzed
sources, followed by the results for each studied RQ.

7.2.1 Statistics on the Analyzed Sources

Figure 7.3 presents the number of sources published yearly. The
first source was published in 2019, followed by three years of
publication inactivity (2020-2022). Publication activity resumed
in 2023 with nine sources and peaked in 2024 with 25 sources
(more than double the previous year). By February 2025, five
additional sources will have been published, suggesting that the
upward trend will likely continue.

Figure 7.4 shows the distribution of the types of sources for
FL and GL. Blog post is the largest single type of sources, ac-



7.2 RESULTS

(S
AD

0] ‘_’N@V\

a\"\\‘y<l

“
uonejuesald

Figure 7.4: Overview of literature source types using a sunburst chart.

counting for 15 of the 40 sources (37.5%), followed by conference
papers, accounting for 6 of the sources (15%). Both journal and
news articles account for 4 of the sources (10%), while each of
the workshop paper, white paper, pre-print, and presentation
accounts for 2 of the sources (5%). Documentation, poster, and
social media post were found, each accounting for one of the
sources (2.5%).

Finally, Table 7.4 presents the venues—both conference pro-
ceedings and journals—where the FL sources were published,
along with the corresponding publication counts. The FL sources
are published across different venues, with no single venue stand-
ing out as prevailing. The venues with the highest number of
publications—each featuring two papers—are: the IEEE/ACM In-
ternational Conference on Software Engineering, the IEEE/ACM
International Conference on Al Engineering—Software Engineer-
ing for Al, and the ACM Transactions on Software Engineering
and Methodology.
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Table 7.4: Number of FL sources per venue.

Venue #Total
IEEE/ACM International Conference on Software Engineering 2
IEEE/ACM International Conference on Al Engineering—Software Engi- 2
neering for Al

ACM Transactions on Software Engineering and Methodology 2
Concurrency and Computation: Practice and Experience 1
IEEE International Conference on Blockchain 1
IEEE/ACM International Conference on Program Comprehension 1

IEEE/ACM International Workshop on Engineering and Cybersecurity 1
of Critical Systems & IEEE/ACM International Workshop on Software
Vulnerability

International Workshop on Science Gateways 1

The Journal of Defense Modeling and Simulation 1

7.2.2  RQ1. What are the motivations and benefits of using AIBOMs?

Seventeen distinct motivations and benefits for using AIBOMs
were identified, each targeting improvements in either software
systems or processes (see Table 7.5). The following elaborates
on each motivation/benefit, categorizing them into those that
improve software systems and those that improve software pro-
cesses.

7.2.2.1 Improvement of Software Systems

Transparency (35) is the most frequently mentioned motivation
and benefit for using AIBOMs. As Al and Al-enabled systems
become increasingly widespread, it is vital to ensure the trans-
parency of both traditional and Al components [113, 129]. Due
to their nature, AI components are characterized by greater com-
plexity and opacity than traditional software components [92].
AIBOMs achieve transparency by providing a clear and detailed
inventory of all components constituting Al and Al-enabled sys-
tems [81, 105, 160, 170]. This inventory includes models, data
sources, synthetic data, hardware, tools, and methodologies em-
ployed in the development and delivery of the systems [81, 105,
160, 170].



Table 7.5: Summary of codes for RQ1.
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Axial Codes Codes #Total #FL #GL FL Sources GL Sources
Software System Transparency 35 10 25 [15, 21, 107, 139, [16, 20, 30, 48, 54,
Improvement 146, 170, 189, 195, 72,81, 92, 95, 102,

196, 201] 105, 113, 122, 129,
130, 159, 160, 165,
175, 176, 183, 208—
210, 212]
Security 24 4 20 [14, 21, 146, 189] [16, 20, 30, 48, 72,
92, 95, 102, 105,
113, 129, 130, 169,
175, 176, 183, 184,
208, 210, 212]
Responsibility 21 5 16 [106, 107, 146, 196, [30, 48, 72, 81, 105,
201] 122, 130, 159, 160,
165, 169, 175, 176,
184, 209, 210]
Trust 15 4 11 [21, 106, 146, 170] [16, 54, 81, 105,
130, 159, 175, 176,
184, 209, 212]
Accountability 14 6 8 [15, 21, 106, 146, [30, 81, 105, 122,
195, 196] 129, 176, 208, 212]
Traceability 12 6 6 [14, 15, 21, 106, [20, 54, 95, 105,
196, 201] 130, 159]
Safety 10 1 9 [196] [16, 20, 48, 72, 81,
95, 113, 160, 183]
Reproducibility 6 2 4 [106, 170] [72, 81, 105, 176]
Reliability 2 1 1 [106] [159]
Explainability 1 1 o [21]
Software Process Regulatory Com- 21 4 17 [106, 107, 146, [16, 20, 54, 72, 81,
Improvement pliance 196] 95, 102, 105, 122,
129, 130, 159, 160,
175, 209, 210, 212]
Risk Management 19 3 16 [15, 146, 196] [16, 20, 30, 48, 72,
95, 102, 105, 122,
130, 160, 175, 176,
184, 210, 212]
License Compli- 10 3 7 [106, 146, 201] [16, 20, 113, 122,
ance 130, 175, 210]
Procurement 6 1 5 [107] [72, 92, 175, 184,
209]
Collaboration 4 o 4 [72, 102, 175, 210]
Maintenance and 4 1 3 [196] [130, 160, 208]
Evolution
Automation 3 o 3 [16, 30, 54]

AIBOMs can also be used for supporting traceability (12), that
is, to track the provenance of the components constituting Al and
Al-enabled systems [21, 95, 201]. For example, AIBOMs can track
the lineage of Al models, their intended use, where they came
from, and how they were trained [54]. Regarding the various
datasets that might have been employed, traceability enables
the tracking of data flow from its origin to its final storage or

use [106].
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Transparency and traceability enable several other benefits/mo-
tivations for using AIBOMs [160, 183]. For example, an in-depth
understanding of the AI components constituting a given system
could help assess how these components affect reliability (2),
safety (10), or security (24). As for security, AIBOMs facilitate
managing risks originating from vulnerabilities and supply chain
attacks [16, 175]. Since AI models may require software libraries
to run, process inputs and outputs, and use hardware, these
libraries constitute vectors for potential vulnerabilities and sup-
ply chain attacks [16]. A further security risk is represented by
source code generated through AI models trained on compro-
mised datasets [175]. AIBOMs could be leveraged to identify and
track the provenance of code generated by Al models.

Responsibility (21) represents another important motiva-
tion/benefit. AIBOMs help ensure that Al and Al-enabled sys-
tems are developed and deployed responsibly, thus meeting
ethical standards [146, 159, 160]. This is possible because Al-
BOMs can also document considerations about possible biases
or limitations of Al models [81, 105]. Eventually, AIBOMs can
also help determine liability when AI and Al-enabled systems
cause harm or make erroneous decisions [196]. Responsibility is
closely associated with accountability (14). AIBOMs can offer a
tangible record against which stakeholders can be identified and
held accountable for their decisions and operations [106, 146].
AIBOMs ensure accountability as stakeholders would be aware
of the origins, components, and performance metrics of Al and
Al-enabled systems [81, 105]. Such accountability is crucial as so-
ciety demands increasing accountability for such systems, which
are increasingly used commercially and in the public sector [15].

A further motivation for using AIBOMs is building trust (15).
This is achieved by documenting the components constituting Al
and Al-enabled systems, how they work, and how their stake-
holders are safeguarded from potential risks [146, 175, 176]. An
AIBOM (like any other kind of BOM) can also offer enough in-
formation for reproducibility (6). That is, AIBOMs can provide
enough information to recreate/reproduce the Al and Al-enabled
system it describes, including its AI components and their be-
haviors/results [81, 105]. Reproducibility can also involve data,
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e.g., operations to transform a dataset from one version to an-
other [106]. Lastly, an AIBOM could support explainability (1).

7.2.2.2  Improvement of Software Processes

Regulatory compliance (21) was the most mentioned motivation
and benefit for using AIBOMs to improve software processes. As
Al becomes increasingly pervasive, new rules, laws, directives,
and regulations are likely to be introduced and followed [72, 105,
129, 159, 160]. AIBOMs can be pivotal in ensuring and demon-
strating regulatory compliance of Al and Al-enabled systems [72,
105, 129, 159, 160]. In particular, industries subjected to strict reg-
ulations (e.g., healthcare or manufacturing) might benefit from
AIBOM:s to safeguard user data privacy and copyright [81, 105].
Other aspects that might be regulated, and for which AIBOMs
can be useful, relate to provenance. For example, regulations
might impose restrictions on where the training data is sourced,
where the infrastructure is based, or where the AI model is de-
ployed and available for use [105, 106]. Another aspect to which
Al needs to comply is licensing. AIBOMs also document licensing
information and, thus, support license compliance (10). Just like
traditional software components, AI components have (and may
inherit) licenses, which might be very permissive (e.g., Apache
2.0 license) or restrictive (e.g., copyleft licenses) [16]. In addition,
the different parts of an Al model (e.g., training data or architec-
ture) can each be separately licensed [16]. Licensing also involves
Al-generated code [175, 201].

AIBOMs support the automation (3) of software processes. Al-
BOMs are typically distributed as JSON or HTML files [30] and
follow a unified standard like SPDX or CycloneDX [54]. There-
fore, the list of components provided by AIBOMs is structured
and machine-readable [16, 54]. This enables the automat a variety
of activities, such as responding to security incidents [16, 30].
AIBOMs also support collaboration (4) within organizations [72]
and the maintenance and evolution (4) of Al and Al-enabled
systems. The latter motivation/benefit is particularly important
when dealing with AI components because, differently from tra-
ditional software that once deployed remains static in its behavior,
Al models may evolve as they process new data [196].
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AIBOMs can be leveraged for the procurement (6) of Al com-
ponents. For example, a primary concern of the US Army is
adopting the best AI components from industry into their sys-
tems [92, 184]. In doing so, the US Army must be assured about
the safety of the Al models it relies on, especially because it has
to re-train such models for military purposes using sensitive or
classified data [92]. In general, AIBOMs provide support to risk
management (19) by mitigating potential threats emerging from
Al [30, 146, 160, 175, 176]. For example, an AIBOM can help
detect and then address issues like outdated libraries, insecure
dependencies, or issues with datasets or models [176].

Answer to RQ1

The most mentioned benefits for the improvement of software
systems are enhanced transparency and traceability. Both
have important impact for security and safety. In terms
of software process improvement, AIBOMs are particularly
important for regulatory compliance. They are considered
to help organizations meet legal and industry standards,
but also help to increase trust, and aid risk management.

7.2.3 RQ2. What are the laws and regulations related to using Al-
BOMs?

Twenty-one laws and regulations related to the use of AIBOMs
were identified. These laws and regulations were organized into
five broad categories based on the regulatory bodies that pro-
posed them (see Table 7.6). The regulatory bodies are: (i) interna-
tional organizations, (ii) European Union, (iii) United States, (iv)
Canada, (v) Singapore, and (vi) China.

7.2.3.1 International Organizations

The ISO/IEC 42001 - AI Management System Standard (3) was
introduced by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC). It
establishes governance across the Al lifecycle [176]. AIBOMs fa-
cilitate compliance with ISO/IEC 42001 by providing structured
documentation of model provenance, training data sources, and
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Table 7.6: Summary of codes for RQz.

Axial Codes

Codes

#Total

#FL

#GL

FL Sources

GL Sources

International
Organiza-
tions

IEEE Ethical Technology Stan-
dards - P7oxx series

ISO/IEC 42001 - Al Manage-
ment System Standard

National Institute of Standards
and Technology (NIST) AI Risk
Management Framework

[20]

[20, 54, 176]

[54, 130, 176]

Canada

Principles for responsible, trust-
worthy and privacy-protective
generative Al technologies

[165]

China

Basic security requirements for
generative artificial intelligence
service

Measures for the Management
of Generative Artificial Intelli-
gence Services

Personal Information Protection
Law of the People’s Republic of
China

[165]

[81, 165]

[165]

European
Union

EU AT Act

EU General Data Protection Reg-
ulation - GDPR

EU Product Liability Directive
European Medicines Agency

(EMA) Requirements for Med-
ical Devices

[106, 201]

[196]

[20, 54, 81,
122, 129, 165,
176]

[81, 165]

[20]

Singapore

Model ai governance framework
for generative ai

[165]

United
States

California Consumer Privacy
Act

Cyber Supply Chain Manage-
ment and Transparency Act

Internet of Things Cybersecurity
Improvement Act

US Copyright Law

US Executive Order 13960 - Pro-
moting the Use of Trustworthy
Artificial Intelligence in the Fed-
eral Government

US Executive Order 14028 - Im-
proving the Nation’s Cybersecu-
rity

US Executive Order 14110 - Safe,
Secure, and Trustworthy Devel-
opment and Use of Artificial In-
telligence

US Food and Drug Adminis-
tration (FDA) Requirements for
Medical Devices

US Health Insurance Portability
and Accountability Act

[146]

[146]

[201]

[21, 146, 170]

[129, 165]

[122]

[30, 113, 129]

[105, 129,
175]

[20]

[81]
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security controls [176]. AIBOMs can also support the IEEE Ethi-
cal Technology Standards - P7oxx series (1)—developed by the
Institute of Electrical and Electronics Engineers (IEEE)—which
specify the essential documentation required to support ethical
Al handling [20]. Bennet et al. [20] examined the compliance of
the SPDX 3.0 standard with these IEEE and ISO standards. Their
analysis assessed whether SPDX 3.0 includes data fields that cap-
ture the information indicated by these IEEE and ISO standards.
SPDX 3.0 provides data fields for documenting such informa-
tion, although those fields are not mandatory. AIBOMs also align
with the National Institute of Standards and Technology (NIST)
AI Risk Management Framework (3). The governance, trans-
parency, and continuous monitoring led by AIBOMs can help
organizations document risks across the Al lifecycle, ensuring Al
deployments adhere to trustworthy Al principles [176].

7.2.3.2 European Union

The EU is advancing significant regulatory requirements for Al
models as part of the EU AI Act (7). The latter, effective from 1
August 2024, aims to regulate Al by establishing rules for Al and
Al-enabled systems to design and deploy them in compliance
with existing laws and fundamental rights [20]. The EU AI Act
requires that all systems with embedded AI must be assessed be-
fore being put on the market and throughout their lifecycle [81].
This legislation categorizes Al and Al-enabled systems based
on their risk levels and imposes more stringent requirements
on high-risk applications to enhance transparency and account-
ability [20]. Such risks include safety, security, discrimination,
privacy, and licensing [122, 176]. The systems subjected to the
EU AI Act are not limited to software systems, but they may also
include, for example, toys, aircraft, cars, medical devices, and
elevators [81]. The EU Al Act also regulates generative Al [165].
For instance, it mandates that Al-generated deepfake content
must disclose a machine-readable and detectable watermark in-
dicating that such content has been artificially manipulated [165].
AIBOMs enables compliance with regulations like the EU AI Act
by tracking the risks of Al e.g., by identifying components and
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assuring proper documentation for audits [176]. The SPDX 3.0
standard was designed to comply with the EU AI Act [20].

AIBOMs can also facilitate compliance with pre-existing regula-
tions that were not conceived for dealing with AI and Al-enabled
systems. For example, in the case of the EU General Data Pro-
tection Regulation - GDPR (4), AIBOMs can help comply with
general privacy requirements such as the right to be informed,
the right of access, right to rectification, or right to erasure [165,
201]. Further examples of EU regulations that could be facili-
tated by AIBOMs are the European Medicines Agency (EMA)
Requirements for Medical Devices (1) and the EU Product Lia-
bility Directive (1).

7.2.3.3 United States

The US Executive Order 13960 - Promoting the Use of Trust-
worthy Artificial Intelligence in the Federal Government (1)
introduced principles required for understanding Al technologies
used in software systems, including accountability, transparency,
responsibility, traceability, and regulatory monitoring [122]. The
US Executive Order 14028 - Improving the Nation’s Cyberse-
curity (6) paved the way for the large-scale adoption of SBOMs.
It mandated software vendors to distribute the SBOMs of the
software systems commercialized to the US government [30, 170].
Software systems that incorporate Al components must still com-
ply with this regulation and, thus, use AIBOMs. The Executive
Order 14028 was anticipated by previous regulations [146], such
as the Cyber Supply Chain Management and Transparency Act
(1) and the Internet of Things Cybersecurity Improvement Act
(1). More recently, the US Executive Order 14110 - Safe, Secure,
and Trustworthy Development and Use of Artificial Intelli-
gence (3) was released. It aims to shape the priorities for future
laws concerning Al [105]. Similarly to the EU Al Act, the Execu-
tive Order 14110 may require the disclosure of material created
with generative Al, such as via an electronic watermark [175].
AIBOMs following SPDX 3.0 proved to be valid also with respect
to the US Food and Drug Administration (FDA) Requirements
for Medical Devices (1) [20]. AIBOMSs could also help to deal
with copyrighted content in the training of AI models and copy-
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right infringements [201], thus facilitating the US Copyright Law
(1). Other regulations that have been introduced in the US to
regulate Al are the California Consumer Privacy Act (2) and the
US Health Insurance Portability and Accountability Act (1).

7.2.3.4 Canada

Canadian regulators released the guidance Principles for re-
sponsible, trustworthy and privacy-protective generative Al
technologies (1), which enforces requirements related to Al, such
as Al-generated watermarking [165]. This guidance could be
facilitated by AIBOMs.

7.2.3.5 Singapore

Singapore regulators released the Model AI Governance Frame-
work for Generative Al (1), which enforces requirements related
to generative Al, such as Al-generated watermarking [165]. This
framework could be supported by AIBOMs.

7.2.3.6  China

China’s Measures for the Management of Generative Artifi-
cial Intelligence Services (2) resembles an AIBOM-like require-
ment [81]. Accordingly, foundation models embedded in public-
facing Al and Al-enabled systems must be registered with gov-
ernments [81, 165]. China also has other regulations that could
be facilitated through AIBOMSs. These are Personal Information
Protection Law of the People’s Republic of China (1) and the Ba-
sic Security Requirements for Generative Artificial Intelligence
Services (1).
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Answer to RQ2

Standards like ISO/IEC 42001, IEEE P70xx, and the NIST
AI Risk Management Framework promote responsible Al
governance, ethics, and risk management—areas where Al-
BOMs contribute by documenting information related to
Al components. In the European Union, the EU Al Act re-
quires transparency, risk classification, and documentation
for AI and Al-enabled systems. AIBOMs help meet these
demands, as well as those under GDPR, EMA Require-
ments for Medical Device, and Product Liability Direc-
tive. In the United States, several executive orders (including
EO 13960, EO 14028, and EO 14110) and laws (including
Copyright Law, Cyber Supply Chain Management and
Transparency Act, and Internet of Things Cybersecurity
Improvement Act) emphasize Al transparency, security,
responsibility, and accountability. AIBOMs are believed to
guarantee these attributes.

7.2.4 RQ3. What elements are included or worth including in Al-
BOMs?

Based on the open coding, twenty-three elements that are in-
cluded (or worth including) in AIBOMs were identified (see
Table 7.7). These elements were organized into three broad cate-
gories based on whether they pertain to the models, datasets, or
both. The following section elaborates on each of them.

7.2.4.1 Models and Datasets

Identifiers (19) stand out as the most common elements worth in-
cluding in AIBOMs for both models and datasets. These elements
can be used to represent both name and versions of models and
datasets [14-16, 20, 48, 95, 105, 106, 113, 146, 159, 170, 176, 195,
196, 210—212]. Identifiers can be also used to indicate the name
and path of the files with Al-generated code [175].

Other elements worth including in AIBOMs for both models
and datasets are licenses (17). These elements provide a stan-
dardized way of communicating licensing information about
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Table 7.7: Summary of codes for RQs3.

Axial Codes Codes #Total #FL #GL FL Sources GL Sources
Datasets Characteristics 3 1 2 [170] [20, 183]
Processing 8 3 5 [14, 146, 170] [16, 20, 113, 176,
183]
Sensors 3 o 3 [20, 72, 183]
Models Architecture 9 2 7 [146, 170] [16, 20, 105, 113,
159, 208, 211]
Authenticity 9 2 7 [106, 146] [16, 72, 105, 113,
159, 175, 176]
Autonomy 2 o 2 [20, 160]
Explainability 2 o 2 [20, 160]
Performance 4 o 4 [20, 130, 160, 211]
Safety 2 o 2 [20, 160]
Security 6 1 5 [146] [48, 176, 183, 208,
210]
Sustainability 9 1 8 [146] [16, 20, 72, 105,
113, 159, 160, 211]
Training 20 4 16 [146, 170, 195, [16, 20, 30, 92, 95,
196] 105, 113, 129, 130,

160, 176, 183, 184,
208, 211, 212]

Usage 13 2 11 [15, 146] [16, 20, 30, 95, 105,

113, 159, 160, 176,
183, 211]

Models and Authorship 13 3 10 [14, 15, 146] [16, 20, 48, 95, 105,
Datasets 113, 159, 175, 176,
211]

Dependencies 13 1 12 [146] [16, 48, 105, 113,

129, 130, 159, 176,
183, 208, 210, 212]

Ethical Considera- 12 2 10 [146, 170] [16, 20, 72, 105,
tions 113, 159, 176, 210~
212]
Identifiers 19 7 12 [14, 15, 106, 146, [16, 20, 48, 95, 105,
170, 195, 196] 113, 159, 175, 176,
210-212]
Licenses 17 4 13 [15, 106, 146, 201] [16, 20, 30, 48, 95,

113, 130, 159, 175,
176, 208, 210, 211]

Limitations 3 o 3 [20, 160, 211]

Privacy 2 ) 2 [20, 160]

Provenance 12 4 8 [14, 146, 170, 195] [16, 20, 95, 105,
113, 130, 159, 212]

Standards 2 o 2 [20, 160]

Type 10 1 9 [146] [16, 20, 105, 113,
130, 159, 160, 176,
183]

models and datasets, making it easier to comply with license
obligations for Al and Al-enabled systems [16, 20]. Licenses can
also be associated with Al-generated code [175, 201].
Authorship (13) facilitates tracking the origin of components
by identifying their suppliers [20]. Examples of these elements
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are the names of the individuals and/or organizations owning,
curating, managing, or distributing a given model or dataset [16,
20, 113, 211]. In Al-generated code, authorship may relate to the
developer who added such code [175].

Dependencies (13) may indicate any libraries that a given
component relies upon [16, 146]. In the case of AIBOMs, de-
pendencies may indicate the functions, tools, and datasets used
to facilitate the development, training, and deployment of ML
models [208].

Ethical considerations (12) outline how potential ethical con-
cerns are addressed and mitigated, including privacy violations
or racial bias [16, 20, 113]. These concerns can introduce bias
in model predictions [20]. For datasets, ethical concerns may
arise due to: (i) selection bias, where the collected data fails to
represent the target population accurately; (ii) measurement bias,
which occurs when the accuracy of the measurements varies; and
(iii) label bias, when the labels used to categorize the data are
biased in some way [20].

Other elements that help track the origin of components relate
to provenance (12). They can link to the source of the training
datasets or the place where the model can be accessed/down-
loaded, such as Hugging Face [16, 20, 113]. Provenance may also
indicate if datasets pertain to customer, open-source, or synthetic
data [130], as well as the data collection approach (e.g., mining
repositories or interviews) [20].

For any given model or dataset, AIBOMs can support the
inclusion of elements describing its type (10). For models, this
includes indicating whether the asset is, for example, a neural
network, decision tree, text generation system, image processing
model, or a learning paradigm such as supervised, unsupervised,
or reinforcement learning—or a combination thereof [16, 20, 113,
160]. Additionally, the application domain (e.g., computer vision,
healthcare, finance, or automotive) can be specified to provide
further information [20, 160]. For datasets, the type can denote
whether the data is personal or sensitive [130], and may also
include the variety of data formats involved, such as textual
or images [20]. Furthermore, datasets may be characterized by
their structure, distinguishing between unstructured content and
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structured data typically organized in tabular formats or sourced
from relational databases [20].

Limitations (3) can be explicitly documented in AIBOMs to
highlight areas where a model or dataset may fall short [160].
For models, limitations may pertain to factors that impact perfor-
mance negatively [211] or limited generalization to new /unseen
data [20]. In the case of datasets, limitations might include issues
such as class imbalance or overfitting due to insufficient data
diversity [20].

AIBOMs could also report information related to privacy (2).
This would refer to any sensitive personal data processed by a
model or included in datasets [20, 160]. AIBOMs could describe
the methods used to anonymize the dataset or fields in the dataset
(e.g., pseudonymization, k-anonymity, l-diversity, or t-closeness),
the confidentiality level, and the presence of sensitive personal
information [20].

AIBOMs could also report the standards (2) that a system
adheres to [20, 160]. This could prove that the system meets pub-
lished or unpublished standards, such as those developed by ISO,
IEEE, and ETSI [20]. The standards may, but are not necessarily
required to, satisfy legal or regulatory requirements [20].

7.2.4.2 Models

Training (20) stands out as the most common element worth in-
cluding in AIBOMs to document the training phase of the model.
Training information includes the techniques, algorithms, config-
urations, hardware, and software used to develop models, which
are essential for understanding and reproducing results [16, 113,
160, 183]. Key among these are hyperparameters—predefined
settings like learning rate, batch size, and number of layers—
that significantly influence model behavior and performance [20,
30, 130, 160, 170, 176, 183, 184, 211]. Proper selection and tun-
ing of these hyperparameters are crucial for effective learning,
ultimately leading to better predictive performance and more
reliable outcomes [20, 160]. Links to the datasets used to train,
validate, and test the models can also be made explicit [20, 146,
170, 176, 196, 208, 211].
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Other elements worth including in AIBOMs for models relate
to the usage (13) and architecture (9). As for usage, the elements
include the hardware and software required to run the model,
the expected input and output, as well as intended, improper,
or malicious uses [15, 16, 20, 30, 95, 105, 113, 146, 159, 176, 183].
As for architecture, the information of the elements are arranged
into the following four groups:

(i) Model architecture [16, 105, 113, 159]. It provides details on
the specific architecture of the model, including its struc-
ture, layers, nodes, activation functions, and any specialized
components [20, 146, 211]. If applicable, it may also indicate
the name of such architecture, e.g., GPT-J, GPT-1, ResNet-50,
or YOLOv3 [16, 211].

(ii) Architecture family [16, 105, 113, 159, 211]. It details the
model architecture family, such as transformer network,
convolutional neural network, residual neural network, or
LSTM neural network [211]. If applicable, it may also indi-
cate the name of the architecture family or class, e.g., Llama
2 [16, 146].

(iii) Base model [16, 113, 146, 159, 170, 208]. It provides details
on the name, version, and source of the base (or “foun-
dation”) model on which the current model is based, if
any [113, 146]. A base model can act as a starting point
for fine-tuning or transfer learning on specific tasks, thus
it serves as a foundation for building more complex mod-
els [208].

(iv) Parent model [16, 105, 113, 146, 159]. It provides details on
the name, version, and source of the parent model that the
current model is based on, if any [113, 146]

Elements related to the authenticity (9) of a model encompass
certifications, attestations, and verifications—digitally signed by
the model creator—that establish the model’s credibility and
demonstrate compliance with relevant standards and regula-
tions [146]. Such information can also help ensure the integrity of
the model [16, 113, 176] and may be delivered through blockchain-
based mechanisms, such as smart contracts [106]. In the case of
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Al-generated code, authenticity may be expressed as a confidence
level indicating the likelihood that the code was generated by an
Al model [175].

Elements related to sustainability (9) include environmental
impact [16, 20, 113, 159, 160] and, in particular, the energy con-
sumption required to train, fine-tune, and operate Al models [16,
20, 72, 105, 113, 211]. For instance, large language models often
require substantial computational resources; estimates suggest
that a single large language model can release as many carbon
emissions as five cars over their entire life-cycle [20]. This can
lead to significant environmental impact, especially when train-
ing occurs in data centers powered by non-renewable energy
sources [20]. This contributes to carbon footprint and carbon
emissions (e.g., release of carbon dioxide, also known as CO,),
with potential impacts on climate change [16, 20, 113]. Another
relevant concern is using physical resources such as water for
cooling data centers [20]. Energy consumption estimates can be
based on various factors, including details about the computa-
tional resources used (e.g., number of floating-point operations),
training duration, type and quantity of processing units, and
other relevant aspects of the training process [20]. Energy units
may be specified as kilowatt-hours (kWh) or megajoules (MJ),
as well as other alternative units [20]. For example, the training
of a deep learning neural network for image classification has
been reported to consume 980 kWh of energy; fine-tuning con-
sumed an additional 15 kWh; and inference, when the model is
deployed, was reported to consume approximately 8o watt-hours
of energy [20].

Security (6) elements that can be reported in AIBOMs encom-
pass vulnerabilities and other security requirements (e.g., encryp-
tion methods, access controls, and governance measures) [146,
176, 208]. Information about vulnerabilities relevant to the Al
and Al-enabled system (e.g., LLM Vulnerabilities & Exposures)
can be taken from databases such as the NVD and CVE, along
with their severity ratings and potential impact [146, 208]. Met-
rics related to performance (4) can be reported in AIBOMs to
document how the model was evaluated and to guide future
improvements [20, 160]. Common metrics include accuracy, pre-
cision, recall, F1i-score, ROC curve, AUC, MSE, MAE, RMSE,
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R-squared, and relevant benchmarks [20]. AIBOMs may also doc-
ument any trade-offs in accuracy or performance made during
the model’s construction, training, and application [160]. Safety
(2) elements could cover the comprehensive assessment of safety
risks associated with a given system [20, 160]. This includes iden-
tifying and integrating various risk levels and considerations to
better understand and mitigate potential threats posed by each
model [20, 160]. As in SPDX, these risk levels should align with
established regulations, such as the EU General Risk Assessment
Methodology, which supports the implementation of Article 20 of
Regulation (EC) No 765/2008 and aids authorities in evaluating
general system safety compliance [20, 160]. The standardized
safety risk levels are defined as follows:

(i) Serious [20, 160]. Critical risk requiring immediate attention
(e.g., self-driving vehicles);

(ii) High [20, 160]. Significant risk necessitating stringent con-
trols (e.g., adaptive education systems);

(iii) Medium [20, 160]. Moderate risk that warrants balanced
mitigation strategies (e.g., bank loan approvals);

(iv) Low [20, 160]. Minimal risk with limited safety concerns
(e.., shopping recommendation).

Software suppliers are expected to classify their application’s
safety risk level based on the intended use and target audi-
ence [20]. AIBOMs could also describe the level of decision-
making autonomy (2). It relates to whether, and to what extent,
the system can perform a decision or action without human
involvement or guidance [20, 160]. In other words, it should indi-
cate whether humans are involved “in the loop” to validate the
decision-making process of the system with embedded Al [20].
Examples of systems where humans are not in the loop include
self-driving cars, autonomous robots, and virtual assistants [20].
In contrast, systems that typically involve human oversight in-
clude mortgage loan approvals, financial investment decisions,
and applications within the justice system [20]. Explainability
(2) elements could indicate how well it is possible to understand
how the model arrived at its predictions, decisions, or recom-
mendations, and why it made those choices [20, 160]. These
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elements may also report the different explainability mechanisms
that can be used to explain the results from the AI model—e.g.,
SHapley Additive exPlanations (SHAP) and Local Interpretable
Model-Agnostic Explanations (LIME) [20]. The goal of model
explainability is to make Al and Al-enabled systems more trans-
parent, trustworthy, and accountable [20, 160].

7.2.4.3 Datasets

Processing (8) stands out as the most common element worth
including in AIBOMs for datasets. It encompasses all procedures
that led to creating a given dataset before being used [16, 20,
113]. These procedures include data collection, curation, clean-
ing, transformation, augmentation, sampling processes, and up-
date [20, 146, 183]. Detailed information may include methods
for tokenization, normalization, standardization, or deduplica-
tion [20, 183]. As for the update procedures, these can be batch,
real-time (e.g., stock prices), incremental (e.g., social media or
news feeds), or manual (i.e., requiring human verification) [20].

For systems operating in physical domains, sensors (3) used
for data collection can be reported in AIBOMs [20, 72, 183].
This might also involve calibration information and how the
values are stored (e.g., in a key-value format and the names of
such keys) [20]. Other elements related to datasets that can be
included in AIBOMs are the characteristics (3), such as the size
(e.g., in terms of bytes) and labeling [20, 170, 183].

Answer to RQ3

For both models and datasets, the analyzed sources recom-
mend including provenance information, including author-
ship, licensing, or dependencies, as well as limitations,
such as bias or privacy issues. For datasets, it is particularly
important to detail information describing how the dataset
has been processed. For models, relevant elements to include
pertain to their architecture, training, and usage, as well as
authenticity, security, and sustainability considerations.
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Table 7.8: Summary of codes for RQ4.

Axial Codes Codes #Total #FL #GL FL Sources GL Sources
Compliance Enforcing Intellec- 5 1 4 [196] [20, 130, 176, 210]
tual Property
Enforcing Regula- 10 1 9 [146] [16, 20, 95, 102, 122,
tions 130, 176, 210, 212]
Dependability Security-by-Design 9 3 6 [21, 146, 170] [16, 20, 102, 113,
130, 176]
Responding to Vul- 12 3 9 [21, 146, 189] [20, 72, 95, 102, 113,
nerabilities 129, 130, 176, 210]
Supporting  Trou- 3 1 2 [146] [16, 159]
bleshooting
Management Managing AIOps 10 2 8 [146, 195] [16, 72, 95, 130, 159,
Pipelines 183, 210, 212]
Managing Commu- 1 1 o [107]
nication
Managing Models 9 4 5 [15, 139, 146, 196] [20, 72, 130, 176,
210]
Managing  Third- 12 2 10 [139, 146] [20, 30, 92, 113, 129,
party Al Compo- 130, 175, 176, 210,
nents 212]

7.2.5 RQg4. What are the use cases where AIBOMSs are used?

The open coding resulted in the identification of nine use cases
for AIBOMs (see Table 7.8), which were organized into three
broad categories based on whether they pertain to management,
compliance, or dependability. The following section elaborates
on each of them.

7.2.5.1 Management

Managing third-party AI components (12) is one of the most
prominent and well-documented use cases for AIBOMSs. The sup-
ply chain of Al and Al-enabled systems is inherently complex
and involves several third-party components [146]. As more or-
ganizations seek to embed Al into their systems [92], the risks
associated with third-party components become increasingly sig-
nificant [130]. To mitigate these risks, it is essential to properly
evaluate third-party open-source models and datasets before
their adoption [130]. AIBOMs enhance transparency by offering
visibility into the provenance and characteristics of these com-
ponents, enabling proactive assessment and management of the
associated risks [146, 212]. AIBOMs can be used in evaluation
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and procurement processes to identify and select trustworthy
assets [30, 129, 210]. For example, the US Army has planned the
use of AIBOMs to evaluate Al models under consideration for
military applications, to test, retrain, and further evolve these
models as needed [92].

AIBOMs are also expected to play a pivotal role in managing
AIOps pipelines (10) [159, 210]. For instance, they can help en-
sure that AI models are developed, deployed, and maintained in
a responsible and transparent manner [159]. Similar to SBOMs,
AIBOMs should be automatically generated and integrated into
pipelines for auditing and compliance purposes [16, 183]. How-
ever, AIOps pipelines present unique characteristics, such as
the need for continuous training to address data or concept
drift [195].

In general, the use of AIBOMs supports managing models (9),
helping to ensure the quality of the Al and Al-enabled systems in
which such models are embedded [146]. For instance, AIBOMs fa-
cilitate model traceability, lifecycle management, and streamlined
rollback or retraining processes [130]. By documenting specific
versions, dependencies, and configurations of each component,
AIBOMs also enable the identification and mitigation of potential
risks [210].

AIBOMs could also facilitate managing communication (1)
between stakeholders [107]. For example, the standardized re-
porting offered by AIBOMs could be used to inform stakeholders
about the development and design process of Al and Al-enabled
systems [107].

7.2.5.2 Compliance

AIBOMs can be used for enforcing regulations (9). They help en-
sure that AI models meet external regulatory requirements, com-
ply with internal policies and standards, and address customer-
specific compliance needs [16, 95, 130, 146, 210]. Relevant policies
may pertain to privacy [210], ethics [146, 212], and legal frame-
works [146]. AIBOMs can also support enforcing intellectual
property (5). By documenting and scanning license information,
AIBOMs help ensure that AI models comply with intellectual
property rights and usage restrictions [130, 210]. This is valuable
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for various stakeholders. For instance, compliance officers and
auditors can verify that Al and Al-enabled systems adhere to
licensing requirements, while legal counsels can review contracts,
terms of service, and licensing agreements to ensure legal com-
pliance and reduce potential legal risks related to third-party
software components [210]. AIBOMs can also assist in manag-
ing intellectual property concerns related to Al-generated code
by helping detect potential exposure of proprietary or sensitive
information in generative Al inputs and outputs [176].

7.2.5.3 Dependability

AIBOMs can play a critical role in responding to vulnerabili-
ties (12) by enabling their rapid identification and mitigation in
case of cybersecurity incidents [21, 130]. By supporting continu-
ous monitoring, AIBOMs help detect Al-specific vulnerabilities
and adversarial threats—such as backdoors, model drift, or data
poisoning attempts—that may compromise the integrity of Al
and Al-enabled systems [129, 176]. For example, if a business an-
alyst or data scientist discovers that a dataset has been poisoned,
the AIBOM makes it easier to identify all models that interacted
with the compromised data [95]. Another threat type, namely
model evasion attacks, involves manipulating training data or
exploiting weaknesses in the model to bypass security controls
and generate false outputs [210]. With detailed insight into each
component and dependency, development teams can quickly
apply patches and update compromised components [189]. This
proactive identification and response process is essential for pre-
serving model dependability and maintaining the security of the
broader systems in which Al is deployed [189].

In general, integrating AIBOMs into the software develop-
ment lifecycle supports the implementation of security-by-design
principles (9) [130]. As with traditional software systems, build-
ing Al and Al-enabled systems often involves assembling open-
source and commercial components, which may introduce se-
curity flaws [21]. AIBOMs can function similarly to SBOMs by
helping in managing security risks throughout the development
process [21]. By providing detailed visibility into the components
used, AIBOMs enable the selection of models that are better
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tested, more secure, and pose lower risks [16]. They also sup-
port tracking external APIs and libraries, alerting stakeholders
to known vulnerabilities [176]. Additionally, AIBOMs can flag
whether a model was trained on potentially poisoned or compro-
mised datasets [170].

Besides security, AIBOMs can help in supporting troubleshoot-
ing (3). AIBOMs facilitate the rapid identification of problematic
components when model failure or bias occurs, enabling more
effective troubleshooting and enhancing overall system depend-
ability [146, 159]. For instance, AIBOMs can assist in debugging
issues that arise from upstream model changes [16].

Answer to RQ4

AIBOMs are considered to play a pivotal role in managing
third-party AI components by increasing transparency and
facilitating risk evaluation during adoption and procure-
ment. They are also relevant to help managing AIOps
pipelines by enabling responsible, automated, and au-
ditable model deployment. More generally, AIBOMs are
relevant to help in managing models across their lifecycle.
In terms of compliance, AIBOMs contribute to enforcing
regulations, including internal policies and ethical/legal
standards, and intellectual property, by tracking licensing
terms and preventing unauthorized use. As for dependability,
AIBOMs enhance responding to vulnerabilities, includ-
ing adversarial attacks such as backdoors, model drift, or
data poisoning. Using AIBOMs is also important to sup-
port security-by-design practices, enabling better-informed
model choosing and vulnerability tracking throughout de-
velopment.

7.2.6  RQs5. What are the approaches, tool categories, and techniques
to deal with AIBOMs?

Sixteen approaches, tool categories, and techniques to deal with
AIBOMs were identified and organized into six broad categories
based on whether they pertain to AIBOM information sources,



Table 7.9: Summary of codes for RQs.
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Axial Codes Codes #Total #FL #GL FL Sources GL Sources
Standard CycloneDX 10 1 9 [196] [30, 48, 54, 95, 105,
122, 130, 159, 211]
SPDX 10 1 9 [196] [20, 30, 54, 105,
130, 159, 160, 176,
210]
AIBOM Informa- Model Cards 11 3 8 [139, 170, 196] [16, 20, 54, 122,
tion Sources 159, 169, 208, 211]
Datasheets 2 1 1 [196] [20]
Factsheets 1 o 1 [20]
Interactive cata- 1 o 1 [176]
log
Generation Automated 5 1 4 [170] [16, 105, 176, 183]
Manual 3 o 3 [16, 176, 183]
AIBOM generator 1 o 1 [176]
Quasi-AIBOM 1 1 o [170]
generator
Format JSON 3 o 3 [48, 95, 159]
XML 1 o 1 [48]
Consumpion AIBOM  visual- 2 1 1 [146] [159]
izer
Query 1 1 o [15]
Framework Blockchain 2 2 o [106, 196]
Enterprise 1 o 1 [102]

standards, generation, format, consumption, or framework (see
Table 7.9). The following section elaborates on each of them.

7.2.6.1 Standards

Two standards have emerged for structuring AIBOMs: Cy-
cloneDX (10) and SPDX (10). CycloneDX was extended in version
1.5 to support the documentation of Al-related components [95,
122, 159]. Similarly, SPDX introduced support for Al-related
components in version 3.0 [20, 160]. Notably, the SPDX Working
Group—operating under the Linux Foundation—is actively work-
ing to complement the existing SPDX ISO Standard (ISO/IEC
5962:2021), which defines the use of SBOMs to document the
components involved in building a software system [159, 210].
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7.2.6.2  AIBOM Information Sources

Model cards (11), introduced by Ezi Ozoani, Marissa Gerchick,
and Margaret Mitchell in a 2022 blog post [159], may offer a
promising foundation for constructing AIBOMs. Today, major Al
ecosystems use model cards to describe models and datasets [16,
139, 170, 208]. In this respect, Hugging Face presents model
cards that closely align with the goals of SBOMs [16, 211]. Model
cards are considered a valuable documentation framework as
they support understanding, sharing, and improving models
and datasets. However, despite their potential, model cards have
several critical limitations that prevent them from serving as full
replacements for AIBOMs [16, 54]:

* Lack of standardization. There is no widely adopted
schema defining the structure or minimum content of
model cards, leading to inconsistency across models.

¢ Not machine-readable. Most model cards are written as
unstructured text intended for human readers, rather than
for automated processing.

¢ Limited automation. Due to their informal and inconsistent
structure, model cards cannot be reliably generated, parsed,
or integrated into automated pipelines.

In addition, model cards often omit critical metadata—such as the
datasets used for training—undermining key AIBOM use cases
like verifying licensing compliance, identifying security risks,
and ensuring ethical sourcing [169]. Access restrictions further
complicate the use of model cards for AIBOM generation. For
example, accessing the full contents of Hugging Face repositories
may require user authentication, acceptance of Terms of Service,
or other legal agreements [169]. In practice, most model cards
offer limited actionable information, which reduces their overall
utility for AIBOM generation [169]. Nonetheless, existing tools
for model card generation—such as those provided by Hugging
Face and Google’s Model Card Toolkit—could be extended or
integrated to support AIBOM generation [16].

Other information sources that could be a starting point for
generating AIBOMs could be datasheets (2), factsheets (1), and
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interactive catalog (1). The latter may offer a more practical
and user-friendly option to design AIBOMs, making it easy to
navigate and manage components [176].

7.2.6.3 Generation

Ideally, a mature ecosystem of automated (5) AIBOM generators
would enable software suppliers to generate AIBOMs at negligi-
ble cost [183]. However, achieving this level of capability would
require substantial investment in research and development—
estimates suggest that an investment of $2—4 million would be
necessary to define, design, and prototype high-quality AIBOM
tooling [183]. To date, tool support for generating AIBOMs re-
mains scarce, if not nearly nonexistent [170]. In the short term,
some data is likely to be populated in a manual (3) manner until
AIBOM generators become more mature [16]. The cost of gen-
erating an AIBOM manually varies significantly depending on
system complexity [183]. This cost is usually prohibitive for all
but the simplest systems, due to the extensive expertise required
to document all relevant components [183]. This challenge is
further compounded by the fact that much of the necessary infor-
mation may lie outside the deploying organization, particularly
when third-party providers—such as pre-trained model vendors
or dataset suppliers—are involved [183].

Only one AIBOM generator (1) was reported [176]. It is a com-
mercial solution that claims to automatically scan Al ecosystems
across cloud, on-premises, and third-party services, identifying
and cataloging all Al assets, to generate AIBOMs as interactive
catalogs. It is worth mentioning the possibility of leveraging also
quasi-AIBOM generators (1), such as DVC and ML-Flow [170].

7.2.6.4 Format

AIBOM:s are structured files that can be provided in various file
formats. The file formats found to be reported for AIBOMs are
JSON (3) and XML (1).
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7.2.6.5 Consumption

Among the possible consumption tools—software that reads, in-
terprets, and/or uses AIBOM—a visualizer (2) would enable ex-
ploring the content of an AIBOM through an interactive visual in-
terface (e.g., https://aibomviz.aisecurityresearch.org) [146].
Another way to consume AIBOMs would be to query (1) AIBOM
data using technologies such as GraphQL [15]. Consumption
tools would facilitate efficient access, management, and modifi-
cation of the information contained in an AIBOM.

7.2.6.6  Framework

AIBOMs have been envisioned within frameworks. Consider-
ing the decentralized nature of the supply chain, blockchain (2)
could serve as an infrastructure for managing AIBOMs among
diverse stakeholders [106, 196]. For example, a three-tier architec-
ture for blockchain-based AIBOM could comprise three layers:
the service layer, which includes an AIBOM generator for auto-
matically capturing metadata from artifacts; the on-chain AIBOM
layer, which processes business logic via smart contracts; and
the off-chain data layer, where data repositories are maintained
by stakeholders themselves instead of being centralized in the
platform [106].

AIBOMs could also be integrated in enterprise (1) architec-
tures. For example, the Unified Architecture Framework [102],
which is based on work in the defense domain, can support
the systematic definition and organization of the components
in AIBOMs, ensuring that all relevant elements are covered and
properly documented through a common language and set of
concepts.
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Axial Codes Codes #Total #FL #GL FL Sources GL Sources
Consumption Intellectual Prop- 4 1 3 [170] [30, 105, 209]
erty
Security Auditing 2 o 2 [16, 183]
Generation Accuracy 3 1 2 [170] [30, 176]
Available data 3 1 2 [201] [16, 20]
Capturing  Dy- 4 2 2 [195, 196] [122, 183]
namic Aspects
Generators 7 3 4 [139, 170, 195] [16, 20, 30, 122]
Human Aspects Education 3 o 3 [105, 122, 183]
Information Visu- 2 1 1 [14] [16]
alization
Interoperability Interoperability 4 2 2 [170, 196] [72, 183]
with other BOMs
Interoperability 3 1 2 [170] [72, 183]

with other exist-
ing infrastructure

Traceability

Predictions

[14]

[183]

Answer to RQ5

AIBOM files have generally JSON formats. Regarding Al-
BOM information sources, model cards are the most com-
monly referenced starting point for AIBOMs, as they help
document AI models and datasets. However, model cards
face critical limitations such as a lack of standardization,
limited machine readability, and minimal automation. As
for standards, SPDX and CycloneDX are emerging as cru-
cial in supporting Al-specific extensions of SBOMs. For
generation, there is currently limited tool support.

7.2.7  RQ6. What are the limitations and challenges of AIBOMs?

Twelve challenges and limitations related to AIBOMs were iden-
tified and organized into five broad categories based on whether
they pertain to consumption, generation, human aspects, inter-
operability, or traceability (see Table 7.10). The following section

elaborates on each of them.
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7.2.7.1  Generation

The main limitation of current AIBOMs pertains to the lack of
mature generators (7) [16, 30, 170, 195]. This highlights a signifi-
cant market opportunity for developing AIBOM generators [16].
However, there are specific challenges related to the generation of
AIBOMs. One is capturing dynamic aspects (4). While traditional
systems remain static in their behavior once deployed, Al and
Al-enabled systems might behave differently as they process new
data [195, 196]. For example, an AI model could learn from such
new data and make different predictions [195, 196]. In general,
AIBOMs must deal with the co-evolution of data, models, code,
and configurations [195]. Another challenge in AIBOM genera-
tion concerns the available data (3) used to generate AIBOMs.
Data sources and repositories (e.g., Hugging Face) often provide
data that vary widely in both content and structure [16, 201].
When such data is not adequately structured, it must be parsed
from unstructured text, an approach that makes the generation
process difficult and can reduce the reliability of the extracted in-
formation [16]. In other words, a lack of standardization and the
use of multiple sources can lead to accuracy (3) concerns when
generating AIBOMs like false positives and false negatives [30].

7.2.7.2  Consumption

A key challenge in consuming AIBOMs involves concerns around
intellectual property (4). Software suppliers may hesitate to
adopt or fully populate AIBOMs due to fears of exposing in-
formation or losing intellectual property [30, 105, 170]. For in-
stance, experts could reverse-engineer data from AIBOMs to
compromise the vendor’s intellectual property [209]. However,
AIBOMs do not need to be public as they can be kept internal
and shared selectively with verified stakeholders as needed [30].
Another possible challenge in AIBOM consumption relates to
security auditing (2). The latter is fundamentally different for
Al components compared to traditional software components,
such as libraries [16]. Effective auditing would require a secu-
rity database (similar to MITRE’s CVE) tailored to Al-specific
components [183]. Existing databases of Al vulnerabilities are
inadequate for AIBOMs, as they often lack rigorous definitions
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and function more as general collections of security and ethics
incidents [183]. This new security database should define clear
abstractions of Al vulnerabilities and enforce a machine-readable
format, enabling such a database to serve as a reliable data source
for AIBOM-based security audits [183].

7.2.7.3 Interoperability

AIBOMs represent a specialized type of BOM designed to de-
scribe the Al components of the software supply chain; conse-
quently, challenges may arise around interoperability with other
BOMs (4). Different types of software require distinct informa-
tion to be adequately described [170]. For instance, AIBOMs
might not encompass specialized hardware components, such as
graphics processing units (GPUs), necessitating complementary
documentation like Hardware Bills of Materials (HBOM) [183].
Furthermore, with the emergence of quantum machine learning,
future AIBOMs may need to incorporate quantum computing
resources and algorithms as this technology matures and gains
traction in Al applications [72]. The distinction between AIBOMs
and other BOMs extends beyond including additional fields: it
also reflects the unique nature of the information they repre-
sent [196]. AIBOMs also face challenges related to interoperabil-
ity with existing infrastructure (3). This encompasses integration
with established AIOps pipelines across various stages, includ-
ing data collection, data transformation, model creation, model
configuration, and model transformation [170, 183].

7.2.7.4 Human aspects

Human-related challenges of AIBOMs are primarily associated
with education (3). As Al remains an emerging technology, many
in the industry lack a clear understanding of the purpose and
requirements of AIBOMs, highlighting the need for targeted ed-
ucation and awareness [105, 122]. Even with the availability of
mature, automated AIBOM tools, effective integration into AIOps
pipelines would require training IT operations and cybersecu-
rity personnel to use them appropriately [183]. Another possible
human-related challenge involves information visualization (2).
While visual representations such as tables and graphs can effec-
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tively convey insights (e.g., model performance or audit results),
they are difficult to express in machine-readable formats like
JSON [16]. Thus, providing a usable interface alongside struc-
tured data could significantly improve stakeholder engagement
in AIBOMs [14].

7.2.7.5 Traceability

A key limitation of AIBOMs would be tracing predictions (2),
particularly when attempting to attribute specific outputs to mod-
els within complex downstream components [183]. Despite this
challenge, AIBOMs can support inspection and validation by
enabling verifiable claims about contributions within the sys-
tem [14]. Another possible challenge concerns tracking the prove-
nance (1) of Al components throughout the supply chain. This
includes model lineage, i.e., the entire lineage from the current
model to the foundational model to the data [16]. For exam-
ple, the GPT4All-13B-Snoozy-SuperHOT-8K-GPTQ model is de-
rived from Meta’s 13B Llama, fine-tuned with GPT4All’s Snoozy
dataset using Low Rank Adaptation (LoRA), enhanced with
SuperHot adapters for improved context reading, and then quan-
tized for efficient storage and inference [16]. Provenance tracking
is further complicated by inconsistent naming conventions [16].
The absence of standardized, unique identifiers remains a long-
standing issue in traditional software and extends to AI compo-
nents because it hinders the identification of components affected
by a given issue [16].
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Answer to RQ6

Despite the market opportunity, challenges and limitations
related to generation primarily stem from the lack of ma-
ture AIBOM generators. Key issues include the difficulty
of capturing the dynamic aspects of Al and Al-enabled
systems (e.g., evolution of models) and having available
data. Even when available, data could be unstructured or
inconsistent across various sources. Consumption challenges
and limitations involve intellectual property concerns (e.g.,
disclosing sensitive information). Interoperability presents
challenges and limitations both in aligning AIBOMs with
other BOMs (e.g., HBOM) and with other existing infras-
tructure (whose integrating might add further complexity).
Challenges and limitations related to human aspects include
the need for better education around AIBOM.

7.3 DISCUSSION

A prominent theme across both FL and GL is the consensus on Al-
BOMs as a critical mechanism for documenting the components
involved in the supply chain of Al and Al-enabled systems—
ranging from models and datasets to training procedures and
associated risks. The MLR revealed that AIBOMs are not merely
conceptual artifacts but are increasingly supported by concrete
use cases, particularly in high-stakes domains such as healthcare,
defense, and critical infrastructure. Furthermore, the alignment
of AIBOMs with emerging regulations (e.g., EU AI Act, US Exec-
utive Orders, ISO/IEC 42001) underscores their regulatory utility.
For example, AIBOMs help address accountability in Al-enabled
systems, where responsibility is often diffused across multiple
stakeholders in the Al supply chain (e.g., data scientists, model
trainers, infrastructure providers). By providing a structured
and traceable record of data, models, and decisions—including
Al-specific concerns like data lineage, model provenance, and
ethical or environmental considerations—AIBOMs enable clearer
attribution of responsibility, particularly in cases where systems
cause harm or make erroneous decisions.
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However, while motivations and benefits are well-articulated,
practical adoption is hindered by substantial challenges. Chief
among these are the insufficient and fragmented automation sup-
port for AIBOMs generation and consumption. Despite growing
interest in AIBOMs, the MLR reveals a significant lack of mature,
publicly accessible tools. Currently, only one proprietary tool
claims to support AIBOM generation. Overall, AIBOM genera-
tion remains largely manual, fragmented, and prone to errors,
which limits its scalability in practice. On the consumption side,
there are no dedicated tools to support key use cases such as
Al component management, compliance verification, or security
assessment, which further hinders practical AIBOM adoption.
Compounding these challenges is the lack of adequate under-
lying data needed to generate AIBOMs in the first place. While
information sources like model cards and data sheets are dis-
cussed as starting points, they are not yet widely adapted or
integrated into Al development life-cycles. For example, these
information sources only offer partial support for AIBOM gen-
eration and lack both machine-readability and standardization,
which hinders the extraction and synthesis of relevant data to
include in AIBOMs.

Another important insight is the socio-technical nature of Al-
BOMs. Beyond technical traceability and security, they are posi-
tioned as enablers of ethical Al practices and responsible inno-
vation. This multidimensionality introduces both opportunities
and tensions. For example, the same documentation needed for
reproducibility can raise concerns about intellectual property.

Below, the implications of this MLR for software suppliers,
choosers, operators, and researchers are summarized.

SOFTWARE SUPPLIERS AIBOMs offer software suppliers sev-
eral key advantages in managing the complexity of Al and Al-
enabled systems. One of the most significant benefits is the im-
provement of transparency and traceability, which are critical for
addressing security and safety concerns. These attributes enable
software suppliers to identify vulnerabilities, manage risks, and
ensure that Al components are adequately documented through-
out the development lifecycle.
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From a regulatory compliance perspective, AIBOMs play a
crucial role in helping software suppliers meet legal and industry
standards. Standards such as ISO/IEC 42001, IEEE Pyoxx, and the
NIST AI Risk Management Framework emphasize responsible Al
governance, and AIBOMs assist in documenting Al components
to meet these requirements.

SOFTWARE CHOOSERS AIBOMs can effectively support soft-
ware choosers in selecting AI components that align not only
with technical requirements but also with broader organizational,
ethical, and regulatory priorities. By offering structured docu-
mentation on key attributes—such as ethical trade-offs, model
limitations, licensing, and sustainability—AIBOMs make it possi-
ble to evaluate AI components based on transparency, traceability,
and trustworthiness. This level of visibility is particularly impor-
tant in contexts where security, safety, and compliance are critical.
For example, provenance information such as authorship, depen-
dencies, and known bias or privacy concerns enables software
choosers to avoid problematic components early in the selection
process. Similarly, for datasets, details on processing history, and
for models, insights into architecture, training, and intended use,
allow for more comprehensive evaluation and better-informed
decisions.

As global and regional regulatory frameworks evolve—such
as the EU AI Act—AIBOMs provide a mechanism to ensure se-
lected components meet increasing demands for accountability,
risk classification, and documentation. This helps organizations
reduce the risk of non-compliance and positions them to re-
spond more effectively to internal audits and external disclosure
requirements.

AIBOMs are especially valuable when evaluating third-party
Al components, where visibility is often limited. By increasing
transparency during procurement, AIBOMs help assess security
risks, intellectual property constraints, and potential integration
issues—key considerations when choosing components for regu-
lated or mission-critical systems.

Software choosers should select systems with AIBOMs to en-
sure clear accountability across the supply chain, enabling trace-
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ability and responsibility attribution in the event of failures, harm,
or ethical concerns.

SOFTWARE OPERATORS Integrating AIBOMs into develop-
ment pipelines can significantly enhance resilience and reduce
incident response time, particularly in regulated sectors. By pro-
viding greater transparency and traceability, AIBOMs empower
software operators to better identify and mitigate risks such as
vulnerabilities, dataset contamination, and licensing issues in Al
components. These attributes are crucial for ensuring security
and safety, especially in high-stakes environments where rapid
response to incidents is essential.

For software operators, AIBOMs also play a critical role in
ensuring regulatory compliance. As regulations like the EU Al
Act push for greater accountability and transparency, AIBOMs
provide an effective mechanism for managing the risks associated
with Al components. This includes support for internal audits
and ensuring that systems comply with both legal and industry
standards.

More generally, AIBOMs help operators manage third-party
Al components and AIOps pipelines more effectively, enabling
responsible, automated, and auditable model deployment—a
crucial capability for maintaining long-term system performance
and compliance. AIBOMs also contribute to security-by-design
practices, supporting better-informed decisions when monitoring
vulnerabilities throughout their lifecycle. This includes improving
the ability to respond to adversarial attacks, model drift, and
data poisoning.

RESEARCHERS AIBOM research presents both clear gaps and
emerging opportunities that warrant further investigation. One
promising direction is the empirical evaluation of AIBOM solu-
tions. Currently, there is no concrete evidence regarding their
effectiveness in real-world software development scenarios. Em-
pirical studies should assess whether and how AIBOMs enhance
trust, traceability, and regulatory compliance in practice. Compar-
ative analyses across domains—such as healthcare and defense—
could reveal domain-specific requirements, constraints, and adop-
tion barriers.



7.3 DISCUSSION

AIBOMs hold potential for operationalizing Al ethics princi-
ples, including fairness, privacy, bias mitigation, transparency,
and responsibility. Further research should investigate how Al-
BOMs can support accountability through both design-time and
run-time documentation. In this regard, AIBOMs may serve
as transparency artifacts that provide stakeholders with inter-
pretable and verifiable evidence of responsible Al practices.

A critical challenge is the lack of automation in the generation
and consumption of AIBOMs. There is a pressing need for tools
and methods that can automatically extract relevant metadata
from AI development artifacts—such as model training logs,
dataset lineage, pipeline configurations, and source code reposi-
tories. Future work should explore techniques like information
retrieval, provenance tracking, and static/dynamic analysis to
facilitate automated AIBOM generation.

Existing documentation formats—such as model cards (e.g.,
Hugging Face) and datasheets—offer only partial coverage. They
often lack machine readability, semantic standardization, and
integration into broader development workflows. Researchers
should investigate how these artifacts can be extended or harmo-
nized within the AIBOM framework to improve their utility and
interoperability.

Finally, a promising direction for future work would be to
replicate and extend this systematic review with a dedicated
focus on FL. As the body of peer-reviewed research on AIBOMs
continues to grow, a follow-up review centered exclusively on FL
could provide additional insights and strengthen the evidence
base. The search string used in this MLR and publicly available
replication package [9] offer a solid foundation and aid for such
an effort, enabling researchers to build on the presented method-
ology. This would also capture developments that may not have
been present or prominent at the time of the original review.

7.3.1  Threats to Validity

This section discusses potential threats to the validity of the
results. According to the validity schema by Wohlin et al. [194],
these threats can be categorized as construct, reliability, external,
and internal validity. Threats to internal validity are not discussed
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because such threats concern causal relationships [194], and
causality was not investigated in this MLR.

Threats to construct validity could arise from the formulation of
the RQs and the design of the data extraction. To mitigate these
threats, the GQM methodology [17] was followed, as recom-
mended by Garousi ef al. [69], to ensure alignment and traceabil-
ity of the study’s objectives, RQs, and the data extraction form.
Each author independently reviewed the RQs and data extraction
form, with discrepancies resolved through collaborative discus-
sions. Other potential threats to construct validity may relate to
inaccurate data extraction, incomplete coverage of relevant stud-
ies due to limitations in search string, the use of search engines,
and potential researcher bias in applying inclusion, exclusion,
or quality criteria (e.g., [68, 70, 71]). In constructing the search
string, both the most common terms (e.g., AIBOM) and similar
terms used by different authors to refer to related concepts (e.g.,
DataBOM) were included. For the choice of search engines, Sco-
pus, IEEE Xplore, and the ACM Digital Library were selected for
the FL, as they are considered among the top computer science
data sources [135] and are recommended by the guidelines [69,
98]. Google Search Engine was chosen for the GL, in line with
guidelines recommending its use for including GL in systematic
reviews [4, 69]. To further reduce the risk of missing relevant
FL and GL sources, backward and forward snowballing were
employed following the related guidelines [69, 193]. Another
potential construct validity threat might arise from the lack of
empirical rigor in information based on practical experience or
subjective opinion. While this aligns with the broader aims of
MLRs, which intentionally integrate both FL and GL, it is worth
acknowledging potential biases introduced by the heavy reliance
on GL sources. These may include the risk of overstating benefits,
presenting overly optimistic claims without empirical support,
promotional- and marketing-driven content, and a lack of nega-
tive views on AIBOMs. Although the guidelines by Garousi et
al. [69] were followed—which include quality assessment crite-
ria targeting subjectivity and vested interests—some bias may
persist despite these mitigation efforts. Indeed, no sources that
explicitly presented negative views on AIBOMs were found, such
as dissenting or critical perspectives regarding their feasibility.
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Potential threats to reliability validity regard the application of
inclusion, exclusion, and quality criteria. These were mitigated by
having two individuals independently apply the criteria across
all sources. To evaluate the inter-rater agreement, the Cohen’s x
coefficient was calculated, obtaining an almost perfect agreement.
In detail, Cohen’s x was 0.82 for the selection of FL, 0.89 for
GL, and 0.87 overall. These values indicate strong consistency
between raters and support the reliability of the source selection
process. In case of disagreement, the final decision on including
a given source was made through a discussion between the two
authors. All disagreements were successfully resolved between
the two authors who applied the inclusion, exclusion, and quality
criteria. Finally, having data synthesis conducted by a single
researcher may introduce a risk of subjective interpretation.

As for the threats to external validity, the MLR was conducted
using the most popular and recommended data sources for both
FL [69, 98, 135] and GL [4, 69]. Additionally, snowballing was
performed following the related guidelines [69, 193] to identify
further relevant studies. Nevertheless, we cannot claim that all
possible FL and GL sources were examined. For example, some
potentially relevant sources may not have been properly indexed
or may not be freely available. Another potential threat to gen-
eralizability stems from the inclusion and exclusion criteria. For
instance, only sources written in English were included; there-
fore, studies written in other languages were excluded. In this
respect, it is argued that the final set of included sources con-
tained a sufficiently comprehensive and diverse representation
of both academic and practical perspectives. Finally, the findings
based on very few sources (e.g., explainability for RQ1) may have
limited generalizability beyond the specific contexts in which
they were reported (e.g., they may reflect isolated perspectives,
early-stage developments, or context-specific practices rather
than broadly established trends).

DATA AVAILABILITY

The replication package of the study is available online [9].
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ALOHA: A(IBOM) TOOL GENERATOR FOR
HUGGING FACE

This chapter is based on the paper entitled “ALOHA: A(IBoM) tooL
generatOr for Hugging fAce” [51], published in the proceedings of
the 29" International Conference on Evaluation and Assessment in
Software Engineering.

While there exist SBOM generators, AIBOM generation is not
supported by suitable, automated tools. To address this gap, this
chapter presents ALOHA (AIBOM tooL generatOr for Hugging
fAce), a tool that supports the automated generation of AIBOMs
for AI models hosted on Hugging Face. ALOHA mines and
analyzes the content of Hugging Face model cards, extracting
key pieces of information, including the license, the AI model’s
dependencies, the availability of a training dataset, and documen-
tation on bias/fairness. A preliminary evaluation of 312 Hugging
Face models indicates that the quality of the generated AIBOMs
is inherently dependent on the information provided by the au-
thors of Al models. Since ALOHA extracts data directly from
model cards, well-documented and comprehensive Al model and
dataset descriptions enable the creation of more accurate and
informative AIBOMs, underscoring the value of thorough and
consistent documentation.

CHAPTER STRUCTURE. Section 8.1 presents ALOHA. The pre-

liminary empirical evaluation is reported in Section 8.2, while an
overall discussion concludes the chapter in Section 8.3.

8.1 ALOHA

This section outlines the overall workflow of ALOHA, demon-
strates its usage, and discusses its limitations.
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Model_ID

ALOHA —l)  AIBOM.jsON
Dataset
ML Compone%/l\/lodeUD Datasetm\\omponem
ML component Dataset component
generator generator

Figure 8.1: Overview of the ALOHA tool workflow

8.1.1  Workflow

ALOHA—developed in Python 3.10.2—takes as input a string
containing the model ID from Hugging Face in the format au-
thor/model, producing an AIBOM in JSON format compliant with
the CycloneDX standard.

The overall workflow of ALOHA is illustrated in Figure 8.1.
ALOHA first invokes the ML Component Generator, which re-
trieves model-related information and generates the Hugging
Face component following the CycloneDX standard. Specifically,
ALOHA performs the following steps to generate AIBOMs from
Hugging Face:

¢ It performs a request to the Hugging Face API to obtain the
model metadata and the README . md file, which contains the
Model Description and Uses sections from the text description
of the model card.

¢ The extracted information is then mapped to the corre-
sponding CycloneDX fields, forming the model component.

Next, ALOHA checks the model metadata to determine whether
any datasets used for training or testing are specified. If datasets
are present, the Dataset Component Generator is invoked for each
dataset. This component:

¢ Performs a request to the Hugging Face API to obtain
dataset metadata.

¢ Extracts relevant information and maps it to the CycloneDX
data fields, generating the dataset component.
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METADATA » COMPONENT ML model
COMPONENTS » COMPONENT  gatasets 1
°
°
°

ﬁ COMPONENT datasets_n

Figure 8.2: AIBOM Structure

Finally, the model component and all dataset components are
added to the base BOM structure, producing the AIBOM in JSON
format, fully compliant with the CycloneDX standard. The final
structure of the generated AIBOM is shown in Figure 8.2.

8.1.1.1  Mapping Hugging Face Model Card Sections to CycloneDX

A key challenge in creating AIBOMs for models hosted on Hug-
ging Face is the mapping of model card fields to their respective
CycloneDX fields. The model cards are saved in the README . md
file of each model repository and have two key parts, with over-
lapping information: metadata and text description. The metadata
section is represented by a YAML block located at the top of the
model card. It contains structured metadata about the model,
such as tags, tasks, and licenses. The text description section is
written in markdown and provides a more detailed textual de-
scription of the model, including its purpose, performance, and
limitations. Hugging Face provides templates for both metadata
and textual descriptions. These templates allow straightforward
mapping of model card fields to CycloneDX data fields. However,
few models adhere to the text description template, making data
extraction challenging. Some models introduce minor modifica-
tions to section titles, while others adopt a completely different
structure. To address this issue, we analyzed the model cards
of the 10,000 most downloaded models to identify the possible
aliases of the section titles of interest. Since this analysis required
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Table 8.1: Mapping between CycloneDX and Hugging Face for the
component data field in metadata.

CycloneDX Hugging Face
authors author
tags tags
description # Model Description
name modelld
id cardData-> license
name cardData-> license_name
task pipeline_tag
architectureFamily config-> model_type
modelArchitecture config-> architectures
datasets datasets
slice dataset-> type, config, split
type metric-> type
value metric-> value
useCases # Uses
environmentalConsiderations emissions
environmentalConsiderations source

environmentalConsiderations training_type

environmentalConsiderations geographical_location

environmentalConsiderations hardware_used

properties library_name
properties base_model
properties base_model_relation

human intervention, we considered only the titles with at least
20 occurrences.

Once the model information is retrieved, if datasets are spec-
ified, their metadata is extracted, and the relevant details are
mapped into the AIBOM. The model’s information is stored
within the component field of metadata and the dataset infor-
mation within the component field of components. Figure 8.2
shows the final structure of the AIBOM. The final mapping is
presented through Table 8.1 and Table 8.2, where one column
lists the CycloneDX fields and the other shows the corresponding
tields extracted from Hugging Face.
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Table 8.2: Mapping between CycloneDX and Hugging Face for the

component data field in components.

CycloneDX

Hugging Face

contents-> URL

contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties
contents-> properties

description

owners-> organization-> name

owners-> organization-> url

URL of the Model
task_categories
task_ids

language
language_details
size_categories
annotations_creators
language_creators
pretty_name
source_datasets
paperswithcode_id
config_name
data_files-> split
data_files->path
license
license_name
license_link
license_details
description

author

URL to author page

8.1.2 ALOHA in Action

ALOHA can be executed via the command line using the follow-
ing general syntax:

python ALOHA.py <model_ID> -0 <output_dir_path>

¢ <model_ID>: It indicates the model ID from Hugging Face
in the format author/model. This is a required parameter and
must correspond to a valid model identifier.

® <output_dir_path>: It indicates the destination directory
where the output files will be saved. This is an optional
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"bomFormat": "CycloneDX",
"specVersion": "1.6",
"serialNumber": "urn:uuid:47a09005-e737-471b-8ab0-d65461fbd675",
"version": 1,
"metadata": {
“timestamp": "2025-02-28T12:11:23.832568+00:00",
"component": {
"type": "machine-learning-model",
"bom-ref": "lbitLLM/bitnet_bl 58-3B-9f518091-90ea-528e-9efe-15e2f9373a8",
“name": "lbitLLM/bitnet bl 58-3B",

"licenses": [
{
"license": {
“id": "MIT",
"url": "https://spdx.org/licenses/MIT.html"
}
}
1,
"externalReferences": [
{
"url": "https://huggingface.co/1lbitLLM/bitnet_bl 58-3B",
"type": "documentation"
}

1,
"modelCard": {
"modelParameters": {

"task": "text-generation",
"architectureFamily": "llama",
"modelArchitecture": "BitnetForCausallLM",
"datasets": []
}
}
“properties": [
{
"name": "library_name",
“value": "transformers"
}
1
+
"authors": [
{
“name": "lbitLLM"
}

1
}
}

Figure 8.3: Example of an AIBOM for bitnet_b1_58-3B generated us-
ing ALOHA.

parameter; if not provided, the tool will use a default direc-
tory.

Figure 8.3 shows an example of an AIBOM for the Hugging
Face model bitnet_bl_58-3B generated by ALOHA. The Al-
BOM follows the CycloneDX standard, starting with the fields
bomFormat and specVersion, which indicate the format and the
specific version of the CycloneDX. The BOM element has two key
properties: serialNumber and version, which together define
the unique identity of the AIBOM. While the serial number acts
as a unique identifier, the version helps keep track of potential
updates or changes to the BOM. Within the metadata field, there
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is the timestamp representing the exact moment of the AIBOM’s
creation, along with a component object that provides essential in-
formation about the model described. Each component includes a
field called bom- ref, a unique reference to connect the component
to other elements in the BOM. The external references field
provides additional relevant information not directly included in
the BOM itself. In this case, it links to the official documentation
of the model on Hugging Face, offering a direct source for further
details. The modelcard section aims to describe specific aspects
of the model, such as its task, architecture, and datasets used
for training and testing. However, in this example, the model’s au-
thor did not provide these details. Lastly, the properties section
includes additional metadata that does not directly match the
CycloneDX standard (e.g., information about the used library).

8.1.3 ALOHA Limitations

The “quality” of the AIBOMs generated by ALOHA is inher-
ently dependent on the information provided by the authors
of Hugging Face models. Since ALOHA extracts data directly
from model cards, any inconsistencies, omissions, or inaccuracies
in the original documentation will be reflected in the result-
ing AIBOMs. For example, if authors do not provide detailed
descriptions of datasets, architectures, or performance metrics,
the AIBOM will lack this critical information. This reliance on
user-generated content introduces variability in the quality of
the AIBOMs, as not all authors follow the same documentation
standards or provide the same level of detail. Consequently, the
tool’s output is only as reliable as the input it receives, which may
limit its effectiveness in generating comprehensive and accurate
AIBOMs.

Another limitation is that ALOHA was developed specifically
for AI models hosted on Hugging Face, which means its appli-
cability to other platforms or ecosystems may be limited. Other
platforms may have different standards or templates for model
documentation, which could make it difficult to directly apply
the tool without significant modifications.
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8.2 PRELIMINARY EMPIRICAL EVALUATION

This section presents a preliminary empirical evaluation of
ALOHA.

8.2.1  Study Design

The goal of this preliminary empirical evaluation is to study
ALOHA with respect to the generated AIBOMs for the purpose of
assessing their completeness in terms of data fields. The perspec-
tive is that of researchers interested in the supply chain of AI and
Al-enabled systems. The context consists of Al models publicly
hosted on Hugging Face.

Based on the aforementioned goal, the following high-level RQ
was formulated and studied:

RQ. To what extent the AIBOMSs generated by ALOHA report all the
expected data fields?

This RQ aims at assessing whether the AIBOMs generated by
ALOHA report all the expected data fields and, if not, why. This
is because AIBOMs generated through ALOHA may not report
information for each data field in case such information is lacking
on Hugging Face.

The Hugging Face API Endpoints [61] and the associated
Python wrapper, namely huggingface_hub [62], were leveraged
to search for the models for which to generate the AIBOMs.
Hugging Face was queried to retrieve the list of all hosted mod-
els, along with information about their number of downloads
and likes. To avoid the risk of selecting personal or inadequate
models, models with at least 100 downloads and at least 100
likes on Hugging Face were retrieved. These inclusion criteria
are commonly used to mitigate the perils of mining software
repositories [93, 139]. Eventually, a total of 1,643 models was
retrieved, which represent the study population. Due to the large
size of this population, a statistically significant random sample
with a confidence level equal to 95% and a margin of error equal
to 5% was built. The size of this sample was equal to 312.
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Table 8.3: Number and percentage of documented and missing data
fields in the generated AIBOMs.

Documented Field Missing Field

Case

Sum %  Sum %
authors 312 100 o o
tags 312 100 0 0
description 134 42.95 178 57.05
license 284 91.03 28 8.97
task 206 94.87 16 5.13
architectureFamily 217 69.55 95 30.45
modelArchitecture 213 68.27 99 3173
datasets 88 28.21 224 7179
performanceMetrics 41 13.14 271 86.86
useCases 77 24.68 235 7532
environmentalConsiderations 2 0.64 310 99.36
library_name 298 95.51 14 449
Total 2,274 60.74 1,470  39.26

8.2.2 Ewvaluation Results

Table 8.3 shows the number and percentage of data fields that
were reported (documented) and not reported (missing) in the
AIBOMs generated from the models of the sample. The data
fields authors and tags are always documented, while license,
task, and library_name appear in over 9o% of the AIBOMs.
Following, architectureFamily and modelArchitecture appear
almost in 70% of the AIBOMs, while description in about 40%
of them. The data fields datasets, performanceMetrics, and
useCases appear in between 10% and 30% of the AIBOMs. Lastly,
environmentalConsiderations appears in less than 1% of Al-
BOMs.

These results indicate that the data fields that are mostly
reported in the generated AIBOMs refer to the informa-
tion of the model card that can be (i) reported by the
author of the model or (i) inferred directly by Hugging
Face based on the information available in manifest/config-
uration files. The data fields that can be inferred by Hug-
ging Face are authors [61], tags [63], library_name [64],
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task [65], architectureFamily [66], modelArchitecture [66],
and environmentalConsiderations [60]. These data fields are
among the most documented in the generated AIBOMs, ex-
cept for environmentalConsiderations, which is the least docu-
mented data field. In fact, it might be inferred only for the models
using the AutoTrain feature [59], but only one model in the sam-
ple used it (although there is no environmentalConsiderations
for that model).

A qualitative analysis of the missing data fields in the gener-
ated AIBOMs was conducted to better understand the reasons
why they were not reported. This analysis involved a manual
inspection of the content of the model cards on Hugging Face
and open coding to categorize the causes of missing data fields.
That is, for each missing data field, a “code” explaining the rea-
son why that data field was missing was assigned. The causes of
missing data fields were eventually classified with three codes:

* Code o1 - Missing Information. Information for the data field
is not available anywhere in the model card.

¢ Code 02 - Misplaced Information. Information for the data
field is available in a section of the model card that is not
mapped to that data field.

* Code 03 - Restricted Access to Information. Direct access to the
model card on Hugging Face, which is required to extract
the information for generating the AIBOMs, is not allowed,
as there are conditions to be accepted.

Table 8.4 shows the classification of missing data fields based
on the aforementioned codes. The results indicate that the data
tield library_name is always missing due to Code o1, while
task, architectureFamily, environmentalConsiderations are
missing in over 9o% of the AIBOMs due to the same code. Fol-
lowing, modelArchitecture, datasets, and useCases are missing
between 80% and 90% of the AIBOMs due to Code o1. Due to
the same code, the data fields license and performanceMetrics
are missing between 60% and 70% of the AIBOMs, while
description is missing in about 26% of them. As for Code 02, the
data field description is missing in about 70% of the AIBOMs,
while license and performanceMetrics are missing between
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Table 8.4: Number and percentage of missing data fields in the gener-
ated AIBOMs grouped by codes.

Code o1 Code o2 Code 03

Case

Sum % Sum % Sum %
description 46 2584 122 6854 10 5.62
license 19 67.86 9 3214 o o
task 15  93.75 1 6.25 o o
architectureFamily 89 93.68 6 6.32 o o
modelArchitecture 89 89.9 10 10.1 o o
datasets 194 86.61 30 13.39 o] o
performanceMetrics 170 6273 101  37.27 o o
useCases 200 8511 33 14.04 2 085
environmentalConsiderations 305 98.39 5 1.61 o o
library_name 14 100 0O o o o
Total 1,141 77.62 317 21.56 12 0.82

30% and 40% of them. Following, modelArchitecture, datasets,
and useCases are missing between 10% and 20% of the AIBOMs
due to Code 02. Due to the same code, all other data fields are
missing in less than 10% of the generated AIBOMs. Only two
data fields are missing due to Code 03, namely description and
useCases, which happened in about 6% and 1% of the gener-
ated AIBOMs, respectively. Summing up, about 77.62% of the
data fields are missing due to Code o1, 21.56% due to Code
02, and 0.82% due to Code 03. ALOHA was not able to report
the expected data fields of all the generated AIBOMs because
the needed information was not reported in the corresponding
model cards.

The results of the investigation indicate that the missing data
tields in the generated AIBOMs are mainly due to a lack of the
associated information in the model cards. On the other hand,
a portion of the data fields is missing because the associated
information is documented in unexpected sections of the model
cards; therefore, their model cards do not follow the template
recommended by Hugging Face, and no mapping with those
sections has been identified. Lastly, some data fields in the gener-
ated AIBOMs were missing due to restrictions in accessing the
associated information of the model cards; in these cases, the
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authors of the models limited access upon acceptance of certain
conditions (e.g., sharing of contact information by those who
want to access the information).

8.2.3 Threats to Validity

As for threats to construct validity, ALOHA was not evalu-
ated with respect to generating subfields of AIBOMs. That is,
given a data field (e.g., environmentalConsiderations) consist-
ing of several subfields (e.g., emissions, source, training_type,
geographical_location, and hardware_used), ALOHA was con-
sidered to have generated that data field whether it contained
information for at least one of its subfields. This threat to valid-
ity is not a concern given the nature of the investigation, i.e., a
preliminary empirical investigation.

As for threats to conclusion validity, a statistically significant ran-
dom sample of Hugging Face models with at least 100 downloads
and at least 100 likes—using a 95% confidence level and a 5%
margin of error—was built. The analysis of samples is common
in empirical research to avoid analyzing the entire population of
interest (e.g., [44]). However, it might pose a threat to conclusion
validity because the randomness of the sample selection process
does not rule out selection bias, i.e., the selected AI models may
not fully represent the population under investigation.

As for threats to external validity, the results might not be gener-
alizable to the generation of AIBOMs from AI models hosted on
platforms other than Hugging Face. However, this is beyond the
current features of ALOHA. Also, the results reflect the state of
documentation of the model cards on Hugging Face at the time
the investigation was conducted (i.e., February 2025). Replica-
tions of this investigation at a later time might lead to observing
different results, for example, due to changes to the model cards
or the hosting of new Al models on Hugging Face. Lastly, con-
sidering Al models that are popular on Hugging Face might not
fully represent documentation practices across all of Hugging
Face.
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The increasing complexity of Al-driven software necessitates ro-
bust mechanisms for ensuring transparency, traceability, and
security. ALOHA represents a considerable step forward by
enabling the automated generation of AIBOM, leveraging the
widely adopted CycloneDX standard.

The preliminary evaluation demonstrated that ALOHA is ca-
pable of extracting and organizing relevant data fields from
Hugging Face model cards, including both metadata and free-
text descriptions. However, inconsistencies in documentation
and missing metadata remain significant challenges. In other
words, the “quality” of the AIBOMs generated by ALOHA is
directly influenced by the information provided by the owners
of the Al models. Since ALOHA pulls data directly from the
model cards, any discrepancies, omissions, or inaccuracies in the
original documentation are reflected in the resulting AIBOMs.
This underscores the critical role of high-quality, detailed inputs
from Al model authors, as they directly impact the completeness
and accuracy of the resulting AIBOMs. As documentation prac-
tices continue to improve and collaboration with the community
strengthens, ALOHA is well-positioned to produce increasingly
reliable and informative AIBOMs.

DATA AND TOOL AVAILABILITY

ALOHA is available open-source under the Mozilla Public Li-
cense 2.0 License on Zenodo [40] and GitHub [41]. The replication
package of the preliminary empirical evaluation is also available
online [39].
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OVERALL DISCUSSION

This chapter links the results from the single studies to the ob-
jectives of the thesis and subsequently outlines the implications
for researchers, software suppliers, software consumers, and
software operators.

9.1 LINKING RESULTS AND OBJECTIVES

In the following, for each objective, the main results are summa-
rized.

9.1.1 Oz1. Understanding the current state of practice of SBOM and
AIBOM to support the management of the supply chain of
software and Al systems

The results for O1 pertain to knowledge-seeking empirical re-
search [172]. These are presented as key findings in framed boxes,
with SBOM discussed first, followed by AIBOMs.

9.1.1.1 Current state of practice of SBOM to support the management
of the supply chain of software and Al systems

Finding #1

While the adoption of SBOMs remains limited, it is exhibit-
ing a consistent upward trajectory.

Although SBOM adoption remains low, interest from both
the software industry and the open-source communities is in-
creasing [156-158], particularly as a means to improve supply
chain management. One likely explanation for the current low
adoption is the lack of clear incentives for organizations to adopt
SBOMs [99, 170, 195]. For example, open-source systems are still
not required to provide SBOMs [170]. Another contributing fac-
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tor may be limited awareness and understanding of SBOMs and
software supply chain regulations, especially in regions such as
Italy [156]. In contrast to the United States, where awareness is
higher—partly due to regulatory drivers such as Executive Order
14028 on Improving the Nation’s Cybersecurity [186]—Italy cur-
rently lacks similarly strict requirements. The European Union
has been moving in this direction only recently, for example, with
the Cyber Resilience Act [56] (entered into force in December
2024), which aims to enhance software supply chain transparency,
security, and accountability.

Finding #2

Multiple SBOMs can be generated for the same software
system.

It is not uncommon to find multiple SBOMs generated for
the same software system [157, 158]. This can occur for several
reasons. SBOMs may be made available in different file formats,
such as JSON or XML, to support compatibility with a variety
of consumption tools. Moreover, these file formats can be ma-
nipulated with a variety of tools, enabling stakeholders without
specialized technical skills to engage with the software compo-
nent inventory [156]. Another reason is that multiple SBOMs may
be generated to account for different deployment contexts, cap-
turing variations in hardware and software configurations—such
as targeting specific operating systems or processor architectures.
Additionally, variations in software components may arise to
meet regulatory compliance requirements [156]. For instance, cer-
tain countries may enforce specific legal or security regulations
that constrain which features or components can be included in
deployed software. As a result, a particular functionality may
be available in one country but omitted in another, leading to
different SBOMs for each localized version of the software. Lastly,
SBOMs can exist in both development and release phases: they
may be maintained under version control during the develop-
ment lifecycle and also published as part of the official release
artifacts. These factors contribute to the coexistence of multiple
SBOMs for a single system, each serving a distinct purpose or
audience.
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Finding #3

SBOMs may not conform to their declared standard version.

Not all SBOMs fully comply with their declared SBOM stan-
dard versions [157, 158]. For example, integrating SBOMs within
software supply chain frameworks may introduce deviations
from the standard SBOM schema. When SBOMs are not valid
with the expected standard version, tools that consume SBOMs—
such as vulnerability scanners, license compliance analyzers, and
other automated supply chain tools—may fail to process or ac-
curately interpret the data—e.g., in case such tools expect strict
adherence to the SBOM standard. This would undermine the
capabilities of tools consuming SBOMs, reducing the practical
benefits that SBOM adoption is intended to provide.

Finding #4

Guidelines on how SBOMs should be distributed are over-
looked.

SBOMs should accompany every official release of software
systems and be updated with each code change to ensure accu-
racy and relevance [117, 171]. Regular and timely distribution of
SBOMs is critical for maintaining transparency throughout the
software supply chain, enabling key use cases such as effective
vulnerability management, compliance verification, and risk as-
sessment. Despite these recommendations, evidence suggests that
they are frequently overlooked or not widely understood [157,
158]. This lack of adherence significantly undermines the poten-
tial benefits of adopting SBOMs, limiting their effectiveness in
supporting the software supply chain.

Finding #5
Some SBOMs omit the primary component that identifies

the software system they represent, and others exclude
component data entirely.

Some SBOM:s fail to describe the primary component [157,
158], despite NTIA guidance stating that an SBOM must include
at least one primary component—i.e., the software system the
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SBOM represents [114]. Declaring the primary component is
essential for accurately documenting direct and transitive depen-
dencies. Furthermore, SBOMs should list all direct dependencies
of the primary component and either include transitive dependen-
cies or provide enough detail to resolve them recursively [185].
Without this information, it becomes difficult to distinguish be-
tween direct and transitive dependencies, undermining SBOM
use cases.

More concerning is the presence of SBOMs that omit all
component-level information entirely [157, 158]. In other words,
some SBOMs may not report any information about components
whatsoever. This represents a fundamental misuse of the SBOM
concept, severely undermining its value and rendering such arti-
facts ineffective for key use cases.

Finding #6

Guidelines on the minimum data fields that SBOMs should
contain are overlooked, with supplier names rarely in-
cluded.

According to the NTIA’s guidelines [185] issued by the United
States Department of Commerce, an SBOM should include, for
each component, the component name, version, supplier name,
and unique identifiers. Additionally, metadata about the SBOM
itself must be provided, such as the identity of the SBOM author-
ing entity, the date and time of generation, and unique identifiers
for the SBOM document. These fields, referred to as NTIA’s min-
imum data fields [185], represent baseline information necessary
to uniquely and unambiguously describe software components.
This foundational data enables effective tracking across the soft-
ware supply chain and supports integration with other data
sources (e.g., vulnerability databases or license information).

However, most SBOMs appear not to report all NTIA’s mini-
mum data fields [157, 158]. Among these fields, unique identifiers
are consistently present—Ilikely due to their ease of generation
and native support in SBOM generators. Most SBOMs rely on
purl and, to a lesser extent, CPE for component identification,
while SWID tags are virtually unused. On the other hand, the
supplier name seems to be the least frequently reported data field.
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According to Xia et al. [195], one of the reasons for not reporting
all NTIA’s minimum data fields is the unavailability of data to
feed SBOMs. Nevertheless, NTIA guidance recommends that, in
such cases, the absence of data should be explicitly asserted by
the SBOM author [185]. Despite this, explicit non-assertion of
missing data fields appears infrequent [157, 158].

Finding #7

Recommended data fields are scarcely reported in SBOMs,
including component hashes and licenses.

According to the NTIA’s guidelines [185], a comprehensive
SBOM should, for each component, include the component hash,
the life cycle phase indicating when and from where the data was
collected, non-default component relationships, and license infor-
mation. However, current SBOMs largely fail to report all of these
recommended data fields [157, 158]. In particular, information
on the life cycle phase is virtually absent [157, 158].

Only a few SBOMs include component hashes [157, 158], and
even fewer report multiple hashes (generated using different
hashing algorithms) for the same component. However, hashes
are critical for identifying and linking components to external
data sources (e.g., vulnerability databases) [185], helping address
challenges related to component renaming and whitelisting. Fur-
thermore, hashes serve as a security mechanism for verifying the
integrity of components by detecting unauthorized modifications.
Including multiple hashes enhances interoperability by increas-
ing compatibility with third-party tools and external systems
that rely on specific hashing algorithms [12].

Similarly, the inclusion of license information in SBOMs is
limited [157, 158]. One likely reason is the limited capability of
SBOM generators to accurately retrieve licensing data. Indeed,
the management of software license remains largely manual, even
in the absence of SBOMs [156]. While a systematic comparison be-
tween SPDX and CycloneDX generators has not been conducted,
the higher incidence of licensing information in SPDX SBOMs
suggests that SPDX SBOM generators may be more effective at
extracting and incorporating license metadata.
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Finding #8

Vulnerabilities are virtually never reported in SBOMs.

Although prior studies have highlighted the value of en-
riching SBOMs with vulnerability information [67, 170, 195,
199], such information is virtually never reported in current
SBOMs [157, 158]. While best practices recommend storing vul-
nerability information—including exploitability—in dedicated,
linked artifacts like VEX documents, the latter appears to be
unused. Several factors may contribute to this lack of vulnera-
bility information. First, software suppliers may be reluctant to
publicly disclose vulnerabilities due to reputational concerns or
fears that such disclosures could serve as roadmaps for attackers.
Second, SBOM generators may lack support for automatically
retrieving and integrating up-to-date vulnerability data from rel-
evant sources. Lastly, vulnerability data may already be reported
by security tools [67, 156], but integration into SBOMs is hin-
dered by the absence of standardized formats or interoperability
mechanisms.

Finding #9

SBOM generators are seeing growing adoption, especially
through seamless integration with build processes and
CI/CD pipelines.

Standard creators (i.e., SPDX and CycloneDX) and forges (e.g.,
GitHub) are working to make available to software suppliers
convenient tools for SBOM generation [44, 45, 157, 158]. In the
open-source communities, in particular, a wider adoption of
SBOMs via build-integration tools (e.g., Maven) and CI/CD tools
(i.e., GitHub Action) was observed compared to the adoption of
SBOMs via libraries [157, 158]. This is probably due to the ease of
use of both build-integration and CI/CD tools: the former allows
SBOM:s to be generated when building a software system, while
the latter when a certain event occurs (e.g., push) [156]. Moreover,
it can be expected an increase in the adoption trend of SBOMs
since, on March 28, 2023, GitHub has introduced a new feature to
export SBOMs that allows anyone with read access to a GitHub
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repository to generate an SPDX SBOM by clicking on a button
on the dependency graph page of the repository [75]. This self-
service feature not only enables on-demand SBOM generation
but could also be integrated into CI/CD pipelines and build-
automation processes. Therefore, it can be expected that more
open-source software systems will adopt SBOMs in the future.

Finding #10

SBOM generators yield inaccuracies.

One of the primary limitations of current SBOM generators is
the inaccuracies in the SBOMs they generate [156]. This concern
aligns with Xia et al. [195], who identify the limited availabil-
ity and capabilities of SBOM tools as a key barrier to broader
adoption. These inaccuracies negatively affect the fidelity of com-
ponent representations.

For instance, GitHub’s SBOM generator exhibits significant—
and worsening—accuracy issues due to the limitations of the
underlying SCA mechanisms [44, 45]. Such inaccuracies are not
merely technical inconveniences, as they increase the risk of
undetected vulnerabilities and license compliance violations,
potentially leading to security breaches or legal consequences.
The misrepresentation of dependencies arises from various er-
ror types [45], mostly caused by limitations in dealing with
the information from metadata and package managers of soft-
ware systems. These errors include unindexed dependencies, re-
named components or suppliers, inconsistent component naming
conventions (e.g., hyphen “—" vs. underscore “_"), unexpected
packaging structures, and archived components that have been
removed from indexing.

Finding #11
Mitigating SBOM inaccuracies may involve using multiple

generators although validating SBOMs remain a critical
step.

The use of multiple SBOM generators can improve the com-
pleteness of component information provided in SBOMs [156].
This is because multiple tools may produce different SBOMs, each
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identifying different sets of components. By leveraging multiple
generators, suppliers can increase the likelihood of detecting all
relevant components and their associated information. However,
this approach necessitates merging the outputs from different
tools into a unified SBOM, which can be challenging due to
potential inconsistencies or contradictions between individual
SBOM:s. Therefore, validation is a critical step [156].

Finding #12

SBOMs enable fine-grained tracking and management of
software components.

Traditionally, software documentation is used to produce and
distribute the component inventory of software systems [156].
This documentation can take the form of spreadsheets that man-
ually record metadata such as component versions and licensing
information [156]. However, manual entry introduces the risk
of inaccuracies, as the documented information may not reflect
the actual components present in the source code. Documenta-
tion may also include UML diagrams—such as component or
class diagrams—which provide structural overviews but lack the
granularity needed to describe lower-level components, such as
libraries [156]. In contrast, SBOMs enable a finer-grained repre-
sentation of software composition, capable of capturing informa-
tion at the level of libraries and even individual files—though
file-level documentation is virtually absent in practice [157, 158].
SBOMs hold significant potential for managing software compo-
nent inventories at fine-grained levels (e.g., reused code snippets).

9.1.1.2 Current state of practice of AIBOM to support the manage-
ment of the supply chain of software and Al systems

Finding #13

AIBOMs are experiencing growing interest.

AIBOMs are experiencing growing and sustained interest
across both research and industry domains [155]. While initially
a niche topic, recent years have witnessed a noticeable surge in
attention, reflecting a broader recognition of their relevance in
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addressing the challenges associated with Al The upward trend
suggests that AIBOMs are evolving from a conceptual idea into
a practical and widely adopted technology, and this momentum
is expected to continue.

Finding #14

AIBOMs can enhance the quality, security, and trustwor-
thiness of Al and Al-enabled systems and processes by
increasing transparency, supporting regulatory compliance,
enabling effective risk management, and clarifying account-
ability among stakeholders.

The improvement of software systems and processes through
the use of AIBOMs is increasingly recognized as a critical en-
abler for building secure, reliable, and trustworthy systems [155].
Transparency and traceability play a foundational role in enhanc-
ing the security, safety, and reliability of such systems [155]. By
offering a detailed and structured inventory of all components
involved—ranging from datasets and Al models to hardware
and development tools—AIBOMs make the inner workings of
Al and Al-enabled systems more visible and understandable.
This also helps addressing accountability in Al and Al-enabled
systems, where responsibility is often diffused across multiple
stakeholders in the supply chain (e.g., data scientists, model
trainers, infrastructure providers). By providing a structured
and traceable record of data, models, and decisions—including
Al-specific concerns like data lineage, model provenance, and
ethical or environmental considerations—AIBOMs enable clearer
attribution of responsibility, particularly in cases where systems
cause harm or make erroneous decisions. This level of visibility
directly supports provenance tracking, risk mitigation, and the
identification of potential issues across the supply chain.

In terms of software process improvement, AIBOMs are par-
ticularly valuable for ensuring and demonstrating regulatory
compliance, especially as Al and Al-enabled systems increasingly
fall under the scope of emerging laws, directives, and industry-
specific standards [155]. AIBOMs help organizations align with
both legal obligations and ethical expectations. Furthermore, Al-
BOMs contribute to broader process goals such as trust-building,
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responsible Al development, and risk management, while also
enabling automation, collaboration, and maintenance through-
out the software lifecycle [155]. In this way, AIBOMs not only
enhance the technical quality of Al and Al-enabled systems but
also promote organizational readiness and accountability in an
evolving regulatory and technological landscape.

Finding #15

AIBOMs can help ensure compliance with Al regulations
and governance standards.

As Al becomes increasingly embedded into software systems,
regulatory bodies and standards organizations worldwide are
establishing frameworks to ensure the responsible development
and deployment of Al. AIBOMs can play a crucial role in sup-
porting compliance with these evolving legal and technical re-
quirements [155]. For example, AIBOMs align with international
standards such as ISO/IEC 42001 and the IEEE P7oxx series,
which emphasize principles of Al governance including trans-
parency, accountability, and risk mitigation.

In the European Union, the EU Al Act introduces binding
requirements for risk classification, transparency, documentation,
and post-market monitoring, particularly for systems using Al,
particularly those deemed high-risk. These requirements extend
to both software and physical systems such as medical devices,
vehicles, and industrial equipment. AIBOMs facilitate compliance
by offering a verifiable inventory of system components and
associated risk factors, thus supporting conformity assessments
and audits. Moreover, AIBOMs can facilitate compliance with
pre-existing EU laws that intersect with Al (e.g., GDPR, EMA
Requirements for Medical Device).

In the United States, a series of executive orders—e.g., Execu-
tive Order 13960 on Promoting the Use of Trustworthy Artificial
Intelligence in the Federal Government, Executive Order 14028
on Improving the Nation’s Cybersecurity, and Executive Order
14110 on Safe, Secure, and Trustworthy Development and Use
of Artificial Intelligence—underscore the federal government’s
commitment to Al accountability, transparency, and risk manage-
ment. Other jurisdictions are also advancing Al-specific gover-
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nance. For instance, Canada and Singapore have released policy
frameworks addressing generative Al, including requirements
for content transparency and watermarking. China mandates the
registration of foundation models in public-facing systems and
imposes strict data protection and safety regulations.

Finding #16

For both AI models and datasets, AIBOM should include
provenance information, including authorship, licensing,
and dependencies, as well as limitations, such as bias or
privacy considerations.

Detailed provenance information for both Al models and
datasets in AIBOMs serve to trace the lineage and origin of
artifacts by capturing aspects such as authorship (e.g., suppliers),
licensing terms, and dependencies on other Al models, datasets,
or libraries [155]. They may also reference the data source (e.g.,
synthetic, open-source, or customer-provided), the data acqui-
sition method (e.g., mining, scraping, manual annotation), or
platforms hosting the artifacts (e.g., Hugging Face).

Complementing provenance, the explicit documentation of
limitations is equally critical [155]. Limitations pertain to known
shortcomings of AI models or datasets, such as generalization
failures, dataset imbalance, biases (e.g., label or selection bias), or
issues arising from restricted data diversity. Moreover, AIBOMs
can include specific disclosures related to privacy risks, such as
the presence of sensitive data or the methods applied to ensure
data anonymization. By documenting provenance and limita-
tions, AIBOMs contribute to the transparency, accountability, and
trustworthiness of Al-enabled systems.

Finding #17
For AI models, AIBOM should include information about

their architecture, training, and usage, as well as authentic-
ity, security, and sustainability considerations.

AIBOMs should comprehensively describe the architecture of
Al models [155]. This encompass the specific model architecture
(e.g., structure, layers, activation functions), the broader architec-
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ture family (e.g., transformers, CNNs), and the identification of
any base or parent models used as foundations for development
or fine-tuning. Training information should document the full
range of technical configurations used during model develop-
ment, including algorithms, hyperparameters (e.g., learning rate,
batch size), software and hardware environments, and links to
the datasets used in training, validation, and testing [155].

Usage-related information should clarify both the operational
context and constraints of the Al models, such as the expected in-
puts and outputs, supported hardware/software, and any known
or anticipated cases of misuse or adversarial application [155]. Au-
thenticity can be established through cryptographic mechanisms
like digital signatures, certifications, or attestations, which verify
the origin, integrity, and trustworthiness of a model, and may
be supported by blockchain-based infrastructures [155]. Security
information should document known vulnerabilities, associated
mitigations, and applied security mechanisms (e.g., encryption,
access control), referencing public vulnerability databases (e.g.,
CVE, NVD) where applicable [155].

Sustainability concerns relate to the environmental footprint of
model training and deployment, including energy consumption,
carbon emissions, and resource usage such as water for data cen-
ter cooling [155]. AIBOMs may quantify these using standardized
units (e.g., kWh, MJ) and report the contributing computational
factors, such as GPU hours or training duration. Incorporating
these dimensions into AIBOMs enhances the transparency, re-
producibility, and ethical stewardship of Al models, ultimately
fostering greater accountability and responsible Al development.

Finding #18

For datasets, AIBOM should document all procedures ap-
plied to data prior to its use in training or evaluation of Al
models.

The procedures applied to datasets encompasses the entire data
preparation pipeline, starting from initial acquisition to the final
state in which the data is used for the training or evaluation of Al
models [155]. These procedures typically include data collection
strategies, curation processes to select or filter relevant sam-
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ples, cleaning to remove noise or inconsistencies, transformation
techniques for restructuring or reformatting data, augmentation
to synthetically expand the dataset, and sampling methods for
selecting representative subsets. In addition, mechanisms describ-
ing how the dataset evolves over time—whether through batch
updates, real-time feeds (e.g., stock market data), incremental
additions (e.g., social media or news streams), or manual inter-
ventions that require human oversight and verification—should
be described as well.

In systems that interface with the physical world, AIBOMs
may also document the sensors used to collect data [155]. This
includes not only the type and function of the sensors but also
calibration parameters and the structure in which sensor data
is stored—such as key-value pairs and the naming conventions
for those keys. Additionally, AIBOMs can capture key dataset
characteristics, such as overall size (e.g., in bytes or number of
records) and labeling information (e.g., indicating whether and
how data points are annotated for supervised learning tasks).

Finding #19

AIBOMs can be used to manage Al components, ensuring
compliance, and enhance dependability.

AIBOMs are increasingly recognized as critical means for the
management of Al and Al-enabled systems [155]. For example,
AIBOMs can play a pivotal role by enhancing transparency into
the provenance, configuration, and licensing of external models
and datasets of third-party Al component. This visibility supports
risk-aware decision-making during the evaluation, procurement,
and integration of Al assets, helping organizations mitigate legal,
ethical, and operational risks associated with external depen-
dencies. Beyond procurement, AIBOMs can contribute to AIOps
pipeline management [155], where they facilitate the automated,
auditable, and secure deployment of Al models. Integrated into
CI/CD workflows, AIBOMs have the potential to support contin-
uous model validation and retraining, particularly in dynamic
environments subject to data or concept drift. This ensures that
Al and Al-enabled systems are not only deployed responsibly but
are also continuously monitored and updated in line with evolv-
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ing performance and compliance requirements. More broadly,
AIBOMs can support Al model lifecycle management by enabling
traceability, rollback, and version control.

From a compliance standpoint, AIBOMs serve as mechanisms
to enforce regulatory, ethical, and organizational policies [155].
Legal and compliance teams can use AIBOMs to review contrac-
tual terms, track adherence to internal guidelines, and prevent
regulatory violations—especially in regulated industries such
as healthcare, defense, or finance. AIBOMs can enable struc-
tured governance and facilitate cross-stakeholder communica-
tion, providing standardized and interpretable documentation
that bridges the gap between technical teams, auditors, legal
departments, and end-users.

In terms of dependability, AIBOMs can bolster security-by-
design practices by enabling early identification of vulnerabilities
such as model poisoning, backdoors, or adversarial manipula-
tion [155]. They have the potential to allow for fine-grained au-
diting in the event of a breach or model failure, helping identify
cornpromised components, trace the root causes of anomalous
behavior, and support fast remediation. AIBOMs can also alert
stakeholders to the use of insecure third-party libraries or out-
dated dependencies, fostering a proactive approach to Al and
Al-enabled system hardening. Furthermore, they can support
troubleshooting and debugging by linking model behavior to
upstream changes in components, configurations, or datasets,
enabling more efficient fault diagnosis and system recovery.

Finding #20
AIBOMs adopt structured, machine-readable formats like

JSON and XML and are supported by SPDX and CycloneDX
standards.

Similar to SBOMs [156-158], AIBOMs are typically represented
in structured file formats such as JSON and, to a lesser extent,
XML [155]. These formats facilitate the handling of component in
a machine-readable manner, which is essential for downstream
processing and integration with other tools in the supply chain.
As with SBOMs [157, 158], SPDX and CycloneDX have emerged
as the leading standards for structuring AIBOMs. CycloneDX
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introduced support for Al-specific metadata in version 1.5, while
SPDX incorporated similar extensions in its 3.0 version.

Finding #21

AIBOM generators are lacking, and their development is
hindered by challenges in capturing the dynamic behavior
of Al components and ensuring access adequate data.

Despite growing market interest, tool support for AIBOM
generation remains sparse [155]. Current AIBOMs appear being
manually generated, which is costly, time-intensive, and difficult
to scale—particularly when third-party models or datasets are
involved. As a result, AIBOM generation remains fragmented,
error-prone, and impractical.

Several challenges hinder the development of AIBOM genera-
tors [155]. One major issue is the need to capture the dynamic
nature of Al and Al-enabled systems—especially their capacity
to evolve over time [155]. Unlike traditional software systems,
which typically exhibit static behavior post-deployment, Al and
Al-enabled systems can adapt as they are exposed to new data.
For instance, a model might update its internal state or pre-
dictions based on this new data, complicating traceability and
documentation.

Another critical challenge lies in data availability and qual-
ity [155]. Resources such as model cards, datasheets, factsheets,
and interactive catalogs are emerging as important sources for
AIBOM generation [155]. However, these artifacts vary signif-
icantly in content, structure, and format. For example, while
model cards offer a promising foundation, they are often non-
standardized, written in unstructured formats, and not readily
machine-readable, making automated parsing difficult. In cases
where such data is not adequately structured, the generation
process relies heavily on text extraction techniques that may
introduce inaccuracies. This approach that makes AIBOM gener-
ation process difficult and error-prone.
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Finding #22

AIBOM consumption tools are lacking, and their devel-
opment is hindered by challenges in the handling and
availability of data.

On the consumption side, there are no dedicated tools to sup-
port key use cases such as AI component management, compli-
ance verification, or security assessment, which further hinders
practical AIBOM adoption [155].

Several challenges hinder the development of AIBOM con-
sumption tools [155]. One major issue involves concerns around
intellectual property. Since AIBOMs can expose detailed infor-
mation about Al components, there is a risk that proprietary
technologies could be reverse-engineered.

Security auditing poses another challenge for AIBOM con-
sumption [155]. Unlike traditional software components, Al com-
ponents may require fundamentally different approaches to secu-
rity evaluation. Existing vulnerability databases are inadequate
for this purpose, as they lack clear definitions of Al-specific
security issues.

Compounding these challenges is the lack of adequate under-
lying data needed to generate AIBOMs in the first place [155].

Finding #23

Interoperability challenges arise in aligning AIBOMs with
other BOMs and existing infrastructures.

Interoperability challenges pertain aligning AIBOMs with
other types of BOMs (e.g., HBOMs) and in integrating AIBOMs
with existing software and operational infrastructures [155]. En-
suring compatibility between AIBOMs and other BOM formats
demands more than schema alignment; it necessitates recon-
ciling fundamentally distinct informational domains. Likewise,
integrating AIBOMs into operational pipelines—such as AIOps
workflows encompassing data preparation, model training, con-
figuration, and deployment—may necessitate revisiting such
pipelines to accommodate AIBOMs.
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Finding #24

Human-related challenges of AIBOMs center on the lack of
education and awareness.

Challenges and limitations related to human aspects and Al-
BOM:s include the need for better education and awareness [155].
This educational gap extends beyond basic technical literacy;
it encompasses a broader understanding of the socio-technical
implications, ethical responsibilities, and regulatory expectations
tied to AIBOM adoption. Many practitioners, even those famil-
iar with traditional SBOMs, may struggle to grasp the unique
role of AIBOMs in ensuring Al transparency, accountability, and
compliance. Consequently, the absence of standardized training
programs or educational resources hinders consistent implemen-
tation across organizations.

9.1.2 O2z. Improving the tooling of SBOM and AIBOM to support
the management of the supply chain of software and Al systems

To better support the management of the software supply chain,
SBOMs and AIBOMs should evolve beyond their current limita-
tions by capturing more granular, diverse, and trustworthy infor-
mation about software and Al components. Traditional SBOMs
tend to operate at a coarse level of granularity, typically listing
third-party packages, libraries, or modules used within a sys-
tem. While this provides a basic overview of dependencies, it
overlooks a wide range of critical artifacts—such as reused code
snippets, models, and datasets—that may introduce a variety of
risks (e.g., legal, security, environmental, or ethical). Improving
SBOMs/AIBOMs involves enhancing their ability to capture and
represent the different types of components that may constitute
software systems.

One key area for improvement lies in incorporating traceable
information about external code reuse, particularly from infor-
mal sources such as Q&A forums. Developers frequently copy
and adapt code snippets from platforms like Stack Overflow, but
these small fragments often go undocumented in current SBOMs.
To address this, new tools and techniques must be developed
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to identify, attribute, and document such reuse instances in a
standardized and machine-readable format. For example, AIR-
BORNE [127] is a SBOM generator capable to combine static
code analysis, repository mining, and clone detection to recog-
nize self-admitted Stack Overflow references and embed them
into SBOMs. Capturing this level of detail adds transparency
to development practices and supports better legal compliance,
especially in relation to licensing and intellectual property con-
cerns.

AIBOMs are still in their infancy, and the tool support is even
worse than SBOMs. ALOHA [51] marks an important initial step
toward the development of practical AIBOM generators, demon-
strating the ability to extract and structure key information from
Hugging Face model cards (and related metadata). It effectively
processes both structured metadata and unstructured free-text de-
scriptions, organizing them into a machine-readable format that
supports greater transparency and traceability of AI components
within the software supply chain. However, model cards are in-
consistently structured and frequently lack critical information
such as the training datasets or known limitations. To enhance
the effectiveness of AIBOMs in software supply chain manage-
ment, it is essential to ensure the availability of high-quality data
sources and to develop robust tools capable of systematically
extracting, validating, and structuring this information. Equally
important is the promotion of consistent and comprehensive doc-
umentation practices among model developers, as the accuracy
and completeness of AIBOMs heavily depend on the quality of
the underlying model metadata. Moreover, standardizing the
metadata fields and aligning them with widely adopted formats
like CycloneDX can improve interoperability and allow AIBOMs
to be easily integrated into broader supply chain management
workflows.

9.2 IMPLICATIONS AND FUTURE DIRECTIONS

The obtained results have implications for several stakehold-
ers, in particular, software suppliers, choosers, operators, and
researchers. The remainder of this section delineates the implica-
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tions for each of them, as well as for groups of them where the
same implications apply to more than one stakeholder.

9.2.1 Software Suppliers, Choosers, and Operators

ADOPT SBOMS AND AIBOMS Software suppliers, choosers,
and operators can take advantage of SBOMs and AIBOMs to doc-
ument component information at different levels of granularity,
including at the library level, which cannot be effectively repre-
sented by common software documentation (e.g., UML diagrams),
as well as Al-specific components (e.g., models, datasets) [155,
156].

MONITOR SOFTWARE SUPPLY CHAIN REGULATIONS As
SBOM and AIBOM adoption becomes increasingly critical—
driven by emerging regulations such as the EU Cyber Resilience
Act [56] or the EU Al Act [58]—software suppliers, choosers, and
operators will need to stay ahead of new software supply chain
requirements. Therefore, they must remain vigilant and well-
informed about software supply chain regulations. To support
this, organizations should leverage dedicated communication
channels—such as internal newsletters—to disseminate timely
and relevant regulatory updates [155, 156].

PAY ATTENTION TO THE CONTENT OF SBOMS AND AIBOMS
Software suppliers, choosers, and operators must account for the
possibility that SBOMs and AIBOMs may contain inaccuracies or
omissions in the reported components, potentially undermining
critical use cases such as vulnerability assessment and license
compliance analysis [44, 45, 155].

9.2.2  Software Suppliers

GENERATE SBOMS AND AIBOMS Software suppliers are likely
to face increasing pressure to generate and distribute SBOMs,
including AIBOMs, driven by growing demand from major stake-
holders and regulatory requirements—particularly those intro-
duced by government agencies [155, 157, 158]. To stay ahead
of these, suppliers should proactively integrate SBOM and Al-
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BOM generation into their development pipelines in anticipation
of potential compliance mandates. Tools such as the cyclonedx-
maven-plugin and spdx-maven-plugin can be easily integrated
into projects that already use Maven as a package manager, re-
quiring minimal effort [157, 158]. Software suppliers should also
consider to augment their SBOMs with fine-grained informa-
tion like explicit code reuse from Q&A and software repository
platforms. In this regard, AIRBORNE [127] may come in handy;,
although it currently supports only explicit code reuse from
Stack Overflow. As for AIBOMs, software suppliers may consider
ALOHA [51]. We made both AIRBORNE and ALHOA open-
source available on GitHub, so that anyone may contribute to
their growth and diffusion.

GENERATE SBOMS AND AIBOMS USING WELL-ESTABLISHED
FILE FORMATS Software suppliers should generate SBOMs
and AIBOMs using widely adopted and well-supported file for-
mats, such as JSON or XML [155-158]. Since no universally ac-
cepted file format exists, they could also use multiple file formats
to improve interoperability across the SBOM toolchain.

GENERATE SBOMS AND AIBOMS TAILORED TO SPECIFIC
DEPLOYMENTS Software suppliers should generate and dis-
tribute SBOMs tailored to each supported hardware or software
configuration to accurately represent the components required to
deploy/run that software [157, 158]. Generating distinct SBOMs
for different deployment targets enhances the precision of the
reported components. A similar consideration can be done for
AIBOMs [155].

USE MULTIPLE SBOM AND AIBOM GENERATORS Software
suppliers can improve the completeness and correctness of their
software component inventories by leveraging multiple SBOM
and AIBOM generators, although validating the resulting SBOMs
and AIBOM:s still requires manual effort [155, 156].

MAINTAIN AND DELIVER UP-TO-DATE SBOMS AND AIBOMS
Software suppliers should distribute SBOMs, including AIBOMs,
following the NTIA’s recommendations [117], including deliver-
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ing updated SBOMs at each code change and release version [157,
158].

VALIDATE GENERATED SBOMS AND AIBOMS  Software suppli-
ers should check the compliance of the SBOMs and AIBOMs they
generate with respect to their declared standard and version [155,
157, 158]. To that end, convenient tools like sbom-utility [36]
might come in handy to them.

DATA FIELDS THAT ARE WORTH INCLUDING IN SBOMS AND
AIBOMS  Software suppliers should list the primary compo-
nents and their direct dependencies in SBOMs [157, 158]. The
NTIA’s minimum data fields should be considered as non-
negotiable and always include them [157, 158]. In case a data
field cannot be provided (e.g., the supplier name is unknown),
software suppliers should explicitly assert the missing/unavail-
able information as per NTIA’s guidelines [185]. Additionally,
software suppliers should include NTIA’s recommended data
fields in their SBOMs [157, 158], ensuring that each component
includes license information. If a component’s license is not avail-
able, it should be manually added. Software suppliers should
also provide more than one hash (each generated with a different
hashing algorithm) for each component reported in their SBOMs.

Similar considerations apply to AIBOMs, as they are SBOMs
specialized in describing Al components. While specific guide-
lines for AIBOM data fields have yet to be established, software
suppliers should consider including information about model
performance and limitations, model architecture (encompassing
architecture family, base model, and parent model), training and
testing datasets and procedures, as well as ethical and sustainabil-
ity considerations (e.g., privacy risks, racial biases, environmental
impact, or energy consumption) [155].

INCLUDE VULNERABILITY INFORMATION IN SBOMS/AIBOMS
orR VEX Following NTIA recommendations [116], software
suppliers should integrate information on vulnerabilities in
SBOMs/AIBOMs or by using data structures linked to them
like VEX [155, 157, 158].
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9.2.3 Software Choosers

LEVERAGE SBOMS AND AIBOMS DURING PROCUREMENT
Software choosers should leverage SBOMs and AIBOMs dur-
ing the procurement of software components to evaluate the
security, compliance, and traceability of such components [155,
156]. They should also require that SBOMs and AIBOMs in-
clude all essential information—such as the NTIA’s minimum
and/or recommended data fields—to support a broad range of
use cases [157, 158]. As regulatory demands increase, especially
in highly regulated domains, SBOMs and AIBOMs are likely to
become mandatory procurement requirements [157, 158].

9.2.4 Software Operators

LEVERAGE SBOMS AND AIBOMS IN CI/CD PIPELINES TO
MITIGATE RISKS Software operators should integrate SBOM
and AIBOMs into their CI/CD pipelines to monitor eventual
risks [155-158]. For example, to identify components that need
to be updated due to being deprecated or affected by vulnerabili-
ties, or for software license compliance [156]. In case of AIBOMs,
risk management involves Al-specific issues, including dataset
contamination, adversarial attacks, model drift, and data poison-

ing [155]-
9.2.5 Researchers

IMPROVE THE TOOLING FOR GENERATING SBOMS AND AI-
BoMs SBOM and AIBOM generators remain underdeveloped.
Most SBOM generators focus on representing coarse-grained
components, such as software libraries and packages. Researchers
need to make a concerted effort to include fine-grained compo-
nents in SBOMs, such as Al-generated code and code reused
from Q&A or software repository platforms. In this regard, AIR-
BORNE represents an important first step. It demonstrates that
augmenting SBOMs with fine-grained provenance data—such as
explicit references to Stack Overflow and the files that include
them—can be automated, resulting in richer traceability. On the
other hand, tools for generating AIBOMs are nearly nonexistent.
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Our AIBOM generator, ALOHA, shows that automated extrac-
tion of data from collaborative Al platforms like Hugging Face
can produce structured AIBOMs that capture models, datasets,
and their relationships. However, this approach alone is insuf-
ficient for widespread AIBOM generation. Further research is
needed to develop more comprehensive tools for generating
AIBOMs on a broader scale.

IMPROVE THE ACCURACY OF SBOM AND AIBOM GENERATORS
Research should aim to develop reliable, automated SBOM and
AIBOM generators [155, 156]. This may require improving the
underlying SCA mechanisms used to identify and track software
components [44, 45]. Researchers should also improve and make
available convenient, high-quality data sources for SBOM and
AIBOM generation [44, 45, 155]. However, existing data sources
may contain incorrect or incomplete information which, if used
to populate an SBOM/AIBOM, could result in a non-compliant
or inaccurate SBOM/AIBOM [156-158]. For example, this issue
is particularly critical when the SBOM/AIBOM should include
vulnerability information, where accuracy is essential [157, 158].
In the specific case of AIBOMs, the need for approaches that
can automatically extract relevant data from Al artifacts—such
as model training logs or dataset lineage—is even more critical
because existing information sources—such as model cards [51]—
provide only partial coverage, lack machine readability, and lack
standardization [155].

TRACK CODE REUSE  Researchers should enhance SBOM/AI-
BOM generators to detect a broader range of code reuse, includ-
ing implicit or unattributed reuse of code from sources like Q&A
and software-repository platforms or Al-generated code [51, 127,
156].

UNIQUE IDENTIFIERS FOR SUPPLIERS Researchers should
establish mechanisms for globally identifying suppliers. This
would facilitate the retrieval of supplier information from exter-
nal databases when generating SBOMs and AIBOMs [155, 157,
158]. Currently, suppliers are often poorly reported [157, 158],
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likely due to the lack of global identification standards similar to
those used for components (e.g., CPE or purl).



CONCLUSION

This thesis investigated how Software Bill of Materials (SBOMs)
and Artificial Intelligence Bill of Materials (AIBOMs) are gener-
ated and used to support software supply chain management,
with the twin goals of understanding current state of practice
and developing supporting tools. To this end, qualitative and
quantitative methods were employed: semi-structured interviews
with practitioners, mining of open-source repositories, an em-
pirical evaluation of a widely used SBOM generator (GitHub's
SBOM generator), and a Multivocal Literature Review (MLR) on
AIBOMs. Two supporting tools were also designed, implemented,
and empirically evaluated: AIRBORNE for fine-grained SBOMs,
which links source files to Stack Overflow provenance, and
ALOHA for AIBOMs derived from Hugging Face model cards.

Empirical evidence from industry interviews shows that aware-
ness of SBOM principles and relevant regulations is limited
among practitioners, and that adoption is still nascent even where
software supply chain risks are recognized. The mining study
of public GitHub repositories corroborates this: SBOM genera-
tion is increasing but remains rare. Many produced SBOMs lack
the minimum required or recommended data fields, including
vulnerability information. The empirical assessment of GitHub’s
SBOM generator revealed concrete technical causes for inaccu-
rate SBOM content: oversimplified processing by the underly-
ing Software Composition Analysis (SCA) mechanisms leads to
misidentification and misprofiling of components. The MLR on
AIBOMs highlights parallel dynamics in the Al ecosystem: Al-
BOMs promise improved transparency and regulatory alignment
for models and datasets, but tooling is immature, interoperability
is poor, and stakeholder understanding is uneven.

AIRBORNE and ALOHA instantiate two practical paths for-
ward. AIRBORNE demonstrates that augmenting SBOMs with
fine-grained provenance data—explicit references to Stack Over-
flow and the files that include them—can be automated and
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yields richer traceability. ALOHA shows that automated extrac-
tion of data from collaborative Al platforms like Hugging Face
can produce structured AIBOMs that capture models, datasets,
and their relationships. Both tools succeeded in their targeted
evaluations, but their deployment also surfaced challenges.
Taken together, the results suggest clear implications for prac-
tice and research. For researchers, improving SBOM/AIBOM
generators includes richer identification of component types and
better handling of transitive and non-code artifacts. For soft-
ware suppliers, choosers, and operators, the evidence supports
stronger guidance on the adoption and use of SBOM and AIBOM.
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