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ARTICLE INFO ABSTRACT

Keywords: Blockchain is the technology on the basis of the recent smart and digital contracts. It ensures at this system
Biometrics the required characteristics to be effectively applied. In this work, we propose a novel encryption scheme
Smart contracts specifically built to authorize and sign transactions in digital or smart contracts. The face is used as a biometric
Iliizk;i}:)ittrics key, encoded through the Convolutional Neural Network (CNN), FaceNet. Then, this encoding is fused with
Biometricsignature an RSA key by using the Hybrid Information Fusion algorithm (BNIF). The results show a combined key that
Encryption scheme ensures the identity of the user that is executing the transaction by preserving privacy. Experiments reveal
RSA that, even in strong heterogeneous acquisition conditions for the biometric trait, the identity of the user is

Information Fusion
Authentication scheme
an accuracy of 94%.

ensured and the contract is properly signed in less than 1.86 s. The proposed ECB2 encryption scheme is also
very fast in the user template creation (0.05s) and requires at most four attempts to recognize the user with

1. Introduction

In recent times there was a flood of interest in blockchain due to
the new frontiers of its applications [1,2]. The original idea at the
basis of this technology was introduced in 1982 by David Chaum [3]
but found its applicability only in 2008 thanks to Satoshi Nakamoto,'
becoming the core system of the crypto coin Bitcoin. Blockchain is,
for its definition, a growing list of data blocks linked together and
protected by cryptography; a distributed ledger recording transactions
between involved parts in a permanent and verifiable manner [4].
No intermediaries are needed, transaction costs are lowered, and the
security related to operations is enhanced thanks to the consensus
reached among the network nodes. The concept of consensus and
security in transactions represents the core of the main critical points
of this new technology [5]. The most used consensus algorithm is
the Proof-of-Work, in which miners validate transactions by founding
blocks through computation [6]. Once written in a block, data cannot
be altered without modifying all subsequent blocks, since this would re-
quire the consensus of the majority of the nodes in the network. Despite
the Proof-of-Work makes malicious activities inconvenient, some nodes
of the network can still produce concurrent blocks simultaneously,
introducing a “fork” in the chain [7], that is, a malicious deviation
of the main chain that guarantees the consistency and integrity of
the system. However, the solution at this problem, identified as full
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ASIC-resistant decentralization [8], results to be an energetically costly
process [9,10]. In this case, the Proof-of-Stake consensus mechanism
comes into play, allowing the selection of the block creator in the
function of its “reliability” [11].

The above set of problems and solutions are inherited by Digital or
Smart Contract, which is a blockchain-based software solution aimed
at realizing contracts [12]. The main platform that allows its usage
is Ethereum [13], whose computational power is paid through the
accounting unit called Ether (ETH). The Digital or Smart Contract
is used, e.g., for managing electoral systems, financial markets, or
intellectual properties, and its validity is guaranteed by the blockchain
technology. Its Proof-of-Work mechanism and decentralization are sim-
ilar to Bitcoin [14], but the amount of information to write on blocks
is larger, and users can program contracts by defining custom rules
and policies through the Solidity programming language [15]. In the
case of the digital coin, another criticism can be observed: double-
spending. Though double-spending, malicious users can spend the same
currency at least twice [16-18]. Some of the attacks that can be found
in this category are the 51% attack; the race attack; the finney attack;
the alternate history attack; the vector 76 attack. Penalties represent
the common mitigation technique used against the double-spending
problem applied considering the amount of time in which a block is
hidden from the blockchain network.

Correspondence to: University of Salerno, Via Giovanni Paolo II, 132 - 84084, Fisciano (SA), Italy.


http://www.elsevier.com/locate/jisa
http://www.elsevier.com/locate/jisa
mailto:cbisogni@unisa.it
https://doi.org/10.1016/j.jisa.2021.102814
https://doi.org/10.1016/j.jisa.2021.102814
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jisa.2021.102814&domain=pdf
Carmen Bisogni

Carmen Bisogni

Carmen Bisogni

Carmen Bisogni
Published in: Journal of Information Security and Applications journal.

This version of the article has been accepted for publication, after peer review and is subject to Elsevier terms of use. 

The Version of Record is available online at: http://dx.doi.org/10.1016/j.jisa.2021.102814


It is clear that, for its nature, digital or smart contracts offer a great
opportunity, but they need to be carefully disciplined [19]. A solu-
tion that uses a different perspective, which is a super-fast Byzantine
Agreement, is Algorand [20]. In this paper, we propose a new signature
system for transactions, built explicitly for digital or smart contracts, on
which the conducted tests have produced encouraging results. ECB2 is
an encryption scheme, designed to be fast and user-friendly, based on
the fusion of RSA based encryption and face biometric techniques. The
rest of the paper is organized as follows: in Section 2, an overview of
the biometric signature and its usage in the blockchain are introduced,
and ECB2 and its characteristics are exposed in Section 3; in Section 4,
the experimental settings, including the adopted dataset and results,
are presented and discussed and, finally, in Section 5, we drew our
conclusions and proposals for some further improvements.

2. Related works

The methods involved in the proposed work concern both encryp-
tion techniques involved in the blockchain and biometric traits in
authentication systems.

Biometric authentication is very common since it is not required
for the user to have a physical device or to remember a password and
it is less affected by identity thefts [21]. In recent years, the com-
putational capabilities of recent devices allow various authentication
systems to benefit from the biometric check [22]. The choice of the
involved trait depends on the platform on which the authentication is
performed; on smartphones, for example, the main source of informa-
tion is represented by the camera and, in some cases, by gyroscope
and accelerometer [23]. This leads to the usage of biometric traits
like ear [24], face [25] or iris [26]. The combination of the latter
is also used in biometric authentications [27-29]. By focusing on the
biometric key in cryptosystems, the main applications concern IoT [30]
or, in general, the cloud [31]. All of them focus on the necessity to
hide personal content [32]. In recent years, the advent of blockchain
has led to the benefit from biometric authentication also in this field,
since personal data in the user’s wallet are subjected to malwares able
to capture single keys. In this context, biometric authentication helps
to prevent those attacks, as proposed in [33], by using face recognition.

Authentication through biometric data for transactions execution
based on blockchain is proposed in [34], in which users are authen-
ticated through certificates based on fingerprints and iris templates
to support electronic identity, and in [35], where digital or smart
contracts are signed through fingerprint biometric data by combining
the related encrypted images with user’s non-sensitive information. The
above authentication approach introduces valuable strengths in terms
of security and transparency in executing economic transactions [36]
as well as for designing Smart City solutions, and digital identity [37],
in which sensible information must be suitably protected. Biometrics as
a mean of authentication on the blockchain allows the verification of
the user’s identity in a distributed way, without the need to establish a
central entity that stores sensitive data. Also, it prevents malicious ac-
tivities, forcing the user to sign transactions with his personal biometric
information. The double-spending problem has been addressed through
different approaches, among which cooperative P2P systems [38], fair
coin deposits [39], fair blind signatures [40], recipient-oriented trans-
actions [41] and multistage secure pool [42]. Despite these solutions,
the biometric authentication allows us to further discourage the at-
tacker from carrying out double-spending as well as to punish him
permanently inside the blockchain network.

To date, although there is experience related to Information Fusion
for encryption, this work represents one of the first solutions for signing
transactions biometrically in the context of blockchain technology to
achieve suitable protection against the problem of double-spending.
With ECB2, the user is prevented to continuously carry out malicious
actions, e.g. in a decentralized network that uses Proof-of-Stake-based
consensus, by hiding historical punitive measures by migrating to
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Fig. 1. The overall structure of ECB2.

new wallets. By signing transactions with their biometric information,
malicious users remain punished so they cannot continually violate
the laws of the network. The use of Information Fusion for merging
biometric information with cryptographic keys introduces interesting
perspectives in terms of blockchain integrity, since to date there are no
encryption schemas that allow the proposed signature mode applied to
blockchain infrastructure. With the present study, we want to introduce
an encryption scheme that aims to improve the security and reliability
of transactions in digital or smart contracts by using face biometrics.

3. The proposed framework: ECB2

We propose a system through which digital or smart contracts are
signed with signatures generated by fusing face biometrics information
and RSA private key, showing how this solution contributes to solving
the double-spending issue in executing transactions. The operative
phases of ECB2 are described in the following sections in terms of face
biometrics acquisition and manipulation, private key generation, infor-
mation fusion, and contract signing procedures. The overall structure
of ECB2 can be seen in Fig. 1.

3.1. Face biometrics

To obtain features representative of the face, we followed a classical
face recognition pipeline. The difference is that, in this case, we are
interested only in the features vector and, for this reason, the steps we
will follow are declined as:

- face detection;
» face encoding.

To this step, we will add a step called “face encoding manipulation” to
adapt the feature vectors to our system.

3.1.1. Face detection

To make our algorithm able to operate in real-time, we choose
the Histogram of Oriented Gradients (HOG) as a face detector. This
method was firstly introduced by [43] to perform human detection and,
subsequently, it was specifically adapted by [44] for face recognition.
By this algorithm, the image is firstly converted in grayscale, since
colors are not necessary to perform face recognition. Then, the image
is divided into connected regions and, for each of which, the histogram
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of edge orientations is computed. A classification algorithm, a Support
Vector Machine (SVM), is then trained with positive and negative
examples by using sliding windows. In particular, the SVM classifier
is trained with the features vectors obtained by positive and negative
examples through a method called hard-negative mining.

3.1.2. Face encoding

Once the face is detected within the image, we perform the encoding
of the latter by using a Convolutional Neural Network (CNN). FaceNet
was introduced by [45], and it was trained on LFW, reaching 99.63%
of accuracy in recognition tasks, and on YouTube Faces DB, on which it
reached 95.12%. This CNN was trained to become able to generate 128
measurements, i.e. an embedding, for each person, which is particularly
suitable for our goals since it showed very few differences when the im-
ages are different, but the subject is the same. This method was born to
perform identity recognition through the face. Since we are interested
in identity verification, for the nature of the proposed transactions, in
the following Section, we introduce our face encoding manipulation.

3.1.3. Face encoding manipulation

To perform identity verification, a template of each user is needed.
Since each features embedding presents, for the same user, small differ-
ences related to occlusions, illumination variations, pose, expressions,
and so on, we propose to use multiple images to recreate a range of
values in which an embedding of each user must be included. For
this purpose, we choose to use mean and standard deviation. Given N
images of the same user of the template, the mean y; and the standard
deviation o; of each feature is defined as

N N 2
_ Zi=1 Xjj _ Z,-=1 |xij - l‘j| 1
py = 2= o= || 2L €

where x;; is the ith value of the jth image used to create the template.
Iterating along with the features values j, we obtain two arrays, one
for the mean and one for the standard deviation. To save the latter in
a single object, we will create an array in which the mean values are
in the odd positions, and the standard deviation values are in the even.

The result is the template array of 256 elements:

T=H,01,H),02,..., H]28,0128- (2)

When the user declares his identity and provides his image to be
recognized since the image is single, the mean values will coincide with
the features obtained by the CNN, and the standard deviation values
will be zeros:

id = py, 0, 4,0, ..., py25. 0. 3

The details about the identity verification, i.e. the Identity Check,
are presented in Section 3.3.

3.2. BNIF algorithm

The obtained face encoding vector is meant to be fused with the
RSA private key to obtain robust authentication for signing digital
or smart contracts. We use the RSA algorithm because it is the most
common public-key cryptography algorithm and, when implemented
with suitable key length, currently 2048 bits, it has proved to be
computationally difficult to attack. Information fusion is performed
according to the Hybrid Information Fusion (BNIF) algorithm proposed
in the study conducted by Iovane et al. [46,47], whose approach allows
signatures characterized by eligible randomness and robustness against
crypto-analytical attacks. This algorithm constructs a signature through
biometric and numerical information, transforming the face encoding
vector and the RSA modulus into one matrix, which is required to be
squared and characterized by an order which varies according to the
components related to the two fused vectors.

The BNIF algorithm works as follows:

*Bea € Z™ and b € Z" two vectors, where «a is the biometric
component and b the product of two prime numbers. Be s € Z:

s=m+n,

with m and n, respectively, the dimensions of the vectors a and b.
Bege Z:

q= [\/ﬂ .
a whole number containing s root.

The padded vectors a; and b, respectively related to the biometric
and the numerical component are defined as:

a€Z™,
byeZzm,

with dimensions m; = m + nz; and n; = n + nz,, where nz; =
q — mod (m, q) and nz, = q — mod (n, q). The padding is performed
according to the components of the private key, which identifies
the indexes of the values to insert. The first component identifies
the index of the first padding value directly, while successive
indexes are computed by cyclically adding the current component
to the previously retrieved index.

Vectors a; and b, are then fragmented into blocks to instantiate
the rows of the union matrix U. The number of blocks extracted
from the above vectors are:

nblocc_ay =ml/q,

nblocc by = nl/q.
Furthermore, the overall padding is defined as:

pad =nz| + nz,.

Blocks are inserted into the union matrix U according to the RSA
private key. For this purpose, the vector that is chosen first is
given by the first component of the key (module 2), which also
specifies the number of blocks to insert. Similarly, the number
of blocks related to the remaining vector is identified by the
following component, and the procedure continues in this sense
alternately. In case all the blocks of one vector have been already
inserted, the algorithm proceeds by inserting all the remaining
blocks of the other vector subsequently.

In case the result of the above process is a rectangular matrix,
the algorithm inserts the required number of rows, or columns,
to obtain a squared matrix, according to the following rules:

pad_tot = 42 —(m+n),
dif f = Pad — pad_tot

which determine the following implications:

dif f <0 = add a line,
dif f =0 = no padding,
dif f > 0= add a column.

Also, in this case, the values to insert for the additional padding
are identified by the private key. The value of the first component
of the key indicates the element of the first line from which
the first padding component is taken; the value of the second
component of the key identifies the element of the first column
from which the second padding component is taken, and so forth.
The change of columns is guaranteed by the post-product of the
matrix U with a permutation matrix P, which is defined accord-
ing the private key and composed by combining the following
matrices:

1 0 0 1 00 01 0
PB=l0 1 0| =0 0 1| PB=]1 0 0
0 0 1 01 0 0 0 1
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0 0 1 01 0 0 0 1
p=[1 0 0| P=l0 o0 1| P=[0 1 0
0 1 0 1 0 0 1 0 0

where the ith matrix is selected by the kth component (module 6)
of the private and is centered on the main diagonal of the matrix
of final permutation. Furthermore, in case the union matrix U
cannot be divided by three, it is necessary to compute further
padding of the matrix P by adding another diagonal block.

The product of the two matrices is defined as:

F=UP.

Finally, the hybrid face code is obtained by arranging the matrix
F along the lines.

As we have seen, the BNIF code depends on the RSA private key,
the biometric component, and the numerical code, and the resulting
signature seems random to an external malicious user. The original
owner of the biometric component can be recognized only through the
private key to successfully reverse the BNIF algorithm. In particular,
the private key allows transporting the permutation matrix P easily,
considering the transpose of single diagonal blocks and remembering
that:

P=Pr
and
Py =rl,

whereas for i =0, 1,2, 5, being symmetric matrices:
p=Pp

union matrix U is given by:

U=FPT,

and deleting the possible padding, it is possible to retrieve both the
biometric component and the product of the two prime numbers.

3.3. User identification and smart contract execution

To sign a Digital or Smart Contract through the obtained BNIF vec-
tor, it is required to identify the contractual parts, compute their related
hybrid face codes, and perform final encryption before instantiating the
contract. The Current Biometric Input, i.e. the face encoding vector the
user acquires for signing the transaction, is compared with a template
that summarizes the user’s face biometric characteristics, as described
in Section 3.1.3. The Biometric Component used for the information
fusion with the RSA private is the face encoding vector extracted from
the template at the time of user identification. The obtained BNIF vector
is then encrypted to protect the signature when instantiating the Digital
or Smart Contract.

The procedure for signing the contract, as shown in Fig. 2, is
declined into the following phases:

* Biometric Input Acquisition: acquisition of the current face en-
coding vector related to the user involved in signing the Smart
Contract. In the event that the user has not signed any contract
in the past, before acquiring the current face encoding vector,
the construction of the reference template is carried out. In order
to guarantee a high level of security and to be sure that the
user do not use photo of other subjects to create a template
associate to his/her identity, we require the online creation of
the template. On the other hand, online template creation led
to an high homogeneity of the features involved, because of the
same light, accessories, background. For this reason, to improve
the further recognition tasks through the heterogeneity of data,
we ask the subject to also add some of his/her photo as much
as possible different from the actual condition (e.g., outdoor

| Current Biometric Input | | RSA key

Identity Check

I

| Biometric Component |

Smart Contract
SHA-256

Fig. 2. The Smart Contract signing procedure. The Biometric Component is related to
the template of the subject with which to make comparisons for the identification.

if indoor). We also plan to make this implementation possible
also in a secondary moment if the user does not possess’ other
photo at the present. From a technical point of view, the user’s
reference template is constructed following the steps presented
in Section 3.1.3.

Identity Check: the current face encoding vector is compared with
the user reference template in order to verify its identity. If the
identification is successfully passed, the Biometric Component
will consist of the vector of the expected values related to the
biometric components in the reference template. The Identity
Check follows the definition, for each component x; associated
to the current face encoding vector, of the following function:

) 1, if y; —0; —0.005 < x; < p; + o; + 0.005;
v(x;) =
! 0, otherwise.

where y; and o; are, respectively, the mean value and the standard
deviation related to the ith biometric component in the user
reference template. The value +0.005 was empirically established
as an additional extension to handle outliers. When v(x;) turns out
to be 1, it means that the component x; is recognized successfully.
To make the system able to recognize a user even if the related
image presents several environment differences compared to its
template, we empirically set the minimum number of components
recognized as 80 over 128.

RSA key generation: generation of the product of two prime num-
bers, the modulus, through the RSA algorithm. The key is chosen
according to the 2048 bits length.

Information Fusion: the information fusion between the Biometric
Component and the RSA key is carried out according to the BNIF
algorithm presented in Section 3.2.

Signature encryption and contract instancing: encryption of the
resulting BNIF vector with the SHA-256 algorithm and instancing
of the Smart Contract with the obtained signature.

Transactions between two parts can be performed through the Smart
Contract by generating BNIF signatures for buyer and seller to sign the
contract. Both clients instantiate an RSA private key, acquire the related
face encoding vector, and produce the signature, the BNIF vector,
which will be used to sign the Smart Contract. The buyer can deposit
cryptocurrencies into the account specified in the contract, and funds
are transferred to the seller at the time both parties accept the execution
of the transaction. Transferred coin packs are tagged to prevent double-
spending and to be able to take legal measures in case of malicious
attempts. Transparency is allowed thanks to the BNIF keys identifying
the clients involved in the transaction.
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1699289829204822878260590652786618215415960311866152530931201333966648
9075873380299178059097845793825811681934717957356332462637994819846390
5638189708959089342208347036939093635285161293636009612497234054148807
9240926806938038158274127433064295895790046582863561984781173269174618
3826742462172631426035281451361497188833129982268703645394079871322821
8705700909802361051342727240610530135069016142428144536638208196815494
2833754030396952700018672101424041549172412276441708588508213759190938
1077139420770808849540984500243103666906379898239885919024420090504666
776971693103846936110188003354169734246185238279254405351

Fig. 3. Alice’s RSA key.

8266001085899465298922207289106561209328557168158412163678807600623336
9321035938049129811890599164918509570887373699933028778344759576316421
0990394008332764065188829859

1213233036373649396069965580817994005299400214220370844674323560290068
8098384134271613814850870982877096954166556411783064666222147823134729
8989332019101663582581421473773123804832892280741562809630247270600573
0209084092115741831960163040143100265526453253456099983430018871603482
4141176017054295700806192042881130205941584726712749085207804400097352
9917038914870870899680683526480420931339606071708006499950920260476541
08395190076111343483369601800538523098521741681358264244

Fig. 4. Alice’s BNIF vector. In this example the sequences of zeros are due to certain
features of the Biometric Component whose values are close to zero and thus subjected
to truncation by means of conversion to integer.

1b2b98a5c46f40cccOd7561abe59be36a2e36c5d731bb5he5a611951458a94f0

Fig. 5. Alice’s SHA-256 hash.

The procedure regarding the implementation of the Smart Contract,
assuming Alice wants to transfer funds to Bob, acts according to the
following steps:

1. Alice instantiates her RS A, key, acquires the face encoding, and
performs information fusion to compute the BNTF, (see Figs. 3
and 4);

2. Bob instantiates his RS A key, acquires the face encoding vector
and performs information fusion to compute the BN I Fy;

3. Alice stores her BNIF, key with SHA-256, producing the hash
SHA, (see Fig. 5);

4. Bob stores his BNIFy key with SHA-256, producing the hash
SHApg;

5. Alice instantiates the legal part of the Smart Contract and signs
it with her SH A, signature;

6. Bob instantiates the legal part of the Smart Contract and signs it

with his S H Ay signature;

. the Smart Contract goes into the blockchain for the execution;

. Alice deposits the coins in the Smart Contract account;

. both Alice and Bob accept the transaction;

10. cryptocurrencies are transferred from Alice’s to Bob’s wallet (see

Fig. 6).

O 0 N

From an operative point of view, transactions between buyer and
seller consist of the following phases:

* Deposit: performed by the buyer and executed when the seller is
waiting for the payment; this phase regards the verification of the
buyer BNIF signature and the deposit of the coins into the Smart
Contract account.

* Delivery Confirm: performed by the buyer and executed when the
seller is waiting for the delivery fund confirmation; this phase
regards the transfer of the cryptocurrencies to the seller’s wallet
and the completion of the contract.

3.4. Double spending prevention

The double-spending problem is faced through blockchain on the
tamper-proof ledger with biometric authentication. The user registers
on the blockchain with the client acquiring the face encoding vector

Transaction Hash: 0xf310cf83c77b08c4667017e34fff[c9ab8662728f31b80cf7b70eab3d3849270

Status: © Success
Block: 8504345
Timestamp: ©® 34 secs ago (Aug-15-2020 05:06:12 PM +UTC)

From: Oxdfffe213a0e423227588e10bb88977f329¢1805¢
To: Contract 0x0fd43cd4c50c711da2144e114165bbeebad2861c @
Value: 1 Ether ($0.00)

Transaction Fee: 0.000078526 Ether ($0.000000)

Fig. 6. Alice’s fund deposit.

and producing the Biometric Component, which is then fused with the
generated RSA key through the presented BNIF algorithm. Finally, the
computed signature is enrolled in the blockchain, and the user can
perform the desired transactions.

The enrollment process includes the following steps:

1. acquisition of the Current Biometric Input with the user client,
RSA private key generation and final information fusion to ob-
tain the BNIF signature;

2. user authentication based on the BNIF signature and miners
validation;

3. BNIF signature saving in the blockchain.

In case of invalid authentication, the user cannot sign the transac-
tion. The user can sign transactions with his private key if and only if
he has been successfully authenticated with the BNIF signature. The
wallet owner only possesses both the Biometric Component and the
RSA private key, and both are necessary to invert the BNIF algorithm.
On the blockchain, both the product of two prime numbers and the
RSA key related to the BNIF are saved and encrypted according to a
voting-oriented SHA-256 secret key. Biometric Component and the RSA
private key related to the contract owner can be seen if and only if the
miners vote for this process. In this way, privacy is guaranteed as long
as the user no double-spends his money and the nodes do not vote, in
case of a malicious attempt, for the BNIF reverse process.

3.5. Correctness and time complexity

The correctness of the encryption algorithm, as already discussed
in the prodromal studies [46,47], is identified in its robustness to
crypto-analytical attacks. The BNIF strings subjected to the NIST [48]
statistical analysis resulted in random configurations of fixed-size bi-
nary sequences, and therefore perceived as noise to intruders. The NIST
test was carried out on 100 signatures, evaluating the overall frequency
and blocking of the binary digits, cumulative sums, total sum of the
sequential executions, and the longest execution. Results showed that
all the test instances provided p-values are larger than 0.01 and that the
BNIF signature can be considered as a random sequence of symbols.

As far as the time complexity is concerned, the encryption algorithm
follows a trend, in the worst case, of ©(d?), where d is the number of
rows in the union matrix U defined in Section 3.2.

4. Experiments and results

In this Section, we will introduce the system configuration and the
results obtained for the biometric component and the contract signing.
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4.1. Biometrics dataset and results

The dataset used to create the identities is the popular CelebA [49].
CelebA is a publicly available dataset composed of 202599 celebrity
face images, with 10 177 identities and 40 annotated attributes for each
image. This dataset results competitive for recognition tasks because
images come from various environments like indoor, outdoor, different
backgrounds and present pose, illumination and age variations, and
significant occlusions. Some examples of CelebA images can be found in
Fig. 7. Starting from this heterogeneous dataset, we randomly selected
1000 identities and, for each identity, 10 random images, for a total
of 10000 face images. These 10000 images were split into 5 sets of
data. The first set is composed of 6 images per subject and was used
to create the templates as described in Section 3.1.3. Each one of the
remaining 4 sets contained one image per subject and were used in
identity verification, for a total of 4000 images available for transaction
tests. Considering that the subjects will be combined two per time, and
a subject cannot perform a transaction with itself, using combination
formulas, more than 20 million combinations can be obtained and
tested.

As claimed in Section 3.3, we empirically set the acceptability
threshold to 80 correspondence over 128. This threshold was obtained
to minimize the False Acceptance Rate (FAR) considering an acceptable
False Rejection Rate (FRR). The FAR is defined as the percentage of
impostors that are wrongly identified as genuine users. On the other
hand, FRR is defined as the percentage of genuine users who are denied
to authorize the transaction. It is clear that for the characteristics of
ECB2, a higher FAR is much more dangerous than a higher FRR. In
other words, it is preferable that we ask a user to repeat the identi-
fication rather than authorize an impostor to perform a transaction.
After extensive experiments conducted on the subset of CelebA defined
above, we decided to set the threshold to 80. In this case, the FAR
results to be 0.6% and the FRR is 32%. This means that the verification
system has an accuracy of 99.4%. At most every third time, the user is
asked to repeat the verification using conditions more similar to his
template. Even if it might seem restrictive for the user, it should be
considered that these results were obtained over the CelebA dataset,
which, for its nature, presents considerable inter-class variation. It
is fair to assume that in a more controlled environment during the
template and input acquisition, the FRR will be significantly lower.
The same we can claim for the FAR also increased from inter-class
variation, which minimizes the intra-class variations. In other words,
our accuracy of 99.4% in verification could only benefit from the use
of a more controlled dataset, as well as the FRR.

4.2. Results on contracts signing

Tests conducted over 1000 users show that, on average, the percent-
age of successfully recognized users is 98%; identification is successful
for 65% at the first attempt, 22% at the second, 8% at the third,
and 3% at the fourth. In Table 1, standalone tests regard Identity
Check phases performed over four biometric instances for each user. In
comparison, the multiple attempts test shows the distribution of users
who completed the Identity Check by submitting one or more biometric
instances.

We noticed that the number of attempt necessary to recognize the
user is strongly dependent by his/her images stored in the template. In
particular, due to the strong heterogeneity of CelebA, a considerable
set of subjects have photos with significant differences. For example,
if the subject is a swimming champion, we can find both the photos
in which he/she has the swimming cup and the goggles, than his/her
photo in formal clothes. Those are case limits present in the Dataset on
which we test our algorithm. For this reason, we can undoubtedly claim
that in real application scenario, it will perform almost as good as the
presented experiments, since a hat and sunglasses worn simultaneously
are one of the few causes of the three attempts request.

Table 1
Identity Check tests related to four configurations conducted over 1000 users. Most
users are successfully identified within the first two attempts (87%).

Standalone tests

Test 1 Test 2 Test 3 Test 4
Identified users 0.67 0.65 0.68 0.67
Not identified users 0.33 0.35 0.32 0.33
Multiple attempts test
1st att. 2nd att. 3rd att. 4th att.
Identified users 0.65 0.87 0.95 0.98
Not identified users 0.35 0.13 0.05 0.02

Table 2

Execution times related to the preliminary stages of the contractual process. Upper
bounds are due to the additional activities of the operating system during the
experiments.

Process phase Execution time (ms)

Template creation 50
Identity Check (including camera acquisition) 1860
Identity Check (excluding camera acquisition) 0.9

RSA key generation 240-1750
Information Fusion 2.7-5.3

Experiments regarding the execution time of the signature process,
as shown in Table 2, show that the most computationally expensive
phases are those of RSA key generation and camera acquisition. How-
ever, since the private key and the BNIF are kept by the client for future
transactions, this delay is only considered in the first occurrence of the
process, and the same goes for the template creation and Information
Fusion phases. The user registration phase, i.e. the stage in which the
RSA key is generated, the biometric template is constructed, and the
BNIF is computed, takes 292.7-1803.5 ms in total. Every attempt to
sign a transaction provided that a new registration does not occur, takes
1860 ms, 1859.1 of which are occupied by the camera processing.

4.3. Discussion

The results prove that ECB2 is a reliable, efficient, and secure digital
signature scheme. Privacy and quick authentication are guaranteed by
acquiring biometric instances of the face. The identity of participating
nodes to the blockchain network and the possibility of conducting
effective monitoring against double-spending actions are ensured. The
execution of the signature process provides very short times and the
proposed framework can also be adopted for devices that have limited
computational capabilities.

5. Conclusions and future work

In this article, we have presented an encryption scheme based
on face biometrics to increase the level of transparency and security
in Smart Contract transactions, without reducing user privacy. The
solutions used in the field of face detection and encoding have been
shown in detail, together with the methodology through which the
template for user identity verification has been built. The fusion of this
information, through the illustrated BNIF algorithm, with RSA private
key, assumes suitable characteristics in terms of randomness, making
the exploit of the signature very difficult. Furthermore, the experiments
related to the identification of 1000 users based on various lighting
and posture conditions revealed 94% of success within the first four
authentication attempts. Finally, the implementation rules and stages
of contract execution, together with the related solution adopted to
mitigate double-spending attacks, have been explained. Apart from the
contribution of the time variable associated with the mining in the
blockchain, the execution of the ECB2 authentication scheme and con-
tract signing requires at most 1.86 s. In the future, face biometrics could
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Fig. 7. Example of images from CelebA.

be substituted or integrated with other biometrics traits. We also plan
to improve the user experience in the steps involving the Biometrics.
This can be made creating an interface to guide the user through the
Template creation with suggestions to guarantee the heterogeneity of
the features. In addition, also during the multiple attempts, we can
give the user some suggestions to successfully be recognized, as change
illumination, background and so on.
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