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Believe in Artificial Intelligence?
A User Study on the ChatGPT’s Fake Info
Impact

I. Amaro, P. Barra, A. Della Greca, R. Francese Member, IEEE, C. Tucci

Abstract—Background. The technological evolution has enabled the development of new Atrtificial Intelligence (Al) models with
generative capabilities. Among them, one of the most discussed is the virtual agent ChatGPT. This chatbot may occasionally produce
fake info, as also declared by the producer OpenAl. Such a model may provide a very useful support in several tasks, ranging from text
summarization to programming. The research community has marginally investigated the impact that fake info created by Al models

have on the users perceptions and on their belief in Al.

Objective. We analyzed the impact of the fake info produced by Artificial Intelligence on the user perceptions, specifically trust and
satisfaction, by performing a user study on ChatGPT. An additional issue is assessing whether the early or late knowledge of the
possibility of the tool of generating fake info has different impact on the users’ perceptions.

Method. We conducted an experiment, involving 62 university students, a category of users who may employ tools such as ChatGPT
extensively. The experiment consisted in a guided interaction with ChatGPT. Some of the participants experienced the failure of the
chatbot, while a control group only received correct and reliable answers.

We collected participants’ perceptions on trust, satisfaction and usability, together with the Net Promoter Score (NPS).

Results.The results demonstrated a statistically significant difference in trust and satisfaction between the users who early
experienced the fake info production compared to those who discovered ChatGPT's faulty behaviors later during the interaction. Also,
there is no statistically significant difference among the users who received the late fake information and the control group (no fake
info). Usability and the NPS also resulted higher when the fake news were detected in the late interaction.

Conclusion. When users are aware of the fake info generated by ChatGPT their trust and satisfaction decrease, especially when they
impact on this at early stage of use of the chatbot. Nevertheless, the perception of trust and satisfaction still remains high, as some of
the users are still enthusiastic; others consider a more conscious use of the tool in terms of support to be verified. A useful strategy
could be to favor a critical use of ChatGPT, letting young people to verify the provided information. This should be a new way to perform

learning activities.

Index Terms—Believe Artificial Intelligence, Trust in Al, fake info, ChatGPT, Controlled Experiment.

1 INTRODUCTION

N the last decade Artificial Intelligence (AI) has devel-
Ioped a new capacity: to generate new, unseen contents
[1], [2]. This is explored in many fields, including art and
medical images for data augmentation. As an example, the
Next Rembrandt project aims at generating pictures that
Rembrandt could have done [3]. As a negative drawback,
Al may also generate deepfakes, as images of people that do
not exist or manipulate voice of existing people to perform
“voice spoofing” attacks. This phenomenon involves also
chatbots in the generation of unreliable contents.

Chatbots are computer programs mimicking human con-
versational abilities through interactive interfaces based on
voice exchanges and/or textual dialogues by using a natural
conversational language [4]. Due to the advancees in the Al
field and the availability of large datasets, chatbots’ Nat-
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ural Language Processing (NLP) capabilities are growing
rapidly.

The interaction between humans and technology is me-
diated by trust, which is fragile and is based on the assess-
ment of the perceived risks against potential benefits. When
the results of the Al are confusing or incorrect they may
have a negative impact on the user who may abandon the Al
feature [5]. On the other hand, if a user perceives a chatbot
have a high level of machine intelligence, he or she may
follow a faulty chatbot despite its low reliability [6].

In this paper, we examine a recent conversational open-
domain chatbot, OpenAl’s ChatGPT!, which exceeds previ-
ous virtual assistants by a significant margin, as it seems
to be able to provide extensive and pertinent solutions to
almost any broad context question. Nonetheless, it is equally
true that in some cases ChatGPT provides very realistic
answers which regrettably result to contain fake info. The
quality of the interaction with the assistive technology can
give the user the impression of conversing with an all-
knowing, human-like entity: ChatGPT manages to invent
fairy tales, solve mathematical problems and programming
tasks, by providing detailed explanation on the procedures.

1. https:/ /chat.openai.com/chat
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It is also able to perform text summarization and translation
tasks. On the other side, it may deliver non-existent refer-
ences and incorrect solutions, such as when solving logic
problems [7]. One of the first to discover this problem is the
Stack Overflow community, which banned for one month
users inserting text and code generated by ChatGPT into
the discussions of the community [8], out of the following
reason: “the answers which ChatGPT produces have a high rate
of being incorrect, they typically look like they might be good and
the answers are very easy to produce. There are also many people
trying out ChatGPT to create answers, without the expertise or
willingness to verify that the answer is correct prior to posting.”

University students are a category of users who can
undertake extensive use of ChatGPT: they may employ
ChatGPT to assist them with searching and writing tasks,
generate summaries and outlines of text, and develop their
critical thinking and problem-solving abilities [9]. Thus, it is
intriguing to assess their attitude toward using it when they
discover that it generates false information.

In this paper, we present the results of a controlled
experiment, whose overarching goal is to measure the users’
trust and satisfaction when interacting with ChatGPT, and
how these perceptions change when users discover that
the chatbot provides fake information. We also investigate
whether early or late discovering of the problem of fake info
generation during the use of ChatGPT has a different impact
on the user perception. To this aim we conduct a user study
involving 62 participants. We also consider end users with
different experience levels in the use of chatbots.

The main contribution of our paper is to show the
outcomes of the empirical investigation on the effect of
fake info produced by ChatGPT on the university students
perceptions of trust and satisfaction. Results indicate the
presence of a statistically significant difference on user sat-
isfaction when fake info are generated. Concerning trust,
the difference exists when fake info are detected at the
beginning of the interaction. Net Promoter Score (NPS) is
very high when no fake info is detected and worst when
“hallucinations” are revealed at the beginning, still resulting
positive.

The paper is structured as follows. In Section 2 we
discuss background and related work; Section 3 presents the
design of the user study. while Section 4 reports the results.
Section 5 and Section 6 discuss the lessons learned and the
threats to validity, respectively. Finally, Section 7 concludes
the paper with final remarks and future work.

2 BACKGROUND AND RELATED WORK

In the literature, many recent works addressed the problem
of defining a methodology for chatbot evaluation from
a Human-Computer-Interaction point of view [10]. Many
aspects may be considered, including Usability, User Expe-
rience, Satisfaction, Security, Privacy, and Trust [10]. In this
section we concentrate our attention on the more peculiar
concepts concerning our study, such as the trust perception
of users when interacting with Al tools and recent works
related to ChatGPT.

2.1 Trust in Chatbots

The evaluation of chatbots” trustworthiness is very relevant:
an inappropriate overreliance of the users on the technology

may produce a wrong use of it [6]. Trust in a chatbot can be
affected by elements such as its capacity to comprehend and
respond to user input, the openness of its decision-making
processes, and the precision of the information it provides.

Trust in Al features can be both cognitive (based on
logical reasoning) and emotional (based on affect). When
researchers analyze cognitive trust in Al, they quantify it as
a function of whether users are prepared to accept and act
upon true information or guidance, as well as whether they
see the technology as helpful, competent, or valuable. The
influence of tangibility, transparency, dependability, task
features, and immediacy behaviors on cognitive trust is
described in [6]. In particular, transparency represents the
extent to which the underlying operating principles and
inner logic of the technology are evident to users and is seen
as crucial for fostering trust in new technologies [11]. It is
more difficult for Al than for other technologies, particularly
when deep learning techniques are involved. Reliability rep-
resents the capability of displaying the same and anticipated
behavior across time [11]. In the case of artificial intelligence,
reliability is sometimes difficult to gauge, particularly in
the setting of highly intelligent machines, since data-driven
learning may cause technology to display changing behav-
ior even if the underlying goal function stays the same.

In most of the cases, consumers assign a high first
trust score to Al characteristics that have a human-like
depiction. Initial confidence in these types of virtual agents
often drops with engagement, resulting in a declining trust
trajectory [12] [13]. On the other hand, the real degree of
Al machine intelligence moderates the trajectory of trust
during the interaction. When artificial intelligence is highly
clever and functional, direct engagement may improve early
confidence.

In 2021, Wang et al. presented the AI Trust Score [5],
a validated multidimensional metric comprised of various
assertions that reflect users’ early experiences with an Al
feature, which can be useful in determining whether cus-
tomers will use or return to the feature and continue to trust
the product. For validation, the authors conducted a case
study in which employees of an enterprise were asked to
rate the relevance of more than 50 items in determining their
trust towards an Al assistive feature. The analysis of the
questionnaire answers resulted in a reduction to a final list
of 7 essential items that are capable of detecting the users’
trust in the Al agent. The findings of this study highlighted
the need for users to interact with an Al that is relevant,
personalized, and efficient. We adopted this questionnaire
and concentrated our attention on the assessment of the
effect of the generation of fake info on user trust.

2.2 ChatGPT

ChatGPT is a chatbot released by OpenAl in 2022. It consists
in a textual assistive agent which is able to converse with
humans and it has been built to comprehend inquiries on
a variety of topics and deliver extensive solutions. It is the
most recent model in the line of the OpenAl’s Generative
Pre-trained Transformers (GPT), following the success of
GPT-1, GPT-2, and GPT-3. ChatGPT is trained to predict the
following words for a given input in a certain context. It
is not trained to objectively evaluate the factual correctness
of its outputs, resulting sometimes in the mere invention
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of facts and concepts, named “hallucinations”. This feature
represents a warning sign, since it may make the chatbot a
handy tool for spreading fake news and disinformation.

Some works are starting to assess the capabilities of
ChatGPT. As an example, Wenzlaff et al. [14] analyzed
the answers of ChatGPT related to questions concerning
Crowdfunding, Alternative Finance and Community Fi-
nance. They observed that the language used is very similar
to text many humans would write. They were also able to
obtain false answers by the model. In [15] the fake info
provided by ChatGPT are also discussed and analyzed:
when the user contradicts ChatGPT, it tries to answer by
producing other fake info. We adopted these questions in
one of the task of this study. Shen et al. [16] also ob-
served the hallucination phenomenon which affects the tool.
They highlighted another important limitation, claiming
that "ChatGPT tends to follow instructions rather than engage in
genuine interaction. For instance, when the information provided
by users is insufficient, ChatGPT tends to make assumptions
about what the user wants to hear rather than asking clarifying
questions”.

Zhou et al. [17] analyzed the ethical dangers in ChatGPT
by considering four perspectives: Bias, Reliability, Robust-
ness, and Toxicity. Its reliability is problematic with a con-
siderable presence of the hallucination phenomenon [18]. It
was found that ChatGPT was unable to compute complex
mathematical expressions, while in [19] a list of the kind of
failure of ChatGPT is provided.

Unlike these works, we concentrate our attention on
how the generation of fake info may impact on the user
perception of the tool.

3 STUDY PLANNING

In this section we describe the planning and the execution
of the study we conducted by following the guidelines of
Wohlin et al. [20].

3.1 Goal

We formalize the goal of our study, through the GQM
(Goal/Question/Metric) template [21], as follows:

Assess the use of ChatGPT for the purpose of evaluating
the effect of fake info with respect to user satisfaction and
trust from the point of view of researchers and practitioners
in the context of university students.

Based on the above-mentioned goal, we formulated the
following Research Questions (RQs).

e ROQ1. Does the fake info that ChatGPT sometimes
provides impact the user perception of trust and
satisfaction?

We also investigate the impact of the order in which users
encountered ChatGPT failures. To achieve this, we con-
sidered three groups of participants: a Control group that
was only exposed to correct ChatGPT answers; an Early
group that received incorrect answers at the outset of the
experiment and subsequently obtained correct answers; a
Late group that received correct answers first, followed by
false ones in the second phase. Participants, for each of
the questions, were given the correct answers, so that they

could easily assess whether ChatGPT was providing false
information or not. The goal is to assess the significance and
impact of first impressions on user trust and satisfaction.

e RQ2. Does early fake info that ChatGPT sometimes
provides impact the user perception of trust and
satisfaction?

e RQ3. Does the late fake info that ChatGPT sometimes
provides impact the user perception of trust and
satisfaction?

e RQ4. Does early fakeness of ChatGPT impact more
than late fakeness on user perception?

To answer these RQs we conducted a user study consist-
ing in letting the users interact with ChatGPT for perform-
ing specific tasks. We assessed the user perception related to
Trust and Satisfaction at the end of the study.

3.2 Hypotheses
We formulate the following null hypotheses:

e Hyrpx ChatGPT fake info do not significantly impact
on user, for X=Satisfaction, Trust.

e Hyrx ChatGPT fake info do not significantly impact
on user, for X=Satisfaction, Trust in case of Late
failure.

e Hygx ChatGPT fake info do not significantly impact
on user, for X=Satisfaction, Trust in case of Early
failure.

e Hoyprx There is no significant difference between
early and late failures of ChatGPT in impacting on
user, for X=Satisfaction, Trust.

3.3 Participants

Recruitment started on 01.25.2023 and the study was closed
on 04.20.2023. We planned to enroll N = 62 participants that
provided informed consent.

Participants were considered as eligible for this study
in the case they were at least 18 years old, and provided
informed consent. They have been informed that their data
would be anonymous. This research has been approved by
the Ethical Committee of the Computer Science Department
of the University of Salerno.

3.4 Study design

We conducted a pre-test to collect participants demographic
information and their experience concerning the use of
ChatGPT. Figure 1 shows the study design. Participants
performed two search and problem solving tasks, namely
T1 and T2. The detail of the task questions the participants
had to propose to ChatGPT is reported in Table 2. Consid-
ering the results of the pre-test we distributed uniformly
the participants with and without previous experience in
ChatGPT in three groups [20]. In particular, we adopted as
control group, i.e., a group in which no fake information
is provided. Participants in this group performed only an
CORRECT treatment. Remaining participants are grouped
in two groups named Early and Late, performing two tasks
Tl and T2 and exposed to both FAKE and CORRECT
treatments. To avoid bias due to task ordering we adopted a
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Groupl
(Control group)

Group 2
(Late)

)

T1
Correct
T2
Fake

-

Group 3
(Early)

)
T1
Fake
T2
Correct

-

T1
Correct

Fig. 1. Study design.

TABLE 1
Group cardinality.

Control Late Early
Paricipant Number 21 20 21

crossover design [22] for Late and Early groups, where the
FAKE treatment is provided in T2 and T1, respectively. The
number of participants in each group is shown in the table
1.

3.5 Variables

The experiment design adopts three groups: two treatment
groups and one control group. The treatment groups were
composed of participants performing tasks highlighting the
fake info generated by ChatGPT. The main independent
variable, or factor, we considered is the fakeness of the
answer provided by ChatGPT, thus we have two treatment:
FAKE and CORRECT. Dependent variables are Trust and
Satisfaction. Another factor to consider is order. For as-
sessing the influence of the order in the different types of
task we adopted a counterbalanced design for the treatment
groups. We also considered the effect of previous experience
in using ChatGPT. Additional variables are Usability and
NPS.

3.6 Procedure

The experiment procedure has been approved by the Ethical
Committee of the Computer Science Department on January
24 2023. The participants could leave the study at any
time, for any reason, and without penalty of any kind.
No participant left the study or took more than 25 min to
perform the experiment. The participants knew that they
would use ChatGPT but did not know the goal of the study.
We informed participants of the goal of the study only after
collecting their data, before they left their sessions.

The study is conducted in a one-to-one session with the
supervision of one of the authors. In particular, the study
was organized as follows:

e Pre-test. Each participant filled in a consensus form
available on Google forms and then a preliminary

@) For his aquarium Michele bought 50 fish including neons, guppies, black angels
[@RY and clown loaches. 46 are not guppies, 33 are not clown loaches and neons are
one more than black angels. How many neons are there?

Let N be the number of neons, G be the number of guppies, A be the number of black
angels and L be the number of clown loaches.
From the information given we know that:
N =A+ 1 (neons are one more than black angels)
G+N+A+ L =50 (he bought 50 fish)
N+G+A+L-G= 46 (46 are not guppies)
N+A+L=46+ G
N+A+L+G = 50
N+A+L=46 (46 are not clown loaches)
From the first equation we know that N = A + 1, then we substitute this in the second
equation:
A+1+A+ L =46
2A+L=45
A+L=22
Now we know that there are 22 fish that are either black angels or clown loaches.
We also know that there are 46 fish that are not clown loaches.
If we subtract the number of fish that are not clown loaches from the total number of fish
we get:
50-46 4
therefore there are 4 clown loaches.
Now we know that A+ L = 22 and L = 4, therefore A = 18 and the number of neons is:
N=A+1=18+1=19
Therefore there are 19 neons in the aquarium.

Fig. 2. Screenshot of fake info generated by ChatGPT in the 2.a logic
task in Table 2.

Do you know that Prosdocimo is a character in a Rossini opera?
/2

Yes, Prosdocimo is a character in Rossini's opera
“'occasione fa il ladro,” which is also known as “The
Opportunity Makes the Thief.” The opera is a comedy
and it was first performed in 1812.

05 oo

&

Did you know that Prosdocimo is a character in Turco in Italia?

| apologize, my previous statement was incorrect.
Prosdocimo is a character in Rossini's opera “ll Turco
in Italia” (The Turk in Italy), which is a comedic opera
in two acts. It was first performed in 1814. The story
is about the character Prosdocimo, an Italian
nobleman who is visited by a group of characters,
including the titular Turk, Selim, and his entourage,
which leads to a series of comical situations and
misunderstandings.

05 op

€ g

Fig. 3. Screenshot of fake info generated by ChatGPT in 2.b.1 and 2.b.2
search task.

questionnaire, collecting demographic data and the
level of technological skills, including the use of
chatbots, and their trust in Al and in ChatGPT (if
known).

o Task execution. The control Group performs the task
T1, type=CORRECT, Group 2 (Late group) performs
T1 and T2 with type CORRECT and FAKE, respec-
tively, while Group3 (Early group) executes T1 and
T2 in the opposite order.

o Post-test questionnaires. The user perceptions were
collected trough validated questionnaires.
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TABLE 2
Task description

TABLE 3
Trust assessment questionnaire [5]

Type Question Id Question
1.a) Provide the missing element in the following TR1 ChatGPT will help me do my job more efficiently
CORRECT sequence: 25, 32, ?, 46, 53 and effectively.
1.b.1) Who is Father Christopher? (he is a charac- TR2 I understand how and when to use ChatGPT.
ter of “I Promessi Sposi” by Alessandro Manzoni) TR3 I have control using ChatGPT.
1~E~2)§;We tmhe an i’;iﬁ}?le of when Father Christo- TR4 I know my data will be protected with ChatGPT.
prier does e fg e TR5 I trust the results made by ChatGPT.
2.a) For his aquarium Michele bought 50 fish
FAKE including neons, guppies, black angels and clown
loaches. 46 are not guppies, 33 are not clown TABLE 4
loaches and neons are one more than black angels. Bot Usability questionnaire [23]
How many neons are there?
2.b.1) Do you know that Prosdocimo is a character F
in a Rossini opera? [15] actor Item
2.b.2) Did you know that Prosdocimo is a charac- 1. Perceived Ul The chatbot function was easily detectable.
ter in ”Il Turco in Italia”? [15] accessibility
to chatbot
functions

3.7 Study material

The detail of the task questions the participants had to
propose to ChatGPT is reported in Table 2. We verified
that ChatGPT correctly answers the CORRECT questions,
while it provides fake info to the FAKE questions. Two
examples of fake info generated by ChatGPT are reported
in Figg. 2 and 3 generated in correspondence of question
2.a), and 2.b.1) - 2.b.2) in Table 2, respectively. Prior to their
inclusion in the article, the tasks were translated into English
so that international readers could comprehend the content
produced by chatGPT.

At the end of the study participants perceptions were
collected for assessing Trust, Usability, Satisfaction, and the
NPS by using validated questionnaires.

Trust in ChatGPT (for participants that used them) is
collected in the pre-test activity and by all in the post-test
by using the questionnaire validated in [5] and reported in
Table 3. It is measured in a Likert scale from 1 - strongly
disagree to 7 - strongly agree.

We adopted the questionnaire proposed in [23], shown
in Table 4 for assessing chatbot usability. It consists of 15
questions grouped in five factors, namely, perceived acces-
sibility, perceived quality of functions, perceived quality of
conversation and information provided, perceived privacy
and security, and time response. It is measured in a Likert
scale from 1 - strongly agree to 5 - strongly disagree.

We measured User Satisfaction with the following ques-
tion, scored by a ten item Likert scale, ranging from 1 -
strongly disagree, to 10 - completely agree.

QS. I am satisfied with the answer given by ChatGPT.

The question is proposed both in the pre-test (to users
with practice in the ChatGPT use) and in the post-test to all.

We also adopted the Net Promoter Score (NPS) as an
indicator of the user loyalty towards the product [24]. It
consists of the following question measured on a scale from
0 to 10:

NPS: how likely are you to recommend ChatGPT to a friend?

Respondents that score from 0 to 6 are called "detractors’,
participants that score from 9 to 10 are called "promoters’.
NPS is computed by subtracting the percentage of ‘detrac-
tors” from the percentage of "promoters’. It ranges between
-100 (worst) and +100 (best).

U2. It was easy to find the chatbot.
U3. Communicating with the chatbot was clear.

2. Perceived
quality of
chatbot
functions
U4. I was immediately made aware of what infor-
mation the chatbot can give me.

U5. The interaction with the chatbot felt like an
ongoing conversation.

U6. The chatbot was able to keep track of context.
U7. The chatbot was able to make references to
the website or service when appropriate.

U8. The chatbot could handle situations in which
the line of conversation was not clear.

U9. The chatbot’s responses were easy to under-
stand.

U10. I find that the chatbot understands what I
want and helps me achieve my goal.

3. Perceived
quality of
conversation
and
information
provided

Ull. The chatbot gives me the appropriate
amount of information.

U12. The chatbot only gives me the information I
need.

U13. I feel like the chatbot’s responses were accu-
rate.

4. Perceived Ul4. I believe the chatbot informs me of any

privacy and  possible privacy issues.

security

5. Time Ul5. My waiting time for a response from the
response chatbot was short.

3.8 Analysis method

We performed the analysis of the collected data by using
R?, a software environment for statistical computing and
graphics. The analysis has been conducted in two steps:

e Preliminary analysis: we apply descriptive statistics on
the dependent variables related to user Trust, Satis-
faction, and Usability. We also make use of boxplots
and bar diagrams to analyze the data.

2. https:/ /www.r-project.org/
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TABLE 5
Cliffs delta and the effectiveness level [26].

Cliff’s Delta (|5]) Effectiveness level

|6] < 0.147 Negligible
0.147 < |3] < 0.33 Small
0.33 < [6] < 0.474 Medium
|6] > 0.474 Large

o Statistical test: to assess whether the perception con-
cerning Trust and Satisfaction is changed when fake
info is provided we used Wilcoxon signed rank test
[25] at 95% significance level. We also use Cliff’s delta
(6) [26], which is a non-parametric effect size measure
that quantifies the amount of difference between the
perceptions. It is applicable when the null hypothesis
is rejected. The delta values range from -1 to 1, where
0 = —1 or 1 indicates the absence of overlap between
two perceptions (i.e., all values of one group are
higher than the values of the other group, and vice
versa), while ¢ = 0 indicates the two approaches are
completely overlapping. Table 5 reports the meaning
of different Cliffs delta values and their correspond-
ing interpretation. The same methodology has been
adopted to assess if the order in which we discover
fake info is relevant by comparing Trust and Sat-
isfaction between Late and Early groups. We also
applied the same test to participants that already
knew ChatGPT before starting the experiment for
comparing their opinion after the experiment.

4 RESULTS

In this section we report the results of the study.

4.1 Description of participants

We involved 62 participants (24 females, 37 males, 1 Un-
declared); 39 of these were between the ages of 18 and 23,
while the remaining 23 participants were between the ages
of 24 and 30. All participants were of Italian nationality. 32
of the participants had already interacted with ChatGPT
before taking part into the present study. Figure 4 shows
the cultural background of participants.

Medicine
Humanistic studies

Chemistry and |
biology ‘

Computer science
Mathematics
Engineering

Economics

Fig. 4. Cake chart showing the distribution of the cultural background of
the participants.

TABLE 6
Descriptive statistics of the user’s perceptions (N=62).

Variable Group Median Mean Stdevn Min Max
Control 3.80 391 0.58 293 473
- AllFake 3.93 3.83 0.55 240 487
Usability
Late 4.07 3.92 0.54 287 487
Early 3.67 3.76 0.56 24 4.53
Control 9 8.14 1.68 5 10
. . AllFake 8 7.54 1.89 2 10
Satisfaction
Late 8 8.30 1.38 5 10
Early 7 6.81 2.048 2 9
Control 5.20 525 0.82 4 6.60
AllFake 4.60 45 0.83 260 6.40
Trust Late 5 4.988 0.74 38 6.40
Early 424 420 0.77 2.6 5.8
TABLE 7
Results of statistical analysis Trust.

Hy Group Group  p-value delta
HopTrust Control  AllFake 0.0077  0.4158 (medium)
HoETrust Control Early 0.0009 0.5941 (large)
HorTrust Control Late 0.2665 NA

HogLTrust Early Late 0.0066 -0.5193 (large)

4.2 Preliminary analysis

In Table 6 the descriptive statistics for the Usability, Sat-
isfaction and Trust perceptions, collected in the post-test
activity, are reported. In particular, we provide the percep-
tion of each group (Control, Late, and Early) and also the
perception of Late and Early together (AllFake). It is worth
mentioning that Usability on a scale from 1 to 5 has the
lower mean value for the Early group, but this value is
over the neutral value (3). Similar results occurred for the
other variables, considering the different Likert scale ranges
adopted by the different standard questionnaires (1-7, Trust
and 1-10, Satisfaction).

4.3 RQ1. Impact of the Fake info on the user percep-
tions

Concerning Trust, we applied the Wilcoxon signed rank
test at 95% significance level to control group and a group
AllFake, composed by all the participants that experimented
the ChatGPT fakeness. As shown in Table 7, p-value = 0.0077
thus we can reject Hoprryst with a medium effect size.

In the case of Satistaction, we also applied the Wilcoxon
signed rank test at 95% significance level to the satisfaction
perception of control group and AllFake group. We obtained
p-value = 0.2281. Thus, we cannot reject Horgqt-

4.4 RQ2 and RQ3. Impact of the Early/Late fake info on
the user perception

4.4.1

The boxplots in Fig. 5 show the different Trust perception of
the three groups. Considering Table 6 we observe that the
median of the Control, Late and Early groups are 5.20, 5 and
4.24, respectively. Table 7 reports the results of the applica-
tion of the Wilcoxon signed rank test at 95% significance

Impact on Trust
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Fig. 5. Boxplots of the Trust Questionnaire perceptions of the three
groups (N=62).

TABLE 8
Results of statistical analysis for Satisfaction.

Hypotesis Group  Group  p-value delta
Horsat Control  AllFake 0.2281 NA
Hogsat Control Early 0.02834 0.3900 (medium)
Horsat Control Late 0.88313 NA

HogrLsat Early Late 0.01673  -0.0748 (negligible)

level to the pairs of groups. In bold the p-value for which
the alternative hypothesis holds. In particular, we can see
that when users understand that ChatGPT produces fake
info at the beginning of the experience (Early group) when
compared with the Control group, p-value is less than 0.05
and their Trust after the two tasks reduced with a large effect
size. Thus we can reject Hogrrust-

On the contrary, when we proposed fake info in a second
moment of the experience (Late Group) the null hypothesis
hold: the knowledge of the generation of fake info does
not significantly impacts on the user Trust. In this case we
cannot reject Hor1rust-

4.4.2 Impact on Satisfaction

Results related to the Satisfaction perceived by the par-
ticipants follows a trend similar to the one of Trust. The
boxplots in Fig. 6 shows that Satisfaction is lower when
the fake news are discovered earlier. Table 8 reports the
results of the application of the Wilcoxon signed rank test
at 95% significance level. In bold the p-value for which the
alternative hypothesis holds and the Cliff’s delta effect size,
when applicable.

From the results of Table 8 we can reject the null
hypothesis Hyggq:: knowing that ChatGPT produces fake
info Early significantly impacts on user satisfaction with a
medium effect size. We cannot reject Hy,54:: this means that
fake info generated later does not significantly impact on
Satisfaction.

10
|

T T T
Control Late Early

Fig. 6. Boxplots of the Satisfaction perceptions of the three groups
(N=62).

10 —_ —_—

pre post

Fig. 7. Boxplots of the Satisfaction perceptions of participants (N=17)
with previous use of ChatGPT before the experience and after T2.

4.5 RQ4.Impact of the order in the fake info production
on the user perception

The last row in Table 7 and Table 8 show, respectively, the
impact of the order of the fake info production on Trust and
Satisfacion. In particular, p —value = 0.0066 for Trust. Thus,
we can reject Hogrrrust With a large negative effect size .
Similarly, we can also reject Hyogrsq¢ (p — value = 0.01673)
with a negligible negative effect size (see Tab. 8).

4.6 Further analysis

We also examined the impact of the experience on the
Trust perception of the participants that have previously
used ChatGPT. In particular, we considered only the par-
ticipants with this experience in Late and Early group, i.e.,
17 participants. The boxplots in Fig. 8 show the pre and
post experiment distribution of Trust. We observed that the
median decreased from 5 to 4.5. We applied the Wilcoxon
signed rank test at 95%. It results p — value = 0.2998, thus
we cannot reject the null hypthesis. Concerning Satisfaction
we have got p — value = 0.04181 with a medium Cliff’s
Effect size (§ = 0.4048443). The median decreased from 9 to
seven.
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Fig. 8. Boxplots of the Trust perceptions of participants (N=17) with
previous use of ChatGPT before the experience and after.
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Fig. 9. Boxplots of the usability perceptions of participants (N=62).

We analyzed the difference in Usability perception in
the three groups depicted in the boxplots in Fig. 9. We
applied the Wilcoxon signed rank test at 95%. In all the cases
resulted p—value > 0.05, there is no significant difference in
the usability perceptions of the participants in the different
groups.

We computed NPS for all the participants and for each
group, reported in Table 9. As it is possible to see, also in this
case the Early group has worst (even if positive) results: the
number of detractors is higher and the number of promoters
is lower than the others groups. To have an idea of the NPS
values, in 2022, Apple’s NPS was at 72 and Google got 118.
29 is a very good NPS score, and so is 10.

5 DISCUSSION AND LESSON LEARNED

Several interesting insights may be derived from the analy-
sis of the open questions” answers: many participants in the
control group were enthusiast, such as ”Very comprehensive
and congruent answers to what was requested” and “for any
doubt or research, ChatGPT is able to respond exhaustively to each

question”, "ChatGPT can be used in any context, it is capable of

3. https://customer.guru/net-promoter-score/google

TABLE 9
The Net Promoter Score computed for all the groups.

NPS Promoters Neutral Detractors
Control 29 10 7 4
Late 25 10 5 5
Early 10 8 7 6
Total 21 28 19 15

providing relatively comprehensive answers to any question. It
is not limited in any field. Someone is worried: “I think it'’s a
big advance in the world of artificial intelligence but at the same
time I'm scared that chatbots like this, progressing over time, will
replace human intelligence.”

Examples of comments from the two traitment groups
are: "It could be useful for several purposes, such as SUPPORT-
ING a worker during his daily activities or for writing documents
that are not of a certain importance. I would not use it for
educational purposes or to completely replace work activities.”
and “Potentially it is an excellent tool but the information it
gives is often inaccurate or, in rare cases, contradictory. I will use
it to monitor the tool, in the hope that it will, over time, become
a better service. In general, I have both a positive opinion, which
surprised me, as a mean in general, but also a negative one, in
terms of the lack of information.”

Finding1: Impact of fake info on user trust and satis-
faction.

Despite the ChatGPT staff alerted the users in the
home page of the ChatBot that it may generate incor-
rect information many users believe in it. Discovering
it generates fake info may reduce trust but the median
is still 4.60/7. Many participants which discovered the
ChatGPT fake info generation capabilities stated that
it is better to use it as a support and with cautions,
others preserved still a good opinion and planned
to use it for work, study and general culture. Similar
trend occurs also for the perceived satisfaction and
are confirmed by the NPS score.

As observed by Stack Overflow, there is the serious risk
that users copy and past the ChatGPT output verbatim,
without verifying the correctness of its answers. Thus, it
may be a challenge for the researcher to develop together
with the chatbot also an explainable Al (XAI) mechanism
for providing the consulted source of information, in such
a way to increment transparency, and, consequently, user
trust.

Finding2: Impact of the early or late knowledge of
the ChatGPT fake info generation on Trust and Satis-
faction.

Participants in the Late group who initially received
correct information from ChatGPT and then fake info
reported higher levels of Trust and Satisfaction. This
result may be attributed to the primacy effect, a cog-
nitive bias in which the information presented first in
a series of information is remembered more [27].
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This finding is also confirmed by [28], where Trust per-
ception in the case robotic Al has been investigated. Also in
that case, early drops in reliability lowered real-time trust
more than later drops. This consideration on the impact of
early failure is very relevant for the practitioner, who should
take great care on its reliability before lunching a new Al
product. This was relevant for the Microsoft’s Twitter bot
Tay [29], which was retired after less than 24 hours for its
generation of toxic language, including racist, sexist, and
anti-Semitic sentences. More recently, Google lost 100 billion

dollars due to a fake info generated during the demo of Bard
4

6 THREATS TO VALIDITY

In this section we discuss some threats that may limit the
validity of this study by following the guidelines provided
by [20].

Internal validity. Threats to internal validity relate what
can affect the independent variable with respect to causality.
The experiment participants were volunteers and could
be more motivated than actual users (selection threat). We
tried also to avoid diffusion or treatments imitations by mon-
itoring participants and avoiding that they communicated
during the experimental session. We tried to mitigate Tired-
ness/boredom with a reduced duration of the experiment, max
25 minutes.

External validity. Threats to external validity are condi-
tions that limit our ability to generalize the results of our
experiment.

Interaction of selection and treatment. This is an effect
of having a subject population not representative of the
population we want to generalize to. We tried to mitigate
this threat considering participants with different expertise
levels in ChatGPT.

Interaction of setting and treatment. This is the effect of not
having the experimental setting or material representative
of real practice. We selected the questions to propose to
ChatGPT by considering typical questions that a user may
formulate, e.g., searching information and problem solving.

Construct validity. Construct validity concerns general-
izing the result of the experiment to the concept or theory
behind the experiment.

Hypothesis guessing. We try to mitigate this trait by avoid-
ing to communicate the experiment aim to the participants.
In addition, participants did not communicate among them
thus they did not discuss about the tasks.

Evaluation apprehension. Participants are not evaluated
and they are informed that the data are anonymized. This
should mitigate this threat.

We also tried to identify eventual confounding variables,
such having previously used or not ChatGPT. Previous ex-
perience on the use of ChatGPT may be a threat. To mitigate
it we randomly distributed users with knowledge between
the three groups. Another confounding factor could have
been the order of the T1 and T2 tasks. We adopted three
groups instead of two for avoiding effect of the presentation
of fake info at the beginning or at the end of the session.

4. https:/ /edition.cnn.com /2023 /02/08/tech/google-ai-bard-demo-
error/index.html

Conclusion validity. Even if we adopted standard val-
idated questionnaires for usability [23] and trust [5], there
might be a threat of reliability of measures because the mea-
sures gathered using these questionnaires, as well as the
liking scale, are subjective in nature.

7 CONCLUSIONS

In this paper, we presented a user study involving the
ChatGPT OpenAl chatbot aiming at assessing the impact
that the generation of fake info has on the perception of the
users. The study involved 62 participants. Results revealed
that despite the warning on the chatbot’s homepage, and
the evidence that ChatGPT my generate fake info, many
users keep trusting in it. In particular, they still had a
favorable attitude and intended to utilize it for job, study,
and general culture. As a consequence, there is a significant
risk that users may copy and paste ChatGPT’s outputs,
which might result in the dissemination of misleading in-
formation. We also observed that an early occurrence of
fake info may play a relevant role in users’” evaluation of
the chatbot. These results highlight the need of assessing
both the advantages and risks of utilizing a ChatBot like
ChatGPT, and also imply the need for more study into the
most effective means of mitigating the risks connected with
the use of such technology. Practitioners may take from this
study the need for more effective ways to communicate
the limitations of chatbot systems to users. An important
implication of our study for the researchers is the need to
develop better mechanisms for verifying the accuracy of
chatbot responses. Software developers must recognize that
generative models are unpredictable and potentially dan-
gerous. Although warning messages are often included in
chatbot interfaces, our results suggest that they may not be
sufficient to prevent users from believing in and potentially
acting on incorrect information. A potential approach would
be to develop algorithms that can automatically detect and
correct incorrect responses, or to provide users with a way to
report incorrect information and have it reviewed by human
moderators.
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