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ABSTRACT

The 3D face model of an individual includes a rich amount of information useful in many application sce-
narios. Currently, the 3D reconstruction from images is obtained through multiple acquisitions at different
distances and angles in a controlled environment. “In the wild’ conditions, or inadequate acquisition sys-
tems, can make 3D reconstruction a strongly error-prone problem. This paper illustrates a system that
creates 3D face models from images taken by unmanned aerial vehicles in a completely automatic way.
The proposed method is adaptive, dynamic, and contactless. No human intervention is required for im-
age acquisition. Experimental results are described—in particular, the comparison between the ideal 3D
reconstructions, obtained in controlled and cooperative conditions, and the reconstructions obtained by
the drone during flight at different resolutions. The results show good overlap of the models and a low
co-registration error. Given the free mobility of the UAVs, the system is suitable, among other applica-

tions, for biometrics and open-air access control over large areas.

1. Introduction

The 3d model of a face provides a rich amount of information
useful for biometric recognition. Having a 3d model available al-
lows to check the acquisition of faces in non-frontal poses with
greater precision. Biometrics measure physical traits or behavioral
characteristics of an individual. Among several different purposes,
they can help to detect, identify and recognize subjects in surveil-
lance systems. Examples of biometric traits are face, ear, iris, gait,
voice, typing speed patterns and, more generally, everything that
can be measured [1]. During the biometric acquisition process, the
interaction between a subject and the system should be as non-
invasive as possible. In the presence of large numbers of people,
it is crucial to automatize such a process. Contactless and uncon-
strained interfaces are preferred whenever possible [2].

Recently, Unmanned Aerial Vehicles (UAVs) have appeared as
an opportunity for biometric purposes. UAVs can replace systems
based on camera grids, making it possible to monitor large areas
[3], sparing the use of a large number of sensors. Aerial vehicles
are equipped with cameras and possibly other sensors, some of
which are integrated into mobile devices such as smartphones.

As a result of technological progress, these sensors have
changed how UAVs interact with the environment and with people.

In particular, on-board cameras allow more advanced mobile fram-
ing. For example, the classic Pan, Tilt and Zoom mode (PTZ), where
only the camera has moving parts, can be extended to Throttle,
Pitch, Roll, Yaw. The degrees of freedom of the aerial vehicle, which
can freely move in the working environment, allow a greater set of
options for the shot and hence for the acquisition most suitable to
biometric goals.

The flight of these devices is usually managed by a pilot
through a RC (Remote Controller). In some cases, however, the pi-
lot might not be able to promptly react in critical situations; hence
the need for automating processes such as object tracking, take-off,
landing, return to home, etc. The autonomous flight of UAVs is also
desirable in order to reach specific targets or avoid obstacles [4].

This paper proposes the implementation of an adaptive biomet-
ric acquisition system and provides an example of automatic ac-
quisition for the 3D face reconstruction. The solution is achieved
through an Android application using the drone DJI Phantom 4
Pro+ [5] and DJI Mobile SDK [6] libraries. The drone adapts to the
position of the subjects face in the frame, flying autonomously to
take photos from an adequate distance and perspective view. The
operator performs simple start and stop operations of the system.

The pilot-drone interface to the system is simple, since it only
entails starting and stopping the application. Besides, the only as-
sumption is the physical presence of a human subject in the scene.
Full freedom of movement is granted by the contactless mode: the
subjects can take control of the drone by getting its attention. The
drone then detects the user’s face and starts hovering around to



take photos. The captured images are processed to produce the 3D
model.

The technique proposed in this paper can be exploited as an
acquisition method for the creation of biometric face datasets with
the added value of 3D information. It can also be part of a gate
access system for wide areas with low presence density, or with
higher density if fleet management is integrated. Another possible
use of this technique could be surveillance in areas that are dan-
gerous for environmental or human factors, or where fixed cam-
eras are likely to be vandalized or stolen.

The paper is organized as follows. Section 2 contains a survey of
autonomous control systems for UAV and their application to bio-
metrics. Section 3 illustrates the system architecture. Section 4 dis-
cusses the experimental results achieved. Finally, Section 5 draws
some conclusions.

2. Related work
2.1. Background

Physical and behavioral biometrics can be combined to build
multiple biometric systems able to prevent access to restricted ar-
eas or to protect private data in a more secure way. A typical ex-
ample of behavioral biometrics is the pattern by which a person
looks at a face, as studied in Cantoni et al. [7]. The fixation points
over time allow discriminating a subject from another.

Biometric identification and recognition are performed through
the matching of biometric templates. Face biometrics solutions are
often based on 2D models representing the structure of the face.
Alternatively, 3D models can be used for more details [8]. 3D face
models have depth information absent from the typical 2D models
discussed in face recognition literature. Therefore, they add accu-
racy to identification and recognition, but increase the computa-
tional workload [9]. 2D and 3D models can be used in combined
approaches such as so-called multimodal algorithms [10]. An ex-
ample method of face recognition fusing 2D and 3D models is
shown in Lin et al. [11].

The acquisition of a 3D face model usually takes place in con-
trolled systems designed for this specific purpose, mostly through
the use of a 3D scanner. A good example is the system used for
the construction of the FLORENCE 3D FACE dataset [12]. It is also
possible to obtain a 3D model through the use of monocular cam-
eras. This requires taking simultaneous shots from various specific
angles and then processing them with reconstruction algorithms.
Such an approach has been used for the construction of the dataset
COMPACT [13]. Another example of acquisition is the use of face
images captured from random angles such as single frames ex-
tracted from videos [14]. Recent research has shown that, even
with a single frame, it is possible to obtain accurate models by the
alignment of preloaded models, as shown in Jiang et al. [15] or by
the use of neural networks [16].

The model can be built in a later postprocessing phase or in
real time, depending on the complexity of the task and the com-
putational power available.

2.2. Drones in biometric system

UAVs, commonly known as drones, are used for various pur-
poses such as surveillance, photography, hobbies, interactive social
context, rescue, and more [17]. They are becoming more and more
ubiquitous. Sometimes, the human factor decreases the probability
of success of a mission. For this reason, there are appropriate inter-
faces to maximize automation and minimize the possible impact
of human error. One such interface is [18]. In the present work,
however, the interface is reduced to a minimum and the control is
carried out by the software.

The conventional user interfaces for human-drone interaction
are remote controls, phones and simple gestures where the users
can interact with a drone in a natural manner [19]. In some cases,
it is possible to use biometrics itself as an interface to human
drone interaction, in a non conventional way. An example would
be aiming and launching flying robots on user-defined trajectories.
In [20], the authors present a user interface using face data. The
method is easy to learn and requires no user instrumentation. The
drone is sent along a desired 3D trajectory beyond line-of-sight. As
a different take on this problem, an example of combined interface
gestures and face pose estimation can be found in Nagi et al. [21].
Combining the use of behavioral biometrics and drone flight is also
possible. In one study, the drone follows trajectories related to the
emotion of the pilot [22]. Another human-robot interaction appli-
cation that uses face information for control can be found in Yao
et al. [23].

Some recent biometric datasets of face images have used drones
to obtain images from above. Representative examples include the
DroneFace dataset [24] and the multimodal dataset MUBIDUS-I. In
the latter case, images were acquired in both controlled and non-
controlled conditions [25]

3. Method and tools

A prior task to recognition is detection. For detection, we have
used the Google Mobile Vision API [26], now a part of the Machine
Learning Kit. The Mobile Vision API library was chosen over the
classic OpenCV [27] because of better portability and scalability.
The Google API and the DJI SDK can be used on any DJI remote
flight control system, without need for special computing power.
Had OpenCV been used for the detection stage, there would have
been more limitations.

The detection algorithm used in the API is based on a machine
learning approach for object localization that guarantees support
over time. To make use of the Phantom 4 Pro, we employed the
DJI SDK, mainly the Mobile SDK, to create a customized mobile app
unlocking the full potential of the DJI aerial platform.

The Android app was built in the Android Studio IDE with An-
droid DJI SDK full compatibility [28].

The drone is initially in stand-by on the ground. In the first
step, the application signals the drone to raise the camera and wait
for face detection within the scene. Once a face is detected, the
UAV takes off and aligns the camera with it both horizontally and
vertically, then the preset sequence starts. At this stage, the flight
follows a geometric figure pattern, such as a rhomboid, around the
subject while taking a shot of the scene. Other flight paths, such
as circles, are possible. What is important is that the subject is al-
ways framed at various angles. For simplicity, only rhomboids were
used.

Finally, the 3DF Zephyr software form 3DF Flow [29] processes
the video acquired by the drone and produces an accurate 3D re-
construction of the subject under consideration. A repository con-
taining the source code of the proposed solution is available online
at https://github.com/ldema/Remote3D.

3.1. Biometrics

The objective of the present work is reconstructing the sub-
ject’s face through a 3D representation of the biometric trait. This
puts our proposal within the area of biometric collection systems—
more specifically, in the class of subsystems that address the is-
sues of biometric trait representation and manipulation. The prob-
lem we tackle is that of achieving a robust and reliable 3D repre-
sentation of a face acquired from a monocular system (the drone).
The higher the quality of the reconstruction, the better the perfor-
mance expected by a face recognizer based on such reconstruction.



The term ‘Biometrics’ refers to all measurable human physical
and behavioral characteristics. Some of these features are unique
to each individual, and the metric used can be specific. This in-
formation labels and describes individuals. It can be used for se-
curity purposes in authentication or identification; in some cases,
it can even detect pathology. Such data are therefore strictly per-
sonal, and their use is regulated by specific laws about their treat-
ment and storage. The ethical and safety problems springing from
the collection and processing of biometric data are still largely un-
charted, and a substantial amount of work is being done on the
matter.

The acquisition of single or multiple traits can be carried out
in controlled conditions or in so-called ‘wild’ environments, in a
multimodal way, at different times, with multiple sensors, with or
without the consent of the subject. The characteristic of an ideal
biometric trait are: (i) the Universality: every person should pos-
sess the trait; (ii) the Uniqueness: the trait should differ between
individuals to ensure distinctiveness; (iii) the Permanence: the fea-
ture should be reasonably unchangeable over time, in order to re-
main meaningful; (iv) the Measurability/collectibility: the acquisi-
tion or measurement of the trait should be easy; (v) the Perfor-
mance: the technology used for the traits should provide adequate
accuracy, speed, and robustness; (vi) the Acceptability: the rele-
vant population should accept capture and storage of that biomet-
ric trait; (vii) the Circumvention resistance: it should be hard to
imitate a biometric trait with an artifact or substitute. The pro-
posed system meets all those properties. It is commonly agreed
that the human face satisfies the aforementioned properties. In
fact, the face is considered a hard biometric trait [8].

3.2. Unmanned aerial system

A system consisting of a UAV, a ground-based controller, and
a communication system between the two is called a UAS (Un-
manned Aircraft System). These aerial vehicles are classified differ-
ently by defense agencies or civilians, with continuously evolving
categories. They can be classified by their size, the ranges they can
travel, their endurance in the air, and in some case their cost, as
explained in Watts et al. [30]. The evolution of commercial models
in terms of performance and sensors has reached levels that can
be compared to those of professional models. The model chosen
for this study is such a case.

Originally, these vehicles were used for missions considered
“dull, dirty or dangerous” for humans, usually military [31]. How-
ever, their use quickly expanded in all human activities: daily life,
leisure, and scientific research. Many benefits came in the secu-
rity sector, where UAVs help overcome architectural barriers and
can be equipped with modern technology. The different types of
possible on-board sensors allow deployment in several critical sit-
uations.

UAVs may be flown either by a human pilot under remote con-
trol (RPAS - Remotely Piloted Aircraft System), by onboard comput-
ers autonomously, or through a remote application—as in our case.
Drones often have the ability to be programmed to create intelli-
gent flight systems like the DJI drone, one of the most widely used
commercial systems.

3.3. Hardware

Acquisition devices The hardware used is not particularly high-
end. The most exotic item is a DJI Phantom 4 Pro+ drone with a
30 min flight time, 7 km control distance, 72 km/h flight speed, 4 K
60 fps video resolution, 30 M sensors distance, Obstacle sensing 5
Directions, 6 Camera navigation system, main camera specification
(FOV) 84° 8.8 mm/24 mm (35 mm format equivalent) f/2.8-f/11
auto focus at 1 m —oo. In addition a smartphone Samsung S8 with

12 MP, f/1.7, 26 mm (wide), 1/2.55”, 1.4 um, dual pixel PDAF, OIS,
back camera.

Computation system The reconstruction was computed on an
Asus laptop with Intel® Core™ 7 6700HQ Processor, Intel®
HM170 Chipset, NVIDIA® GeForce® GTX 1070 with 8 GB VRAM,
16 GB DDR4 2133 MHz SDRAM.

3.4. Software

Google mobile vision API The Mobile Vision API is a framework
that allows the identification of specific objects, like faces, bar-
codes, and text, present in photos or videos. The framework is
part of the ML Kit (Machine learning for mobile developers Kit), an
easy-to-use and powerful package that brings Googles expertise in
machine learning to mobile developers. It includes pretrained de-
tectors that work in real-time. They locate and describe the object
in any orientation within images or video frames. The Face detec-
tor used in this study returns the coordinates of the areas contain-
ing human faces. Furthermore, it is able to extract the positions
of facial landmarks such as contours of facial features: eyes, ears,
cheeks, nose, and mouth. The response time of this detector allows
real-time processing of the video stream from the drone.

DJI mobile SDK software The DJI Mobile SDK is a software devel-
opment kit designed to give developers software access to the ca-
pabilities of DJIs aircraft. The SDK provides high level calls for low
level functionality such as flight stabilization, battery management,
and signal transmission and communication, thus simplifying ap-
plication development. The SDK includes a library/framework that
can be imported into an Android or iOS app. Many product fea-
tures and capabilities are accessible to developers through the
SDK: developers can automate the flight, control the camera and
gimbal, receive real time video and sensor data, download saved
media from the product, and monitor the state of the other com-
ponents. Many of these capabilities have been used in this work.
Some issues that need to be addressed include the following. The
aircraft can have a mass of up to 2.80 kg and move at speeds of up
to 20 m/s. While the ability to programmatically change position is
quite powerful, attention has to be paid to the things and people
around it (kinetic energy). D]Is aircraft moves in space shared by
people, structures and possibly other aircraft. DJI provides a ge-
ofencing system to prevent aircraft from entering critical space.
However, developers and users should still pay constant attention
to aircraft movements to avoid accidental and risky impacts (share
space). Wireless connectivity can be unpredictable in challenging
wireless environments. It can take hundreds of milliseconds for
a command to be transferred, assuming it ever does. There can
be unexpected consequences in the physical world (highly asyn-
chronous process).

Fig. 1 illustrates how the DJI Mobile SDK fits into a mobile ap-
plication, and how it is connected to a DJI aircraft. Fig. 2 shows the
flight simulator during an application test. A mobile application is
built with the DJI Mobile SDK based on the relevant platform (i0OS
or Android), and it is run on a Mobile Device such as an Apple
iPhone, iPad, Nexus phone, Nexus tablet, or others.

3DF ZEPHYR software By means of the 3DF Zephyr software, it
is possible to reconstruct 3D models of objects from multiple pho-
tos. The software does not require specific hardware requirements,
but it is able to exploit GPU computing power if one is present.
It is built on top of proprietary reconstruction technology, basi-
cally photogrammetry techniques. If the framed object is station-
ary and the photos are in focus, the resulting model has high ac-
curacy. The software extracts the best focused frames and discards
the ones that are not similar enough. Details of this step are bet-
ter discussed in Section 4.2. For our experiments, the default pa-
rameters settings were used, with focus set at high level. During
the processing step, the software selects the best frames for re-
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Fig. 1. For a handheld camera product, the remote controller is replaced by a hand-
held controller. There is no additional aircraft or wireless link.

T

Fig. 2. A screen shot of the flight simulator.

DETECTION CENTRAL ALIGN. | |ACQUISITION LANDING

no

yes yes yes

Fig. 3. Summary of the first system component: drone flight for data collection.

|
Fig. 4. (Left) The drone is in loop until a face is detected in the scene. (Right) The
drone has detected a face and is preparing to take off.

-

construction among the ones extracted. 3DF Zephyr can create and
export meshes and point clouds in the most common 3D formats
to generate video animations, digital terrain models, sections, and
contour lines. It can infer angles, areas and volumes. 3DF Zephyr
is a computationally demanding application, especially with high
resolution images, but multiple CPU cores and Nvidia CUDA tech-
nology, if available, can speed up the computation.

Fig. 5. Sample of half body 3D reconstructions from Drone at different resolutions
(FHD on the left and C4K in the middle) and Mobile (FHD resolution).

4. Experiment design

The system is mainly composed by three software modules.
The first module automates the acquisition process of the subject,
recording video frames once a human face is detected in the video
stream. The drone autonomously flies and corrects its route to pro-
vide different perspective acquisitions of the subject. The second
module implements the 3D reconstruction process. It discards the
useless frames: those with excessive blur, with suboptimal angu-
lar views, and other defects). Some samples of half body models
are shown in Fig. 5. The third module of the pipeline performs the
co-registration of the models so obtained. The 3D model of a sub-
ject reconstructed by the drone during flight is co-registered with
the model of the same subject acquired in ideal and cooperative
conditions. As expected, the accuracy of the model reconstructed
by the acquisitions from the drone is as much higher as the co-
registration error is low.

The following sections present the interface of the system, the
testbed and the software product used to manage the point clouds.
The experimental results in Section 4.3 discuss the level of perfor-
mance achieved and make a few observations inferred from the
behavior of the system.

4.1. Human interaction and interface

When acquiring raw data, the drone goes through a succession
of several phases and states in a specified order, much like a fi-
nite automaton. A summary of the phases and phase transitions is
illustrated in Fig. 3.

The first phase is called DETECTION. The Phantom 4 is at
ground level, in the initial state called LANDED. When the user
presses the start button on the RC, the automation starts. First of
all, a command is sent to the drone to rotate the gimbal upwards
by 29.5°, which is the maximum possible rotation for the cam-
era. Next, the application starts streaming from the vehicle, and
the streamed data is processed by Google Mobile Vision API's real
time face detection. When a face is detected in the scene, the UAV
takes off and rotates the gimbal to 0°, which is the default cam-
era position. This new state is called TAKE-OFF. Fig. 4 shows an
example of real execution of this state.

In the next phase, called CENTRAL ALIGNMENT, the drone, af-
ter taking off, tries to align the face in the center of the frame
both vertically and horizontally. After alignment, the gimbal starts
the video acquisition and the drone stops, passing to the state
STALLED FLIGHT to perform Phase 3 (ACQUISITION).

The ACQUISITION phase consists in actually acquiring the face
data. This is carried out by flying around the subject. Ideally, the
height stays at human eye-level. Height stabilization is obtained by
appropriately modulating the parameters Yaw and Pitch in rapid
succession. For safety reasons, it is possible to immediately stop
the drone from continuing the trajectory at any time by pressing a
dedicated button.

The final phase, LANDING, happens when the trajectory has
completed and all the data have been acquired. The drone goes
back to ground level and returns the camera to the original 29.5°
orientation.



Table 1

Quantitative data of the experimental session.

Data information Drone Drone Drone Drone Mobile

Video resolution FHD 27K 4K 4K FHD

Video duration (sec) [90,120] [90,120] [90,120] [90,120] [25,35]

Video-frames used [80,130] [80,120] [75,110] [80,110] [50,75]

Processing time (min)  [90,120] [90,120] [120,180] [120,180] [50,75]

Point cloud size [1k,2k] [2k,3k] [3k,4k] [3k,3.5k] [4.5Kk,6k]
4.2. 3D reconstruction Table 2

After the automated drone acquisition has captured a video
recording of the subject, 3D reconstruction by the 3DF Zephyr soft-
ware can start. First of all, the video is imported into the software.
Then, keyframes are extracted from the video. 3DF Zephyr can im-
port not only images, but also videos. When doing so, a video is di-
vided into frames that are subsequently treated as individual still
images. In this phase, it is possible to set the frame rate for ex-
traction (the frame-per-second, FPS), the automatic analysis of the
blurring artifacts in each frame and the thresholds for rejecting the
outlier frames that are not similar enough to the others. If neces-
sary, it is also possible to intervene manually and cut some parts
of the video that are not needed for extraction - e.g. those not
including the subject.

The next phase, called STRUCTURE FROM MOTION, processes
all the images initially loaded into the software, normalizes their
orientation, and produces a first rendering of the photographed
subject defined as a cloud of scattered points.

Fig. 5 shows an example of results from the last two phases
after imposing a texture on the three-dimensional model.

4.3. Results and discussion

Starting from the system above described, 3D models of 20 par-
ticipants have been constructed in different resolutions and at a
distance ranging from 2.5 to 3 m. The set of subjects used for the
experiments is made up of males, aged between 40 and 50, with
a height ranging from 1.7 to 1.8 m, of Caucasian ethnicity, without
occlusions on the face area except for one subject wearing a mus-
tache. The environment is outdoor and consists of an open space
without obstacles between the drone and the subject to be ac-
quired. The area behind the drone is also free of obstacles for at
least 2 m. The shots were taken with minimal wind and in light
conditions either sunny, but without shadows in the shooting area,
or cloudy. Four different resolutions have been considered: FHD,
2.7 K, 4 K, and C4 K. The 3D models contain a wealth of informa-
tion. In this work, we focus on the 3D reconstruction of the face
and the alignment of the models obtained.

A collection of quantitative data from the experimental session
is summarized in Table 1. ‘Processing time’ refers to the 640 x 480
crop of each videoframes, corresponding to the bounding boxes
containing the half body of the subjects. The main contribution of
these quantitative results is about the effect of video resolution on
the computing time and on the extraction of point cloud, which
in turn should impact on the accuracy of the reconstructed model.
It can be observed that even if the processing time is reasonably
limited and the variations on higher resolutions can be controlled,
the number of points extracted from the videos at 4K resolution is
higher than in the other conditions. This suggests that C4 K reso-
lution can be more affected by noise, while resolutions lower than
4K do not capture sufficient information and do not achieve a qual-
ity that can produce accurate 3D models. The experimental results
shown in the following further confirm this observation.

To evaluate the accuracy of the 3D reconstruction from the
drone, the crops of the 3D face have been aligned with the ideal

Results of the alignment of the 3D models in terms of
RMSE and variance of the point clouds.

Drone video resolution

FHD 27K 4K C4 K
RMSE 0.0356  0.0270  0.0264  0.0275
variance  0.0007  0.0005  0.0004  0.0005

.

.

(c) 4K

(d) C4K

Fig. 6. Hausdorff distance map of Mobile vs. Drone at different video resolutions.

model acquired in controlled laboratory conditions through a mo-
bile device. The ICP (Iterative Closest Point) method has been used
to align the models [32], and the RMSE (Root-Mean-Square Error)
as a metric of co-registration error to estimate how the 3D models
fit each other, according to the following equation:

RMSE = \/ N S1 (Drone; — Mobile,? W

where N is the total number of points in the 3D cloud saved
by the co-registration process, while Drone; and Mobile; are the
corresponding points in the two clouds found through the ICP
algorithm—in other words, they represent the closest points found
during the co-registration. Table 2 shows the mean RMSE achieved
on all participants acquired and reconstructed in the experimental
session. The table also reports the mean variance of the alignment
of the point clouds. As expected from the preliminary considera-
tions on the size of the point clouds, the video resolution at 4K
achieves the most promising results. The mean error is the lowest
among all resolutions considered. The impact of this result can be
also visually inspected in Fig. 6.

Taking a subject as a reference from the dataset, the crop of
the face has been extracted from the half body 3D model. Visual
results of such a crop are shown in Fig. 7b, where the region of
interest has been segmented from all 3D models at different video
resolution and compared with the model from mobile acquisition.
The overlap among the 3D models can be also better appreciated
in Fig. 8. Different colors show how points from model clouds are



(a) (left to right) Mobile FHD, Drone FHD, 2.7K, 4K, C4K.

(b) (left to right) Mobile FHD vs Drone FHD, 2.7K, 4K, C4K.

Fig. 7. Top: Crops of the 3D faces extracted from the 3D models acquired in con-
trolled conditions by mobile device and by drone at different resolutions. Bottom:
Visual results of the overlap between the 3D model from mobile acquisition and
those acquired by the drone at different resolutions. When a model prevails on the
other, it means the overlap is not satisfactory. The more interleaved the textures,
the more accurate the overlapping.

(a) FHD

(b) 2.7K (d) C4K

Fig. 8. Point cloud registration of mobile vs. drone at different resolutions

co-registered. Similarly to what happens in Fig. 7b, where the over-
lapping error is low if the two textures are interleaved, also in
Fig. 8 the point clouds are well co-registered when they both con-
tribute to colorize the plot. It can be observed that the overlap is
the highest at 4 K drone resolution. The same evidence comes out
from the comparative results in Table 2, where the 4 K resolution
achieves the lowest mean RMSE error and mean variance.

Fig. 6 shows the distance maps obtained by comparing the ideal
3D model from the mobile acquisitions and the one generated by
the acquisitions of the drone during flight. In particular, the fig-
ure shows how the map varies among the comparison obtained at
different video resolutions. The distance metric considered is the
Hausdorff distance and the distributions from nearest to farthest
pixels is plotted on the left of each map. By analyzing the his-
tograms, it can be observed that the best performing reconstruc-
tion is obtained at 4 K resolution.

When the two models overlap, a high concentration of points
accumulates at bottom of the histogram (red/yellow color) while
the blue points are the farthest. At FHD and 2.7 K, wide surfaces of
non ideal overlapping can be noticed. Resolutions of 4 K and C4 K
are more or less equivalent, but on careful inspection, the map cor-
responding to comparison with 4K resolution is more compacted
on lowest values, thus resulting in slightly better overlap than at
C4 K.

5. Conclusions

3D representations of human faces can add significant infor-
mation to improve the performance of biometric recognition ap-
proaches. In this paper, an automatic method for 3D reconstruction
of faces through a single dynamic source is proposed.

The 3D model is computed by using a commercial UAV that au-
tonomously flies along a dynamic trajectory to capture pictures of
the face. The images are processed to create a faithful 3D recon-
struction, suitable for biometric purposes as well as for any appli-
cation fields where these models can be used. Since the obstacle
avoidance sensors do not allow approaching the subject any closer
than 1.5 m, obtaining a geometric representation accurate enough
to provide adequate 3D reconstruction quality is a non-trivial task.
The proximity sensors can be disabled by the DJI SDK, but it is not
recommended for user safety, since the whole procedure is auto-
mated. Keeping this limitation active, we showed that an accurate
3D reconstruction can be achieved by drones during flight.

The 3D models of the faces obtained in the wild scenario have
been compared with controlled acquisitions in laboratory envi-
ronment, collected through a common mobile device limiting the
camera noise. The co-registration procedure implemented through
the Iterative Closest Point algorithm has shown that the models
obtained by the drone at different resolutions are in large part
comparable with a model obtained in the absence of environ-
mental noise. As expected, the most promising results have been
achieved by higher resolutions of the camera embedded in the
aerial vehicle. However, from an experimental analysis carried out
on 20 participants, the 4K video resolution has achieved a higher
accuracy compared to C4 K, with a saving in computing time.

The next steps in this direction will be to solve some Remote
Controller performance issues and move most of the 3D model
computation directly into it.

Another useful development would be to further specialize the
drone for biometric applications. Other physical biometric features
could be addressed, e.g., iris or ear. Also, the system could be used
to capture soft/behavioral traits, in applications such as gait analy-
sis.

The achieved results show that it is possible to automate cap-
ture and storage of face biometric information with the use of
UAVs. They also suggest that the proposed approach can make it
feasible to monitor wide open-access areas without human inter-
vention, at least during the detection phase.

Technological evolution in terms of computing power and bat-
tery consumption will hopefully allow to move all the computa-
tional part onboard in real time in the near future. The new sen-
sors available on board with future UAVs will make it easier and
faster to acquire 3D models of the face.
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