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ABSTRACT

Cultural heritage critical infrastructures (CHClIs), including archaeological
sites, museums, and historic structures, are vital to a country’s identity and
economy. Safeguarding them is an ethical imperative that also supports em-
ployment and territorial attractiveness. Yet their preservation is threatened by
aging materials, extreme weather and other environmental phenomena, and vis-
itors who may cause damage, unintentionally or maliciously. CHCIs therefore
require regular inspection and maintenance. These procedures are traditionally
performed by humans and are often slow, error-prone, and resource-intensive.
For example, if the roof of a covered structure containing priceless frescoes
is damaged, prompt action is crucial; otherwise, a single storm or prolonged
rainfall could cause severe loss.

At the same time, in CHCI maintenance not everything can be automated.
Final decisions must always be made by human operators, since any intervention
must be justified and priorities in maintenance plans must be assessed by
experts. A Human-Machine methodological approach is therefore essential:
the user retains final responsibility, while their Situation Awareness is actively
supported and maintained at a high level through new technologies that reduce
workload and optimize task performance.

We propose to see the overall system, comprising the CHCI, the operators
and visitors who interact with it, and the supporting technologies, as a Cyber-
Physical-Social System (CPSS). In particular, we propose a novel Situation-
Aware CPSS methodological approach for cultural heritage protection that can
be adapted and replicated by public and private actors. Its implementation
relies on sensors and data-acquisition paradigms, Artificial Intelligence (Al)
to automate and accelerate the recognition of risk situations and maintenance
issues, and adaptive interfaces capable of presenting the information gathered.

Our research begins with a state-of-the-art review of Al for cultural heritage
preservation to identify the most modern and effective technologies to integrate
into the model. To recognize risk, the situation must also be modeled. Building
on the literature, we introduce a goal-driven Cultural Heritage Vulnerability
Index (CHVI), computed using Context Space Theory (CST), to assess the
vulnerability of areas and structures based on identified maintenance issues
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and environmental conditions.

The work also incorporates and evaluates an innovative data imputation
technique based on association rules and granular computing to reconstruct
missing data and ensure a more accurate perception of the CHCI environment.
The approach is tested on real-world IoT datasets established in the literature.
Automatic, rapid, and effective recognition of CHCI maintenance issues is
further achieved through a novel sustainable method for identifying damage
and weedy vegetation on the roofs of archaeological structures, evaluated on
datasets related to the Pompeii archaeological site.

All these elements converge in VERGIL, a CPSS platform designed to sup-
port human operators at Pompeii. VERGIL includes an adaptive interface with
a novel Oscillatory Goal Suggestion approach that, in emergency situations,
redirects the user’s attention to elements requiring urgent action, while avoid-
ing unnecessary distraction when the situation does not require it. Finally,
VERGIL is evaluated using the Situation Awareness Global Assessment Tech-
nique (SAGAT) across multiple scenarios set at Pompeii, testing with human
operators whether the system effectively supports their Situation Awareness
and decision-making abilities.
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CHAPTER 1

INTRODUCTION

"To be ignorant of what occurred before you were born is to remain always a
child. For what is the worth of human life, unless it is woven into the life of our
ancestors by the records of history?"

— Marco Tullio Cicerone

Cultural heritage sustains cultural identity, the economy, and the attractive-
ness of a region, serving as a primary vehicle for transmitting tangible, natural,
and intangible assets to future generations [1]. Cultural tourism, rooted in the
18th century and consolidated in its modern form since the 1970s, centers on
the exploration of natural landscapes and cultural heritage. Tourism linked to
a country’s cultural assets is a significant economic driver, especially where
such heritage is abundant [2], [3].

In this thesis, we define Cultural Heritage sites, such as archaeological
parks, museums, and historic structures, as Critical Infrastructure that should
be preserved for both their social and economic value. Indeed, the European
Union defines critical infrastructure as: an asset, system or part thereof located
in Member States which is essential for the maintenance of vital societal func-
tions, health, safety, security, economic or social well-being of people, and the
disruption or destruction of which would have a significant impact in a Member
State as a result of the failure to maintain those functions [4] [5]; while the
United States of America defines critical infrastructure as: systems and assets,
whether physical or virtual, so vital to the United States that the incapacity
or destruction of such systems and assets would have a debilitating impact
on security, national economic security, national public health or safety, or
any combination of those matters. [6] [7]. Given these definitions, Cultural
heritage sites can be considered critical infrastructure since they are essential
to vital societal functions and to social and economic well-being. They sus-
tain identity, education, and social cohesion, and they often support tourism



revenues and local employment, so their disruption or destruction can produce
significant, long-lasting impacts. Because these sites are also irreplaceable, the
consequences of damage are often irreversible, which aligns with both the EU
and US ideas of infrastructure whose loss would seriously undermine security,
prosperity, and public well-being.

The protection of such Cultural Heritage Critical Infrastructures (CHCIs)
also acts as a strategic activity in order to satisfy the 2030 Agenda for Sustain-
able Development, adopted by all United Nations Member States in 2015, which
provides a shared blueprint for peace and prosperity for people and the planet,
now and into the future. At its core are the 17 Sustainable Development Goals
(SDGs), which are an urgent call for action by all countries, developed and
developing alike, in a global partnership (https://sdgs.un.org/goals).
They recognize that ending poverty and other deprivations must go hand-in-
hand with strategies that improve health and education, reduce inequality, and
stimulate economic growth, all while tackling climate change and working to
preserve our oceans and forests.

A serious plan for the preservation of cultural heritage is capable of sup-
porting several of the 17 SDGs, in particular:

* SDG 4 — Ensure inclusive and equitable quality education and pro-
mote lifelong learning opportunities for all.
Safeguarding CHCls preserves history and knowledge for future genera-
tions, ensuring they can be studied directly, easily, and at high quality. If
the past is not preserved, knowledge is lost, undermining culture within
society itself.

« SDG 8 — Promote sustained, inclusive and sustainable economic
growth, full and productive employment and decent work for all.
Well-managed CHClIs sustain local economies and quality jobs in con-
servation and tourism. Treating them as critical infrastructure prior-
itizes safe access, lifecycle maintenance, and visitor management that
preserves value while preventing overuse. Actively supporting operators
with new technologies makes their work easier, faster, and more effective.
While some roles may become less necessary over time, new expert posi-
tions are emerging to complement existing ones, fostering both economic
and social development.

¢ SDG 9 — Build resilient infrastructure, promote inclusive and sus-
tainable industrialization and foster innovation.
Since cultural heritage is a domain involving critical infrastructures, they
should be made resilient. Resilient CHCIs can be achieved by adopt-
ing emerging technologies and paradigms such as the Internet of Things



(1oT), artificial intelligence (Al), digital twins (DT), and structural health
monitoring (SHM).

¢ SDG 11 — Make cities and human settlements inclusive, safe, re-
silient and sustainable.
Safeguarding CHCls sustains urban identity, the continuity of social life
and the resilience of the territory. Investing in protection, through risk
assessment, preventive conservation, and emergency planning, strength-
ens urban resilience and supports inclusive place-making. Technological
development of CH sites, coupled with their preservation and sustainable
economic use, protects the revenues of the institutions, territories, and
cities that manage them, creating added value.

¢ SDG 13 — Take urgent action to combat climate change and its
impacts.
The adoption of new technologies and paradigms for protecting CHCls
can reduce the impact of climate change and adverse natural events,
helping to prevent disasters. This is especially important in cultural
heritage, where preservation also depends on how sites themselves treat
the environment, so as not to worsen underlying risk conditions. For this
reason, the enabling technologies used to support preservation must be
sustainable and environmentally responsible.

e SDG 17 — Strengthen the means of implementation and revitalize
the Global Partnership for Sustainable Development.
Safeguarding CHCls requires multi-stakeholder cooperation across gov-
ernment, academia, the private sector, and civil society, sustained by
interoperable standards, shared data, and joint financing mechanisms
for protection and recovery.

The efficient protection of CHClIs involves optimizing multiple steps and
aspects, and leveraging a range of technologies. First, understanding the con-
dition of CHClIs is fundamental [8]. Traditional monitoring procedures are
often insufficient in cultural or natural heritage contexts, not least because a
site can be difficult to access. Consequently, extensive data collection and
multidisciplinary expertise are required [9], [10]. Today, these procedures can
be improved through innovative paradigms and tools [11], which support the
identification of risk factors, the design of risk-management strategies, and the
tracking of maintenance activities to inform decision-making. IoT serves as
a paradigm for collecting real-time data across different areas and aspects of
CHCIs. A variety of sensors and devices are distributed throughout the physical
asset to gather information that can be analysed subsequently.



To achieve this, systems may employ robots capable of performing a range
of tasks and collaborating with humans to deliver more efficient, proactive
monitoring and maintenance.

These robots, named cobots, are designed to coexist and work in the same
environment as humans, prioritizing safety and efficiency rather than outright
replacement; they typically handle repetitive, precision tasks so that humans
can focus on problem-solving. In this way, humans and robots realize Hu-
man—Robot Collaboration (HRC), working together toward a common goal,
such as identifying maintenance issues and, more broadly, safeguarding the
CHCI. Multiple ground and aerial cobots can be deployed at CHCIs to cap-
ture high-resolution imagery, assess on-site conditions, and intervene when
needed. These cobots can coordinate their inspections and supply valuable
data to be integrated with readings from other sensors. They can also carry out
repairs or direct interventions on-site, either autonomously or in concert with
human operators [12] [13]. In the CH domain, such cobots can take the form
of ground robots, either wheeled or quadrupedal, which are widely employed
because they can access narrow and otherwise inaccessible areas. However,
Unmanned Aerial Vehicles (UAVs), or more generally aerial drones, are used
even more extensively. UAVs can perform surveys and capture high-resolution
imagery that supports photogrammetric workflows to produce georeferenced
orthophotos or 3D models of a site, potentially complemented by technologies
such as LiDAR.

The outputs of such cobots are therefore complex virtual 2D and 3D objects,
which help to characterize conditions within the CHCI and support operators’
decision-making. However, the data collected during surveys must be analysed,
and in large, heterogeneous environments this can be a lengthy and complex
process if performed manually. Al can accelerate and enhance these analyses
[14] [15]. Al supports CHCI operators in preservation and conservation tasks,
enabling the early detection of issues and quick responses to unforeseen risks
[15]. Predictive models and machine learning (ML) algorithms provide robust
decision support in today’s cultural landscape [16], [17]. By processing data
from varied and heterogeneous sources, these tools detect trends and areas of
interest, allowing managers and experts to adopt informed protective measures
and tailor strategies to each context, which is invariably case-specific [18], [19].

To support the preservation of cultural heritage as critical infrastructure, our
work focuses on implementing new paradigms that leverage recent technologies
to strengthen protection and deliver tangible benefits.

Below, section 1.1 will outline the challenges and objectives of this work;
section 1.2 will explain the research approach used; section 1.3 will declare the
contributions of this work; section 1.4 will then explain how the thesis will be
structured.



1.1 Challenges and Objective

This work also stems from a collaboration with the Pompeii archaeological
site. In recent years, the site has undergone a major digital transformation,
initiated primarily by the Smart@Pompeii project (https://pompeiisites.
org/archivio-progetti-e-ricerca/smart-pompei/ ), through which it
deployed sensor-equipped cameras and devices to monitor the site environment,
as well as cobots for ground and aerial inspections. As part of this project,
the site acquired a dog robot named Spot from Boston Dynamics to patrol the
grounds and navigate Pompeii’s uneven terrain, along with an aerial drone, a DJI
300 RTK Matrix equipped with a high-definition RGB camera, the Zenmuse L1.
Even before our research began, operators were using this aerial cobot to survey
the entire site and photograph specific areas. Approximately once a month,
they conducted a full flyover to capture georeferenced images of the whole area,
which were then merged into a site-wide orthophoto using photogrammetry
software. Human operators subsequently inspected the orthophoto to identify
maintenance issues, such as weedy vegetation, damaged conduits, and, above
all, broken roof tiles on various structures. Because heavy rain or storms can
drive water through broken roofs and damage interiors, artifacts, and frescoes,
promptly resolving these issues is essential.

This hybrid, collaborative workflow, where drones collect data and humans
manually verify the findings, introduces several challenges:

* Since orthophotos are generated on a monthly basis, operators remain
blind until the next flight;

* The identification of maintenance issues is very slow, as operators must
manually inspect the entire site, zone by zone;

* The identification of maintenance issues is error-prone, as operators may
overlook issues due to distraction, fatigue, preconceptions, or similar
factors;

* Such identification requires resources and human effort that are not al-
ways available or that are too expensive.

The identification of maintenance issues can be facilitated and accelerated
by automating their recognition using Al techniques, thereby reducing human
workload. However, in this domain, identifying such issues is itself a complex
task. Both human and artificial agents may struggle to distinguish different
areas of an archaeological park in photos, since these heterogeneous contexts
combine natural landscapes with urban ruins, and it is not always clear which
zones actually require maintenance. At a glance, for example, a damaged roof



might belong to an ancient structure that is intentionally in ruins, or it could be
part of a modern reconstruction in Roman style that must be repaired to protect
artifacts and frescoes inside. Similarly, vegetation overgrowth may be a serious
issue in dense, built-up areas, while being entirely normal in other parts of the
park where structures are sparse.

Considerable work is therefore needed to develop ad hoc models that account
not only for accuracy, but also for energy and resource consumption, in order
to minimize environmental impact and ensure that monitoring activities do not
inadvertently compromise the preservation of the assets themselves.

In this context, we found that full automation is not feasible, since an
incorrect decision could have disastrous consequences. Because we are dealing
with critical infrastructure, final decisions on what actions to take and what
to maintain must remain with human operators. Any intervention must be
justified, and priorities within maintenance plans must be assessed by domain
experts. We therefore operate in a setting where close interaction among the
physical asset to be preserved, the technologies used to monitor and manage
it, and the people who work with it is essential. For this reason, we propose
to consider a general CHCI as a Cyber-Physical-Social System (CPSS), i.e.,
a system that integrates digital technologies with physical entities, sensors
and actuators, and human interaction with both machines and other humans.
The value of the CPSS paradigm lies in its well-established foundation in
the literature, which enables the interaction among all actors in the system to
be formalized and implemented more effectively. Although CPSS have been
adopted in other domains, we argue that this perspective is also useful and
applicable to cultural heritage, as we will aim to demonstrate in this thesis.

At the same time, to make sound decisions, users must always remain aware
of what is happening. In practice, their Situation Awareness (SA) must be
supported. SA is defined as: the ability of a human or artificial agent to
understand what is happening in the current environment to support informed,
adaptive, and resilient decisions [20]. In fact, several studies have shown that,
under the same conditions, a higher SA among human operators leads them
to make better decisions on average [20] [21] [22]. Especially in cases like
this, where the user cannot be replaced but some operations are automated, it
is crucial that the user stays in the loop of system actions, so they do not lose
awareness and are always ready to intervene. Users may also struggle to track
everything that is occurring; a supportive system can therefore be essential.
When operators must attend to many aspects at once, dividing attention is
difficult. If they are focused on a specific goal, they tend to filter out and ignore
elements that are not directly related to that goal, but can be important for the
safeguard of the CHCI. Thus, the system must draw the user’s attention when
necessary.

At the same time, maintaining a high level of situation awareness while op-



erators are waiting for the next survey can be achieved by exploiting contextual
information such as weather conditions and visitor flows. This information
helps keep vulnerability assessments of different site areas up to date and sup-
ports understanding of how these conditions are evolving based on the most
recent survey data. This aspect is particularly important in contexts such as
the archaeological site of Pompeii, where operators are effectively blind to new
maintenance issues for an entire month until the next aerial orthophoto becomes
available.

Following these considerations, the objective of this thesis is to develop
a methodological approach that enables users to understand how, where, and
when to intervene to protect CHCIs.

To pursue this overall objective, this thesis addresses the following specific
research challenges in safeguarding CH:

Challenge 1. It is not possible to automate everything; a human operator
always makes the final decision on maintenance actions. That
operator must remain constantly aware of what is happening
around them;

Challenge 2. Human operators must be able to recognize risk situations in
order to implement effective maintenance plans;

Challenge 3. Human operators may encounter low-quality or missing sensor
data. Because data reliability strongly influences SA, safeguards
must be put in place to support the perception phase;

Challenge 4. Perceiving and understanding maintenance issues in a CHCI is
a slow, complex task for human operators. Problems must be
detected before they cause serious damage to the infrastructure;

Challenge 5. Human operators handling maintenance issues face data over-
load and attentional tunneling, which can compromise their SA.
Under these conditions, they may miss the most important envi-
ronmental signals and fail to understand what is happening.

To address these research challenges and achieve the overall goal, this thesis
defines the following research objectives, along with the activities and tasks
required to fulfill them.

Objective 1. Analyse state-of-the-art approaches and techniques to support
human operators’ decision-making in the maintenance of CHCIs:

Task 1.1. Understand current approaches, techniques, and reg-
ulations for maintenance activities in CHCISs;



Objective 2.

Objective 3.

Objective 4.

Task 1.2. Understand how SA demons affect SA assessment
processes in CH, and identify the key factors that
positively or negatively influence them;

Task 1.3. Analyse the key research works on SA applied to CH.

Define situations within a CHCI and manage them through a
novel methodological approach that supports users’ decision-
making:

Task 2.1. Analysis of the current approaches and indices used
to evaluate the vulnerability of CHClIs;

Task 2.2. Define a novel vulnerability index combining on-
site maintenance issues with environmental contex-
tual data;

Task 2.3. Define anovel Situation-aware Cyber-Physical-Social
System methodological approach for cultural heritage
protection that formalizes interactions among the
physical CHCI, the technologies used for its preserva-
tion, and the operators and visitors who interact with
it, thereby supporting maintenance-related decision-
making. This SA-based approach enables users to re-
main informed about ongoing conditions even during
the extended intervals between on-site surveys. By
maintaining and sharing awareness of what is hap-
pening, the CPSS allows users to concentrate on the
reasoning processes required to make well-informed
decisions;

Task 2.4. Conduct a proof of concept to assess the feasibility of
the approach in real-world CHCI settings.

Address the challenge of low-quality and missing sensor data
by reconstructing missing information and reducing perception-
level errors:

Task 3.1. Analysis of the state-of-the-art of data imputation ap-
proaches;

Task 3.2. Define a novel lightweight data imputation approach
for small physical and virtual sensor networks, typical
of archaeological sites and museums;

Automate the identification of maintenance issues in CHCIs us-
ing a sustainable, energy-efficient Al approach:



Task 4.1. Analysis of Al approaches for CH protection;

Task 4.2. Define a new sustainable classification approach to
identify maintenance issues on CHCI roofs.

Objective 5. Ensuring that operators are consistently prepared to respond to
emergencies, while maximizing their performance both in rou-
tine activities and when facing imminent risks:

Task 5.1. Design and develop a user-oriented platform to sup-
port human operators in maintaining archaeological
sites;

Task 5.2. Evaluate the approach in a real-world archaeological
site application.

1.2 Approach

The objectives outlined in the previous section are pursued through the research
approach illustrated in Figure 1.1.

The first step was to analyse current approaches and regulations used for
CHCI maintenance. This knowledge was then used to identify the steps com-
monly performed today, resulting in a practical lifecycle for CHCI maintenance.
Next, we investigated the SA demons that negatively affect situation understand-
ing in these contexts, particularly data overload and attentional tunneling. We
also reviewed the state-of-the-art on SA in cultural heritage, with a specific
focus on CHCI maintenance, and finally we examined current approaches for
evaluating the vulnerability of structures and areas within CHCIs.

We formally define situations in CHCISs using a novel vulnerability index for
cultural heritage maintenance. This index identifies risk situations across site
areas by combining detected maintenance issues with contextual information.

To support human operators in their tasks, we must manage complex systems
that encompass CHClIs, technologies for handling risk situations, and people
interacting with the physical world. For this reason, we propose a general
methodological Situation-aware Cyber-Physical-Social System (SA-CPSS) ap-
proach for Cultural Heritage Protection, designed to help operators manage
these risk situations and applicable across a range of cultural heritage con-
texts. This situation-aware approach is enabled by integrating a Cyber-Layer
that automates on-site surveys and maintenance-issue recognition as much as
possible, keeping operators informed about ongoing conditions even during
the extended intervals between on-site surveys that are typical of the cultural
heritage domain. The CPSS can then share its situational understanding with



the operator, reducing workload and allowing them to focus on critical deci-
sions that cannot be fully automated, such as which actions to take and when
to implement them.

We conducted a feasibility study to assess the validity of the approach by
applying it to three case studies involving the archaeological sites of Pompeii,
Paestum, and the Colosseum. The results were encouraging and motivated us
to implement the model and further refine it.

Although this thesis evaluates an archaeological-site scenario, driven by
our collaboration with the Pompeii site, the proposed methodological CPSS
approach can be transferred to other cultural heritage protection domains. Any
interested stakeholder could create similar experiences and products, as long
as the modules described are defined and the interactions among them are
specified in detail.

To ensure that the information retrieved from CHCI surveys is reliable and
usable, we proposed a novel lightweight data-imputation technique to recon-
struct missing values in small physical and virtual sensor networks within the
sensing module responsible for CHCI data acquisition and preprocessing. After
analysing traditional and recent imputation methods based on machine learning
and deep learning, we proposed a granular association-rule imputation method
that combines rule-based techniques with machine learning to impute data in
small networks of physical or virtual sensors. In this way, we obtained a CPSS
that, when needed, can reconstruct missing data in IoT and edge-computing
settings, where computational and storage resources are often insufficient for
deep learning, while achieving comparable performance and improving upon
traditional machine-learning approaches.

The situation-aware Cyber-Layer must also enable the automatic identifica-
tion of maintenance issues in the CHCL. In the case of archaeological sites, as
indicated by experts, the most pressing maintenance issues concern roof con-
ditions. Roofs are essential for the structural stability of buildings and, above
all, for protecting the artefacts and frescoes inside.

To address the challenges described in Section 1.1, including the diffi-
culty of classifying roofs in archaeological sites and the need to reduce energy
consumption and improve sustainability, we defined a novel hybrid approach
that uses AutoML to select deep-learning models for feature extraction and
machine-learning methods for damage classification on roof data from the
Pompeii archaeological site. This approach aims to achieve performance com-
parable to, or better than, end-to-end deep-learning solutions while requiring
shorter training times and lower energy consumption. In addition, compres-
sion techniques applied during image acquisition and feature generation reduce
dimensionality, training times, and noise, helping to optimise both efficiency
and performance.

Active operator support is enabled by a user-centered interface that makes
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the CPSS features available to the operator. A methodological approach with
an adaptive interface can, regardless of the user’s current goal, keep them
informed about imminent emergencies by considering not only the identified
maintenance issues but also contextual data about the environment and visitors,
in order to advise them on the most appropriate actions to take.

As part of this thesis, we applied the SA-CPSS methodological approach to
the Pompeii Archaeological Park by developing the VERGIL platform, which
supports park operators in decision-making when creating maintenance plans.

To assess gains in operators’ situation awareness across different scenarios,
we used the Situation Awareness Global Assessment Technique (SAGAT) [23]
to evaluate human operators’ performance in dedicated use scenarios at the
archaeological site of Pompeii. The results were then analysed and discussed.

1.3 Contributions

The main contributions of our work are as follows:

Contribution 1. Anoverview of current maintenance procedures and vulnera-
bility assessment techniques in CH, resulting in the proposed
CHCI Maintenance Activity Lifecycle;

Contribution 2. An overview of state-of-the-art approaches, techniques, and
technologies in Al applied to the safeguarding of CH;

Contribution 3. A novel methodological SA-CPSS approach for Cultural Her-
itage Protection;

Contribution 4. A novel goal-driven Cultural Heritage Vulnerability Index
(CHVI) to define situations within CHClSs;

Contribution 5. A novel lightweight data-imputation approach for small phys-
ical and virtual sensor networks;

Contribution 6. A new sustainable classification approach to identify main-
tenance issues on CHCI roofs;

Contribution 7. A novel SA-oriented platform for archaeological site protec-
tion. The platform is an instance of the SA-CPSS deployed
at the archaeological site of Pompeii and features an adap-
tive interface based on a novel Oscillatory Goal Suggestion
approach. It supports human operators in both routine and
emergency maintenance activities through this adaptive in-
terface;
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The previously stated contributions were evaluated through the following
procedures:

* A numerical evaluation of our data-imputation approach using real IoT
datasets with heterogeneous characteristics in terms of size and inter-
sensor correlation;

* A numerical evaluation of our classification approach for identifying
maintenance issues on CHCI roofs using real-world datasets from the
archaeological site of Pompeii;

* A SAGAT-based evaluation of the novel methodological SA-CPSS in
real scenarios at the Pompeii archaeological site. This evaluation as-
sessed human users’ performance while they carried out dedicated usage
scenarios.

1.4 Thesis Outline

Chapter 2 introduces the theoretical foundations of predictive maintenance,
CH maintenance practices, Cyber-Physical-Social Systems, digital twins, and
situation awareness, with particular attention to SA-related demons and errors.

Chapter 3 provides a comprehensive overview of the state-of-the-art in
Al applied to CH. The analysis identifies the main techniques adopted for
CH protection and introduces a taxonomy covering the types of heritage to
be safeguarded, the data sources considered, and the issues addressed, with
particular emphasis on the detection of maintenance issues across different
sites and artifacts.

Chapter 4 proposes a novel SA-CPSS methodological approach for Cultural
Heritage Protection designed to improve the decision-making capabilities of
human operators responsible for CHCI maintenance. We define a novel goal-
driven Cultural Heritage Vulnerability Index (CHV]) to identify and formalise
situations within CHCIs. The chapter includes a proof of concept to assess the
feasibility of the approach and to illustrate how it works. This proof of concept
is based on case studies at Pompeii, Paestum, and the Colosseum, three sites
with distinct characteristics.

Following the CPSS architecture, the next chapters focus on its main com-
ponents.

Chapter 5 describes the system’s physical and virtual sensors, the adopted
data sources, and the preprocessing pipeline. It covers both human-driven
procedures, such as producing site orthophotos, and automated processes,
such as data cleaning. The chapter also introduces a novel lightweight data-
imputation approach for small physical and virtual sensor networks, named
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GARDA: a Granular Association-rule-based Data imputation Approach, and
evaluates it on several IoT datasets.

Chapter 6 addresses the automation of maintenance-issue identification in
CHClIs using a sustainable, energy-efficient Al approach. Two alternative so-
lutions are presented. The first is FAUNO, a YOLO-based system for detecting
maintenance issues at archaeological sites. We then focus on assessing roof
conditions through HydraML: Hybrid Damaged Roofs AutoML Classifier for
Cultural Heritage, a sustainability-oriented AutoML method that operates di-
rectly on photographs of known structures. This approach assumes that roof
locations are already known, since the mapping of archaeological sites typically
changes very slowly over time.

Chapter 7 proposes VERGIL, a novel SA-oriented platform for archaeolog-
ical site protection. The platform includes an adaptive interface with a novel
Oscillatory Goal Suggestion approach that supports human operators in both
routine and emergency maintenance activities. The interface can progressively
alert users when an emergency requires their attention. VERGIL integrates
the contributions described above across its modules and applies them to a
real-world setting at the archaeological site of Pompeii. The chapter con-
cludes with an overall assessment of the proposed methodological approach
using SAGAT. This evaluation assessed human users’ situation awareness and
decision-making performance while they carried out dedicated usage scenarios
related to the archaeological site of Pompeii.

Chapter 8 concludes the thesis by summarising the main results and outlining
future developments and research directions.
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CHAPTER 2

THEORETICAL BACKGROUND

"In the fields of observation, chance favours only the prepared mind."

— Louis Pasteur, Lecture, University of Lille, 1854

In this chapter, we present the conceptual and technological background
necessary to understand our proposal and to situate it within the broader research
landscape. We first introduce the fundamental concepts and definitions of
predictive maintenance, with a specific focus on its application in the cultural
heritage domain. In particular, we discuss how predictive maintenance differs
from traditional corrective and preventive approaches and which technologies
have emerged to enable this new type of maintenance through data acquisition
and analysis.

We provide an in-depth overview of maintenance practices in CH, reviewing
current standards, guidelines, and real-world procedures. On this basis, we pro-
pose a summary of these practices, introducing our reference lifecycle tailored
to CH entities. This lifecycle highlights the main phases, actors, information
flows, and decision points that characterise maintenance activities, and serves
as a reference framework for the subsequent design of our approach.

We outline the main concepts behind Digital Twins and CPSS for critical
infrastructures, including CH entities considered as complex systems embed-
ded in their physical and social context. We discuss enabling technologies,
data acquisition and integration challenges, and the role of these paradigms
in supporting monitoring, prediction, and decision-making processes for the
preservation of CH.

We introduce the core ideas of SA as a key concept for human and CPSS
interaction in complex monitoring and control environments. We cover the
Endsley model of SA, cognitive and human factors influencing SA, system
design considerations to support and maintain appropriate levels of SA, and
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common SA demons and errors that can undermine operators’ understanding
and decision-making. These elements are essential to understand both the
novelty and the design choices of our proposal, especially regarding how in-
formation is presented, interpreted, and acted upon by different stakeholders
involved in CH maintenance.

Parts of this chapter have been previously published in:

* Francesco Colace, Giuseppe D’Aniello, Massimo De Santo,
Rosario Gaeta, Gabriel Zuchtriegel.  Situation-aware Cy-
ber—Physical-Social System for Cultural Heritage, Intelligent
Systems with Applications. 2025. Volume 27. https:
//doi.org/10.1016/j.iswa.2025.200544.

* Emanuele Bellini, Giuseppe D’Aniello, Francesco Flammini,
Rosario Gaeta. Situation Awareness for Cyber Resilience: A
review. International Journal of Critical Infrastructure Protection.
2025. Volume 49. https://doi.org/10.1016/j.ijcip.
2025.100755.

2.1 Predictive Maintenance

Maintenance activities play an important role in various sectors, especially in
industry, since their cost may represent a significant part of the production costs.
A good maintenance plan allows one to avoid unexpected production stops, to
reduce the costs, and to increase the lifetime of industrial machines. However,
maintenance is an essential activity in all sectors in which safeguarding cer-
tain entities must be carried out, such as CH: if entities are not continuously
monitored and preserved, irreparable damage may occur [24].

In such a context, maintenance activities have evolved greatly over time. The
most primitive strategy is the corrective maintenance, also known as run-to-
failure, which consists of replacing or repairing a part only when it is damaged.
Due to the high costs of having unexpected production stops, CM evolved into
proactive approaches. Such proactive approaches are also fundamental in the
CH domain since it may not always be possible to properly repair a structure
or artifact and restore it to its original condition if the damage is too great.
However, the first approach to emerge was the preventive maintenance, which
involves periodic inspections by experts of the field. This replacement is made
at equally spaced intervals, generally provided by the experts. This may lead to
an unnecessary restoration at best, or a delayed intervention at worst, causing
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more damage [25]. However, nowadays the inspections made by experts can
be automatized or semi-automatized with the help of new technologies and
paradigms like IoT, UAVs, Al, novel sensors and devices capable of measuring,
monitoring, and processing signals that represent physical parameters of indus-
trial equipment, such as acoustic signals, current, voltage, temperatures, forces,
vibrations, and others. Predictive maintenance uses these tools to automatically
collect data on a problem, analyse it and predict possible future evolutions of
the phenomenon, so as to understand when it is necessary and best to carry out
maintenance [26].

2.1.1 Maintenance in Cultural Heritage

We believe it is essential to highlight maintenance procedures in the cultural
heritage domain and the methodologies used to assess vulnerability situations
in this context. We therefore summarise the maintenance procedures in our
reference maintenance lifecycle and introduce recent approaches to measuring
vulnerability in the field of cultural heritage.

2.1.1.1 Cultural Heritage Maintenance Lifecycle

In the CH domain maintenance activities are fundamental for the CH field, and,
for this reason, international institutions and organizations have established a set
of regulations and procedures for performing such activities. Any system in this
context that wants to support maintenance activities related to CH entities has
to deal with such procedures, which is why it is useful to summarise them as the
proposed CH Asset Maintenance Activity Lifecycle in Figure 2.1, defined from
the integration of various vulnerability assessment frameworks [27] [28] [29]
and from European Projects [30], focusing with particular attention to the
EU and Italian experiences [31] [32] [33]. The lifecycle is composed of the
following six steps:

¢ S1 Preliminary Survey: the preliminary survey refers to the procedures
that must be generally performed when there is the discovery of an entity:

— Preliminary Data Collection: gather of historical, bibliographic
and cartographic information about the site;

— Field Reconnaissance: visit of the site to understand and to report
current conditions;

— Geomorphological Analysis: geomorphological study to under-
stand the context (where possible);
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— Photo Interpretation: identification of structures or anomalies
(where possible) starting from aerial photographs;

— Evaluation of Constraints: check limitation regarding environmen-
tal, historical, landscape or material constraints.

* S2 Detailed Analysis: activities carried out to analyse the state of the
CH asset:

— Archaeological Excavations: excavations activities to find ancient
structures and artifacts (where possible);

— Documentation: retrieval through photographs, drawings and de-
scriptions of the findings;

— Extensive Investigations: empirical and instrumental checks, with
detailed analysis of the relief to find cracks, deterioration and prob-
lems, in order to document it;

— Dating: use of techniques such as radiocarbon dating to determine
the age of the finds;

— Materials Analysis: study of materials to determine composition

and state of preservation.

* S3 Risk Assessment: activities to assess the risk and vulnerability of
the structures and art pieces of the CH asset:

— Structural Analysis: evaluation of the stability of existing structures
(where possible);

— Environmental Monitoring: monitoring of environmental factors
such as humidity, temperature, pollution, etc. We can also consider
as ambient monitoring the anthropic flux monitoring;

— Seismic Risk Assessment: analysis of site vulnerabilities to earth-
quakes and climate change (where possible).

* S4 Intervention Planning: once analysis and risk assessment have been
performed, the intervention plan must be drawn up:

— Prioritization of Interventions: identification of parts and areas in
need of urgent interventions.

— Design of Interventions: preparation of detailed plans for restora-
tion and conservation.

— Resource Allocation: planning for the necessary financial and hu-
man resources.

* S5 Intervention execution: the intervention plan is put in place:



— Restoration: restoration work to repair and preserve structures and
artifacts.

— Preventive Conservation: measures to prevent further damage, such
as moisture control and protection from the environmental ele-
ments.

— Routine Maintenance: regular maintenance activities to keep the
asset in good condition, e.g. removal of dust deposits, dirt, mosses
and lichens from surfaces, drainage channels, etc, restoration of
minor injuries, replacement of damaged or missing elements, re-
moval of unsafe parts and installation of temporary protection sys-
tems, checking the operating status of windows and doors, fixtures,
safety devices.

* S6 Monitoring Survey: at this point, the survey phase begins again:

— Regular Inspections: periodic inspections to monitor the state of
conservation;

— Documentation Update: continuous recording of the asset condi-
tions and interventions carried out;

— Evaluation of Effectiveness: analysis of the results of interventions
to improve future conservation strategies.

S1
Preliminar
Survey

S2
Detailed
Analysis

S6
Monitoring

Survey 53

Risk
Assessment

S5
Interventions

Execution S4

Interventions
Planning

Figure 2.1: Cultural Heritage Maintenance Lifecycle
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2.1.1.2 Cultural Heritage Vulnerability Index

The maintenance activity planning is generally recognized as the most com-
plex one. For maintenance planning to be performed properly, practitioners
must rely on rigorous metrics for vulnerability assessment in CH. However,
a standard for the vulnerability assessment indices has not yet been iden-
tified [34] [35] [36], but several definitions have been proposed [37] [38].
Recently Ravan et al. [27] proposed a Cultural Heritage Vulnerability Index
(CHVI), defined as:

CHV I, = Susceptibility'/? x Lack of Coping & Adaptive Capacity'/>
(2.1)
where the terms are:

* Susceptibility: defined on the basis of a heritage site’s physical charac-
teristics, reflecting the performance of its structural and material features
against the effects of natural hazards;

* Coping: is the combination of all the strengths, attributes and resources
available within an organization, community or society to manage and
reduce disaster risks and strengthen resilience [39];

* Adaptive Capacity: is the ability of systems, institutions, humans and
other organisms to adjust to potential damage, to take advantage of
opportunities, or to respond to consequences [40].

In a subsequent work, Cacciotti et al. [34], proposed a methodology for
evaluating the vulnerability of built heritage and cultural landscape exposed to
hydrometeorological hazards, defining a vulnerability index as:

CHV I, = Exposure + Susceptibility — Resilience 2.2)

where exposure represents the conditions of people, infrastructure, housing,
production capacities and other tangible human assets located in hazard-prone
areas [41], susceptibility is the same defined by [27], and resilience identifies
the ability of a system exposed to hazards to resist, absorb, accommodate, adapt
to, transform and recover from the effects of a hazard in a timely and efficient
manner [41]. Such metrics are associated with a series of criteria with weights
and possible values, contributing to the final CHVI.

More detailed explanations of how to calculate this index and its applications
are provided in Chapter 4.
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2.2 Cyber-Physical-Social Systems and Digital-Twins

From the previous discussion, we understand that predictive maintenance is
fundamental in the context of critical infrastructure protection, as a CH entity.
Enabling approaches for safeguarding such types of infrastructures are Cyber-
Physical Systems and Digital Twins.

In particular, a Cyber-Physical System is a concept that integrates com-
putational and physical processes. Cyber-Physical Systems are, in general,
networked systems in which the computational (cyber) part is tightly integrated
with the physical component [42]. When the integration is also extended to the
social component, we can talk about Cyber-Physical-Social System (CPSS).
CPSS is a combination of secure digital technologies with physical systems,
sensors and actuators, and it additionally incorporates social aspects, repre-
sented, for example, by human interaction to facilitate automated and secure
services to end-users and organisations [43].

A digital twin is defined as a virtual representation of a physical asset
enabled through data and simulators for real-time prediction, optimization,
monitoring, controlling, and improved decision-making [44] [45]. Digital
Twins are essentially virtual copies of products, processes or services which
encompass all the above qualities [46] [47]. To do so, the digital twins are
equipped with data acquisition modules, with which they can map the physical
object in real-time, reflecting every element and feature of the physical in the
digital [46]. In this regard, the Digital Twin typically integrates IoT paradigms
and technologies with BIM and HBIM, so that the real model is areplica not only
visually but also of what happens in the object [48]. In this way, weather and
environmental sensors, but also lidar, photogrammetry, laser scanning cameras
and UAVs contribute to the creation of the digital replica [49]. However,
the creation of a digital object mirroring the real thing is not sufficient for
the identification of a digital twin as conceived, precisely because the digital
twin does not only have a monitoring function. Instead, such a digital entity
has the possibility of analysing the data arriving in real-time, so as to signal
possible problems [50]. Al techniques can be used to detect problems but
also to understand situations that could be problematic before they happen,
and thus carry out correct and timely maintenance. The digital twin also has
a simulation component, which allows the user to freely explore what might
happen in the future, creating what-if scenarios and supporting the decisions
of a human operator, whether in routine, urgent or planned maintenance [51].

Ultimately, Cyber-Physical-Social Systems and Digital Twins are technolo-
gies that are widely embedded in today’s world, because any information sys-
tem that controls processes or physical entities and is also closely related to
interaction with humans, who play a role in control or use, can be seen as a
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Cyber-Physical-Social system. Such a system can be viewed as the union of a
physical twin and a digital twin, where the digital twin provides the enabling
applications and services for monitoring, analysis, and simulation of scenarios
within this complex system. In this context, digital twin elements can provide
valuable support for the innovation and implementation of cyber-physical-social
systems.

2.3 Situation Awareness

Situation Awareness (SA) is a concept related to humans that is influenced
by their cognitive mechanisms and decision-making processes, as well as by
the way they process information and by human factors. In common usage,
SA means to understand what is happening around us at a specific moment
to make a good decision with respect to our goal. Indeed, we can distinguish
between SA intended as a state of knowledge of what is happening at a given
moment, and the process of gaining and maintaining the SA by elaborating
and understanding new information. To avoid ambiguities, we refer to the
process of gaining SA as situation assessment. SA was first applied in military
aviation [23] [52]. Over the years, however, SA support has expanded to any
domain in which human operators must make decisions [53] [54] [55] [56].

A general definition of SA is given by Endsley: Situation awareness is the
perception of the elements in the environment within a volume of time and
space, the comprehension of their meaning, and the projection of their status
in the near future. [20] This definition explicitly encapsulates the three stages
of SA:

* Level 1 (1) Perception: the first level of SA is the perception, which
refers to the identification of the status of the elements in the environment.
Obviously, the elements to perceive depend on the domain of interest
but, more importantly, on the goal of the users. Generally, perception of
the elements is performed with various senses and considering various
sources. The perception is often the most critical activity, indeed Jones
and Endsley found that most of the SA errors occur at that level. Indeed,
to detect all the needed data and information can be a huge issue that
may be due to a shortage of data to record, so that it becomes difficult
to derive the desired information, or to an overload of such data, which
makes it difficult to grasp only the information that is really useful for
our goal, eliminating information that is of little importance at a given
time.

¢ Level 2 (L2) Comprehension: the second level of SA consists of un-
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derstanding what the data coming from the perception mean in relation
to goals. Such comprehension occurs by aggregating such data around
the goal, but it is a complex activity because it often requires substantial
domain expertise related to the domain, expertise that is necessary to
build good mental models to interpret the situations.

* Level 3 (L3) Projection: the third level consists of understanding the
possible evolution of the perceived elements with respect to the goal
and the environment. A good L3 of SA must be based on a solid level
of comprehension and on a good knowledge of how the system and the
environment evolve. Even if the L1 is the most critical activity because
it is most prone to error, projection is probably the most complex, as
it requires a good understanding of the domain, of the situation and a
great ability to project the status of many elements in the future. For this
reason, experience related to the domain of interest plays a major role,
because it enables the understanding of how the situation could evolve
in the future and of how to be proactive in such a context.

The SA, made by the three levels considered, should be seen as a process
that is preliminary to decision-making. In such a context, the three phases of
the model should not be interpreted as three separate and sequential steps, but
each level depends on and influences all the others, updating their knowledge
iteratively [57]. The Endsley model for SA illustrated in Figure 2.2 considers SA
itself as a necessary prerequisite for decision-making, which in turn is required
to perform actions. In such a context, an action performed will produce an
effect on the environment, modifying the situation. The Endsley model also
highlights how these three aspects, situational awareness, decision-making and
action execution are strictly connected with the aspects of the system used by
an operator, such as system and interface design, workload, complexity and
automation. In turn, aspects related to the person and the individual, such as
goals and expectations, influence SA and decision-making, as do long-term
and working memory, abilities, skills, experience, and training, which also
influence action execution. From the Endsley model just analysed, it is possible
to deduce precisely one of the main differences between the concept of SA and
that of context awareness, which is widely confused in the literature. Context
awareness is in fact a concept that is linked to a predominantly environmental
awareness aspect, which does not take into account the cognitive and system
design aspects that are instead fundamental in SA, because they influence every
aspect of SA, decision-making and action execution. SA is a more evolved and
complex concept than context awareness, which, however, makes extensive use
of the context. In the following subsections, we will investigate in detail such
cognitive and systemic aspects.
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Figure 2.2: Endsley Model for Situation Awareness (adapted from [20])

2.3.1 Cognitive and Human Factors

As summarised by the Endsley model, the SA is influenced by various cognitive
processes [20,57-59]. In particular, the Working Memory (WM) stores infor-
mation for short periods and it is fundamental for any type of activity performed
by a user. These processes are affected by WM’s limited capacity, in particular
it can contain 7+2 pieces of information. Unfortunately, stored information
tends to be lost quickly in the absence of focused concentration on maintaining
it. This limitation can cause SA problems, as some important information that
has been received can be forgotten and lost quickly. The Long Term Memory
(LTM) is responsible for storing information for the long term. Mental models
and schemata compose such Long Term Memory. Mental models are how we
model the systems around us, how they will evolve, how they function and they
are so important because they help people understand what information is im-
portant to consider and to predict what can happen next. If the mental models
are not good, these mechanisms will not work. A schema represents the system
in a certain situation, in a way that elements perceived from the environment
are matched with the available schemata in a short time. In such a way, a per-
son is able to classify and understand a well-known situation that is recurring.
The script is the last structure of LTM, which can be defined as a sequence of
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actions to perform in a given situation, so that, when a schema is identified, the
script automatically triggers the sequence of actions to perform, speeding up
the choice of a countermeasure. In addition, the user’s goal is the main driver
of SA assessment and decision-making. The SA assessment process is indeed
goal-driven, since a goal identifies the information of the environment to which
to pay attention. Indeed, the active goal pursued by an operator identifies what
mental model has to be used. This makes it important for the user to focus
on the correct goal since if such goal is wrong, fundamental information may
not be correctly interpreted. In such a context, it is important to consider that
individuals do not always use only information coming from the environment,
but it is intrinsic to human behavior to have some expectations of what could
be the state of elements and what will happen next, even if the user has not yet
perceived anything in the short time. When having expectations, people do not
need to acquire and process other information from the environment to project
what will happen next and make a decision. Unfortunately, false expectations
can lead people to misinterpretations of data and to miss some information.
Lastly, automaticity allows people to react to what is perceived without using
mental models or other cognitive processes, thus freeing up many mental re-
sources for other tasks. This is a mechanism connected to instincts, innate or
acquired as muscle memory. Unfortunately, in some situations, automaticity
can be dangerous for the SA, as the information that is outside the loop of the
automaticity may not be perceived.

2.3.2 Systems Design Factors

SA is also influenced by tasks and system features [20] since the design of a
system and its interface strongly influences SA. Indeed, in general, not all the
information acquired can be displayed on an interface since sensors could have
some issues over time but also because showing all acquired information may
not be the best option in many cases: human cognitive mechanisms are limited
and data overload can be counterproductive. For this reason, the design of
systems and interfaces should be user-centered to reduce the mental workload
of an operator. Jones and Endsley in [59] provide some principles for designing
systems and interfaces. In such a context, a key factor influencing SA is the
stress. The problem is that typically systems aggravate the situation by intro-
ducing significant stressors, like physical (noise, vibration, heat, etc.) or social
(fatigue and uncertainty) ones. Although a certain amount of stress can be good
for the user’s attention, too high a level of stress becomes counterproductive.
Even if the workload exceeds what a human can process, SA may suffer. This
excessive workload is often caused or made worse by the very systems, which
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can be too complex. A proper design of such a system and training of the
operators can foster the creation of good mental models. If, on the other hand,
the system merely focuses on technological possibilities, it risks overloading
the user with data and damaging their SA. Furthermore, the level of automation
of a system can help in reducing the workload, but when too much automation
is available, the out-of-the-loop syndrome may happen, causing a loss in the
SA.

2.3.3 SA Demons

SA assessment can be generally made more problematic by the combined effect
of cognitive mechanisms and system factors. A number of problems can arise
from these factors, namely the SA demons [59], which should be considered
when designing a SA system. In the following, each SA demon is reported as
described by Endsley [59]:

 Attentional tunneling: In order to achieve a good level of SA, a human
operator must often be able to pay attention to different tasks and infor-
mation sources. In this regard, one of the demons is named attentional
tunneling, which happens when the operator is able to pay attention to
only a subset of the available information. In such a way, the operator
does not have the overall picture, and the SA can be severely compro-
mised;

* Data overload: In complex domains, if the amount of data that the op-
erator must process and the refresh rate of such data is high, the operator
has difficulty processing such data. This issue could be reduced through
a good system design, understanding the needed data, and adopting suit-
able data analysis techniques;

* Complexity: A too-complex system with over-articulated features and
rules may lead an operator to fail in constructing correct mental models.
Training, user-experience and a good interface design can be fundamental
to limit such issues;

* Memory trap: Humans have a limited space available in the working
memory, so that certain information, even important information, is
volatile, and can even create false memories in some cases, which can
negatively affect SA. The use of correct mental models, as well as the
experience, may help in freeing up the working memory;

* Workload and stressors: Excessive workload, stress, fatigue, and anx-
iety undermine the SA seriously. Such stressors can come from the
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environment but can also be caused by the tasks or personal factors.
Such stressors can also reduce the efficiency of the working memory,
increasing the effect of the memory trap demon;

* Wrong mental models: If the operator applies an incorrect mental
model, they may misinterpret the meaning of the perceived information
and how the situation might evolve, leading to poor decisions. This often
happens when a user is using a system for the first few times and, being
accustomed to the old one, relies on an outdated mental model;

* Misplaced salience: The salience is the capability of catching the at-
tention of the users on the important information. This can be generally
done by exploiting physical features such as color, blinking lights, sound
and others, and it is positive if used correctly, but it can create issues if
not. The salient properties help to increase the level of SA if properly
exploited, but in cases where too many elements require the operators’
attention, it causes the opposite effect;

* Out-of-the-loop: One of the most risky demons today is due to the
trend of incorporating automation into production processes to replace
or support humans. Indeed, automation can support maintaining a high
level of SA because it fights the workload demon. However, this leads to
the onset of the out-of-the-loop demon: if there is an automatic part, the
user tends to rely on it a lot: at this point, if the automatic system fails, it
becomes difficult to intervene and even figure out what the problem may
be.

2.4 Summary

In this chapter, we introduced the theoretical background on predictive main-
tenance and maintenance practices in the cultural heritage domain, Cyber-
Physical-Social Systems and digital twins, and the fundamentals of situation
awareness. In the first part, we traced the evolution of maintenance across
different sectors, with particular emphasis on cultural heritage, and discussed
how recent technologies have enabled a shift from traditional maintenance to-
ward preventive and predictive maintenance, driven by IoT and Al. We also
summarised CH maintenance activities into a dedicated lifecycle, shown in
Figure 2.1. We then described CPSS and digital twins as enablers of efficient
and effective maintenance, discussing their roles and capabilities in detail. Fi-
nally, we introduced situation awareness as a key concept for decision-making
in dynamic environments, and analysed Endsley’s model and its connections to
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decision processes, human and cognitive factors, system design considerations,
and common SA demons.

Overall, these concepts provide the foundation for the proposal presented in
this thesis, namely a Situation-Aware Cyber-Physical-Social System approach
for Cultural Heritage Protection: the approach is framed around the Cultural
Heritage Maintenance Lifecycle identified in this work, supporting its various
phases. Together, these concepts clarify the problems such a system must
address and the challenges it is intended to overcome.
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CHAPTER 3

Al CHALLENGES FOR CULTURAL
HERITAGE PROTECTION

"There is something irreversible about acquiring knowledge; and the simulation
of the search for it differs in a most profound way from the reality."

— J. Robert Oppenheimer, Physics in the Contemporary World

In this chapter, we review the state-of-the-art on the use of Artificial Intel-
ligence for Cultural Heritage protection.

Using a detailed bibliometric approach, we analyse current research direc-
tions and offer perspectives for future developments in Al for CH restoration and
conservation. Specifically, we examine research trends by analysing the most
frequently used keywords, authors’ nationalities, journals, and other relevant
indicators.

However, the main aim of this state-of-the-art chapter is to provide a com-
prehensive review of Al approaches for CH conservation. We propose a classi-
fication of reported approaches based on the types of assets, the data employed,
and their scope. Within this framework, we discuss the limitations of existing
methods to position our contribution and clarify the advances we introduce.

We observe that real-time monitoring and automated management, enabled
by innovative monitoring approaches and devices, can simplify the manage-
ment of diverse CHCIs, reduce cognitive workload, and broaden the data
available to understand ongoing conditions [60]. Al and ML make it possible
to analyse such data [61]. Aerial and ground cobots, together with advanced
imaging technologies, are reshaping surveying and inspection by providing both
synoptic and detailed views through high-quality imagery [9], [62]. Decision-
support systems can be integrated to deliver informed recommendations during
maintenance procedures [63]. Sustainability and energy efficiency are also in-
creasingly important: new methodologies and innovative techniques not only
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improve the quality of maintenance activities but also promote sustainable con-
servation, enhancing energy performance and limiting environmental impact.

Advanced techniques, such as CNNs and related Al methods, enable the
detection and assessment of critical features in artworks, buildings, and cultural
artefacts [64]. They support the early identification of deterioration and other
issues. Al models can also support restoration by predicting the outcomes of
different preservation techniques or recommending suitable approaches based
on analyses of similar cases. Al-based analyses of pigments, materials, and
artistic techniques can provide insights into historical and cultural contexts.
Some studies are also exploring climate-neutral approaches to CH preservation,
an increasingly important priority as climate change threatens many historic
sites and artefacts.

The following sections present both a trend analysis and a technical review
of the identified approaches.

e B

Parts of this chapter have been previously published in:

* Francesco Colace, Rosario Gaeta, Angelo Lorusso, Michele Pel-
legrino, Domenico Santaniello. New Al challenges for cultural
heritage protection: A general overview. Journal of Cultural
Heritage. 2025. Volume 75. https://doi.org/10.1016/j.
culher.2025.07.019.

* Mario Casillo, Francesco Colace, Rosario Gaeta, Angelo Lorusso,
Michele Pellegrino. Artificial Intelligence in Archaeological Site
Conservation: Trends, Challenges, and Future Directions. Jour-
nal of Computer Applications in Archaeology. 2025. Volume 8.
https://doi.org/10.5334/jcaa.207.

3.1 Methodology

The methodological approach used in this chapter to review the literature on
the use of Al for cultural heritage protection follows the steps outlined below
and illustrated in Figure 3.1:

1. Research: Scopus was used as the main search engine and database,
together with IEEEXplore, ScienceDirect, and SpringerLink, to identify
indexed papers. We developed a query using relevant and representative
keywords and phrases;

2. Selection: from the initially identified papers, we selected only those
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relevant to our scope, considering both journal articles and conference
papers;

3. Trends Analysis: trends in the literature were analysed, including the
countries and universities of origin, as well as the most frequently
used keywords. The trend analysis was conducted using VOSviewer
(https://www.vosviewer.com/), a tool for bibliometric analysis and
for generating citation and collaboration networks;

4. Technical Analysis: We organised and analysed the papers according
to several taxonomies, covering the types of assets studied, the data
employed, and the scope of the proposed approaches. We then discuss
the main findings, highlight limitations in the state-of-the-art, and outline
possible future directions.

Figure 3.1: Survey Procedure

The documents analysed in this study were retrieved using the following
query, which was structured around the research scope, the application domain,
and the main classes of approaches and issues addressed. These sections are
combined using the AND operator.
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( ( predictive AND maintenance ) OR ( pm ) OR ( preventive AND
maintenance )JOR ( decision AND support AND system )OR ( dss JOR
(restoration) OR (reconstruction) OR (preservation) OR (safeguard)
OR (protection) )

AND
( (cultural AND heritage ) OR ( ch ) OR ( archaeological AND
heritage ) OR ( historical AND heritage ) )

AND
( (deep AND learning ) OR ( machine AND learning ) OR ( artificial
AND intelligence ) OR ( ai )OR ( classification )OR ( detection )OR (
regression )OR ( detection ) OR ( identification ) )

The first part of the query defines the scope of the search, focusing on the
preservation and safeguarding of CH. The second specifies CH as the domain of
interest, while the third sets the focus on DL and ML approaches and techniques,
as well as on the problems to be addressed.

The results from the initial search were filtered to include only English-
language journal and conference papers in the areas of computer science,
engineering, and mathematics. The publication window considered is 2015-
2025. In particular, the study is updated through June 2025.

A further filtering step retained only papers strictly related to CH safeguard-
ing and protection, while excluding works focused on Al for CH cataloguing
and promotion. We also excluded papers that used CH only as a buzzword and
did not report case studies directly related to such domain. The 66 selected
papers were then used to build the taxonomies presented in Figures 3.5, 3.6,
3.7, 3.8, and 3.9. We also performed a bibliometric analysis using VOSviewer,
examining countries’ bibliographic coupling, co-authorship networks, and au-
thors’ keywords through network and overlay visualisations.

This bibliometric analysis allowed us to identify the countries most active
in Al for CH and the keywords that are shaping research trends and scientific
discovery in this field.

3.2 Trend Analysis

Before conducting a focused technical analysis of Al-related papers on CH
protection, we identify broader trends, including the countries most active in
this area, collaborations among them, and the most frequent keywords and
journals.

In particular, the bibliographic coupling network shown in Figure 3.2 sug-
gests that the countries most engaged with this topic are those for which CH
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protection is strategically important, both culturally and economically, and it
also highlights how these countries collaborate to address shared challenges.
In this context, Italy and China emerge as the most prolific countries in terms
of publications, followed by Greece, India, the USA, and Spain.
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Figure 3.2: Bibliographic Coupling Network

The most active journals and conferences were also analysed, considering
only sources that published at least 20 works. The distribution is shown in
Figure 3.3. From this analysis, we observe that the Journal of Cultural Heritage,
Sensors, and Sustainability are the most productive outlets. We also found a
substantial number of works published in IEEE conference proceedings.

The most informative bibliometric analysis concerns the authors’ keywords,
as they reflect the topics and research areas most central to the field.

Keywords provide an immediate characterisation of literature trends in terms
of issues, goals, and approaches, as shown in Figure 3.4.

The most recurring keywords are CH and DL. In this context, Al approaches
are often applied to structural health monitoring, where historic buildings
represent critical assets that must be safeguarded. Structural health monitoring
typically involves identifying damage and vulnerability in buildings, including
seismic and climate-related vulnerabilities. LiDAR and laser scanning are
frequently adopted technologies, and digital reconstruction is one of the field’s
main objectives.

33



& VOSviewer

Figure 3.3: Citation Sources Density Map

Among the most frequent terms, BIM and HBIM stand out, as they are often
used as a foundation for digital twins and CH preservation [65] [66]. UAVs
are also key devices for monitoring CH assets, especially when combined with
preprocessing tools and Al techniques. Finally, semantic web technologies and
ontologies can be used to represent the CH domain, often starting from existing
databases and semi-automatically converting them into ontologies.

3.3 Technical Analysis

In this technical analysis, we define a taxonomy of the different types of CH
that can be considered in the CH domain.
This taxonomy is based on two macro-categories:

* Movable Heritage: refers to any asset that can be moved from one
location to another without altering its essence or causing damage to the
item itself or to the context from which it is removed.

* Immovable Heritage: refers to assets that are fixed to a specific location
and cannot be moved without altering their fundamental characteristics
or causing damage.
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Figure 3.4: Authors Keywords Density Graph

Building on this, we propose a comprehensive taxonomy of CH inspired
by UNESCO'’s classification of CH [67], [68]. This taxonomy is shown in
Figure 3.5.

In particular, we identified papers focused on the protection of sculptures,
manuscripts, and paintings. We also found a variety of techniques for detecting
issues and supporting the preservation of different types of paintings, including
canvas works, mosaics, prehistoric paintings, and frescoes.

Canvas paintings can generally be classified as movable heritage, whereas
prehistoric cave paintings and frescoes are typically considered immovable,
as they are integrated into built structures or natural surfaces. For mosaics,
the classification depends on the context, but most of the literature addresses
issues related to mosaics that are part of immovable heritage, such as those
found within buildings and archaeological sites.

The literature analysis identified approaches and techniques focused on five
types of immovable heritage:

» Archaeological sites, like ancient settlements, funerary areas, and caves;

historical buildings, such as public monuments, churches, and castles;

historical urban areas, such as ancient hamlets or squares;

logistic infrastructures, such as bridges;

 museums, and other exhibition and dissemination venues.
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Figure 3.5: General Taxonomy of Heritage and Assets

Prehistoric paintings and frescoes are generally considered immovable, as
they are typically found in archaeological sites and historic buildings. We
also identified a smaller number of works that apply Al techniques to CH
preservation using historical photographs and videos through rephotography.

In the following subsections, we outline the goals and data associated with
the subcategories of movable and immovable heritage.

The description follows the classification shown in Figure 3.5, which dis-
tinguishes between movable and immovable heritage.

The goals reported in Figures 3.7 and 3.9 were derived by reviewing the
full set of selected papers and analysing the works discussed in the following
sections. This process allowed us to identify the goals addressed by each paper
and to summarise the current state of the literature. The same procedure was
used to identify the data types reported in Figures 3.6 and 3.8.

3.3.1 Movable Heritage

The first category of papers analysed in the literature concerns the safeguarding
of movable heritage. We derived the taxonomies shown in Figures 3.6 and 3.7,
which report, respectively, the types of data used by the reviewed approaches
and the main goals and issues addressed in the literature. These taxonomies
show that many works focus on damage detection, such as identifying mildew on
canvas paintings, often using datasets that include multiple predictors collected
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by sensors. Semantic segmentation applied to 3D models is also used for
detecting damage on sculptures.

Another widely investigated topic is the identification of entities within
paintings. This is frequently addressed alongside the restoration of artworks
in disrepair to their original condition and the detection of maintenance issues
affecting movable heritage.
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Figure 3.6: Classification of Movable Heritage and Type of Data
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Figure 3.7: Classification of Movable Heritage and Goals

Since in this work we are more interested in Al techniques for the protection
of CHCI, generally real estate, we will not go into detail about work related to
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movable heritage, but we will list them and briefly discuss what we have found.

3.3.1.1 Overview and Key Findings

Work | Asset Goal Type of Data Technique Result
[69] Paintings Issues Det Images: RGB, Convolutional MCNC Detection: 0.8185 Fl-
Infr and X-ray m
L X Segmentation:
[70] Paintings Issues Det Images: RGB Res-UNet 93.42% Fl-m
[71] Paintings Issues Det Images: Ther Mask R-CNN ]S:e]:grrgentatlon: 91.04
3 . q
[72] | Paintings Issues Det Images: Ther YOLOX-II-Tiny z;t;ctlon. 96.67%
[73] Paintings Issues Det Predictors Random Forest ilasmﬁcanon: 0.62%
L . .. Classification: About
[74] Paintings Issues Det Predictors Decision Tree 0.5 AUC
[75] Paintings Issues Det Images: RGB ResNet 0.89 F1-m
Patch-based method +
[76] Paintings Rec Images: RGB mscale near-neighbour + NA
Gaussian pyramid
. k o Pix2Pix GAN (U-Net +
[77] Paintings Rec Images: RGB PatchGAN) IoU 0.62
[78] Paintings Rec Images: RGB Mask R-CNN + U-Net ZSZIZM MSE, 0952
0.8301 Edge 0.8404
[79] | Paintings Rec Images: RGB z%(f‘gj;d EdgeConnect, | by SSIM 0.9530
mAP@0.5
L . Bezier, Laplacian and 0.8760 LPIPS, 0.9494
[80] Paintings Rec Images: RGB Gaussian pyramids DISTS
[81] Paintings Rec Images: RGB DDCNN NA
[82] | Paintings Rec Images: RGB and | om CNN 1D NA
intings Raw XRF o
TRT and DFP with ROI
[83] Paintings Rec Images: RGB network + edge detection 0.9268 A, 0.967 SSIM
AOI
GAN U-Net + Trans-
[84] Paintings Rec Images: RGB former + custom CNN 76.3% AP, 78.2% A
discriminator
[85] Paintings Rec Images: RGB DunHuangStitch :‘;3\; PSNR, 0.949
[86] Sculpture Issues Det Images: Hyp DBSCAN with PCA NA
[87] Sculpture Issues Det 3D Model Change—base'd seg + k- NA
neighbour hist
. . UNet + Partial Convolu- | 38.17 PSNR, 0.972
[88] Manuscript Rec Images: RGB tion SSIM (16x16 defect)
[89] Manuscript Rec Images: RGB ViT + DCT 90% F1-Score

Table 3.1: Summary of Approaches and Results on Movable Heritage

The papers on movable heritage are summarised in Table 3.1. For each
approach, the table reports the type of asset considered, the paper’s goal,
the data on which the approach operates, the technique proposed or adopted,
and the reported results. Most works focus on paintings, addressing detec-

tion, segmentation, or classification tasks to identify issues.
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fine-tune pretrained state-of-the-art networks. For instance, YOLO, a widely
adopted object-detection architecture, is frequently used, especially in its v5
and YOLOX variants, while Mask R-CNN is widely used for semantic seg-
mentation. Several segmentation models are U-Net based, often with a ResNet
backbone, which is also common in classification tasks. Other works propose
custom networks to address detection or segmentation problems, or rely on
traditional ML techniques such as RF and DT, using predictor-based datasets.

For damage detection in paintings, a range of image-based techniques is
employed, from custom CNNs, such as MCNC for crack detection, to Mask R-
CNN for surface and subsurface defect detection using thermal imagery. Some
models, such as Res-UNet, report accuracies up to 98% on specific datasets [70].
GAN:Ss are often used for painting reconstruction, including Pix2pix and U-Net-
based variants. Other DNNs, such as PConv and EdgeConnect, typically
operate on RGB images and aim to restore original conditions by addressing
issues such as colour degradation and tears, with promising results in terms of
SSIM and PSNR [79] [83].

Studies on sculptures mainly focus on issue detection, using hyperspectral
imagery combined with methods such as PCA and DBSCAN, as well as 3D
models for surface geometric change analysis. For manuscripts, the focus is
almost exclusively on reconstruction, with approaches such as U-Net and partial
convolution used to repair holes and tears. While reconstruction methods
typically start from RGB images, issue-detection approaches often rely on
spectral information, including infrared, X-ray, and thermal images.

Reported results vary across studies. Some papers achieve high accuracy,
although these results are often influenced by measurement uncertainty and
limited data availability. Others report less conclusive outcomes, or omit
quantitative results altogether, because they are still at an early experimental
stage. They are nevertheless included because they help clarify the dominant
research directions. Overall, the choice of data type, ranging from three-channel
images to spectral imagery and sensor-derived predictors, is tightly linked to
the target objective. Despite encouraging results, the limited availability of
training data and the variability across datasets highlight the need for larger
and more standardised benchmarks to improve model robustness.

3.3.2 Immovable Heritage

Safeguarding and protecting immovable heritage is also widely addressed in
the literature. As shown by the taxonomies in Figures 3.8 and 3.9, studies on
immovable heritage protection rely on several data types, with a strong emphasis
on imagery. Aerial laser scanning is frequently used to acquire both 2D and
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3D data. In addition, various predictors collected by sensors are employed in
the context of archaeological sites, historic buildings, and museums.

Alongside entity identification and issue detection, another recurring re-
search direction concerns visitor support, that is, methods designed to assist
users during visits to places such as museums. We include these works because
they can be valuable for monitoring and managing visitor flows, providing data
that contribute to understanding the vulnerability of artifacts and structures.
For this reason, they are relevant to CH protection.

The taxonomies also show that museum-related studies often focus on devel-
oping methods to monitor visitors and enhance their experience during visits.
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Figure 3.8: Immovable Heritage Classification with Type of Data
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Figure 3.9: Immovable Heritage Classification with Goals
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3.3.2.1 Archaeological Sites

In the context of this work, it has been observed that authors are generally very
interested in proposing and researching approaches for identifying new sites or
entities in existing sites.

Tao et al. [90] propose an approach for the detection of villages in the Con-
ghua area from remote sensing images using deep learning and geographical
coordinates. The authors tested two models, one for classification and one for
detection. VGG16 was found to be 90.79%. Retinanet for object detection
reaches an accuracy of 95.61%. The approach explained in this study can
contribute to the detection of ancient settlements, enabling their protection.
Altaweel et al. [91] deal with the automatic identification of archaeological
features using RGB images coming from UAVs. This model achieves an accu-
racy of over 0.9. The authors developed an application, with a Graphical User
Interface for annotation, using the Mask Region-Based Convolutional Neural
Network (Mask R-CNN) for instance segmentation. Trier et al. [92] deal with
the mapping of the Norwegian landscape. Faster R-CNN is used to detect
features in ALS data. Considering 737 test images (16.6 km?), 87% of the
natural and presumed historical heritage items were assigned to the right class
(consumer accuracy). Only 1% of the CH elements were misclassified; 13% of
the examples were not assigned. To improve the system, false positives must
be reduced for photos covering larger areas or entire mapped areas. The work
of Anttiroiko et al. [93] proposes a method for detecting tar production kilns,
which is a phenomenon in the northern boreal forest of Finland. The U-Net
module was used to classify the archaeological traces of the tar furnaces from
the ALS data. The proposed system showed high efficiency, with an overall
accuracy of 93% in detecting the kilns. Li et al. [94] use an improved YOLOv8
network combined with multi-scale attention module (EMA) for dense detec-
tion and counting of Buddha head sculptures in the Wanfo Hall in Beijing’s
Fangshan district. The proposed approach achieved a mean Average Preci-
sion (mAP) of 0.92, handling densely arranged and partially damaged Buddha
heads. Bhuvaneswari et al. [95] use a deep learning-based system for recog-
nizing and analyzing ancient Tamil temple inscriptions. Various preprocessing
activities are performed and combined with Vision Transformers with multi-
head attention and transfer learning. The model achieved high performance:
97.25% precision, 95.05% recall, 95.17% F1-score, and 98.92% accuracy. A
key challenge remains the variability in script styles and noise due to erosion.

Issues detection is another fundamental problem addressed in literature.
Zhang et al. [96] find fractures in the facades of clay monuments using DL. The
team created a DL algorithm to identify single pixel level fractures. Three DL
systems based on U-Net, Linknet, and FPN with distinct architectures were im-
plemented. A custom dataset of cracks from historical sites was collected and
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used in combination with existing damage image collections. The FPN-vggl6
approach achieved the highest F1 score (84.40%) and IoU score (73.11%), in-
dicating significant potential for application in crack identification in earthwork
sites. The main drawback of such approach was the difficulty of implementing
these systems in extremely light-embedded devices. Altaweel [97] deals with
deep learning for the monitoring of looting phenomena at CH sites: the model
is based on the Mask R-CNN architecture, trained on a dataset of aerial images
collected in the Middle East, reporting various types of damage and changes
caused by looting. The research showed that the method is highly capable
of identifying areas of looting, achieving an accuracy of 93%. The approach
sometimes fails in the detection of corroded damage. Qiu et al. [98] detect dam-
aged roofs in traditional Chinese residential buildings with a YOLOvS8-based
method. Six villages in Xiamen and Quanzhou are scanned using a UAV, cre-
ating a dataset of 3124 images. The process involves first selecting historically
valuable buildings, with a 97.2% mAP and then segmenting roof damage, with
a 89.4% mAP. The authors highlight limitations such as dataset variability and
insufficient coverage of various roof damage types. Peng et al. [99] introduce a
deep learning-based radial basis function (RBF) for compressing hyperspectral
images in the zone of the Baoding Mountain Grottoes, to find deterioration
in stone cultural relics. The approach significantly enhances identification
efficiency, reducing training and detection times by approximately 4.7% and
9.1%, respectively, while maintaining an F1-score around 0.95. Corradetti et
al. [100] use LLM approaches like GPT-40, Gemini 1.5 Pro, and Claude 3
Opus for identifying stone deterioration patterns in CH. The dataset used is
obtained from archives of global heritage sites. GPT-40 achieved the highest
recall (42.1%) in identifying the main “target” pathology, with Gemini close
(39%) and Claude trailing (24.3%). Precision for recognizing additional non-
target patterns was higher, with Gemini scoring best (69.5%). Such models
showed inconsistent results and semantic confusion due to lack of samples.
The RaViT-AE proposed by Kwon et al. [101] is a ViT-based autoencoder for
unsupervised anomaly detection in CH monitoring, used to target petroglyph
images from the Bangudae Terrace in Korea. The method uses region-attentive
patch embedding, and proposes a F-SSIM loss, which combines SSIM and
high-level feature loss on ResNet152. RaViT-AE achieved strong results, in
particular AUC: 0.976, Accuracy: 0.944 and F1: 0.936, outperforming GAN
and CNN-based models. The method struggles with subtle anomaly detection
and performance under extreme conditions.

The use of LIDAR (Light Detection and Ranging) technology and DL tech-
niques to identify ancient Maya archaeological sites is discussed in Rissetto et
al. [102]. The PointConv architecture is proposed to catalog Maya archaeo-
logical sites from 3D LIDAR data in point clouds. PointConv showed greater
accuracy than the CNN-based approach used for comparison, with 95% accu-
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racy with the model trained with data augmentation.

Other sensor data can also be used in such a context, for example by Mertel
et al. [103], who use a graph similarity method for predicting prehistoric sites
in the Bohemian-Moravian highland. Three main steps are executed: the
association of archaeological details with the environmental characteristics of
each site, the comparison of individual sites using Hamming distance, and
the prediction of the presence of specific archaeological components in areas
where there are no finds. The method provides an AUC of 0.62. Wachtel
et al. [104] compare two models, based on LoR and graph similarity analysis.
The LoR method required the availability of data about the archaeological sites,
which is difficult due to the frequent inaccuracies in archaeological data. The
MaxEnt method proves to be more flexible and more effective in cases when
few archaeological site observations are available. They achieved an AUC of
0.796 £ 0.02 with 80% training and 20% testing. Yaworsky et al. [105] use an
ML approach for finding archaeological sites in the Grand Staircase-Escalante
National Monument. GLM, GAM, MaxEnt, and RF approaches are tried. Each
method was evaluated using performance measures such as AUC and actual
ability statistics (TSS). The MaxEnt approach, which uses pseudo-absence
points, has proven to be the most effective for these data types, obtaining
an AUC of 0.88. Imen et al. [106] apply a MaxEnt self-learning method to
locate urban heritage sites in the Saoura region of Algeria. They investigate
which features among slope, elevation (DEM), distance to water, normalized
difference vegetation index (NDVI), fertility, and proximity to palm groves,
mostly influence the sites’ location. Fertility is the most influential component,
accounting for 94.1% of the total weight. The MaxEnt module achieves an
AUC of 0.859.

3.3.2.2 Historical Buildings

The protection of Historical Buildings is probably one of the most addressed
issues in such a context. Zou et al. [107] aim to detect the position of missing
components in historic buildings, which is a critical aspect of CH conservation.
The technology involves training the Faster R-CNN module using images col-
lected from historic buildings, specifically the Forbidden City in China. They
obtained an AP of 0.8831. Liu et al. [108] aim to identify cracks in wood inside
historical heritage sites. They use the YOLOvV3 algorithm with the DarkNet-53
network as the backbone for crack detection, which showed high accuracy, ex-
ceeding 90 percent. The inference time of the approach is 0.1 seconds. Wang et
al. [109] propose a system to segment and measure damage on the glazed tiles
of historic buildings. Faster R-CNN is used to distinguish between two types
of glazed tiles. The module achieved an AP of 0.910 and 0.890 for the first two
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types of cropped images, respectively. The cropped images were then used as
a dataset to train the Mask R-CNN model afterward. The Mask R-CNN mod-
ule is used to perform segmentation and damage measurement on the cropped
images. In this case, the method can accurately segment the damage from the
pixel level, achieving an AP of 0.975 for damage separation. Mask R-CNN is
shown to be superior to an FCN. Mishra et al. [110] use an Al visual inspec-
tion method to detect flaking, exposed walls, cracks, and detachments. They
compare YOLOVS and Faster R-CNN. The results indicate that the YOLOvS
model outperforms the Faster R-CNN model in terms of mAP, achieving a more
accurate defect detection with a mAP of 93.7 percent. Mansuri et al. [111] aim
to perform automatic inspections in an architectural heritage context. Flakes,
exposed brickwork, and cracks are automatically identified using Faster R-
CNN. The approach requires a large dataset of high-quality images, and the
adaptation to different types of structures can be difficult. The mAP achieved
is 0.915, with superior performance in terms of time and resources required.
Elhariri et al. [112] focus on pixel-level cracks of historical surfaces. Variants
of U-Net, named Deep ResU-Net, ResU-Net++, and U2-Net, are proposed
for the detection of cracks in old town and historical buildings. The U2-Net
model proves to be the best, achieving Dice scores and mloU of up to 71.09%
and 78.38%, respectively. The method must be trained with a large annotated
dataset, and it is expensive. Samhouri et al. [113] use two CNN models in
cascade to determine whether damage is present and its type. In such a context,
VGG16 is used for feature extraction and classification. High-resolution color
images were used to train and examine the two models. The approach shows
an accuracy of 95 percent in detecting damages. The system’s reliance on
high-quality images, as well as its lack of adaptability, are limiting factors. Lee
et al. [114] aim to detect defects and assess the security of immovable cultural
property using a Deep Learning framework. EfficientNetBO, EfficientNetB2,
ShuffleNetv2, and AlexNet are used and compared. Results show a high rate of
accuracy in the diagnosis of damage: 99.69% for EfficientNetB0, 99.66% for
EfficientNetB2, and 93.46% for ShuffieNetv2. Bruno et al. [115] use RGB im-
ages for recognizing and segmenting deterioration in historic buildings. Mask
R-CNN is used to identify the deterioration patterns of architectural elements
in historic buildings. Images of castles, monasteries, and noble and rural build-
ings with wet spots and biological colonies are used for training and testing.
The average accuracy over three images is 1, and the IoU is 0.77, 0.62, and 0.69,
respectively. However, the approach fails to accurately recognize the presence
of biological colonization. Kwon et al. [116] aim to find damage in stone CH
using a Faster R-CNN neural network method to classify and place damage in
photographs. The new method achieved an average CR of 94.6% on 20 test
photographs. The approach needs improvement for small damaged areas and
poorly defined edges. Choi et al. [117] propose F-AnoGan to find damage
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and displacement of wooden cultural property through anomaly detection. The
model was trained on a custom dataset and computed an anomaly value to
identify damaged or displaced areas in the tested photos. Despite its efficiency
in differentiating natural images from outliers, the method has difficulty de-
tecting minor irregularities in outlier photos. Lee et al. [118] deal with the
automatic classification of wood surface defects using DL algorithms based on
RGB images. Damage such as cracks, exfoliation, and decay must be detected
using non-invasive methods. The research compared EfficientNetB0, VGG16,
ResNet50 and InceptionNetV3. EfficientNetBO had the highest accuracy, with
96.50 percent. Roy et al. [119] identify drips, cracks, and colour variations
in paint by using CNNs and SVMs. The CNN-SVM showed high accuracy,
with an overall accuracy of 84.23%. Sohail et al. [120] use Faster R-CNN
combined with a fuzzy rule system for identifying thick walls, moats, towers,
and drawbridges. The method achieves an accuracy of 94.16% in recognizing
castle towers. Mehta et al. [121] combine CNNs and SVMs to classify the dan-
ger of historic buildings. They classify damage as no damage, light, medium,
and high damage. CNN-SVM model outperforms the SVM model in terms of
accuracy, recall, and F1 score, achieving an accuracy of 85.6%. Conversely,
the SVM model attained an accuracy of 80.2%. Meklati et al. [122] use a
mobile application to take and upload photographs of any suspected damage,
analyzing with MobileNetV2 CNN. The approach obtained good results for
weighted average accuracy (0.868) and average recall (0.84). Yu et al. [123]
use thermal images to identify defects in standard brick, asphalt and red brick
of historic buildings using AlexNet. The method shows a 92.1 percent identifi-
cation rate, a relevant advantage compared to a more time-consuming manual
type of analysis. Gao et al. [124] detect fire events in historic buildings using
video. In the first stage of their methodology, a Gaussian mixture model is used
to identify the elements in action. Fire-Det, which is able to detect fire effects
in real-time, uses EfficientNetV2 feature extraction and is based on a spatial
pyramidal pooling layer based on Spp-net for feature fusion and the YOLOV3
structure for detection. The model obtains a precision of 78.1 and a mAP of
76.1. Bakirman et al. [125] use DexiNed and RCF, two deep learning architec-
tures, to extract profiles and cracks from CH structures. The study produced
F1 scores of 61.38% and 61.50% for the two architectures. Wang et al. [126]
are the authors of GreatWatcher, a system designed for rapid investigation and
defect detection in CH preservation. Using such a system, mobile users collect
photos and data that are sent to the web platform and are processed by a ZF-Net
based approach, by replacing the pooling layers with a pooling layer of ROI,
for automatic damage detection. Thus, the network achieved an accuracy of
78.2 percent. Lorusso et al. [127] use GANs as a graphical support tool for
historic urban renovation. The CycleGAN approach, which involves two gener-
ators, and two discriminators connected to two Forward and Backward cycles,
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generating two separate loss functions was applied to find the characteristic
colour style in historical building facades. Cheng et al. [128] propose Deblur-
DetNet that detects defects such as cracks, corrosion, biological invasion, and
others, in historical buildings, addressing image blurriness. It has been tested
on historical buildings in Guangzhou, China. It achieves a mAP of 0.553 after
image enhancement. Singh et al. [129] propose a YOLOv8-based method for
detection of cracks, spalling, and vegetation growth at Darbhanga Fort in India.
The YOLOvVS8 model achieves a mAP of 96.2% for detection and 92.5% for
segmentation. The authors compare YOLOVS to Faster R-CNN and YOLOVS.
Long et al. [130] introduce MSD-Det, a large-scale, high-resolution dataset
for detecting issues such as cracks, unit loss, surface dissolution, efflores-
cence, discoloration, plant growth, and moss in masonry structures. Seventeen
deep-learning object detection algorithms were evaluated, such as YOLOVS,
YOLOv6, YOLOX and Faster R-CNN, with YOLOv5-x achieving the highest
performance, in particular mAP@0.5 of 93.2%.

Considering the possibility of working with 3D models, IDJATON et al.
[131] find limestone deterioration in 3D relief images using YOLOvVS and
transformation layers. They achieved an F1 score of 85% and an average
accuracy of 81%, outperforming existing approaches. The approach often
fails to detect small areas of flaking and struggles to detect them reliably. The
paper [132] uses Deng entropy combined with a bidirectional Long Short-Term
Memory (bLSTM) neural network for classifying severely damaged buildings.
It uses voxel representations derived from point clouds to quantify structural
complexity and damage. The proposed method achieves perfect accuracy and
Matthews correlation coefficient (MCC) scores on validation tests.

Many studies are also related to the use of predictors obtained from sensor
data, as Zonno et al. [133] focus on the analysis of the long and short-term
effect of temperature and humidity on the Church of San Pedro Apostol in
Andahuaylillas, Peru. The methodology uses aerial and terrestrial photogram-
metry, terrestrial laser scanners, and dynamic identification testing to describe
such buildings. An MLRM was developed to understand relationships between
natural frequencies and environmental parameters, achieving relative errors of
less than 3-4%. Miglioranza et al. [134] deal with the damage caused by indoor
microclimate fluctuations due to human presence, with a case study in Ringebu
and Heddal stave churches in Norway. The DPC used aims to detect patterns in
data distribution. CNN classifies days using the internal mixing ratio (MRin)
time series. The UMR peak works on the heuristic assumption that days with
scheduled events have at least one peak in the MRin time series that is not
explained by the external (MRout). The results show that the UMR peak out-
performs previous methods regarding accuracy, recall, and NMI. Finally, the
UMR reaches 0.73 of precision, 0.82 of recall, and 0.53 of NMI. The work
by Carrara et al. [135] is based on attentional neural networks. The model
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is trained with data collected in a long-term experimental phase, including
sensor detections and environmental data. The model is then used to predict
the structure’s natural frequencies using this data. Anomalies were detected
by comparing deviations between actual and predicted frequencies. Colace et
al. [65] propose an IoI-BIM-based framework capable of improving the en-
joyment and protection of CH objects. The inference engine of such system
uses the CDT contextual filter to provide recommendations. The CARS engine
enables the personalization of user preferences and the selection of appropriate
POIs. The project aims to evaluate the accuracy of the CARS and PM modules.
The same authors propose a different approach in [136] using data from a sensor
network but a different framework, based on Analytic Network Process (ANP)
with Zero-One Goal Programming (ZOGP) for the decision strategy. Casillo et
al. [137] focus on predictive preservation, which includes adopting behaviors
to reduce material loss and damage to tangible CH. The system is managed
via a DTW constructed on an HBIM model and integrated with the cloud-
based data management platform, named ThingsBoard. Casillo et al. [138]
propose an IoT-based framework integrated with Machine Learning techniques
for the preservation of historical buildings. The collected real-time data from
the real case study of the Scientific Library of the University of Salerno feed
AutoEncoders for anomaly detection and KNNs classifiers to recommend inter-
ventions based on detected damage. The system achieved accuracy above 90%
in anomaly detection. Nota et al. [139] combine the situational awareness and
cyber-physical system concept to manage heritage buildings, using the Royal
Palace of Carditello as a case study. The framework employs edge-cloud ar-
chitecture, smart objects with IoT sensors, and machine learning algorithms to
continuously assess building conditions. The case study demonstrates effective
detection and response to environmental and structural anomalies.

3.3.2.3 Urban Areas

This section addresses Al approaches for protecting urban areas, such as squares
or historic districts in modern cities.

The paper presented in [140] analyses the possibility of using AI models for
tidal level prediction in Venice, focusing on high water. The proposed approach
is trained on historical tidal data, considering variables such as astronomical
tide, wind speed and direction, barometric pressure, and past tidal levels ob-
served in the past: this enables tidal level prediction, particularly during high
water events. The approach requires a large and high-quality dataset for effec-
tive model training. The MSP algorithm-based model generally outperforms
Random Forest and Multilayer Perceptron models in predicting tidal levels.
The model achieves an R2 of 0.9958 and a RAE of 5.98 percent. These models
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proved particularly effective in predicting high tides and demonstrated good
accuracy in forecasting high water events.

3.3.2.4 Infrastructures

In the CH context, safeguarding infrastructures often focuses on preserving
historic bridges made of various materials.

Cardellicchio et al. [141] combine CNNs and XAI to identify and assess
damage to existing reinforced concrete bridges. MobileNetV3Small demon-
strated the best performance in finding defects such as cracks, corrosion, and
delamination, achieving an accuracy of 63.46%, a precision of 69.97%, and
a recall of 55.42%. Grad-CAM is used that shows which parts of the images
were fundamental for network decisions. Lee et al. [142] aim to protect cul-
tural and national heritage and propose a case study on the Woljeong Bridge
in South Korea. IoT sensors were used to monitor the bridge, acquiring data
like slope, load, and distortion. A wireless ZigBee environment is used for
the configuration, including sensing and communication units. An RNN with
LSTMs and GRUs and hybrid models are used.

3.3.2.5 Museums

In the literature, many papers addressing the safeguarding of museums focus
on supporting visitors during their tours and within different exhibition halls.

In Piccialli et al. [143] LSTM Autoencoder and an IoT control network are
used together to predict visitor paths in the context of CH. Subsequence Accu-
racy, which measures the proportion of correctly predicted bigram sequences,
and Presence Accuracy, which assesses the proportion of predicted nodes are
used for evaluation. The results are Subsequence Accuracy of 75.65% and
Presence Accuracy of 86.89%. Martella et al. [144] want to understand the
orient mechanisms of visitors in museum spaces and their interest in art pieces.
Proximity sensors are used to detect the location and movements of visitors.
Prediction techniques are also employed to forecast visitors’ future paths. Based
on an R-matrix of 182 x 45 evaluations, the results obtained through the non-
negative matrix and non-negative matrix factorization achieve an RMSE of 1.1
and 2.4 for prediction.

3.3.2.6 Synthesis and Key Findings

The approaches discussed for immovable heritage are summarised in Table 3.2.
As for movable properties, the table reports the type of asset considered, the
paper’s goal, the data on which the approach operates, the technique proposed
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or adopted, and the reported results.

Many papers on archaeological sites focus on identifying something. In
these cases, authors typically work with aerial imagery, acquired via UAVs
or satellites, or with data derived from laser scanning. Mask R-CNN and
U-Net-based models are widely used for segmentation, while Faster R-CNN
and YOLO-based networks, such as YOLOvS8, YOLOv7, and YOLOVSI, are
commonly adopted for object and issue detection. For example, YOLOv8
combined with a multi-scale attention module achieved an mAP of 0.92 for
Buddha head detection, and Mask R-CNN reported 93% accuracy in looting
monitoring. In this area, we observed that relatively few works focus on
decision-support components.

Studies on historic building safeguarding often rely on RGB image datasets
and focus on issue detection. Faster R-CNN and YOLO-based models are
frequently adopted, with reported mAP values up to 0.93. Most segmenta-
tion approaches are based on Mask R-CNN and U-Net variants, including
autoencoder-based models such as U2-Net, which has been used for pixel-level
crack segmentation, reaching an mloU of 78.38%. Classification is typically
performed using architectures such as VGG16, EfficientNetB0, and MobileNet.
Other works propose custom networks and combined approaches that integrate
deep-learning and non-deep-learning methods.

Issue detection is also explored for infrastructures, for instance using Mo-
bileNetV3Small, with reported accuracies of 63.46% for defect identification in
images. LSTM networks are used to predict future values with high accuracy
from sensor-derived predictors. Similar LSTM-based approaches have also
been applied in museum settings to predict paths and analyse visitor behaviour.

Overall, the choice of data type, ranging from RGB images to spectral
imagery (infrared, X-ray, and thermal), 3D data from aerial laser scanning, and
sensor predictors, is crucial for the target objective. Despite variability across
studies, reported metrics such as accuracy, AUC, Fl-score, AP, and mAP
suggest that current approaches are generally promising for issue detection in
archaeological sites and historic buildings.

Few projects focus on developing support systems for human operators,
even though operators remain fundamental in the CH domain. Since they
make the final decisions, any findings must be presented in the most useful
and actionable way possible. Recommendation systems and Digital Twin-
based approaches partially address this need, but explicit decision guidance
and support for operators’ situation awareness are still limited. When these
aspects are overlooked, operators may be provided with relevant information
yet still struggle to interpret it and make timely, well-informed decisions.
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Table 3.2: Summary of Approaches and Results on Immovable Heritage

Work | Object Goal Type of Data Technique Result
. Classification: VGG16, Class: 90.79% A De-
901 Sites Iden Images: RGB Detection: Resnet tect: 95.61% A
[91] Sites Iden Images: RGB Mask R_(.:NN instance Over 0.9 A
segmentation
87% correct class Less
[92] Sites Iden Images: laser scan Faster R-CNN Detection 1% wrong class 13%
not detected
[93] Sites Iden Images: laser scan U-Net bé?.SCd semantie 93% A
segmentation
[94] | Sites Iden Images: RGB YOLOV mnetwork with | g5 1P
EMA
Vision Transformers with
[95] Sites Iden Images: RGB multi-head attention and 95.17% F1
transfer learning
[102] | Sites Iden 2D and 3D data PointConv Detection 95% A
Graph analysis and com-
[103] | Sites Iden Predictors parison using hamming | 0.65 AUC
distance
0.796 + 0.02 AUC on
[104] | Sites Iden Predictors Max Ent control group 14 and
20% test
[105] | Sites Iden Predictors Max Ent 0.88 AUC
[106] | Sites Iden Predictors Max Ent 0.859 AUC
[96] Sites Issues Images: RGB FPN-vgg16 Detection f:lj‘— (i% Fl-m 73.11%
971 | Sites Issues Images: RGB ff)‘:k R-CNN Segmenta- |- o3q o
historically  valuable
[98] Sites Issues Images: RGB YOLOVS-based buildings 97.2% mAP
roof damage segmen-
tation 89.4% mAP
[99] Sites Issues Hyperspectral Im- Deep learning-based 0.95 F1
ages RBF
. . . GPT best R 42.1%
[100] | Sites Issues Images: RGB GPT-4 Gemini 1.5 Pro Gemini best P 69.5%
[101] | Sites Issues Images: RGB RaViT-AE 0.936 F1
[107] | Buildings | Issues Images: RGB Faster R-CNN Detection 0.8831 A
o YOLOv3  DarkNet-53
[108] | Buildings | Issues Images: RGB based Detection up 90% A
[109] | Buildings | Issues Images: RGB Eﬁfk R-CNN Segmenta- | 975 Ap
[110] | Buildings | Issues Images: RGB YOLOVS5 Detection 93.7% mAP
[111] | Buildings | Issues Images: RGB Faster R-CNN Detection 0.915 mAP
o . U2-Net model for seg- 71.09% Dice score
[112] | Buildings | Issues Images: RGB mentation 78.38% mloU
[113] | Buildings | Issues Images: RGB YGG]é based classifica- 95% A
tion model
(114] | Buildings | Issues | Images: RGB BfficeniNetBO  based | g9 Goq,
classification model
[115] | Buildings | Issues Images: RGB 24::1‘ R-CNN Segmenta- | ) 50 0,99 0C AP 1
[116] | Buildings | Issues Images: RGB Faster R-CNN Detection 94.6 CS
[117] | Buildings | Issues Images: RGB F-AnoGan Anomaly De- |-\,
tection
[118] | Buildings | Issues Images: RGB i‘cﬁﬁc;:mNetB ObasedDe- | g6 500, A

Continued on next page
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Table 3.2 — Continued from previous page

Work | Object Goal Type of Data Technique Result
[119] | Buildings | Issues Images: RGB giN'SVM Classifica- | ¢ >3q0 A
[120] | Buildings | Issues Images: RGB Faster R-CNN Detection 94.16% A
[121] | Buildings | Issues Images: RGB SEIN'SVM Classifica- | ¢ e A
[122] | Buildings | Issues Images: RGB {\i/f)onblleNetVZ Classifica- 0.868 P 0.84 R
[123] | Buildings | Issues Images: Ther AlexNet 92.1% A
Fire-Det Based On Effi-
[124] | Buildings | Issues Images: RGB cientNetV2, Spp-net and | 78.1 P 76.1 mAP
YOLOV3
[125] | Buildings | Issues Images: RGB DexiNed and RCF 61.50% F1-m
[126] | Buildings | Issues Images: RGB ifa::er RCNNbased ZF- | ¢ 20 A
[127] | Buildings | Issues Images: RGB CycleGAN NA
[128] | Buildings | Issues Images: RGB Deblur-DetNet 0.553 mAP
[129] | Buildings | Issues Images: RGB YOLOV8-based 96.2% mAP
[130] | Buildings | Issues Images: RGB YOLOV5x 93.2% mAP@0.5
[131] | Buildings | Issues Images: RGB and |y (5y5 petection 85% F1-m 81% A
3D models
[132] | Buildings | Is 3D model Deng entropy combined | goq o
uildings ssues odels with a bLSTM o
[133] | Buildings | Issues Predictors MLRM Less 3%-4% relative
errors
[134] | Buildings | Issues Predictors UMR 073 P 082 R 053
NMI
[135] | Buildings | Issues Predictors TFT NA
[65] Buildings | Issues Predictors Context Dimension Tree NA
Analytic Network Pro-
[136] | Buildings | Issues Predictors cess with Zero-One Goal NA
Programming
[137] | Buildings | Issues Predictors NA NA
[138] | Buildings | Issues Predictors Autoencoder and KNN 90% A
Edge-cloud architecture,
[139] | Buildings | Issues Predictors smart objects with 10T |\
sensors, and machine
learning
[140] | Buildings | Issues Predictors MSP algorithm ORii:SS R2 - 5.98%
[141] | Buildings | Issues Images MobileNetV3Small 63.46% A
[142] | Buildings | Issues Predictors LSTM 0.078  MAE  0.005
MSE
[y ly
[143] | Museums | Visitors Predictors LSTM Autoencoder 17)‘5A'65 le SA 86.89%
[144] | Museums | Visitors | Predictors Non-negative matrix fac- |, 15 4 pMsSE
torization

3.4 Discussion

The previous considerations show that the use of Al and ML for CH protection
is highly promising, yet several limitations and open issues remain.

One of the main issues is the lack of public datasets in the CH domain [145].
Published approaches are often developed and tested on custom datasets that are
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rarely released, partly because cultural institutions are often reluctant to share
their data [146]. This results in a lack of public, standardised benchmarks,
making it difficult to obtain suitable training data and to compare methods
fairly. In this context, the creation and release of curated datasets would
already represent a substantial contribution.

This observation leads to a second point. Most of the approaches reported
in the literature are DL-based. CNN architectures such as U-Net, Mask R-
CNN, and ResNet are frequently adopted. These methods are often supervised
and require large, carefully annotated datasets, which are often unavailable
in this domain for the reasons discussed above. Moreover, sustainable Al
is rarely considered in CH, despite increasing attention to this topic in other
fields [147] [148]. Sustainability is particularly relevant for CH because reduc-
ing energy consumption and promoting ethical data practices directly support
the long-term protection of heritage assets for future generations [149]. In ad-
dition, sustainability-oriented approaches often require shorter training times
and fewer computational resources, making them accessible across different
levels of resource availability while enabling strong performance with a lower
environmental impact.

The growing adoption of 3D modelling, UAVs, and LiDAR data for CH
monitoring can also be observed alongside limited integration across tools
and disciplines. Digital heritage is being developed through multiple, often
parallel, streams: IoT, which has long been integrated into monitoring sys-
tems; orthophotos and floor plans, widely used for analysing structures through
RGB, thermal, and other imagery acquired by UAVs and cobots; LiDAR laser
scanning and photogrammetry, which support the creation of BIM and HBIM
models; and Al systems that can recognise characteristics and problems in
structures and artefacts. Researchers, however, often focus on individual com-
ponents, whereas the development of interoperable platforms is less common.
Integration efforts are becoming more frequent, especially in the context of
Digital Twins, but they are still often conceptual. One example is the limited
integration of simulation models and tools for generating what-if scenarios,
which are crucial for strategic forecasting in the maintenance of CH assets.

In this context, generative Al is gaining importance for anomaly detection
in CH protection, but its use remains largely confined to these specific goals.

Since LLLMs have shown limitations, including errors caused by insuffi-
cient semantic understanding, recent work has explored integrating LLMs with
ontologies, which make domain knowledge explicit and can improve system
reliability [149]. Such ontologies can also be incorporated into system knowl-
edge bases to enable efficient access to structured knowledge and to support
interoperability with contextual and CH-related data.

It is also worth noting that most existing work focuses on using Al for
anomaly detection, the automatic identification of maintenance issues, and vis-
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itor support. However, relatively few studies investigate how to integrate these
technologies into comprehensive information and decision-support systems for
CH protection that actively assist users in decision-making and situation recog-
nition [150]. Digital Twin-based approaches move in this direction, but they
rarely account for the human component and the way users interact with the
physical world being monitored.

Indeed, the integration of SA paradigms [20] [151] into CH decision-support
systems is recent and remains largely unexplored, except for a small number of
studies that focus primarily on enabling technologies rather than on embedding
SA principles into operational systems [139]. A promising direction is the
development of systems that genuinely support operators’ situation awareness,
while remaining generalisable across different CH settings, including muse-
ums, libraries, archaeological sites, and other contexts. Such an approach
should cover the full decision-support pipeline, from data acquisition and anal-
ysis to comprehension and projection, the definition of a knowledge base,
and the development of applications and user-centered interfaces that support
maintenance activities.

3.5 Summary

This chapter reviews the state-of-the-art literature on Al applied to CH pro-
tection, examining how Al-based techniques are currently used to enhance the
safeguarding of CH assets.

Our methodological approach comprises four main steps: (i) search, us-
ing engines and databases such as Scopus, IEEEXplore, ScienceDirect, and
SpringerLink with a targeted keyword query; (ii) selection, retaining only rel-
evant journal articles and conference proceedings published in English since
2015, focused on computer science, engineering, and mathematics, and di-
rectly related to CH safeguarding and protection; (iii) trend analysis, inves-
tigating countries and institutions of origin, the most frequent keywords, and
the most active journals, supported by a bibliometric analysis performed with
VOSviewer; and (iv) technical analysis, defining taxonomies that describe the
classes of entities studied, the problems addressed, and the techniques applied
for each purpose, while highlighting methodological limitations and situating
the overall research landscape.

Cultural heritage can be grouped into two macro-categories, namely mov-
able and immovable heritage. For movable heritage, the main objectives include
damage detection, entity identification, and reconstruction or restoration. Typi-
cal data sources comprise images acquired with different modalities, including
RGB, X-ray, infrared, and hyperspectral, as well as predictors derived from
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sensor measurements. Many contributions rely on pretrained networks such
as YOLO, Mask R-CNN, U-Net, and ResNet, on customised convolutional
architectures, on traditional machine-learning techniques, and on GAN-based
solutions for restoration. For immovable heritage, commonly used data include
imagery, laser scanning products, and sensor readings. The most frequent ob-
jectives are entity identification, issue detection, and visitor support. Widely
adopted methods include Mask R-CNN, U-Net, Faster R-CNN, and YOLO-
based models, which are mainly employed for detection and segmentation
tasks.

The discussion highlights several persistent limitations and open questions.
A central issue is the scarcity of public, standardised CH datasets. This is partly
due to institutional reluctance to share data, which limits reproducibility and
hinders fair benchmarking. Moreover, most deep-learning methods in the field
are supervised and require large annotated datasets, which are often unavailable
in CH applications. Sustainable Al considerations are still limited in CH, de-
spite the need to reduce energy consumption and to support ethically grounded
practices. In addition, integration among IoT, UAV, LiDAR, BIM/HBIM, and
Al components remains insufficient. Many efforts focus on standalone tools
rather than interoperable platforms. For instance, Digital Twins are often pre-
sented at a conceptual level and only rarely connected to simulation engines
that enable what-if analyses.

The adoption of generative Al is currently mostly confined to anomaly
detection, while large language models still exhibit limitations in semantic
understanding. Nonetheless, coupling LLMs with ontologies may improve
reliability. Finally, although a substantial body of work addresses anomaly
detection, automated diagnosis of maintenance issues, and visitor support,
relatively few studies integrate these technologies into comprehensive decision-
support systems that actively assist users in decision-making and situation
recognition. The use of situation awareness paradigms in such systems is recent
and remains sparsely explored. In particular, ensuring continuous operator
awareness in large and complex environments, such as archaeological sites, is
still largely unaddressed.
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CHAPTER 4

SITUATION-AWARE
CYBER-PHYSICAL-SOCIAL
SYSTEM FOR CULTURAL
HERITAGE

"Everyone designs who devises courses of action aimed at changing existing
situations into preferred ones."

— Herbert A. Simon, The Sciences of the Artificial

The purpose of the thesis is to support the decision-making of human op-
erators in the field of CH preservation using new technologies and emerging
approaches. These maintenance processes, as seen in our reference lifecycle
in Section 2.1.1.1, are usually guided by surveys of the CHCI, traditionally
performed by humans using traditional methods. Nowadays, such surveys can
be supported by aerial and ground drones in order to identify maintenance
issues [152]. Such a process is human—machine since the human component
is present and necessary. Also the decision-making processes regarding main-
tenance planning are guided by humans, which, in order to decide, take into
account the vulnerabilities of the various structures or works of art within the
CHCI, by calculating vulnerability indices, like those in equations 2.1 and 2.2.
However, updating such indices in a timely manner remains challenging. Even
when surveys are conducted using UAVs, they are often carried out at long
intervals. For example, at the archaeological site of Pompeii, the aerial sur-
veys are conducted monthly, leaving operators blind until the next flight. The
process of identifying maintenance issues based on these photos is also long
and complex. These procedures can be made more systematic and machine
assisted. The identification of maintenance issues can be automated using Al-
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based approaches, and even when long intervals separate successive surveys,
combining information from the most recent imagery with real-time environ-
mental data, such as weather and environmental conditions, allows operators to
remain aware of ongoing situations and to understand how existing issues are
evolving or may evolve [27].

Considering the interaction among the physical CH asset; the devices and
software used for its analysis and monitoring; and the human operators, domain
experts, and visitors of the asset, our proposal is to view the CH asset as a
Cyber—Physical-Social System [153] [154]. In this way, human operators are
supported in planning their maintenance activities, as they are provided with
an up-to-date global picture of the situation.

We propose a Situation-aware CPSS methodological approach for cultural
heritage protection. This SA-based approach enables effective operator sup-
port even over the long timescales typical of cultural heritage monitoring by
combining information collected during surveys with real-time contextual data,
thereby maintaining operators’ awareness of ongoing conditions and vulnera-
bility of the zones. To the best of our knowledge, this is the first time that an
SA-based approach has been proposed to support the maintenance of CHClISs.

Parts of this chapter have been previously published in:

e Francesco Colace, Giuseppe D’Aniello, Massimo De Santo,
Rosario Gaeta, Gabriel Zuchtriegel.  Situation-aware Cy-
ber—Physical-Social System for Cultural Heritage. Intelligent
Systems with Applications. 2025. Volume 27. https:
//doi.org/10.1016/j.iswa.2025.200544.

e Luca Aliberti, Giuseppe D’Aniello, Massimo De Santo and
Rosario Gaeta. A Situation-Aware Cloud-Edge Architecture
for Cultural Heritage Management. 1EEE COGSIMA. 2025.
doi:10.1109/CogSIMA64436.2025.11079541.

¢ Francesco Colace, Massimo De Santo, Rosario Gaeta, Rocco Lof-
fredo, Luigi Petti. FAUNO: A Machine Learning-Based Method-
ology for Monitoring and Predictive Maintenance of Structures
in Archaeological Parks Through Image Analysis. HCII. 2024.
https://doi.org/10.1007/978-3-031-60611-3_24.
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4.1 Related Works

From the literature, we note that the application of SA in the CH domain is in its
very early stages. In our work, we propose a novel approach to support SA for
the maintenance of CH assets. Before discussing our methodology, we analysed
similar applications of CPSS for maintenance activities and approaches in the
CH world.

4.1.1 Cultural Heritage Maintenance Approach

Fan et al. [155] introduced the M-RM system, a metaverse-enabled road main-
tenance system based on CPSSs, implementing the simulation, monitoring,
diagnosis, and prediction functions of road systems in the metaverse using
human and computer information. The AIDA algorithm is used for data aug-
mentation in combination with a crack detection approach named PAT, which
combines frequency-division convolution and a mixed-domain attention mech-
anism. Meng et al. [156] introduced a framework to support data mining
in CPSSs, namely Multidimensional time series Outlier detection based on a
Time Convolutional Network AutoEncoder (MOTCN-AE), which can detect
outliers in time-series data to identify equipment failures, dangerous behavior
of cars, and other issues. The approach in this paper transforms time series
into a feature-rich time series, and then uses the original TCN-AE approach
to reconstruct the feature-rich time-series data; the reconstruction error is used
to calculate outlier scores. The framework has been validated with various
time-series datasets. The work of Faramondi et al. [157] proposed a novel
unsupervised cyber—physical anomaly detection framework which implements
a combination of various anomaly detectors using a Bayesian-network-based
probabilistic model. The Bayesian network is used to assess the trustworthiness
of the anomalies detected through two anomaly-detection modules capable of
monitoring, at the same time, the behavior of cyber and physical data acquired.
De Benedictis et al. [10] introduced an architecture for Industrial IoT anomaly
detection based on the paradigms of digital twins and autonomic computing
(AC). The approach is based on the MAPE-K feedback loop of AC in order to
monitor, analyse, plan, and execute appropriate reconfiguration or mitigation
strategies when a failure happens or may happen.
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4.1.2 SA for Cultural Heritage

In Notaetal. [139], the authors have recently proposed an SA model for heritage
building conservation and a cyber-physical system to support conservation
processes. As a case study, the authors proposed an implementation of such a
cyber-physical system for monitoring the Royal Palace of Carditello. Casillo et
al. [138] combine autoencoders and IoT technology for monitoring, predictive
maintenance, and decision-making to protect CH buildings. The autoencoder
is used to detect damage, while k-NN classifies it. Restoration works are
determined by the Decision Support module. Rodrigues et al. [158] use a
Region-Based Convolutional Neural Network to perform automated image-
based surveys.

The authors focused on automatizing the recognition and the classification
of defects in historical buildings, to finally interpolate this geometric and nu-
merical information with their BIM. Cecere et al. [159] realized a digital twin
through the integration of data coming from the various sensors in the HBIM
model, exploiting real-time IoT' devices placed on the structures to be moni-
tored. The proposed methodology was applied to a real case study within the
Velia Archaeological Site: Porta Rosa, which is the oldest known example of a
round arch in Italy. In Qiu et al. [98], to preserve historical buildings in southern
Fujian, China, a method based on an improved YOLOv8 [160] neural network
is proposed to identify roof damage from aerial imagery in the cities of Xiamen
and Quanzhou, Fujian Province. Based on high-resolution orthophotographs
obtained from unmanned aerial vehicle (UAV) tilt photography, the YOLOvV8
model was used to make predictions. The approach first uses a YOLOv8-based
architecture to identify buildings in the region. Once the structure has been
identified, another YOLOv8-based model is used to identify damage on the
roofs.

4.2 Situation-aware CPSS

In Figure 4.1, our novel Situation-Aware Cyber-Physical-Social System
methodological approach for general cultural heritage sites is illustrated. The
Physical-Layer is composed of the CH site to be maintained and the actuators
of the maintenance process. The Cyber-Layer is made up of devices for data
acquisition and analysis to support the SA and decision-making of humans,
who compose the Social-Layer of the system, consisting of experts, operators,
and visitors. The experts are humans who are in charge of studying artifacts,
structures, materials, and construction techniques, and who are capable of
evaluating the vulnerability of the asset. Mathematical metrics and indices are
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used to measure the vulnerability of artifacts and structures and to determine
priorities. The human operators, instead, are in charge of maintaining the asset
and addressing issues.

In the following, we will detail the various layers of the CPSS, with particular
attention to the Cyber-Layer.

4.2.1 Physical-Layer

The Physical-Layer is precisely the level we aim to protect, and it is the direct
focus of maintenance interventions. It represents the tangible cultural heritage
site and the environmental context in which it is embedded. It includes built
structures such as walls, columns, pavements, stairways, protective roofs, and
shelters, together with in situ and movable artefacts and all material compo-
nents whose integrity is essential for conservation and public safety. Unlike
controlled indoor heritage settings, a cultural heritage site is typically exposed
to open-air conditions and a complex morphology, which can amplify degra-
dation processes and emergency scenarios.

From a risk perspective, the Physical-Layer is continuously influenced by
slow and sudden stressors. Long-term deterioration is driven by weathering and
microclimate variability, including thermal cycles, wind, precipitation, humid-
ity, salt crystallization and biological colonization. Acute events can rapidly
push the site into unsafe conditions. Examples include heavy rainfall leading to
water accumulation and erosion, strong winds affecting temporary protections,
heatwaves increasing thermal stress and visitor vulnerability, and natural haz-
ards such as floods, landslides, wildfires, and earthquakes. These conditions
may cause detachments, cracking, instability of structural elements, obstruc-
tion of pathways, and reduced accessibility, which require timely detection and
response.

To capture these dynamics, the Physical-Layer incorporates fixed and mo-
bile sensing integrated within an IoT infrastructure. Fixed sensing nodes can
monitor microclimate, structural and geotechnical indicators, and safety-related
signals. Mobile sensing platforms, including aerial or ground cobots and hand-
held devices used by staff, support close-range inspections, rapid post-event
surveys, and coverage of areas that are difficult to access safely.

Beyond sensing, the Physical-Layer may include actuators that enable timely
mitigation actions directly on-site. Typical examples include automatic or re-
motely controlled barriers and gates to prevent access to unsafe or sensitive
areas, dynamic signage and beacons to guide visitor flows, and warning de-
vices such as lights or sirens. Cobots can also support targeted interventions
under human supervision, for example by assisting in debris removal after

59



minor incidents, handling tools for rapid temporary securing, and performing
repetitive low-risk inspection and maintenance tasks.

The resulting sensor streams, contextual information, and actuation capabil-
ities provide the primary basis for SA, predictive assessment, and the activation
of mitigation measures.

4.2.2 Social-Layer

The Social-Layer captures the human actors interacting with the CH site and
the digital mechanisms that coordinate their actions. These actors form a so-
cial network: they continuously interact, exchange information, and cooperate
across roles (e.g., analysts, conservators, maintenance operators, and man-
agers). This networked behavior is not incidental but operationally necessary,
because observations collected on-site must be interpreted, validated, trans-
lated into decisions, and converted into interventions. Similarly, visitors can
be informed about what is happening and the current situation so that they can
adjust their movements, and they themselves can guide the situation perceived
by the cultural site administrators with their route. The Cyber-Layer, which
will be described later, plays a key role in this cooperation by enabling traceable
communication and coordinated workflows across actors.

The Social-Layer includes the stakeholders who interpret information, make
decisions, execute interventions, and experience the site as visitors. A first
group consists of domain experts such as archaeologists, conservators and re-
storers, heritage scientists, and site managers who perform inspections and
validate the meaning of sensor observations. Their role is essential to con-
nect measured signals such as cracks, vibrations, and moisture patterns to
conservation-relevant interpretations, and to define priorities, thresholds, and
acceptable risk levels. Complementary to them are maintenance and oper-
ational staff. This group includes field operators responsible for practical
activities such as minor repairs, cleaning, securing areas, placing signage, and
checking sensing equipment. It also includes planning and supervisory roles
responsible for scheduling interventions, allocating resources, coordinating
contractors, and ensuring compliance with safety and conservation protocols.
This division supports rapid on-site response as well as consistent long-term
maintenance planning.

Visitors represent a third crucial actor category. They are potential targets
of risk in the presence of falling fragments, slippery surfaces, heat stress,
and crowding during evacuations. They may also be a source of impact on
heritage, either unintentionally or intentionally. At the same time, visitors can
be leveraged as moving sensors. Aggregated information on flows, densities,
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and spatial patterns can highlight anomalies such as access to restricted areas,
unusual clustering near fragile structures, or abrupt changes in movement that
may indicate incidents. For this reason, the Social-Layer must support two-
way interaction. It should inform visitors through clear guidance and real-
time alerts when hazardous conditions emerge, while enabling site staff to use
visitor-derived indicators to enhance SA and trigger timely protective actions.

4.2.3 Cyber-Layer

The Cyber-Layer provides the digital backbone that connects the physical world
of the cultural heritage site with the involved human actors. It aggregates
heterogeneous data streams from fixed and mobile sensors, contextual infor-
mation, and human inputs, and transforms them into actionable knowledge to
support monitoring, decision-making, and timely interventions. In this way,
the Cyber-Layer enables the transition from raw observations to higher-level
situation awareness, supporting anomaly detection, the assessment of evolving
conditions, and the activation of safety and preservation measures.

Moreover, the Cyber-Layer acts as an integration and orchestration space.
It hosts data management services, models, and interfaces that coordinate
stakeholders and operational processes. It supports both real-time and offline
analysis, integrates baseline domain knowledge, and provides mechanisms for
communication and alerting for site staff and visitors.

To support human decision-making for such an asset, we propose a Cyber-
Layer structured around the three levels of situation awareness, (L.1) perception,
(L2) comprehension, and (L3) projection, according to Endsley’s model of
SA [20].

The details of the framework proposed for the Cyber-Layer are identified in
Figure 4.1. The whole process must be intended as iterative:

* L0 Sensing: data acquisition, cleaning and storage coming from sensors
(such sensors can be both physical or virtual). The data will be conse-
quently used to feed the perception phase. The phase can be divided into
three sub-phases:

— L0.1 Acquisition: the acquisition of sensor data. This acquisition
can be carried out with the support of ground or aerial cobots;

— L0.2 Offline: considers manual or semiautomatic preparation of
the data (like data cleaning, merging, georeferencing and storage)
that, in some context, depending on the system configuration and
the type of sensors the system has, must be done offline;

— L0.3 Online: data cleaning and storage operation that can be done
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in a real-time manner.

* L1 Perception: data processing to identify damages, issues, mainte-
nance needs, and context states. This level consists of three modules:

— L1.1 Low-level perception: data pre-processing, segmentation

and feature extraction;

— L1.2 High-level perception: dimensionality reduction and feature

selection;

¢ L2 Comprehension: this level performs situation detection on the result
of relief, using the features extracted and selected in the perception phase,
and then fuses such information with the perceived context. In particular:

— L2.1 Situation Detection: this phase applies machine learning

models to detect position and type of maintenance issues. If new
relief are not available, such module uses default knowledge situa-
tion, stored in the previous iterations. The maintenance issue can
later be combined with contextual info to understand the evolution
of the situation;

* L3 Projection: tracking the possible evolution of the situations via
predictive models, updating vulnerability indices.

— L3.1 Situation Projection: this phase is concerned with under-

standing how vulnerability and risk on various areas of the CH
asset will change based on perceived and understood information.
Contextual data such as time, location, environmental condition are
used together with the situation identified to calculate the vulnera-
bility indices using the Context Space Theory (CST);

L3.2 Danger Projection: by also considering projections of the
system’s evolution, rule based approaches, as well as machine learn-
ing, can be used to anticipate potential criticalities and hazards that
may affect the future condition of the CHCI. This enables the sys-
tem to provide recommendations to human operators, supporting
their decision-making. Based on what is perceived and on the cur-
rent goal, the system can suggest appropriate actions to the user or
redirect the current goal when necessary.

Each phase of our model, which is illustrated in Figure 4.1, is described in

the following sections:
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Figure 4.1: Situation-aware Cyber-Physical-Social System for Cultural Her-
itage Protection

4.2.3.1 L0 Sensing

The sensing phase manages the data acquisition process, which involves data
cleaning and data storage activities.

* L0.1 Acquisition: acquiring heteregeneous data from various types of
sensors (e.g. cameras, environmental sensors) at different time frequen-
cies, can be challenging. In the CPSS aset.S = sy, s9, ..., S, 0f n sensors
is considered. A data stream A; is acquired from each sensor s; € S,
with ¢ = 1...n. Each data stream

Ay =1[62,6},...,08 ] (4.1)

with 6,% gathered by the sensor s; at the time instant ¢ = [ with [ € R. In
particular, 55 is a general m-dimensional matrix.
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where k, h,m € Nand k, h, m > 1 and the value of k, h, m depends on
the type of sensors (if it is a sensor that acquires a single value in one
instant, the matrix corresponds to a single value, while for other types
of sensors, like cameras, the matrix will have dimensions # 0). Then,
defining the data stream A = {Aq, Ao, ..., A,, } it can be divided into two
types of data streams that deal with two different types of preprocessing
activities: A® and A° where A°*NA¢ = @. Such operations can be done
offline or online.

* L0.2 Offline: in the CH domain, there are often experts who periodically
conduct surveys using aerial and ground cobots equipped with cameras
or LiDAR sensors. The outputs of such devices must be processed
using specific tools to obtain georeferenced orthophotos or 3D models.
Nowadays, this work has to be done by humans. The set of data going
through such a manual process is A¢. Each data stream in A€ undergoes
a transformation process guided by a human. Indeed, the SA system can
also support these humans in their operations; for example, the system
can suggest how to resolve occlusions or alignment issues;

* L0.3 Online: operations like data cleaning, data imputation, redun-
dancy removal, and outlier removal reduce possible problems in the
following phases. Such operations involve the stream A®, which must
be analysed as a time series and does not need human intervention in its
pre-processing.

4.2.3.2 LI Perception

The perception is the first phase of the Endsley SA model and consists of
the data processing after the sensing phase. In particular the subphases are
explained in the following paragraphs:

* L1.1 Low-level Perception: the main task of the low-level perception
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phase involves extracting features from sensor data, intended for issues
and anomaly detection, but also for contextual data used to identify
the context states. Considering the stream A® = {Aj A3, ..., A%} and
o < nof contextual data sensors fusing and processing such data streams,
we can extract a series of features ®° = [¢f, ¢35, ..., #7,] with m < o.
Often, each data stream A must be divided into time windows:

Ws[] = Aflj - size, (7 +1) - size) — 1]

_ 5g-size’ 5i(j~size)+17 5§(j+1)~size)—1 (4.3)
where W 5[] is the 5" window which contains the data points extracted
from A? in the interval [j - size, ((j + 1) - size) — 1]. The feature value
#7(4), 1 = 1,...,m represents the value of the I*" feature. It is computed
by applying a transformation function fg: on the window Ws

The features can also be computed by aggregating and processing data
from multiple windows across different sensors. Afterwards, such fea-
tures go in input to the L1.3 Context recognition module.

Looking at the stream A® = {A{,AS ..., A7} and ¢ < n, various
traditional or deep learning techniques can be applied on the result of the
surveys to obtain the set of features ®¢ = [¢, ¢5, ..., 95| with u < q.
This set goes in input to the L.1.2 High-level perception phase.

L1.2 High-level Perception: at this point, a feature selection is per-
formed on the set ®° of u features. This step helps reduce the complexity
of the problem, both for computational complexity and performance rea-
sons. In particular, a subset F'9 C ®€ of g features is produced. To select
such features various approaches, including statistical and learning-based
methods, can be used.

4.2.3.3 L2 Comprehension

The primary objective of level L2 is to conduct situation identification. The
data acquired and appropriately fused from the perception phase are used to
derive situations and to support the user goals [161]. In particular, we define
two sub-phases:

« L2.1 Situation Detection: this phase uses the g features FY to identify
the presence of situations of interest, including defects, collapses, haz-
ards, and other anomalies, between r of classes ¢ € C' = {cy1, ca, ..., ¢},
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coincident with the set of goals identified by the domain experts. In
particular, let Z = {21, 22, ..., 2, } be the set of all the zones of a CH
property, that can be, for example, areas or structures in an immov-
able property or section in a movable property, with j = 1,2,...;y,
the situation detection phase uses an approach that for each z; out-
puts M; = {mj1,m;2,...,mj,} with u number of maintenance issues
found, that is the set of all the issues found in that zone z;: in particular,
given k = 1,2, ...,u each m; = [position, c,| is characterized by the
position and class of the problem.

4.2.3.4 L3 Projection

Once the situations in the CH entity have been detected and such information
has been integrated with contextual info, the projection phase must focus on
how such contextual info can be used to understand the evolution of the situation
and what parts of the CH entity are more vulnerable [162].
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* L3.1 Situation Projection: the vulnerability evolution of each zone

of the cultural heritage site is assessed by leveraging the CST together
with the identified maintenance issues. Zone vulnerability is quantified
through specific indices, whose computation will be detailed in section
4.3. By combining automatically detected maintenance issues with en-
vironmental and social contextual information, these indices enable the
system to update the state of the cultural heritage asset over time, even
in the absence of recent surveys for a given zone;

L3.2 Danger Projection: the update of the vulnerability status of the
structures allows the human operators to understand which structures
should be prioritized for inspections and maintenance. However, the
vulnerability index may not be sufficient to enable rapid intervention
when the situation requires it. Contextual information should be used
to feed a predictive model that can issue timely alerts, prompting urgent
surveys and maintenance in specific zones. For example, if the predictive
model detects an increased likelihood of a severe weather event during a
given period, it could warn operators to secure areas that may be heavily
damaged. Indeed, even if such an issue would already be taken into
account in the vulnerability index, this urgency should be signaled in
advance, not least because vulnerability to the adverse event could still
be lost within the calculation of that index. In this way, we are able to
encourage the user to change their goal if necessary.



4.2.3.5 CPSS mapping to CH Lifecycle

The SA CPSS for CH can support all the steps necessary for the maintenance
activity of a CH asset, as in Figure 2.1. The step SI: Preliminar survey is a
phase which is not inside the maintenance lifecycle of the CH asset. However,
the result of such phase, together with the step S2: Detailed Analysis act as
first level of perception and background knowledge useful in calculating the
vulnerability index of the zones in the site. The step S3: Risk assessment
is performed by the high level perception and situation detection modules
of our CPSS. The contextual information and the risks identified are then
processed and put together in the step S4: Intervention Planning where the
updated vulnerability risks are used to understand prioritization of intervention
and how the intervention must be performed, which is fundamental in the
Projection modules. The applications and services of the CPSS must then
be used to perform the step S5: Intervention execution Cyclically the step
S6: Monitoring Survey is executed by the Sensing and low-level perception
modules, and starts a new monitoring cycle.

4.3 Cultural Heritage Vulnerability Index and Situation Modeling

Any SA system requires a computational model of the situation, including
the SA-CPSS introduced in this work. Cultural heritage protection and mainte-
nance are governed by well-established standards and regulations. As discussed
in Section 2.1.1.2, both the literature and current archaeological practice rely
on vulnerability measurements of different site areas to prioritize maintenance
interventions. Experts define and compute these indices by directly assessing
site conditions and determining the relative contributions of area characteris-
tics. In this domain, vulnerability assessment therefore plays a central role in
defining intervention priorities and in helping experts understand the conditions
of individual zones as well as the site as a whole.

Equations 2.1 and 2.2 present recent computational models for assessing
the vulnerability of archaeological site areas. However, these models are
static and depend on periodic expert surveys, during which contribution values
are assigned based on observed conditions, site characteristics, and materials.
Consequently, operators remain unaware of ongoing site conditions until the
next survey is performed.

In contrast, we propose a situation model in which area vulnerability is
not assessed solely through expert evaluations conducted during surveys, but is
continuously updated by integrating automatically detected maintenance issues
with relevant contextual information. This approach provides an up-to-date
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representation of site conditions during the intervals between surveys.

In this regard, to model such situations, for each zone z; in a cultural heritage
site we use eq. (2.2) to define CHV I; as its vulnerability index associated.
Given this, we consider as vulnerability index:

CHVI; =w*-CHVI +w' - CHVI! (4.5)

composed of a static and a dynamic component weighted by w* and w?: the
static component relies on the vulnerability index proposed by [34] which sees
CHVI?® as:

CHVI;:E]‘—I-S]'—R]‘ (4.6)

where E; is the exposure, S; is the susceptibility, and R; is resilience for the
zone z;. In particular £; can be calculated from a series of n, criteria (e.g.
Cultural Significance, Economic conditions, Infrastructures etc.) cr., each of
this characterized by a series of m, subcriteria scr. (e.g. Cultural traditions,
Cultural acknowledgments etc.). In particular:

Ne Me
Ej - Z’Ycre,i (Z(valuee,k)’)/scre,k> (47)
i=1

k=1

S; can be calculated from a series of n, criteria cry (e.g. Buildings,
Vegetation etc.), each of this characterized by a series of mg subcriteria scrg
(e.g. Materials, Use, State of Conservation etc.). In particular:

Ns ms
Sj = Z’yc’r-ﬁi Z(Ualues,k)')/scrs,k (4.8)
1=1 k=1

R; can be calculated from a series of n, criteria cr, (e.g. Preparedness,
Coping, Restorative capacity etc. ), each of this characterized by a series of m,
subcriteria scr, (e.g. Maintenance, Policy regulation, Physical recovery etc. ).
In particular:

Ny mer
R; = Z%Tmi Z(Ualue,n,k)%cm,7k (4.9)
=1 k=1

where each ., ; is the coeflicient for cr;, each 7, . is the coeflicient for the
subcriteria scry, and valuey, is the value given to the subcriteria scrg.

Each of these components is calculated by experts based on a series of
criteria and sub-criteria, whose values and weights are defined by the experts
themselves, who, based on their experience, are able to assess, measure, and
compare the condition of the various areas of the site.

In order to gain a thorough and updated understanding of the vulnerability
of certain structures, our proposal is to take into consideration the maintenance
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issues at the site together with contextual information, using Al and Context
Space Theory (CST).

CST is a specification-based technique proposed by Padovitz, Boytsov et
al. [163] that employs a geometric metaphor to provide a clear and insightful
representation of context. In CST, context is viewed as a multidimensional
space, with each axis, denoted x;, representing a key feature of the context.
The value on a context-space axis represents a context attribute value, and a
complete set of pertinent context attribute values at a specific time constitutes
the context state X. This context state defines a point within the context
space. Figure 4.2 shows an example of a three-dimensional space defined by
temperature (t), humidity (u), and precipitation (p) as context attributes.
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<****‘5 ,,,,,,,,, ® X:(xhxuamp)
|
N | (
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| Tt = 1800
|
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ot t[°C]

Figure 4.2: Example of 3D contextual space.

In our case, the context state is not represented solely by environmental
data but also includes the number of detected maintenance issues and other
contextual factors, such as the number of visitors. The combination of all
contributions related to these context attributes enables the dynamic update
of a structure’s vulnerability. The CHV I, and so the whole CHV'I of a
structure is used to calculate the predicted vulnerability of such structure. So,
the dynamic component of the vulnerability index C HV I? can be calculated
as:

N
CHVIJ(X) = w;; - conj(x;); (4.10)
=1

vi1, i € i1
V5,2 $‘61'7'72
conj(z;) = Doy =l 4.11)

Vjim, Ti€ Lijm
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where:

« CH VIJd represents the risk level for z; in the context state X';

* The function con;(z;) the contribution of the it" context attribute value
to the risk of the zone z;. Usually, this function is a step function over a
certain context attribute, and in this case, I; ; ;. are the generic intervals
related to the h'" context attribute. Each interval is associated with a
contribution value v; j, to the situation, with v; ;, € [0, 1].

* w; ; represents the relative weight of the it" context attribute for zj. Such
weight depends also on the maintenance issues already founded in that
part of the CH entity.

The definition of these contribution functions is critical because it deter-
mines how strongly each attribute affects the vulnerability of an area and,
consequently, the operator’s decisions. For this reason, operators often want
direct control over these functions. Even if the index computation becomes au-
tomatic once the functions are defined, they remain responsible for determining
what constitutes a risk situation. In our case, the contribution functions and the
weights associated with each attribute were defined through an expert-based
process, meaning they were specified by domain experts.

Nothing prevents these functions from being defined through other ap-
proaches, including data-driven methods. In such cases, the definition process
may be faster, but it would reduce expert control, potentially creating resistance
in sensitive contexts such as critical infrastructure maintenance.

In any case, contribution-function-based approaches offer a major advantage
in terms of explainability. At any time, it is possible to trace the reasons behind
a decision and understand why a risk situation in one area was considered more
critical than in another, or vice versa. This property is fundamental in the
context of CHCI protection.

The vulnerability index introduced in Equation 4.5 is proposed as a measure
of overall vulnerability, capable of capturing the various contributions arising
from all the variables that affect risk within a CHCI. In practice, however, our
proposal defines a general CHVI whose weights and contribution functions
can be adapted to the user’s current goal. The same attribute can contribute
differently to the CHVI of a zone depending on what the user is interested in
at a given moment and, therefore, on the user’s current goal. For such reasons,
the CHVI is a goal-driven vulnerability measure. For example, rain is a highly
relevant factor when assessing vulnerability related to broken tiles or damaged
roofing membranes, whereas its contribution becomes minor or even irrelevant
when the focus is on weedy vegetation.

In this chapter, we use a goal-independent version of the index, where
each attribute contributes regardless of the user’s current goal, as discussed in
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Section 4.4.1. During the CPSS implementation phase, however, in Chapter
7 and Section 7.3.4, we introduce a more complete and refined goal-driven
version, defining multiple goal-specific CHVIs, specifying the corresponding
weights and contribution functions for each one.

4.4 Proof of Concept

We propose a proof of concept relative to the archaeological site’s field to show
how the model works and how it can support archaeological site operators in
their decisions. The protection of archaeological sites is very critical in the CH
domain, because of their size and outdoor nature. Archaeological sites can be
defined as a complex of ancient structures, works of art and artifacts that need
to be protected and safeguarded. The maintenance issues and defects inside an
archaeological site must be detected and solved quickly to avoid severe damage
to structures or their artworks, like frescoes that can be damaged by rain inside
a broken cover.

As maintenance issues, we focus on roofs with broken tiles, damaged con-
duits and weedy vegetation. Such classes have been identified by experts of
the archaeological site of Pompeii. In this proof of work, we used a YOLOV7
detector for issues identification. At this stage, however, we will not detail the
approaches used to classify and detect roofs, as these will be discussed in detail
in the chapter 6.3.2.

We apply our approach to three case studies that differ substantially in the
characteristics of the facilities and, in our case, in the available resources:

Case Study 1. Archaeological Site of Pompeii: we consider four structures,
namely Casa del Fauno, Casa del Labirinto, Casa di Gavius
Rufus and Casa di Nave Europa, for which high-resolution
aerial photos are available, acquired through periodic UAV
surveys conducted at an altitude of 80 meters;

Case Study 2. Archaeological Site of Paestum: we considered three struc-
tures, namely Tempio di Hera, Casa dei Sacerdoti, and Altare
di Nettuno, for which satellite imagery is available;

Case Study 3. Archaeological Site of the Colosseum: we considered three
structures in Rome, namely Colosseo, Museo del Foro Romano,
and Basilica di San Clemente, for which satellite imagery is
available.

In Case Studies 2 and 3, the available aerial imagery is not of sufficient
quality to detect broken tiles and conduits, but it does allow the detection of
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weedy vegetation.

4.4.1 Cultural Heritage Vulnerability Index Calculation

We will introduce the calculation of the overview CHVI as introduced in Eq.
4.5, as acombination of the static contribution reported in Eq. 4.6 and presented
in detail in section 4.4.1.1, but also a dynamic contribution, Eq. 4.10, obtained
using information retrieved in the high perception phase and from the context
space theory, and presented in section 4.4.1.2.

This will be the calculation used in each of the areas covered by the proof
of concept proposed in this chapter.

4.4.1.1 Static CHVI Contribution

The Eq. 4.6 applies a number of criteria and subcriteria that are negligible
in our case, such as the one related to economic factors: for this reason, we
use only a subset of them. In particular, looking at the Eq. 4.6, for the static
part we focus only on three of the susceptibility S; criteria: for this reason, the
weight linked to susceptibility is set to 1 and the others to 0. In table 4.1 such
criteria are synthesized: in particular the three criteria are related to buildings,
built/human-made features and vegetation. Obviously, since this vulnerability
index in the reference paper [34] is between 0 and 1, and since in our work we
do not consider all the sub-criteria related to vegetation, the weights linked to
the vegetation sub-criteria have been slightly rebalanced.

Criterion Subcriterion Ye Yse

CR1.1 Buildings CR1.1a Constructions and materials 0.40 0.50
CR1.1b Use 0.10
CRI1.1c State of conservation 0.20
CR1.1d Previous harming interven- 0.20
tions

CR1.2 Built/human-made features CR1.2a Built elements of decora- 0.25 0.20
tion
CR1.2b Water features 0.20
CR1.2¢ Circulation features 0.20
CR1.2d State of conservation 0.40

CR1.3 Vegetation CR1.3a Species (Tree) 0.35 0.25
CR1.3b Grass/shrub cover 0.15
CR1.3c Use 0.20
CR1.3d State of conservation 0.40

Table 4.1: Table Representing the Susceptibility Analysis Criteria and Subcri-
teria with Respective Weights [34].
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Criterion and Subcriterion Value Meaning Value
CR1.1a Constructions and mate- | Buildings structurally strong made of resistant ma- 0.00
rials terials
Buildings structurally strong with materials prone to 0.50
degradation or impact damage
Buildings structurally weak with materials prone to 1.00
degradation or impact damage
CR1.1b Use In continuous use 0.00
Occasional use 0.40
Abandoned 1.00
CR1.1c State of conservation Good 0.00
Fair 0.18
Poor 0.73
Very bad 1.00
CR1.1d Previous harming inter- Yes, previous interventions 1.00
ventions
No interventions made 0.00
CR1.2a Built elements of decora- | Absence of elements of decoration 0.00
tion
Presence of elements of decoration 1.00
CR1.2b Water features Absence of water features 0.00
Presence of water features 1.00
CR1.2c¢ Circulation features Absence of circulation features 0.00
Presence of circulation features 1.00
CR1.2d State of conservation Good 0.00
Fair 0.18
Poor 0.73
Very bad 1.00
CR1.3a Species Species tolerant to local natural and climate threats 0.00
Species weakly tolerant to local natural and climate 0.30
threats
Species not tolerant to local natural and climate 1.00
threats
CR1.3b Grass/shrub cover Species tolerant to local natural and climate threats 0.00
Species weakly tolerant to local natural and climate 0.30
threats
Species not tolerant to local natural and climate 1.00
threats
CR1.3c Use Intensive land use (including urban sprawl, without 0.00
natural elements)
Intensive land use with natural elements 0.30
Extensive land use 1.00
CR1.3d State of conservation Good 0.00
Fair 0.18
Poor 0.73
Very bad 1.00

Table 4.2: Evaluation Scale Related to The Subcriteria of Susceptibility [34].
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Each of these is characterized by a subcriteria that is shown in table 4.2,
with value and its meaning indicated for each subcriteria. Considering the
first criteria CR1.1 regarding buildings, the subcriteria are relative to their
construction and materials, use, state of conservation and the presence of
previous harming, looking to the criteria CR1.2 Built/human-made features,
the subcriteria are related to the presence of built elements of decoration, water
features, circulation features and their state of conservation. Vegetation criteria
CR1.3 has species, age, use and state of conservation as subcriteria. For this
case study, we asked experts in the domain to assign to each structure the value
according to precision analyses and to the history of maintenance that has taken
place. For each of the affected zones, we calculated the static contribution of
the vulnerability index as shown in the equation 4.8. Such contribution is static
and remains the same for each of the photos of the same structures.

4.4.1.2 Dynamic CHVI Contribution

What makes the vulnerability index, and so the situation, vary over time is the
dynamic contribution C HV I? (Eq. 4.10), which depends on the issues identi-
fied periodically in the pictures and combined with contextual information. In
particular, in this case we have meteorological and anthropogenic flow infor-
mation available in the site of Pompeii, not for the others. Considering three
types of maintenance issues, damaged conduits (x4.), broken tiles (), and
weedy vegetation (), together with the meteorological information related
to precipitation (x,), temperature (), relative humidity (x,,), and wind speed
(zy) and finally considering also the visitors flows (z,), we have a context
space X = {Zgc, Tit, Two, Tp, Tt, Ty, Tw, Ty} and we must define for each of
this dimension a contribution function.

The definition of these contribution functions is critical because they deter-
mine how much each attribute affects the vulnerability of an area and therefore
the decisions made by the operator. Operators therefore often want to have
control over these functions, so that even if the index calculation is automatic
once defined, they are the ones who have determined what constitutes a risk
situation. In our case, the contribution functions and weights associated with
each attribute were defined in an expert-based manner, i.e., decided by domain
experts. There is nothing to prevent contribution functions from being defined
using other approaches, such as data-driven ones. In this case, however, even
if the definition of these functions would be faster, this approach takes control
away from experts, which could create resistance in sensitive areas such as the
maintenance of critical.

In any case, the use of approaches based on contribution functions has the
enormous advantage of being explainable: at any time, it is possible to trace
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the reasons that led to a choice, understanding why a risk situation relating to
one area was considered more critical than another, or vice versa. This aspect
is fundamental in the context of CHCI protection.

For the sake of simplicity, in this proof of concept we define such contri-
bution functions as independent from the zones and therefore the same for all,
although in our methodology we provided that they could also be made ad
hoc for each zone. We also present a simplified version of the contribution
functions. A more detailed description will be provided in Chapter 7, during
the testing of the complete implementation of the system. Here we define them
only for illustrative purposes, in view of the subsequent proof of concept.

The contribution functions con(z4.) (Eq. 4.12), con(zp) (Eq. 4.13) and
con(Zyy) (Eq. 4.14) are related to the number of maintenance issues detected in
the last available image of a zone. As the number of identified issues increases,
the contribution made by the function to the vulnerability index increases, so
that the area is being targeted as more vulnerable.

0 Tde = 0,
0.2 x4.€ (O, ],
con(zq.) = 4 0.6 x4, € (2,5], (4.12)
0.8 24 € (5,10],
1 24 € (10, + inf].
(0 2 =0,
0.4 xp € (0,1],
con(xp) = € 0.6 xp € (1,3], (4.13)
0.8 ay € (3,5],
1 ap € (5, +inf]
(0 2wy =0,

0.2 Ty € (
con(Tyy) = 0.4 x4y, € (5,10], (4.14)
0.6 2o € (10,30],

1 2y € (30, +inf].

The contribution functions con(z,) (Eq. 4.15), con(x+) (Eq. 4.17), con(x,,)
(Eq. 4.18) and con(x,,) (Eq. 4.20) are related to weather context variables.
In the case of the precipitation x,, the contribution is affected by the mm of
precipitation per hour, with the contribution obviously rising the higher the
rainfall strength. In our work, the contribution function con(z,) (Eq. 4.15) is
obtained from the literature [164] [165], modifying the range also on the basis

75



of p (Eq. 4.16), which takes into account the presence of other maintenance
damaged conduits or tiles on roofs. Even high or low temperatures x; in °C or
their rapid variations can negatively affect the preservation of a structure within
an archaeological site. Considering humidity x,,, high humidity can cause mold
and water infiltration, while low humidity instead can create a bad environment
for pictorial ornaments and frescoes: in such a case u (Eq. 4.19) is used to
take into account also the presence of damaged conduits. Wind x,, on the other
hand, if too strong, can cause roofs and conduits to break completely. In this
case, for the contribution function we use the famous Beaufort scale [166]. The
parameter w (Eq. 4.21) takes into account the presence of damaged conduits
and roofs.

0 xp =0,
02 x, € (0,25 —2p),
con(zp) =< 0.5 € (2.5 —2p,10 — 5p], (4.15)

(
0.8 , € (10 — 5p, 50 — 20p),
(

|1 € (50 — 20p, + inf].
where:
o= (0. T2t 3@) (4.16)
0.1 =z € [—inf, 5],
0.2 =z € (=5,0],
0.1 = € (0,10],
0.0 = € (10,28,
con(zy) =< 0.2 x4 € (28,32], 4.17)
0.3 ;€ (32,35,
04 ;€ (35,37,
0.5 € (37,42,
|1z € (42, +inf].

0.3, € [0,20 — 2p],

0.2 z, € (20 — 2u,40],
0.0 =z, € (40,60
con(y) = Tu € (40, 60], (4.18)
0.6 x, € (60,80 — 5y,
0.8 x, € (80 — 51,90 — 5],
1.0 2y € (90 — 5u,100 — 10p],
Ldc
= Z9¢ 4.19
p= (4.19)
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0.0 2y € [0,5.4],
0.1 2y e (5.4,7.9 — 2],
0.2 2y € (7.9 — 2w, 13.8 — 4w,
con(zy) =€ 0.5 x, € (13.8 — 4w, 17.1 — 6w, (4.20)
0.6 2y € (17.1 — 6w, 20.7 — 8w,
0.7 @0 € (20.7 — 8w, 24.4 — 12w,
1 2y € (244 — 12w, + inf].
Tt Ldc
w= (0.5? n 0.5?) : 421)

The presence of visitors x,, in the areas can also definitely influence the
vulnerability index, as indicated by the contribution function con(z,) (Eq.
4.22). In fact, surely if there is any problem in a zone that daily has a high
number of visitors, the vulnerability of the structure must go up, both because
such visitors could further damage the structure and because the damage could
be dangerous to the structure itself. In this case, the presence of broken tiles,
as symbolized by the parameter A (Eq. 4.23), can be used to take into account
the influence of such type of maintenance issues in the contribution of visitors.

0 T, =0,
0.1 =z, € (0,12500 — 5000,
0.2 =z, € (12500 — 5000, 25000 — 5000A],
0.3 x, € (25000 — 5000, 37000 — 10000A],
0.4 x, € (37000 — 10000\, 50000 — 20000,
con(zy) = ¢ 0.5 1z, € (50000 — 20000\, 62500 — 30000], 4.22)
0.6 =z, € (62500 — 30000\, 75000 — 40000,
0.7 x, € (75000 — 40000\, 87500 — 50000,
0.8 =, € (87500 — 50000\, 100000 — 60000A],
0.9 =z, € (100000 — 60000, 112500 — 70000A],
1 Zy € (112500 — 70000, + inf].
Tht
= 5 (4.23)

Each of these contributions is weighted by:
W = {wdC7 Wpt, Www, th Wi, Wy y Wey s w’U}

which is the vector of all the weights for each contribution. Both the contribu-
tion functions and the weights used were established with the consultation of
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structural experts in the field of CH. The following are the weights assigned for
each contribution, which reflect the importance of each of such contribution in
the CHV I? (Eq. 4.10) we must calculate.

* wye = 0.15;
e wy = 0.2

* Wy = 0.05;
e wp =0.2;

* wy = 0.05;
e w, = 0.1;

o wy, = 0.15;
o w, = 0.1

4.4.2 Case Study 1: Archaeological Site of Pompeii

The Pompeii archaeological site preserves the remains of the ancient city,
buried under ash during the AD 79 eruption of Mount Vesuvius, covering an
extension of 66 hectares.

The case study of the archaeological site of Pompeii is based on UAV images
acquired by a high-definition RGB camera Zenmuse .1 mounted on a drone DJI
300 RTK Matrix. The drone takes photos of the entire site and then such images
are used in Metashape to obtain a single georeferenced orthophoto, which
generally has a size of about 10 GB, depicting the entire site. The orthophoto
has a uniform ground sampling distance across the area, with the Monte Mario
/ Italy Zone 2 reference geo-referencing system. A manual inspection of the
orthophoto when searching for maintenance issues may require a long time,
with the risk of making mistakes. Too much time to identify and fix an issue
could be dangerous for the health of the site: for example, if there is a damaged
roof, rain could damage the frescoes. For this reason, the intervention to fix
such issues needs to be sped up.

In our case study, we focused on some of the zones of the site, considering
both visitable and not visitable structures. The months considered in our
experimentation are July, August and September 2023: the September photos
were collected after a heavy rainfall. The selected zones are Casa del Fauno
and Casa del Labirinto (Figure 4.3), which show damage of varying severity
to flat-roof conduits and the presence of weedy vegetation, and Casa di Gavius
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Rufus and Casa di Nave Europa (Figure 4.4), which show tile damage; Casa di
Gavius Rufus also presents weedy vegetation.
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2023 2023 2023

- 8 9

o

(d) Casa del Labirinto Jul  (e) Casa del Labirinto (f) Casadel Labirinto Sep
2023 Aug 2023 2023

Figure 4.3: Images of Casa del Fauno and Casa del Labirinto.

Looking at information freely available athttps://pompeiisites.org/,
we have seen that Casa del Fauno and Casa di Nave Europa are visitable while
Casa del Labirinto and Casa di Gavius Rufus are not directly visitable.

We used three orthophotos of Pompeii (one for each month), the meteo-
rological data of the area of Pompeii for each period using Open-Meteo API,
in particular data on temperature, precipitation, relative humidity, wind speed.
Based on information made public by the Pompeii administration, the site
recorded about 112,100 visitors per week in July, 114,100 in August, and
110,100 in September (for the visitable structures). On each UAV image, we
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(a) Casa di Gavius Rufus (b) Casa di Gavius Rufus (c) Casa di Gavius Rufus
Jul 2023 Aug 2023 Sep 2023

(d) Casa di Nave Europa (e) Casa di Nave Europa (f) Casa di Nave Europa
Jul 2023 Aug 2023 Sep 2023

Figure 4.4: Images of Casa di Gavius Rufus and Casa di Nave Europa.
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perform detection applying YOLOV7, which executes L1.1 low-level percep-
tion, L1.2 high-level perception and L2.1 Situation Detection. Trained on the
images coming on various orthophotos, the model finds class and position of
the issue in each of the three areas. From the images we took, our model
identified a damaged conduit on Casa del Fauno, three damaged conduits and a
weedy vegetation on Casa del Labirinto, a damaged tile roof on Casa di Gavius
Rufus and another on Casa di Nave Europa: these damages are identified on
each of the three photos because such issues have not been resolved between
July, August and September.

(a) Casa del Fauno Jul (b) Casa del Fauno Aug (c) Casa del Fauno Sep
2023 2023 2023

T

v
-

(d) Casa del Labirinto Jul  (e) Casa del Labirinto (f) Casadel Labirinto Sep
2023 Aug 2023 2023

Figure 4.5: Damaged Conduits on Casa del Fauno and Casa del Labirinto,
(Red rectangles Highlight the Damage).

In Figure 4.5 we reported the most severe damages for each zone subject of
this case study. A small damage can be found on Casa del Fauno in all three
months (a), (b) and ¢, while in Casa del Labirinto an initial stain and seepage
on the conduit (d), worsens significantly in (¢) and (f). Indeed, considering that
the last photo (f) was taken after a day of heavy rain, precisely on September

81



INBE )
G YA L T

i ]: el
b 8 A EENE TR

(a) Casa di Gavius Rufus (b) Casa di Gavius Rufus (c) Casa di Gavius Rufus
Jul 2023 Aug 2023 Sep 2023

]

T _ Bt
(d) Casa di Nave Europa (e) Casa di Nave Europa (f) Casa di Nave Europa
Jul 2023 Aug 2023 Sep 2023

=

|

|

} vt

'l ~ 4
i)

: 1

Figure 4.6: Broken Tiles of Casa di Gavius Rufus and Casa di Nave Europa
(Red Rectangles Highlight the Damage).
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23, and considering the already damaged conduits, this damage exposes the
structure to severe mold and humidity infiltrations. In Figure 4.6, the small
damage on a tile of Casa di Gavius Rufus remains the same in the various
photos (a), (b) and (c) while in Casa di Nave Europa there is a missing tile.
That tile remains broken in photos (d), (e), and (f), and considering the heavy
rain that occurred before photo (f), such a situation could be dangerous. At
this point, considering that we are in the module L3.1 Situation Prediction, the
system has detected maintenance issues from the images obtained, and such
info has been fused with contextual data in the module.

The first day of July, during the initialization of the system, since data from
the perception phases are not yet available, we have only the CHV I, as in the
barplot in Figure 4.7:
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Labirinto Gavius Rufus Nave Europa
Structures

Figure 4.7: Barplot of the Standalone Static CHVI Contribution in July 2023

then the system begins to work by sensing data, going on to update the
vulnerability indices over time by including the dynamic part as well. In July,
the system acquires images related to the site using the UAV described in the
introduction to Section 4.4, allowing us to calculate the CHVIs. The CHVIs
are calculated once a day, using contextual information that is predictable up to
one week in advance, so that the results are reasonably reliable, and referring to
the data detected in the most recent available image. In particular, for weather
data, the vulnerability indices are calculated using the maximum values of
precipitation (mm per hour) and wind speed, and the maximum and minimum
values of temperature and humidity. Based on these, one can decide whether to
compute the CHVI using the maximum or the minimum, depending on which
represents the most severe condition. For visitors, the number of people present
in specific areas is estimated from the visitor counts recorded over the course
of that week. The CHVIs calculated after the arrival of the orthophoto on the
first day of August, and then on September 1, are reported in the barplot in
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Figure 4.8.

These calculations are made by looking at the weather and visitor forecast
7 days following the day of calculation, so in this case the first few days of the
month. These CHVIs, whose values over the months are always increasing,
allow us to anticipate warnings and worsening of the conditions of the structures
that are only noticeable in the next photo, as in the Casa del Fauno and Casa
del Labirinto, where the infiltration of humidity is always getting worse over
the months (Figure 4.5). From the CHVIs in both July and August, we can see
how the contribution of visitors weighs a lot, as the highest contributions are on
Casa del Fauno and Casa di Nave Europa, despite the fact that in the other two
zones there are more vulnerabilities. During the first week of both August and
September, there were no particularly severe atmospheric phenomena, except
for a wind speed of up to 13.8 m/s. The last picture from September was taken
after a heavy rainfall of September 23, with precipitation of 14.7 mm per hour
and a maximum wind speed of 17.0 m/s. In such a context, it is fundamental
to solve the issues on Casa del Labirinto and Casa di Nave Europa. In fact,
even from images 4.5 and 4.6 regarding those areas, we can see the photo
from August already showed heavy flooding in the stained conduits of Casa del
Labirinto, while a hole in the tiles like the one in Casa di Nave Europa could
damage frescoes and artifacts.
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Figure 4.8: Barplot of the Pompeii CHVI Structures Across the Months of
2023

Looking at September 16, the situation regarding Casa del Fauno and Casa
del Labirinto has changed, as the CHVI of the latter overtakes the other. In fact,
the highest CHVIs are Casa del Labirinto and Casa di Nave Europa. With this
system, we would actually be able to attend to this event, realizing the danger
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as early as September 16 (a week before the event) prioritizing the areas that
were actually affected by major issues. Normally, the next photo would have
been available around the first day of October, leading to delays in recognizing
the problem.

4.4.3 Case Study 2: Archaeological Site of Paestum

(d) Tempio di Hera May (e) Casa Sacerdoti May () Altare di Nettuno May

Figure 4.9: Satellite Images of Paestum 2024 (Arcgis, Google Earth Pro).

Paestum is an ancient city of Magna Graecia, and its ruins can be seen
visiting the related archaeological site. The site of Paestum is a hybrid of
structures of Greek and Roman era. The temples are one of the most ancient
Greek structures arrived at the present day, while most of the structures are
Greek but underwent remodelling in the Roman Republican and Imperial ages.
The materials and styles used are therefore highly varied and complex, which
makes maintenance activities more challenging. Compared to Pompeii, this site
is more rural and features the remains of structures that are poorly preserved,
open to the elements, and lacking roof coverage. This case study is conducted
on three structures, in particular the Tempio di Hera, Casa dei Sacerdoti, Altare
di Nettuno. We retrieved two aerial satellite photos of the structures, taken in
March and May 2024 respectively. The images are shown in Figure 4.9, where
the images (a) and (d) are related to the Tempio di Hera respectively in March
and May, then (b) and (e) are the Casa dei Sacerdoti and finally (c) and (f) are
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related to the Altare di Nettuno. The images (a), (b) and (c) are from Arcgis
while the images (d), (e), (f) are from Google Earth Pro. From these images,
it can be seen that, between the two months, the maintenance issues found are
different:

in March no weedy vegetation can be detected and the contribution to the
vulnerability indices is purely static. However, when the May aerial image
arrives, the CHVIs are updated:
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Figure 4.10: Barplot of the Paestum CHVI Structures in 2024

Since with such types of satellite images we are not able to identify ruptures
or anything else, and since Paestum does not even make monthly data available
on visits to structures, we only consider the contribution of weedy vegetation
inthe CHV 1.

As can be seen in the Figure 4.11, in the Tempio di Hera two examples of
weedy vegetation have been identified while in the Altare di Nettuno there are
three examples. For the Casa dei Sacerdoti there are no identifiable weedy
vegetation.

In the barplot in Figure 4.10, there is a slight increase in the CHVIs for
the Tempio di Hera and the Altare di Nettuno; however, the overall perception
of the site’s vulnerability it is not affected since the contribution in terms of
weedy vegetation it is not so high. Nevertheless, as we will also observe in the
Rome case study, when the presence of weedy vegetation is more pronounced,
the system is still capable of detecting meaningful changes in the vulnerability
of the structures.
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Figure 4.11: Paestum Weedy Vegetation May 2024.

4.4.4 Case Study 3: Archaeological Site of the Colosseum

(a) Colosseo Jan (b) Basilica Jan (c) Museo Foro Jan

COUNES e

(d) Colosseo Apr (e) Basilica Apr (f) Museo Foro Jan
Figure 4.12: Satellite Images of Foro Romano 2023 (Google Earth).

For the case study of the area around the archaeological site of the Colos-

seum, in Rome, we focus on three structures, in particular the Colosseo, Basilica

di San Clemente, Museo del Foro Romano. Such structures have different char-
acteristics from the previous case studies. The Colosseo is a huge ancient
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structure embedded and integrated in a modern urban environment. In such
a case study, we also considered much more modern structures such as the
Museo del Foro Romano, dating from the 20th century and the Basilica di San
Clemente, which is a 12th-century structure that stands on the ruins of an early
Christian basilica. With Google Earth Pro, we acquired photos from January
and April 2023, as can be seen in Figure 4.12. In particular, the images (a) and
(d) have as their subject the Colosseo, (b) and (e) the Basilica di San Clemente,
(c) and (f) show the Museo del Foro Romano. The images (a), (b) and (c) were
captured in January 2023 while (d), (e) and (f) were captured in April 2023.
In January, the aerial images are completely covered by clouds, and in fact do
not allow the identification of issues. Under these circumstances, the CHVIs
calculated for January, visible in the barplot in Figure 4.14, have only the static
contribution.

Next, we have aerial photos from April 2023, in which with regard to the
Basilica and the Museum, as can be seen from the figure 4.13, it was possible to
detect weedy vegetation from the tiled roofs of the two structures. In particular,
in the image (a) four weedy vegetation issues were detected in the Basilica di
San Clemente and eleven in the Museo del Foro Romano. The new CHVIs are
also visible in Figure 4.14

The contribution related to weedy vegetation reverses the focus that opera-
tors must have on the structures at the site. Indeed, from the satellite photos,
no weedy vegetation is detected on the Colosseo, that appears to be well main-
tained, at least for the low quality satellite photo we can use. Weedy vegetation
has been detected for the other two structures with tile roofs. In particular, there
is many samples of weedy vegetation in the Museo del Foro Romano’s roof,
which increases the CHVI of that structure, surpassing the Colosseo’s CHVI.
However, it is evident that in an environment of this kind, high-resolution im-
agery, such as that provided by UAVs in the Pompeii case study, could have
enabled an improved vulnerability analysis.

4.4.5 Discussion

The three case studies show the usefulness of our approach in supporting
decision-making of human operators in CH contexts. The approach leads to
different results depending on the CH entities under examination and the data
we use. To have good results, the method must have high quality aerial images
available, so that any type of damage can be detected. This is possible with
images from UAVs, since higher quality satellite images are generally not freely
available and the frequency of their acquisition is lower. This explains why
the system works best for our Pompeii case study, but is still useful in other
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(a) Details of the Basilica San Clemente’s Weedy Vegetation.
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(b) Details of the Museo Foro Romano’s Weedy Vegetation

Figure 4.13: Foro Romano, Rome Weedy Vegetation Apr 2023.
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Figure 4.14: Barplot of the Colosseum CHVI Structures in 2023

contexts.

4.5 Summary

This chapter introduced the concept of a cultural heritage asset as a Cyber-
Physical-Social System and highlighted the importance of supporting the situ-
ation awareness of the operators responsible for its maintenance. We modeled
situations within CH assets by defining them in terms of the vulnerability of the
structures to be protected. We then designed and proposed a Situation-aware
Cyber-Physical-Social System methodological approach for cultural heritage
protection, describing the layers and modules that compose the architecture.
The system computes vulnerability indices by combining detected situations
of interest with contextual information, including anthropogenic flows and
weather forecasts.

We presented proofs of concept for the archaeological sites of Pompeii,
Paestum, and the Colosseum. By computing both static and dynamic CHVIs
from CST outputs and contextual data on weather conditions and visitor flows,
the proposed framework supports human operators in identifying the structures
that require prioritised interventions.

Since this chapter has presented the overall approach, the following chapters
detail the proposed methods and the implementation of the modules defined in
the architecture shown in Figure 4.1.
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CHAPTER 5

SENSORS AND SENSING

"It is a capital mistake to theorize before one has data.”

— Sherlock Holmes (Arthur Conan Doyle), Scandal in Bohemia (1891)

Within a CPSS, the data acquisition phase is particularly important. The
control of a physical object or process requires continuous monitoring, which
is essential for understanding what is happening to the object and how to act
on it in order to control it and resolve any problems that may arise. For CHCI,
such procedures are equally crucial: the decisions we make based on acquired
data guide our actions, and if the need for maintenance on a structure goes
unnoticed, this can lead to damaged structures and artifacts. The CPSS we
designed includes an acquisition and pre-processing phase, with the modules
highlighted in Figure 5.1.

The acquisition module relies on both physical and virtual devices from
which we collect raw data about the physical object and its surrounding envi-
ronment. This data can be heterogeneous: for example, images captured by
UAVs or ground drones, video streams from surveillance cameras, as well as
measurements from weather sensors, either virtual (via APIs) or physical (from
weather stations installed directly on-site).

The collected data is often not immediately suitable for use and requires
preprocessing operations, such as cleaning or reconstructing low-quality or
missing data. These operations can generally be performed online, automati-
cally, or through more complex transformations that require human intervention
and must be done later, offline. In our case, the offline phase consists of gen-
erating large orthophotos from raw images captured by UAVs at the Pompeii
archaeological site, whereas the online phase focuses on data imputation tech-
niques for reconstructing missing values. The data imputation technique we
propose, called GARDA, will be described later in section 5.3.2.
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Once the two sensing sub-phases, offline and online, are completed, the data
is passed on to the perception and then the comprehension modules, which will
be described in Chapter 6.

Sensor Features

L2.1 L3.2
e Situation Danger

Level Detection Projection

Social Layer Cyber Layer
{/ —————— ~ e
Domain vy
: Experts h‘—> Applications Services
3) 1 \ )
Lk 1 t CHSA Model
! 2 Situation I
! isi L3 P ti
1 Visitors : Sensors LO Sensing ) Predicted MRS
: g)a_, ~ L2 Comprehension h
. v
1
1
1
1
\

1

I

1

1

1

1 4 :
: . Default

! L1 Perception \ Knowledge

1

1

; L1.2

i S Feature
1

1

1

CHVIs
pmmm-- N s L3.1

|' 1 : t Situation

1 : 1 Prediction

1 H i

I 1

| M

1 1 N

1 ' — ~

: ® 1\ Jenan ot KB Goal Task Default /
. I | Acquired | L
Physical Y = -

Layer Rinieiie I 1 ______________________

Figure 5.1: SA-CPSS with Sensors and Sensing Details

Parts of this chapter have been published in:

¢ Francesco Colace, Massimo De Santo, Rosario Gaeta, Rocco Lof-
fredo. Detection of maintenance issues from UAV images of ar-
chaeological sites: A yolo-based tool. Multimedia Tools and
Application. 2025. Volume 84. https://doi.org/10.1007/
s11042-025-20773-7.

5.1 Acquisition Sensing

In the acquisition phase it is essential to collect data from the CHCI but also from
the environment, such as weather and visitors. Let’s consider the archaeological
site of Pompeii, in which we have evaluated the CPSS (see Chapter 7). In such
a case, the data needed are the following:

 Aerial Images of the Site: Aerial photographs can be captured at regular

intervals, or on demand, to provide an overview of the site and to identify
potential maintenance issues;
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¢ Contextual Information: Real-time data on weather conditions and
visitor flows within the site.

5.1.1 Aerial Images

The acquisition of aerial photographs is carried out through monthly flyovers
using a DJI 300 RTK Matrix drone equipped with a high-definition RGB Zen-
muse L1 camera. The DJI Matrice 300 RTK (https://optron.com/dji/
wp-content/uploads/2020/05/ds_dji-matrice-300-rtk.pdf) com-
bined with the Zenmuse L1 (https://optron.com/dji/wp-content/
uploads/2020/10/ds_zenmuse-11.pdf) forms an integrated aerial survey-
ing system featuring a high-precision IMU, and a 1-inch CMOS RGB camera
on a 3-axis stabilized gimbal. The IMU and RTK module provide centimeter-
level georeferencing. The RGB camera provides accurate color capture and
supports photogrammetry. Table 5.1 specify the sensors characteristics.

IMU /RGB Camera/ Platform | Specification

IMU attitude precision Roll/Pitch £0.025°, Yaw +0.08°

Camera sensor 1-inch 20 MP CMOS, mechanical shut-
ter

Gimbal 3-axis stabilized

Positioning RTK-enabled GNSS, centimeter-level

Protection rating IP54 (payload)

Table 5.1: IMU, RGB Camera and Platform Specifications

The flights are carried out at an altitude of 80 meters, which, combined
with the camera and the drone’s capabilities, ensures high-quality surveys. To
generate a complete map of the site, experts define the acquisition parame-
ters, deciding which areas to cover, the required level of detail, the number
of photographs, and the shooting angles. Based on these inputs, the drone
automatically calculates the optimal flight path to minimize time and energy
consumption, then follows it to capture all the necessary images. The collected
photographs are subsequently processed and analysed.

5.1.2 Contextual Data

Contextual weather data is retrieved using the Open-Meteo API (https://
open-meteo.com/ ). In particular, we collect information on temperature,
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humidity, rainfall, and wind. Access to both historical records and forecasts is
crucial to determine when specific situations require immediate attention.

Open-Meteo provides historical weather information using reanalysis
datasets rather than relying on raw measurements from individual weather
stations. Reanalysis is a method in which past observations coming from many
different sources such as ground stations, satellites, radar, buoys and aircraft are
combined with advanced numerical weather models to reconstruct the state of
the atmosphere at regular intervals. This approach ensures spatial and temporal
consistency. Typically the model captures large-scale patterns reliably while
small-scale local variations may be smoothed out. Because the underlying mod-
els assimilate real observations, temperature and humidity tend to be highly
reliable and usually differ only slightly from readings a nearby weather station
would provide [167]. Wind values are also reasonably accurate although very
localized events can be underestimated [168]. Precipitation remains the most
challenging variable because widespread or long-lasting rainfall is usually well
represented while short and intense showers that occur in very small areas may
be missed or averaged out by the model [169]. In areas like Pompeii, where
observational coverage is good, the reanalysis-based reconstructions perform
well compared to more remote or poorly monitored regions.

From the rainfall values, it is also possible to compute the cumulative rainfall
R¢, which is a fundamental piece of information for understanding the actual
vulnerability of a zone, since it effectively captures the impact of rainfall over
time. The value of ¢ is calculated as follows:

Ré=e + RS, + Ry (5.1)

with 7 = 8, and R, rainfall value at time ¢. The equation must be understood
as a discretized formulation with a time step At = 1, since the data collected
from the APIs are provided on an hourly basis.

Furthermore, using data publicly provided by the Pompeii administra-
tion (https://pompeiisites.org/parco-archeologico-di-pompei/
dati-visitatori/ ), we can estimate daily and weekly visitor flows to the
archaeological site. Knowing which areas are accessible allows us to assess
their vulnerability, since it is clear that sections in poor condition should be
closed both to ensure visitor safety and to prevent damage to the site’s overall
image.

5.2 Offline Sensing

Once the images have been collected by the UAV, they are processed to generate
a comprehensive georeferenced orthophoto of the entire site. This step requires
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the active involvement of experts and dedicated photogrammetry software.
In our case, Agisoft Metashape was used, a professional tool for 3D pho-
togrammetric image processing (https://www.agisoftmetashape.com/ ).
Metashape can reconstruct 3D models, point clouds, and orthophotos from
digital images by applying advanced photogrammetry algorithms, a technique
that enables accurate measurements and three-dimensional reconstructions of
objects, terrain, and buildings.

In practice, all images are first imported into Metashape to generate a
sparse point cloud through photo alignment. Control points are then added to
improve georeferencing accuracy, leading to an orthophoto georeferenced into
EPSG:3004 reference system (Monte Mario / Italy Zone 2). A dense point
cloud is subsequently created, and the orthomosaic is produced and exported
as a GeollFF file, as shown in Figure 5.2. At the end of the process, each
orthophoto is typically around 10 GB in size.

Figure 5.2: Orthophoto of the Pompeii Site

Subsequent pre-processing steps are carried out using QGIS (https://
qgis.org/ ), a free and open-source Geographic Information System (GIS)
designed for creating, editing, visualizing, analyzing, and sharing geospatial
data. Within QGIS, the orthophoto is imported and processed to generate layers
that delineate the areas of interest, in our case the roofs. These layers are then
exported as .gpkg files, which are used to crop the relevant sections of the
orthophoto for further processing with Al algorithms.

Specifically, while the experiment described in Chapter 6 was conducted
on a dataset consisting of images collected over several months and covering
the entire archaeological site, the final system described in Chapter 7 was, for
simplicity, applied only to Regio I. This portion of the area was extracted from
the full orthophoto using polygonal vector cropping, resulting in the orthophoto
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shown in Figure 5.3. The cropped orthophoto was then integrated into the final
tool presented in Chapter 7.

Figure 5.3: Orthophoto of the Regio |

5.3 Online Sensing

Since aerial imagery and contextual data, like the ones related to weather, may
be affected by low quality or missing records, it is often necessary to reconstruct
such values through a process named Data Imputation.

Data imputation is critical in context- and situation-aware systems [170]
[171], as well as in applications that rely on data collected by sensor net-
works [172] [173], since missing or low-quality data are quite common [174].
Sensors and their communication networks, especially in IoT scenarios, are
inherently characterized by low processing power, limited storage capacity, re-
stricted battery life, and constrained communication bandwidth [161]. These
characteristics may degrade the quality of the data collected during the percep-
tion phase, with a negative impact on the applications connected to such sensor
networks [175] [176].

Data imputation is essential when analysing such data with ML techniques,
since high-quality input is required to achieve reliable inference during both
training and deployment and to avoid the garbage-in—garbage-out phenomenon
[177]. Inreal-world scenarios, however, it is uncommon to have perfect datasets
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without errors or missing values [178]. One possible approach to address this
issue is to remove the corrupted records, although more sophisticated data
imputation techniques have been shown to improve the performance of ML
tasks.

Traditional imputation algorithms, such as mean, median, and mode impu-
tation, linear regression, and k-means—based methods, can be used to recover
data in such situations [179]. However, when the rate of missing data is high,
these techniques may not perform well. DL approaches, on the other hand,
can offer better performance, but in IoT and edge computing scenarios they
are often impractical because devices frequently lack the storage capacity and
computational power needed to run such models [180].

To address these challenges, this work proposes GARDA, the Granular
Association-rule-based Data Imputation Approach, a novel lightweight method
based on association rules and the principles of granular computing, designed
for IoT devices with limited power and battery resources and for small, highly
correlated sensor networks. The goal is to improve the performance of tradi-
tional approaches while requiring significantly less storage and computational
capacity than DL methods. Granular computing (GrC) is a computational
paradigm useful for handling uncertain data [181] [182] [183]. In this work,
we exploit its principles to intelligently discretize datasets with continuous val-
ues, thereby enabling the use of association-rule-based data mining, which is
typically applicable only to categorical datasets. GARDA exploits the gran-
ulation process to create intervals around the available values in the datasets.
Subsequently, granular association rules are mined from such intervals in order
to reconstruct the missing data by exploiting recurrent patterns in the datasets.

This approach has been integrated into the CPSS system described in
Chapter 4, enabling the automatic reconstruction of missing data, particularly
weather-related data, and supporting the reconstruction of drone imagery.

5.3.1 Related Works

Data imputation is the process of reconstructing missing data in a dataset [184]
[185]. The distribution of missingness inside a dataset is generally classified
into: 1) missing completely at random (MCAR), when the missingness is
unrelated to its or any other missing or observed values [186]; ii) missing
at random (MAR), when the missingness is related to the observed data but
not to the missing ones [187]; iii) missing not at random (MNAR), when the
missingness is related to the missing data themselves [188].

We briefly review some traditional association-rule and neural network-
based imputation techniques, together with state-of-the-art granular
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association-rule imputation techniques.

5.3.1.1 Traditional imputation techniques

The earliest approaches to data imputation rely on replacing missing values
with the mean, mode, or median of the non-missing entries in each column of a
dataset. These methods perform reasonably well when data are MCAR, when
more than 10% of the data are missing, or when the correlation among vari-
ables is high [189] [190]. Other traditional imputation techniques are based
on regression, such as Linear Regression (LR) [191], Polynomial Regres-
sion [192], Singular Value Decomposition (SVD) [193], K-Nearest Neighbour
(KNN) [194], K-Means [195], and Fuzzy C-Means [196].

5.3.1.2 Association-rule Imputation

Association-rule mining is a family of techniques used to identify recurrent
patterns among items in a dataset. State-of-the-art algorithms in this field
include Apriori [197], Apriori TID [198], Apriori Hybrid [199], and FP-Growth
[200].

Wau et al. proposed a nominal data imputation method based on ranking as-
sociation rules [201]. In a subsequent work [202], the same authors introduced
a weighted voting strategy, also based on association rules, to reconstruct miss-
ing data in a dataset. Jiang [203] proposed an imputation method grounded in
association-rule mining of closed frequent itemsets, that is, subsets of frequent
patterns without redundancy. Chaurasia presented a technique that combines
multiple imputation with rules derived from univariate F- and Beta-statistics
computed over multiple imputed datasets [204]. In [205], Hong and Wu in-
troduced an iterative missing-value completion method that uses the support
values of Robust Association Rules (RARs) to extract useful rules for infer-
ring missing entries. These techniques, however, were designed exclusively
for categorical values. D’Aniello et al. extended this approach to make it
applicable to IoT datasets containing continuous values [175]. A quality-aware
sensor data management framework is proposed the users select the required
quality levels, and virtual sensors are used to satisfy those requirements. Our
work builds on the algorithm introduced in [205] and later extended to continu-
ous values in [175], integrating these approaches with the granular computing
paradigm. In particular, the proposed integration eliminates the need for man-
ual discretization of continuous values by representing them as interval sets.
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5.3.1.3 Neural network-based Imputation

Neural networks (NNs) can be used to reconstruct missing data in datasets.
Many of them are designed for multivariate time-series data. In this context,
there are two main categories: Recurrent-Neural-Network-based (RNN) mod-
els and Self-Attention-based models. M-RNN [206] is a multidirectional recur-
rent deep neural network composed of an interpolation block, which exploits
correlations within each data stream, and an imputation block, which exploits
correlations across data streams. SAITS [207] is based on self-attention and
uses a weighted combination of two DMSA (diagonally masked self-attention)
blocks to learn both temporal and feature correlations among the measurements.

5.3.1.4 Granular imputation

Data imputation is inherently uncertain because, once a piece of information is
lost, it is impossible to recover it with complete certainty. The intrinsic ability
of granular computing to handle uncertain and noisy data makes it well suited
for data imputation tasks.

Granular Computing (GRC) has emerged as a conceptual and algorith-
mic platform aimed at the representation and processing of information gran-
ules [208] [209]. Granules are the fundamental building blocks of granular
computing, where a granule is any subset, class, object, cluster, or element of
a universe that can be seen as a more specific and restricted part of it [210].
Granulation aims at the composition and decomposition of granules [211]: they
can be fuzzy sets, shadow sets, rough sets, and interval sets. In this work, we
will use the interval set [212], in which an element is part or not of a granule
if its value is contained within the boundaries of the interval representing the
granule. Along with the set theory comes a well-developed discipline of in-
terval analysis [213]. According to [209], an interval set A is described in the
following way:

1, ifreA

A(z) = {07 ey A} (5.2)

where A(z) stands for a value of the characteristic function of set A at point .
In particular, Zhong et al. proposed a two-stage imputation mechanism,

in which the first phase performs numerical imputation and then constructs a
granular representation of the missing values [214]. In their work, imputation
is first applied to individual variables in the dataset and is then refined through
the use of information granules. A second approach adopts fuzzy clustering,
specifically Fuzzy C-Means (FCM), in order to identify structural patterns

within the data and subsequently use this information to improve the imputation
process.
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Hu et al. proposed an innovative classification method for incomplete data
that relies on information granules [183]. The first part of their study aims to
reveal the structural backbone of several labeled data subspaces by applying
fuzzy clustering to the missing values, while the second part focuses on building
information granules that reconstruct and represent the missing values using
the refined prototypes and the insights obtained from the classification process.

Hu et al. proposed a method that forms information granules to represent
missing data and then constructs granular fuzzy models directly from the hybrid
data obtained by combining these granules with the available numerical values
[182].

5.3.2 GARDA: Granular Association-rule-based Data Imputation

Approach

The proposed Granular Association-Rule-Based Data Imputation Approach
(GARDA) is shown in Figure 5.4. GARDA consists of three phases: (i)
granulation, which discretizes continuous values in the incomplete dataset;
(i1) the use of granular association rules to partially impute missing values
by identifying the intervals in which they may lie; and (iii) a traditional data
imputation technique (for example, linear regression) to fill in the remaining
missing values. Each of these three phases is described in the pseudocode of
Algorithm 1.

The motivation behind this hybrid approach lies in the fact that the granular
rule-based method, which builds on the discrete imputation strategy proposed
by Hong et al. [205], performs very well when the rules have high confidence.
However, when rule confidence is low, its imputation performance deteriorates
and becomes worse than that of traditional data imputation techniques. Tradi-
tional methods, on the other hand, are outperformed by the rule-based approach
on the cells where the latter imputes with high confidence. For this reason, we
decided to propose an approach that combines the strengths of both techniques.
Furthermore, once some of the missing cells have been imputed using the most
reliable rules of the granular method, the subsequent traditional imputation
step can operate under more favorable conditions and achieve a more accurate
reconstruction. These considerations are supported by experimental evidence,
which will be presented in the following subsections.

The GARDA approach, illustrated in Figure 5.5, starts from a dataset rep-
resented as a matrix in which some cells are empty. The missing values in
these cells are reconstructed by exploiting recurrent patterns among the dataset
attributes and leveraging the correlations between their values.
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The dataset is processed as shown in Figure 5.4 by the following three
phases:

1. Granulation: the procedure used to discretize continuous values. The
values are grouped into granules whose characteristics depend on the
specific granulation method adopted. For columns that already contain
categorical data, this step can be skipped;

2. GrC Association-rule-based Imputation: It takes as input an incomplete
granular dataset in which each value is represented by a granule and may
contain missing information. The approach uses only the most reliable
and confident rules extracted from the underlying patterns. These rules
are applied to fill a subset of the originally missing values in the dataset.
The continuous values are then reconstructed from such granules, which
is a step not required for columns that originally contained categorical
data;

3. Traditional Imputation: The eventually remaining missing data are re-
constructed by a traditional imputation algorithm (e.g., linear regression).
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Figure 5.4: GARDA Architecture
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5.3.2.1 Formal definition of the approach

Let x = {x1, 22,23, ...,x,} be a set of variables with z; € Rand1 < i <n
and D be a dataset which is a multiset of a subset of x. We define a family of
granulation function I';(x;, k;) in which the specific function applied depends
on z; and k; is the maximum number of granules relative to x;. In particular,
the function I';(x;, ki) = @5 € x — {gs5}, with 1 < j < k;, will output k;
granules for each ;. In this way, each value of x; is associated to granule g;;.

Let Z = {911,912, .-, 921, 922, .-, i } be the set of granules generated,
called items. A p-itemset X, is a subset of the set of granules I containing
p items, i.e., X, C Z with p = | X,,|. Considering S a multiset of subsets (a
dataset of already formed granules) of Z, we define o (X)) as the transaction
set for an itemset X, as follows:

o (Xp) ={T1X, CT,T € S} (5.3)

where T represents a single transaction in the dataset .S.

Considering two generic itemsets X, and Y}, with p and p’ the cardinalities
of the itemsets (where typically p’ = 1), an association rule can be defined as
an expression X;, — Y,y with X, Y,y = @.

If the set .S contains missing values, it is convenient to exploit the concept of
Robust Association Rule (RAR) proposed by Ragel and Cremilleux [215] [216].
The RAR approach is designed to mine association rules in an incomplete
dataset. Let Dis(X),) be the set of the disabled (missing) data of the itemset
Xp:

Dis(Xp) ={T|13A € X,,A=?,X, CT.T € S} 5.4

where 7 is the missing value, and A is the missing attribute belonging to X,
The RAR support for an itemset X, can be defined as:

o)
S~ |Dis(X,)]

Sup(X,) (5.5)

The confidence for an association rule X, — Y,y based on the RAR ap-
proach is defined as follows:

|o(Xp U Yy)|
|0(Xp)| = [Dis(Yy) N o(Xp)|

Conf(X, = Yy) = (5.6)

Based on such definitions, we design GARDA, with its flow diagram de-
picted in Figure 5.5. Each phase of the approach is described in the next
sections.
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5.3.2.2 Granulation approach

GARDA begins with an incomplete dataset and aims to fill all missing values,
whether discrete or continuous. An automatic granulation method is employed
to generate the information granules, avoiding the need for manual discretiza-
tion as proposed, for example, in [175]. Naturally, if the values are already
discrete, the granulation step can be skipped.

In this section, we define three types of unsupervised granulation ap-
proaches: Equal-Width [217], a static method; K-Means [218], a clustering-
based approach; and Kernel Density Estimation [219], a probabilistic method.
Figure 5.6 illustrates the results of granulation using the Equal-Width method
[217]. These approaches define the granulation functions to be applied to each
type of attribute. A granulation function must be specified for each variable to
be discretized.

* Equal-Width: It starts from the minimal value a;y and the maximal value
a;p. of the variable x; in D, and divides the range into k; equal-width
discrete intervals. The approach calculates the interval width \;:

\; = M (5.7)
k;
and then granulates the continuous values into k; discrete intervals
bounded: {[aio, CLil), ceey [ai(j,l), a,-j), ...[ai(k,l), aik} },
a;j = ajp + jA; (5.8)

where j = 1,2,...,k.

Eventually, the outliers are included in the granules at the edges of the
range.

* K-Means: Another granulation approach implemented in GARDA is
K-Means clustering [218]. In this approach, discretization emerges from
grouping similar numerical values rather than uniformly partitioning the
domain. The method applies the K-Means algorithm to the attribute
values of x;, specifying the desired number of clusters k;. Once the
centroids ci, ..., cg, have been computed, each value is assigned to
the nearest cluster. For each resulting cluster C;, the corresponding
discretized interval is defined as:

I; = [min(z; € Cj), max(z; € Cj)].

Such granulation approach is capable of capturing the underlying struc-
ture of the data, resulting in intervals narrower in dense regions and wider
in sparsely populated ones.
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* Kernel Density Estimation (KDE): introduced in [219], is a data-driven
granulation method that adapts interval boundaries according to the esti-
mated probability density. It identifies regions where the density changes
significantly and places cut-points accordingly. For each candidate cut-
point 7', the density induced by binning is compared with the density
estimated through a kernel density estimator, and a score is computed as:

Score(T') = Z (p(z:) — f(2:)),

)

where f(x;) is the binned density and p(x;) is the kernel density es-
timate. Cut-points with the highest scores correspond to intervals that
poorly represent the true density and are therefore refined. The process
iteratively splits such intervals, and the optimal number of intervals is
determined via a cross-validated log-likelihood criterion, making the
method data-driven.

D S
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? 503 19.0 42.3 ? [50.0-50.5] [19.0-20.0] [42.5-43.0]
18.6 43.0 230 520 [18.0-19.0] [43.0-43.5] [23.0-24.0] [52.0-52.5]

Figure 5.6: Application of the Granulation Approach to an Incomplete Dataset.

Figure 5.6 provides an example of the granulation mechanism, in this case
using Equal-Width. In the starting D dataset, x; and x3 are elements of the
same type of attribute (for example, temperature), while x2 and =4 are elements
of another type of attribute (for example, humidity). In this example, for the
attributes =1 and z3, an interval width A\;; = A;; = 1, while for z3 and x4,
the interval width is A\, = A;, = 0.5. The granulation process produces the
granular dataset S.

Once the granulation approach has replaced the non-missing values with
their corresponding granules, missing data are imputed using granular associ-
ation rules. Missing values for which no rules with sufficient confidence are
found are left as missing. At this point, the algorithm returns a dataset that
is still incomplete but with values grouped in granules, and for this reason
discretized.
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5.3.2.3 GrC Association-rule-based Imputation

The imputation of the missing granular intervals is performed using the granu-
lar association rules, applying the procedure reported in the Algorithm 1, which
describes its whole pseudo-code. The approach used is Apriori-like: indeed,
to the best of our knowledge, no data-mining approaches with lower com-
plexity than Apriori-like methods currently exist for the imputation of missing
data, precisely because algorithms that improve upon Apriori typically rely on
structural information that cannot be exploited when datasets contain missing
values.

In our approach, granular association rules mined from the original incom-
plete dataset are first used to roughly reconstruct missing values in Steps 1-4.
The input to the algorithm is the dataset S, where each element is an interval-
valued granule I;. Rule mining is performed based on the initial minimum
support and minimum confidence thresholds selected by the user, following the
steps below:

1. Find the RAR-support values of all the 1-itemsets. If the support of a
1-itemset X is not smaller than the threshold, put it in the set of frequent
(large) 1-itemsets, L;

2. Iteratively, find the other frequent itemsets with more than one item in an
Apriori-like way using the RAR-support evaluation. The set of frequent
(large) k-itemsets is called Ly;

3. Find the confidence value of each possible candidate granular association
rule generated from the frequent itemsets. If the confidence of such a
rule is not smaller than the threshold minConf, it is inserted in the set
of the granular association rules, GAR;

4. Use the set GAR to infer the missing values of the incomplete dataset
with the following substeps.

(a) If there is only one granular association rule which can be used to
derive the missing value of an attribute in a tuple, then use the rule;

(b) If there are more than one granular association rule which can be
used (i.e., multiple matches with the antecedents of such rules),
then use the one with the maximum RAR confidence value; if more
than one rule have the same maximum RAR-confidence values,
then use the one with the maximum RAR-support value; if the
maximum RAR-support values are still the same, then keep the
value still missing if the rules derive different values. The updated
dataset is indicated with S”.
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If at this point the dataset is still not completed, the minimum support is
reduced and more association rules are found, in order to fill as many values
as possible using only rules with at least a minimum confidence value, chosen
by the user. This second part works iteratively, until the dataset is complete, or
the minimum support and confidence become too low, or a maximum number
of iterations is reached.

10.

11.

. Check the dataset; if there are still missing values in the dataset, continue

with the Step 6; otherwise, simply execute the reconstruction of the
values, which is visible in Figure 5.5;

. Let y = 1, where y is used to control the reduced minimum support

value and the reduced minimum confidence threshold;

Set the reduced minimum support threshold RedMinSup, and the re-
duced minimum confidence threshold Red MinCon f where rsup and
rconf are the reduced coefficients for support and confidence;

. For each tuple with missing values, find the set of originally non-missing

attribute-value pairs in the tuple from the granular dataset and create
the candidate 2-itemsets, with one item from the set of non-missing
attribute-value pairs and the other from the possible values in a missing
value;

. Find the RAR-support values of all the candidate 2-itemsets from the

transformed granulated dataset S; if the RAR-support of a candi-
date 2-itemset X5 is not smaller than the reduced support threshold
RedMinSup, put it in the set of reduced frequent (large) 2-itemsets,
Ly

Find the confidence value of each possible candidate association rule
generated from the frequent 2-itemsets, Lo’, generated in Step 9. If
the confidence of a candidate granular association rule is not less than
the reduced confidence threshold, put it in the set of reduced granular
association rules, GAR';

Use the set of granular association rules G AR’ to infer the missing values
of the updated dataset S” with the following substeps:

(a) If there is only one granular association rule which can be used to
derive the missing value of an attribute in a tuple, then use the rule;

(b) If there is more than one granular association rule which can be
used to derive the missing value of an attribute in a tuple, then use
the one with the maximum RAR confidence value. If more than
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Algorithm 1 GARDA

Input IncompleteDataset, InitialminSupport, InitialminConfidence, ymax, reducedCoeflicient

Output ImputedDataset

1: > Granulation
2: if IncompleteDataset have continuous values
then
3: IncompleteDiscreteDataset <—
Granulation(IncompleteDataset,  Discretiza-
tionParameters, MinMaxPerAttributes)
4: else
5: IncompleteDiscreteDataset <— Incomplete-
Dataset
6: end if
7 > GrC Association-rule-based Imputation
8: rows < getRows(IncompleteDiscreteDataset)
9: Step I:
: for all row in rows do
for all item in row do
if support(item) >= InitialMinSupport
then
L1.add(item)
end if
end for
: end for
. Step 2:
. L2 < get2LargeltemSets(L1)
. Lk.addAll(L2)
. do
k++
LkList.addAll(Lk)
createKplus1Itemset(Lk, CkPlusl, LkPlusl,
k)
Lk < LkPlusl
. while size(LkPlusl) > 0
. Step 3:
. for all associationRule from itemsets in LkList
do
if ConflassociationRule) > minConf then
add associationRule to association-
Rules
end if
: end for
. Step 4:
: for all row in rows do

34 for all item in row do

35: if only an association rule is found then
36: use such rule

37: end if

38: if more association rules are found then
39: Use the rule with maximum support

or confidence value

end if

if more association rules are found with
same support and confidence then

leave the value missing
end if
end for
: end for
. Step 5 and 6:
ry<+1
: while missingValuesInDataSet and y < yyax
and minSupport > 0 do

49: Step 7:

50: minSupport P Initial MinSupport

reducedCoef ficient-y

51:

52

53:
54

55:

56:

minC’oefficient «— InitialMinCoef ficient

reducedCoef ficient
: Step 8:
for all row in rows do
for all missingValue in missingValues
do
for all possibleValue in possibleVal-
ues do
add itemset(missingltem, possi-
bleValue) to C2b
end for
end for
end for
: Step 9:
for all itemset in C2b do
if itemsetSupport < minSupport
then
add itemset to L2b
end if
add
Value) to C2b
end for
. Step 10:
reducedAssociation Rules <
addRulesFromlItemSets(L2b, true)
: Step 11 and 12:
for all row in rows do
for all item in row do
if only an association rule is found

itemset(missingltem,  possible-

then
use such rule
end if
if more association rules are found
then
Use the rule with maximum sup-
port or confidence value
end if
if more association rules are found
with same support and confidence then
leave the value missing
end if
end for
end for
y++
: end while
> Reconstruction and Traditional
Imputation
. if IncompleteDataset had continuous values
then
PartiallyFilledDataset <
ValuesReconstruction(IncompletedDiscreteDataset)
. else
PartiallyFilledDataset < IncompletedDis-
creteDataset
. end if
. if PartiallyFilledDataset still have missing data
then
CompleteDataset <—
Traditionallmputation(PartiallyFilledDataset)
. else
CompleteDataset <— PartiallyFilledDataset
. end if
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one rule has the same maximum RAR-confidence value, then use
the one with the maximum RAR-support value. If the maximum
RAR-support values are still the same and the rules infer different
values, then keep the missing value still unknown.

12. y = y + 1 and repeat Steps 7—11 until there are no missing values in the
updated dataset or y gets to a predefined y,,,4, value.

5.3.2.4 Value reconstruction and Traditional Imputation

At this point, the granules must be converted back into continuous values.
In the case of K-Means, the continuous value is given by the corresponding
cluster centroid, whereas for Equal-Width and Kernel Density Estimation, the
reconstruction function used is the mean value between the two boundaries of
the interval in the following way:

startInterval;; + endInterval;;

5 (5.9

reci(gij) =

An example of the reconstruction process is synthesized in Figure 5.7.
Obviously, the records that were not missing in the original dataset can be

S Imputed D Imputed

a2 |6 | x4 | x1 | x2 | x3 | x|

[22.0-23.0] [50.0-50.5] [19.0-20.0] [42.5-43.0] Reconsiruction 22.5 50.25 19.5 425
[22.0-23.0] [50.0-50.5] [19.0-20.0] [33.0-33.5] ‘ 222 505 19.5 33.0
[22.0-23.0] [50.0-50.5] [19.0-20.0] [42.5-43.0] 225 503 19.0 423
[18.0-19.0] [43.0-43.5] [23.0-24.0] [52.0-52.5] 18.6 430 23.0 520

Figure 5.7: Dataset Reconstructed with the Mean of the Intervals. The Initial
Missing Values Reconstructed by the Algorithm are in Bold.

restored to their original value.

If, at the end of this phase, the dataset still contains missing values, a tradi-
tional imputation method is applied to complete the remaining empty records.
This method can impute all values for which the confidence and quality of
the rule-based imputation would have been too low, including cases where an
entire row in the original dataset is missing. In such situations, the rule-based
approach cannot operate because no rules can be applied. Traditional tech-
niques, on the other hand, can handle these cases and complete the imputation,
while also benefiting from the reduced number of missing values that remain
to be filled.
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5.3.3 Evaluation

At this point, we will test the GARDA approach to highlight any advantages it
may offer. We will then comment on the datasets used, the evaluation procedure
carried out, and the results obtained, including the strengths and weaknesses
of our approach.

5.3.3.1 Datasets

The experiments for our approach were conducted on the Intel Lab Dataset,
containing data collected from 54 sensors deployed in the Intel Berkeley Re-
search Lab (https://db.csail.mit.edu/labdata/labdata.html ) be-
tween February 28 and April 5, 2004. Each entry originates from a Mica2Dot
sensor, which measures temperature, humidity, light, and battery voltage. Each
measurement has the following format: date, time, epoch, mote ID, temper-
ature, humidity, light, and voltage. The sensors recorded one measurement
approximately every 31 seconds, producing a dataset of about 2.3 million read-
ings from the 54 sensors installed in the lab. The epoch value is a monotonically
increasing sequence number assigned to each measurement.

Considering that most of the days after March 14 contain many outlier values
(mainly due to low battery voltage), we focus our analysis on the period from
March 1 to March 14, creating a dataset that includes only the measurements
collected during this interval. We concentrate on temperature readings. To
address the fact that some sensors do not provide measurements at every time
instance, we group the data into time slots of ¢ = 15 minutes and compute the
average temperature within each slot.

The experiments of the algorithms have been performed on a dataset con-
taining the sensors 1, 2, 3, 4, 6, 7, 9, 10, 33, and 35. Their measurements
are characterized by a high spatial correlation that can be exploited in the
imputation process, as shown in the correlation matrix of Figure 5.8.

The approaches SAITS and M-RNN are compared with GARDA using the
Beijing Multi-Site Air-Quality Dataset [220] (https://archive.ics.uci.
edu/dataset/501/beijing+multi+site+air+quality+data). This
dataset contains hourly air pollutant and meteorological measurements from
12 monitoring sites in Beijing, collected between 2013/03/01 and 2017/02/28
(a total of 48 months). Each row includes a row ID, date and time, the con-
centration in ,ug/m3 of PM2.5, PM10, SO, NO,, CO, Os, and the following
meteorological variables: TEMP (temperature, °C), PRES (pressure, hPa),
DEWP (dew point temperature, °C), RAIN (precipitation, mm), WSPM (wind
speed, m/s), and WD (wind direction). Since our method focuses on continuous
variables, the dataset was reduced to TEMP, PRES, DEWP, and WSPM; the
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RAIN variable was excluded because it takes the value zero for a large portion
of the dataset.

Furthermore, because our method is designed to impute short time frames
locally, as typically generated by IoT devices, we restricted the time frame used
for imputation to 40 days and considered data from five stations (Dingling,
Dongsi, Nongzhanguan, Aotizhongxin, and Guanyuan). To ensure a fair com-
parison, the SAITS and M-RNN approaches use this 40-day window as the test
set, while the remaining data is split into validation and training sets with a
1:3 ratio. The measurements exhibit strong correlations among sensors of the
same type across different stations.

To test our method on datasets characterized by low correlation, we created
areduced dataset containing four sensors from a single station (Dingling), since
the highest correlations in the original dataset occur among measurements of
the same type across different stations. The correlation matrix of this modified
dataset is shown in Figure 5.9. For this version of the dataset, 200 days
of measurements were included in order to maintain approximately the same
number of data points.

5.3.3.2 Evaluation Protocol

To evaluate the ability of an algorithm to properly reconstruct the data, a ground
truth is required. For this reason, the values already missing in the original
dataset were not considered in our assessment, and the corresponding rows were
removed. Starting from a complete dataset, we artificially inject missingness
into some of the records; we then reconstruct these values and compare the im-
puted results with the ground truth in order to measure reconstruction accuracy.
The experiments follow the evaluation protocol shown in Figure 5.10, adopting
an approach commonly used in related works [175,221,222]. Since real-world
datasets may exhibit different levels of noise and missingness, we evaluate the
method under various missing rates. In particular, we generate datasets with
5%, 10%, 20%, 30%, 40%, and 50% missing values [175,221-223]. Different
error-injection models have been used. In our experiments, we simulate both
MCAR and consecutive-missing patterns for the Intel Lab Dataset. For the Bei-
jing Multi-Site Air-Quality dataset, we evaluate the method under the MCAR
model only, since this is the model adopted in the corresponding paper [207],
which evaluates both its methodology and the approach presented in [206].
MCAR introduces completely random errors, whereas the consecutive miss-
ingness model simulates a more realistic scenario in which a sensor, or a group
of sensors, fails to produce any readings for a certain period of time (e.g., due to
network errors or power outages). In our setup, this period ranges from 4 to 64
hours. Since, in the Intel Lab dataset, each row represents the average value of
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the sensors over a 15-minute interval, the number of consecutive missing values
for a sensor ranges from 16 to 256. To obtain results that are more reliable
and less influenced by randomness or fluctuation, we generated ten different
datasets for each error model and each missing rate, using different random
seeds. The evaluation metrics are then computed as the average over these ten
datasets for each combination of error model and missing rate. Specifically,
the following metrics are considered:

N
1
RMSE = NZ i — 1i)2 (5.10)
1 N
MAE—NZIy-—yil (5.11)

N .
1 Yi — Ui
MAPE = — 5.12

where y; is the i*" true value, and ¥j; the ith predicted value. Since the Air
Quality dataset includes values that are close to zero, the MAPE cannot be
used to measure the relative error between real and imputed values. This is
because the true values appear in the denominator, resulting in excessively high
MAPE values when they are near zero. The MRE metric solves this problem
by calculating the ratio between the sums of the errors and the true values.

N ..
MRE = 2=y — 9] (5.13)
Zﬁ\;l il

Therefore, when comparing our method to ML approaches, we use MRE instead
of MAPE.

This procedure is performed to compute the metrics for all the algorithms
used in the comparison, in particular: Mean, Median, Mode, Linear Regression,
KNN, K-Means, and SVD-based for the Intel Lab Dataset, while we compare
against M-RNN and SAITS for the Beijing Multi-Site Air-Quality dataset.

5.3.3.3 Results

The granular algorithm (Algorithm I) of the GARDA approach is configured
in the following way, after a grid search which took into account each of this
parameters:

e initSup = 0.65
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Figure 5.10: Evaluation Approach of GARDA on Various Datasets

e initConf = 0.9
e rSup = 100,

e rConf =1,

* numlter = 1.

Other critical aspects are the chosen granulation technique and the granule
size. For our implementation of GARDA, we tested Equal-Width, K-Means,
and Kernel Density Estimation.

Granule size is crucial, as it affects both the number of items used in the
reconstruction and the accuracy with which the continuous value is recovered
from the granule. Indeed, larger granules decrease the total number of items
(thus increasing support and confidence), but they also lead to greater recon-
struction error, as the granule’s average (or centroid) value is computed over a
broader interval. On the other hand, smaller granules produce more items, with
lower support and confidence, yet they enable a more precise reconstruction of
the original value when the appropriate granule is chosen. For this reason, the
granule size for both datasets was selected through a grid search guided by the
standard deviation o estimated from the dataset. In particular, we tested the
following values: o, 5, %, 7,2, , 7, §. For the Intel Lab dataset, considering
that o calculated over the entire dataset is 2.31, the best value was obtained
with K-Means, with an indicative granule size of g (0.385), corresponding
to 41 clusters. Clearly, for K Means this value is only indicative within the
grid search, because the algorithm determines the actual cluster sizes based

on the data distribution. K-Means also achieved the best performance on the
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Beijing dataset; the grid search was performed by starting from a fraction

of o considered reasonable for the scale of the values in the column, then

progressively reducing it until reaching the first value at which performance

deteriorates. The fraction of o immediately preceding this value is then taken

as the optimal choice. Following such procedure, for TEMP (o = 4.75), we
g

tested 7, %, %, 7, g, and the best value was 2 (0.679), corresponding to 42

clusters. For PRES (o = 7.52), we tested 5, 15, 17> 15> 15 and the best value

was % (0.501), corresponding to 88 clusters. For DEWP (o = 6.35), we tested
%> 7, %> 9> 19> and the best value was § (0.706), corresponding to 46 clusters.
For WSPM (o = 1.55), we tested 0, 3, §, 7, and the best value was § (0.517),
corresponding to 18 clusters.

For the traditional data imputation algorithm (second phase of the GARDA
architecture in Figure 1), a Bayesian ridge regression model with the following

parameters is used;

* oy = le~%: shape parameter for the gamma distribution prior over the
alpha parameter,

* ay = 1le % : inverse scale parameter (rate parameter) for the gamma
distribution prior over the alpha parameter,

* A1 = le7%: shape parameter for the gamma distribution prior over the
lambda parameter,

* Ay = le7% : inverse scale parameter (rate parameter) for the gamma
distribution prior over the lambda parameter,

Qinit = #(Y) : initial value for alpha,
e N\;nit = 1 : initial value for lambda.

These are the parameters of the other imputation algorithms compared with
GARDA: mean, median, and mode approaches have no parameters to tune;
the linear regression has the same parameters used in our method; KNN has a
number (K) of neighbours of 10; K-Means has a K value of 20; the SVD-based
approach has a shrinkage value equal to mazx(singular value init matrix) /50.
Such values have been tuned with a grid-search approach to find the best
parameters for the considered datasets. The hyper-parameters for the ML
methods are the same used by the SAITS paper [207], as they have been
already optimized for the Air Quality dataset. They are set to the following:

* SAITS and M-RNN: sequence length 24, batch size 128, ADAM opti-
mizer with 0 weight decay, early stop patience 30.
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* SAITS only: learning rate 0.000882, hidden dim 512, hidden size of feed
forward layer 512, self-attention number of heads 4, key dim 128, value
dim 64, dropout rate 0, inner group parameter sharing with 1 group.

* M-RNN only: learning rate 0.000924, hidden size 256.

Tables 5.2 and 5.3 report the means p and standard deviations ¢ obtained
on ten datasets for all the metrics. Mean, median, and mode imputation have
been excluded because their performances are far worse than that of the other
methods. The KNN shows the lowest RMSE for missing rates below 40%,
while its performance decreases for higher missing rates. In contrast, GARDA
achieves the lowest RMSE for high missing rates. In particular, GARDA
improves upon LR for high missing rates, with an improvement of about 20%
for both the 40% and 50% missing rate. Considering the MAE, KNN performs
best for low missing rates, whereas our approach achieves the lowest MAE for
the 40% and 50% missing rates. In terms of MAE, GARDA improves upon
LR by 15% when the error rate is 50%. More precisely, our approach yields an
average error of about 0.29 to 0.33 C° on the 40% and 50% datasets, compared
to 0.33 to 0.39 C° for LR.

The performance of GARDA has also been evaluated under a consecutive
error model using the Intel Lab Dataset (Table 5.3). Under this model, KNN
performs worse than in MCAR case.

The best performing model is GARDA, as it matches LR, which is the
traditional method with the highest 5% missing rate performance, while it
outperforms all other approaches from 10% on-wards. This advantage becomes
increasingly evident at higher missing rate. Specifically, GARDA surpasses
LR with RMSE reductions of 46% at 10% missingness (0.378 vs. 0.700), 52%
at 20% (0.529 vs. 1.109), 62% at 30% (0.642 vs. 1.715), 70% at 40% (0.752
vs. 2.529), and 67% at 50% (1.206 vs. 3.761). Also considering the MAE,
GARDA matches LR at 5% and outperforms all other methods at 10%, 20%,
30%, 40%, and 50% missing rates, leading, for instance, to a 71% reduction in
MAE at 50% missingness with respect to LR.

Tables 5.2 and 5.3 report the performance of the Hong et al. [205] method,
in which all missing values are imputed using rules rather than leaving the
remaining ones to a traditional technique. The poor results arise because
imputations are performed even for cells for which only low-confidence rules
are available.

A summary of the granulation-method grid search on the Intel Lab dataset
under the consecutive error model is presented in Table 5.4, which compares the
best configurations identified for each granulation strategy. K-Means slightly
outperforms Equal-Width at lower missing rates (5-20%), yielding an average
reduction of about 2% in both RMSE and MAE, except for RMSE at the 20%
missing-rate level. More substantial gains appear at higher missing rates: at
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Table 5.3: Test results from the Consecutive Error Model

Rate | Measure KNN LR SVD KMEANS HONG et al. [205] GARDA
rmse mae mape rmse mae mape rmse mae mape rmse mae mape rmse mae mape rmse mae mape

sqo |/ | 04040266 | 0.012 | 0339 | 0.218 | 0.010 | 0423 | 0.298 | 0.013 | 1.086 | 0.664 | 0.028 | 2178 | 1.703 | 0.076 | 0345 | 0218 | 0.010
o |0.0853]0.05610.00250.0880 | 0.0500 | 0.0022 | 0.1101 |0.0686 | 0.0029 | 0.4299 | 0.2142 | 0.0086 | 0.4670 | 0.3733 | 0.0159 | 0.0934 | 0.0564 | 0.0024

L0 #0947 | 0.595 | 0027 | 0.700 | 0.453 | 0.020 | 0.896 | 0.622 | 0.027 | 2.359 | 1.403 | 0.060 | 2.381 | 1.817 | 0.081 | 0.378 | 0.240 | 0.011
o |0.2283]0.0976]0.0041 | 0.0682 | 0.0495 | 0.0023 | 0.1249 | 0.0679 | 0.0027 | 0.5328 | 0.2316 | 0.0087 | 0.6254 | 0.4347 | 0.0182 | 0.0707 | 0.0522 | 0.0024

a0t " 1.678 | 1.002 | 0.044 | 1.109 | 0.716 | 0.032 | 1.529 | 1.014 | 0.044 | 3.805 | 2.217 | 0.095 | 2.511 | 1.833 | 0.079 | 0.529 | 0.300 | 0.013
o |0.2839]0.1061|0.0040 | 0.0560 | 0.03920.0017 |0.2119 |0.1016 | 0.0039 |0.3889 | 0.1846 | 0.0071 | 0.4275 | 0.3320 | 0.0145 | 0.2166 | 0.0720 | 0.0031

3000 M| 2576 | 1474 10065 | 1.715 | 1068 | 0.047 | 2277 | 1458 | 0063 | 5.326 | 3070 | 0131 | 2519 | 1.784 | 0.078 | 0.642 | 0.362 | 0.016
o |0.2539]0.0878|0.0033]0.15730.0682 | 0.0030 | 0.2031 | 0.0889 | 0.0033 | 0.3317|0.1525 | 0.0057 | 0.3971 | 0.2427 | 0.0106 | 0.1762 | 0.0672 | 0.0026

4oge #3575 | 2.019 | 0.088 | 2529 | 1.555 | 0.068 | 3.129 | 1.975 | 0.085 | 6928 | 4.007 | 0.171 | 2.330 | 1.595 | 0.069 | 0.752 | 0433 | 0.019
o |0.1746]0.0564|0.0019]0.3110]0.1560 | 0.0068 | 0.1659 | 0.0811 | 0.0033 | 0.2557 | 0.0966 | 0.0036 | 0.3466 | 0.2278 | 0.0098 | 0.1356 | 0.0620 | 0.0025

Soqo|_ /| 50542791 ] 0.120 | 3761 | 2.293 | 0.100 | 4190 | 2.617 | 0.112 | 8.826 | 5.139 | 0220 | 2381 | 1.542 | 0.066 | 1.206 | 0.649 | 0.028
o 10.2259]0.1137|0.0050 | 0.3318]0.1721 [0.0075 | 0.1857 |0.0929 | 0.0039 | 0.2052 | 0.1063 | 0.0047 | 0.3297 |0.2473 | 0.0104 | 0.2754 | 0.0953 | 0.0035
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Table 5.4: Granulation Method Test Results from the Consecutive Error Model

Rate | Measure | EQUAL-WIDTH (41 intervals) | KMEANS (41 clusters) [218] | KERNEL DENSITY [219]
rmse mae mape rmse mae mape rmse mae mape

soo LM 0348 | 0222 | 00010 | 0345 | 0218 | 0.010 | 0915 | 0571 | 0.026
o 0.0895 | 0.0529 | 0.0023 | 0.0934 | 0.0564 | 0.0024 | 0.2230 | 0.1599 | 0.0072
105 0379 | 0242 | 0011 | 0378 | 0240 | 0.011 | 0947 | 058 | 0.026
o 0.0692 | 0.0515 | 0.0023 | 0.0707 | 0.0522 | 0.0024 | 0.1457 | 0.1127 | 0.0047

200 0.522 | 0300 | 0013 | 0529 | 0300 | 0013 | 1.125 | 0720 | 0.032
0.3052 | 0.1149 | 0.0045 | 0.2166 | 0.0720 | 0.0031 | 0.1248 | 0.0852 | 0.0036

30001~ 0681 | 0374 | 0016 | 0.642 | 0362 | 0.016 | 1210 | 078 | 0.035
- 0.2523 | 0.0873 | 0.0034 | 0.1762 | 0.0672 | 0.0026 | 0.1427 | 0.0884 | 0.0036
w00 0.856 | 0464 | 0020 | 0752 | 0433 | 0.019 | 1440 | 0948 | 0.041
- 0.1923 | 0.0756 | 0.0029 | 0.1356 | 0.0620 | 0.0025 | 0.2339 | 0.1263 | 0.0051
sod 1284 | 0676 | 0.028 | 1.206 | 0.649 | 0.028 | 1784 | 1.139 | 0.049
o 0.3221 | 0.1147 | 0.0044 | 0.2754 | 0.0953 | 0.0035 | 0.2448 | 0.1265 | 0.0053

Table 5.5: Test Results against Neural Network-based Methods - High Corre-
lation Version

Rate GARDA M-RNN SAITS

RMSE | MAE | MRE | RMSE | MAE | MRE | RMSE | MAE | MRE
5 0.191 | 0.076 | 0.094 | 0.404 | 0.259 | 0.374 | 0.167 | 0.055 | 0.080
10 | 0.185 | 0.074 | 0.091 | 0.450 | 0.285 | 0.404 | 0.185 | 0.065 | 0.093
20 | 0.183 | 0.074 | 0.091 | 0.492 | 0.330 | 0.473 | 0.229 | 0.083 | 0.119
30 | 0.190 | 0.076 | 0.093 | 0.514 | 0.350 | 0.502 | 0.258 | 0.100 | 0.143
40 | 0.195 | 0.078 | 0.095 | 0.541 | 0.375 | 0.537 | 0.278 | 0.110 | 0.158
50 | 0.215 | 0.083 | 0.101 | 0.574 | 0.400 | 0.573 | 0.301 | 0.125 | 0.179

Table 5.6: Test Results against Neural Network-based Methods - Moderate
Correlation Version

Rate GARDA M-RNN SAITS

RMSE | MAE | MRE | RMSE | MAE | MRE | RMSE | MAE | MRE
5 0.685 | 0.521 | 0.641 | 0.774 | 0.626 | 0.689 | 0.333 | 0.167 | 0.188
10 | 0.703 | 0.534 | 0.659 | 0.810 | 0.654 | 0.731 | 0.323 | 0.172 | 0.193
20 | 0.726 | 0.554 | 0.686 | 0.840 | 0.680 | 0.766 | 0.333 | 0.172 | 0.194
30 | 0.756 | 0.579 | 0.716 | 0.844 | 0.715 | 0.805 | 0.345 | 0.181 | 0.203
40 | 0.784 | 0.602 | 0.745 | 0.905 | 0.737 | 0.833 | 0.350 | 0.182 | 0.205
50 | 0.812 | 0.626 | 0.776 | 0.933 | 0.763 | 0.86 | 0.368 | 0.199 | 0.224
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30% missingness, RMSE and MAE decrease by 5% and 3%, respectively; at
40%, by 12% and 7%; and at 50%, by 6% and 4%.

Table 5.5 reports the metrics calculated on the high correlation version of
the Beijing Air Quality dataset. SAITS shows better performances across all
metrics at 5% and 10% missing rate, but from 20 percent upwards GARDA
outperforms SAITS, reaching a 29% reduction in RMSE (0.215 vs. 0.301) and
34% in MAE (0.083 vs. 0.125) at 50% missing rate.

Finally, Table 5.6 reports the metrics for the low-correlation dataset, where
SAITS outperforms all other methods across all missing rates. However,
GARDA performs better than M-RNN. Moreover, GARDA maintains good
performance while being suitable for devices with low computational power
and limited storage, unlike neural network approaches.

5.3.3.4 Discussion

Such experimental phase yields promising imputation results, outperforming
both traditional and machine learning methods in many context. The experi-
ments reveal clear strengths and limitations, helping to identify the scenarios in
which the method excels. In particular, GARDA delivers substantial improve-
ments at missing rates above 10% when the dataset exhibits strong correlations.
GARDA is specifically designed for integration into IoI-based systems that rely
heavily on edge computing environments in which only small, low-power, bat-
tery devices with limited computational and storage resources are available.

The GARDA performance results reported in Tables 5.2, 5.3, 5.5, and 5.6
were obtained using K-Means as the granulation method, as a grid search
indicated that it outperforms both Equal-Width and Kernel Density Estima-
tion. The grid search on the Intel Lab dataset shows that K-Means consistently
achieves better results across all metrics and missing rates, with only a minor
exception: at a 20% missing rate, RMSE are slightly better with Equal-Width.
This behaviour can be attributed to the greater flexibility of K-Means in de-
termining granule size, unlike Equal-Width, which constrains all granules to a
fixed width. Thanks to this flexibility, K-Means can form narrower clusters in
denser regions of the data and wider clusters in sparser ones. As a result, rules
with the highest confidence correspond to more frequent values and narrower
intervals, leading to more accurate reconstructions.

Furthermore, GARDA'’s improvements for MCAR models over traditional
methods at high missing rates align well with our initial expectations. The core
idea behind GARDA come from observing that, while traditional methods are
computationally lightweight, their performance degrades significantly as the
missing rate increases. Our goal was therefore to design a hybrid approach that
integrates rule-based and traditional techniques to enhance overall imputation
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Figure 5.11: Comparison Between the Real and Imputed Values for Four
Variables of the Intel Lab Dataset at 50% Missing Rate under the Consecutive
Error Model.
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quality. In small, highly correlated sensor networks, rule-mining methods can
extract meaningful rules that are particularly effective for imputation. Our re-
sults show that GARDA surpasses traditional approaches since it first performs
a partial imputation using the most reliable extracted rules, generating values
that are more accurate than those produced by traditional methods alone, and
then, if there are still missing values, traditional techniques can operate under
more favorable conditions. This mechanism is crucial for understanding the
performance gains over competing approaches. In such scenarios, GARDA can
even achieve results that outperform neural network. However, this advantage
decreases at low missing rates, where traditional techniques already perform
well and often surpass rule-mining approaches in filling most of the gaps.

However, our method has shown that, in the context of the consecutive
error model with highly correlated sensors, when there are many consecutive
gaps (for instance, when sensors malfunction and do not produce values for
long periods of time), it performs better than other traditional methods, and
even significantly better when the missing rate is high. This is also due to the
difficulty traditional methods have in performing well under such conditions.
As shown in Figure 5.11, which compares the true values with the ones recon-
structed by GARDA for four example sensors at a 50% missing rate, the trend of
the original values is accurately captured, with only small fluctuations around
the true values. A noticeable deviation between the curves can be observed
only in presence of atypical spikes in the data, as in the case for temperature
sensor 35. Therefore, the usefulness of GARDA in this context is even greater,
as it is able to support traditional methods more effectively.

Naturally, such advantages emerge only when the GrC association-
rule-based imputation process identifies and retains rules with sufficiently high
support and confidence. When correlations are lower, fewer effective rules can
be extracted, and most of the imputation is then performed by the traditional
method (in our case, linear regression). If the process begins with a dataset
containing poorly imputed values, the traditional method may also struggle to
accurately reconstruct the remaining ones, leading to lower overall performance
compared with other approaches. However, the simplicity of the model and
its strong effectiveness on small, highly correlated datasets remain particularly
valuable in IoT and edge-computing contexts, where computational and mem-
ory resources are limited. In such scenarios, the approach proves especially
suitable.
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5.4 Summary

In this chapter, we detailed the sensing stage of the proposed CPSS, showing
how heterogeneous data are acquired and transformed into reliable inputs for
the subsequent perception and comprehension modules.

We first described the acquisition phase, which combines visual sensing and
contextual sensing. Visual data are collected through monthly UAV surveys
performed with a DJI Matrice 300 RTK equipped with a Zenmuse L1 RGB
camera and high-precision IMU/RTK georeferencing. Flight altitude and mis-
sion planning are defined to balance coverage and detail, enabling systematic
monitoring of the Pompeii archaeological site. Contextual data are acquired
via external sources: weather variables (temperature, humidity, rainfall, wind)
are retrieved through the Open-Meteo API, while visitor-flow information is
obtained from publicly available data from the Pompeii administration. In
addition, we introduced the cumulative rainfall indicator R® as a compact
representation of rainfall persistence over time, which is particularly useful for
interpreting vulnerability conditions beyond instantaneous precipitation values.

We then distinguished preprocessing into offline and online sensing oper-
ations. Offline sensing focuses on producing georeferenced, analysis-ready
products from raw UAV imagery. Using Agisoft Metashape, experts align im-
ages, refine georeferencing with control points, generate dense point clouds,
and export orthomosaics as GeoTIFFs, typically on the order of several GB.
Subsequently, QGIS is used to build vector layers delimiting areas of interest,
for example roofs, and to perform polygonal cropping; in the final prototype, the
workflow is exemplified by extracting Regio I for integration into the dashboard
described later.

Online sensing addresses data quality issues that affect both contextual
streams and, more broadly, sensor-network measurements, where missing-
ness and low-quality records are common. To tackle this problem, we pro-
posed GARDA, Granular Association-rule-based Data Imputation Approach,
a lightweight hybrid method specifically aimed at small, highly correlated IoT
datasets. GARDA combines an automatic granulation stage that discretizes
continuous values into interval-based information granules, supporting Equal-
Width, K-Means, and KDE strategies, a granular association-rule imputation
stage based on robust support and confidence definitions for incomplete data,
which imputes only when rules are sufficiently reliable, and a traditional impu-
tation stage, Bayesian ridge regression in our implementation, that completes
the remaining gaps and benefits from the partial high-confidence reconstruction
achieved by the rule-based phase.

Finally, we validated GARDA through an extensive experimental proto-
col based on artificial missingness injection. We evaluated both MCAR and
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consecutive-missing patterns on the Intel Lab Dataset, temperature readings ag-
gregated in 15-minute slots for a set of highly correlated sensors, and compared
against state-of-the-art neural imputation methods, SAITS and M-RNN, on two
configurations of the Beijing Multi-Site Air-Quality dataset, a high-correlation
multi-station setting and a reduced moderate-correlation setting. Results show
that GARDA is particularly effective at moderate-to-high missing rates and
under consecutive outages, where it consistently outperforms traditional base-
lines and avoids the degradation observed when rule-based methods are forced
to impute with low-confidence rules. In the high-correlation Beijing setting,
GARDA becomes competitive with, and for higher missing rates, superior to
neural approaches, while in low-correlation conditions SAITS remains supe-
rior, highlighting that GARDA’s main advantage emerges when meaningful
cross-sensor regularities can be mined. Across experiments, K-Means granu-
lation provided the most robust trade-off between rule reliability, support and
confidence, and reconstruction precision.

Overall, the chapter clarifies how the CPSS sensing pipeline couples expert-
driven offline products, orthophotos and GIS layers, with automated online
data-quality mechanisms, imputation, producing dependable inputs for down-
stream situation awareness. Future work will explore richer granulation models,
for example fuzzy and rough granules, and alternative reconstruction schemes
beyond simple interval averaging, as well as additional validation in other
domains and operational deployments.
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CHAPTER 6

PERCEPTION AND
COMPREHENSION OF
MAINTENANCE ISSUES

"Now is no time to think of what you do not have. Think of what you can do with
what there is.”

— Ernest Hemingway, The Old Man and the Sea

The perception and comprehension phases, realized through the implemen-
tation of the modules in Figure 6.1, are necessary to analyse sensor and contex-
tual data in order to identify the elements of the environment and understand
their meaning.

The perception phase operates on the data sensed through physical and
virtual sensors. On its own, this raw data is not yet sufficient to be interpreted
and used for decision-making. It is first transformed into information that is
directly interpretable and understandable for a human or an artificial agent.
Based on prior knowledge and perceived data, it can then make a decision, also
taking into account how the situation is expected to evolve. This last aspect
will be analysed in the Chapter 7.

In our case, this process consists in interpreting aerial orthophotos obtained
from surveys of the archaeological site, together with contextual data related to
weather conditions and visitors. It begins with a low-level perception, in which
the fundamental features needed to analyse the situation are extracted. During
a subsequent, high-level perception phase, a selection process is carried out
in which only the most relevant features are retained. These features are then
used to feed an Al technique that can analyse them to detect potential issues on
the site and understand the overall situation, also combining the detected issues
with contextual information. The goal is to assess the vulnerability of different
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areas in order to support those responsible for monitoring the site in deciding
which areas require maintenance.

In our case, the perception and comprehension phase focuses on the au-
tomatic identification of maintenance issues based on the orthophotos of the
archaeological site of Pompeii. This task can be approached in different ways,
depending on the types of maintenance issues we aim to detect. As mentioned
above, in an outdoor site such as Pompeii, we are interested in identifying
weedy vegetation, damaged conduits on flat roofs, and broken tiles on sloping
roofs. However, this work is carried out in a complex context, namely a vast
ruined urban environment, where it is difficult even to distinguish between
damaged structures that need repair and ruins that must be preserved in their
current state.

The identification of these issues is addressed in this chapter, and the main
objectives of the related modules have evolved over time, depending on the
intermediate results obtained and the critical issues identified in the proposed
techniques. The criticalities that emerged in the first methodology led us to
define a second one, with a revised approach that increased efficiency on the
issue of greatest interest to park experts and removed most of the difficulties
encountered with the first method.
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Figure 6.1: SA-CPSS with Perception and Comprehension Details

In particular, the two proposed methodologies are as follows:

1. The first solution, called FAUNO, is a prototype tool based on YOLO
for the detection of maintenance issues on the roofs of structures in ar-
chaeological sites, starting from aerial orthophotos. FAUNO is designed
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to enable fast identification of the location and classes of maintenance
issues in these images. This approach assumes that the positions of the
structures are unknown and operates by dividing the entire orthophoto
into multiple sub images, which are then processed. In each sub image,
the tool identifies the bounding box corresponding to a detected prob-
lem and the class to which it belongs. At this stage, four classes are
considered: weedy vegetation, damaged conduits, damaged structures,
and broken tiles. In the section 6.2 dedicated to FAUNO, the advantages
and disadvantages of this approach are described, and the difficulties
encountered guide the definition of a second approach focused only on
roof issue classification.

2. The second solution, called HydraML, proposes a sustainable Artificial
Intelligence method based on Fuzzy Transform. The approach assumes
prior knowledge of the position of the structures, since in the field of CH,
and especially in archaeological sites, the configuration of the park and
its structures changes very slowly. A mapping phase of the structures,
as explained in Chapter 5, can therefore be standardised and carried out
quickly, avoiding an unnecessary segmentation and detection phase that
would add complexity and potential sources of error, considering that the
issues of greatest interest to operators concern roofs. It should be remem-
bered that we work in an SA context, where the processes of perception,
comprehension, and projection are iterative and incremental. Given the
generality of our CPSS model, nothing prevents us from implementing
perception and comprehension modules aimed at automatically segment-
ing roofs, which can then be validated in a subsequent offline sensing
phase by expert users, who correct and refine the results. In this way
it is possible to semi automatically determine the position of the roofs,
which can then be updated over time. Once the position of the roofs
is known, HydraML is applied directly to them. The method combines
deep learning and non deep Automated Machine Learning models for
the classification of maintenance issues affecting roofs at archaeological
sites. The combination of deep and non deep models reduces training
time and energy consumption compared with a purely deep learning ap-
proach. HydraML was evaluated using 10-fold-cross-validation on two
real world CH datasets concerning issues on tiled and flat roofs of the
archaeological site of Pompeii.

Based on these considerations and what will be discussed below, HydraML
will be the method integrated into the final implementation of the CPSS in
Chapter 7. The FAUNO approach is presented nonetheless, as it does not
require segmentation, although this comes at the cost of lower classification
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performance. Moreover, it can also identify weedy vegetation located away
from building roofs. FAUNO could be particularly useful in the detection of
such weedy vegetation if thermal or infrared imagery were available.

( 0

Parts of this chapter have been previously published in:

¢ Francesco Colace, Massimo De Santo, Rosario Gaeta, Rocco Lof-
fredo. Detection of maintenance issues from UAV images of ar-
chaeological sites: A yolo-based tool. Multimedia Tools and
Application. 2025. Volume 84. https://doi.org/10.1007/
s11042-025-20773-7.

* Massimo De Santo, Francesco Flammini, Rosario Gaeta, Hangli
Ge and Zia Ur Rehman. An Automl Approach for the Efficient
Classification of Damaged Roofs Using Fuzzy-Transform. 1EEE
ICHMS. 2025. 10.1109/ICHMS65439.2025.11154372.

6.1 Background and Related Works

In this section, we analyse and discuss the literature on the detection of mainte-
nance issues not only in the cultural heritage domain, but also in other related
fields, in particular damaged tiles and conduits in urban areas, weedy vegeta-
tion, and damaged structures. We also examine the most recent and effective
classification techniques used for damaged roofs, assuming that the location of
the structures is already known. In addition, we address the topics of AutoML,
that is paradigms for the automatic training of classification models, which are
very useful in various domains and are employed in our HydraML model, and
the issue of sustainability, which has gained increasing importance in recent
years, as already discussed in Chapter 1.

6.1.1 Detection of Maintenance Issues

In recent years, advances in Al have led to the development of several methods
and techniques for object detection. Efficiency, which is the ability of a system
to perform a task with minimal resources such as time, memory, or data, has also
become an important factor, with the spread of approaches based on Efficient
backbones, such as EfficientDet [224], an optimisation of EfficientNet [225],
and others based on YOLOV4 [226] and YOLOVS [227].

In the following, we focus on papers that address the detection of each type
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of issue we aim to identify in images.

6.1.1.1 Weedy Vegetation

One of the main maintenance issues affecting ruins within archaeological sites
is the presence of weedy vegetation on the structures, which can compromise
their stability. These issues must be addressed promptly and efficiently in order
to prevent irreversible damage to historic buildings. Alien plant invasions are
discussed in several domains: in [228], the focus is on the rapid identification
and detection of alien plants, since once the invasion process is too advanced,
these species become very difficult to eradicate. The proposed method relies on
UAV imagery and evaluates different object-based and pixel-based detection
and classification techniques. Among the main challenges are radiometric
inconsistencies caused by unstable illumination, as well as errors in areas
where vegetation growth is highly variable.

The work in [229] concentrates on detecting green spaces, trees, and plants in
urban environments. The authors aim at identifying green regions for smart city
applications. Their algorithm employs a UAV for real-time data acquisition,
followed by GLCM and LBP feature extraction, and then applies a logistic
regression model combined with boundary extraction techniques. The reported
test accuracy is 90.32%.

In [230], the objective is to eradicate Solanum rostratum Dunal, an invasive
alien plant that harms the ecosystems where it spreads and proliferates. The
study presents a novel deep learning segmentation approach for detecting alien
plant invasions, specifically targeting this species. UAVs are used to capture the
images, which are then processed with a U-Net-based neural network called
DeepSolanum-Net. The recognition precision for alien plants reaches 89.95%,
with a recall rate of 90.3%.

From the literature we examined, no methods were found that are explic-
itly designed to detect weedy vegetation affecting buildings and man-made
structures; instead, existing approaches concentrate on alien plant detection in
agricultural contexts or vegetation analysis in urban areas. When weedy vege-
tation is specifically discussed, the emphasis is mainly on monitoring systems
and platforms rather than on automatic detection using Al-based techniques.

6.1.1.2 Damaged Conduits

Another set of maintenance issues concerns the flat roofs of on-site structures.
These roofs are protected by conduits to prevent water infiltration and subse-
quent damage to the roof itself, to the stored objects, and to the internal structural
components. In the context of identifying damaged flat roofs, [231] presented
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a DL system that performs damage segmentation on flat roofs using aerial im-
agery. The types of damage are classified as hollows, swelling, folds, patches,
and breaks. The dataset employed by the authors consists of 6400 images. They
compare three segmentation approaches: U-NetMCT, DeepLabV3+, and HR-
Net+OCR. The state-of-the-art multi-scale HRNet+OCR model achieves the
best performance, with a mean IoU of 0.44. The fastest models are U-NetMCT
and DeeplabV3+, although they obtain lower quality, with mean IoU in the
range 0.33-0.37. The category “patches” is reported as the most challenging,
partly because it is underrepresented in the dataset.

The study in [232] proposes a method for detecting and performing semantic
segmentation of roofs from aerial images acquired after disasters. The authors
use the Volan2019 dataset, which includes 16 videos and 875 fully annotated
images, further expanded through data augmentation to maintain class bal-
ance. They test two CNN architectures for semantic segmentation, based on
mask-RCNN and PSPNet. The best mask-RCNN model produces pixel level
segmentations with a mean average precision (mAP) of 51.54%, whereas the
best PSPNet models achieve a mean intersection over union (mloU) of up to
32.17% and an accuracy of 77.01% on bulk objects. From these works, we can
state that the literature in this area mainly focuses on semantic segmentation
methods to detect damage on flat roofs, although relatively few studies are
available. The second paper is in fact primarily oriented toward identifying
different categories of roof damage related to disaster events such as hurricanes.
The first paper uses a dataset entirely dedicated to flat roof deterioration, with
samples photographed from short distances, while our review did not reveal any
work specifically targeting the detection of deteriorated or damaged conduits
from UAV based surveys.

6.1.1.3 Broken Tiles

The broken tiles class refers to roofs whose covering elements are fractured
or otherwise damaged. This represents a critical maintenance issue because,
even though the tiles used in archaeological sites are often not original to the
historical period of the site, they still form the protective covering for many CH
structures and the artworks they contain. Resolving this issue is essential, since
any breakage in the roof covering can create openings through which rainwater
may penetrate and damage frescoes and other cultural assets.

The problem of damaged roofs and tiles in a CH context is only rarely
discussed in the literature and is more often examined in studies that focus
on detecting broken roofs after disaster events, which is a closely related task.
A study specifically concerning archaeological sites was conducted by Qiu et
al. [98], who proposed a method based on the YOLOvVS object detector [160] to
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identify roof damage in the cities of Xiamen and Quanzhou in Fujian Province.
Using high resolution orthophotos acquired with a UAV, a YOLOVS§ detector
was applied to locate damaged roofs. The approach relies on two YOLOv8
models arranged in cascade, the first used to detect buildings and the second to
identify damage on their roofs. The first stage achieves a mAP of 97.2%, while
the second stage reaches 89.4%.

In [233], the authors work with remote sensing images of earthquake dam-
age. They propose a neural network based on YOLOVSs, a Vision Transformer,
and a Bi Directional Feature Pyramid Network, originally developed for de-
tecting rural houses. The Vision Transformer is integrated into the feature
extraction component of the network, and the Bi Directional Feature Pyramid
Network is also employed. The method is evaluated on data from the two
thousand twenty one Yangbi earthquake. The proposed model attains an aver-
age precision that is higher by 9.31% and 1.23% compared with YOLOv3 and
YOLOVS5s respectively, and it is 2.96 times faster than YOLOv3. The authors
note that the model still needs further validation regarding its adaptability to
multiple data sources and to damaged buildings at different resolutions in both
rural and urban areas, in order to assess its applicability over large regions with
significant resolution differences and diverse building types. The work [234]
introduces and evaluates several CNNs for object detection using aerial im-
ages of disaster scenarios. The models are trained on the Volan2018 dataset
to identify post disaster effects, and the authors also examine the influence
of camera altitude. Eight CNN models based on the YOLO framework are
tested, starting from weights pretrained on COCO or VOC and then retrained
on Volan2018. The best results reach 80.69% mean average precision for high
altitude imagery and 74.48% for low altitude imagery. The experiments show
that models trained and tested on videos acquired at similar altitudes perform
better than models trained and tested on videos captured at different altitudes.

From this analysis, we can conclude that research on broken tiles mainly
concentrates on detecting damage caused by events such as hurricanes or earth-
quakes. In this context, the literature has not extensively examined the use of
detection methods over large areas with heterogeneous building types and vary-
ing image resolutions, and most approaches rely on drone imagery collected at
relatively low altitudes.

6.1.1.4 Damaged Structures

The damaged structure class includes buildings and constructions within the site
that show significant deterioration and are at risk of collapse due to different
causes. Similar collapse patterns can be observed in houses and structures
affected by disaster events, which makes post-disaster studies highly relevant
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to this context. To identify this class, we therefore refer to works that employ
deep learning models for detecting collapses after disasters.

In [235], the authors propose a neural network based on YOLOvVS5, named
DB-YOLOVS3, for real-time detection of damaged buildings using UAV aerial
imagery. They enhance the detector’s classification capability by integrating a
feature fusion module (BDSCAM). They also construct a custom dataset with
images from the Beichuan and Ludian regions. The model achieves 96.36%
precision and 91.38% recall for the Beichuan area, and 93.32% precision and
97.61% recall for Ludian. The authors also emphasize that the approach is
intended to be applicable across different scales and data sources.

The study in [236] focuses on methods that support the recovery phase fol-
lowing disasters that damage buildings and cause collapses. The authors apply
neural networks to Gray-Level Co-occurrence Matrix (GLCM) texture features
extracted from orthophotos generated from UAV imagery. The combination of
changes in GLCM texture features with an artificial neural network yields an
accuracy close to 92%. However, they note that the model struggles to cor-
rectly identify structural changes associated with complete or partial building
collapses.

In [237], the authors present a decision support system called (EUDSS).
The method uses two backbones with shared weights to process pre-disaster
and post-disaster images, and relies on features from both time points as input
to a Fourier attention module that produces Fourier features. Pre-disaster
images with building segmentations are then combined with a damage mask
to obtain the final damage assessment. The proposed system offers the fastest
inference speed while maintaining competitive accuracy compared with other
approaches.

Overall, the literature provides several examples of techniques for detect-
ing structural damage and collapses from aerial imagery, particularly in post-
disaster scenarios. The reviewed works show a clear interest in improving these
methods so that they can be applied more generally to large, diverse areas with
heterogeneous building characteristics.

6.1.2 Classification of Damaged Roofs

In this section, we focus on reviewing the literature related to classification
systems for damaged roofs. Since, to the best of our knowledge, only a few
studies address roof damage classification in the cultural heritage domain, we
mainly refer to work on roof damage classification after natural disasters, which
is a very similar problem to the one considered here.

Cao et al. [238] apply an image classification approach to satellite imagery
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acquired after Hurricane Harvey. The authors design and train a convolutional
neural network and compare it with an existing neural model, achieving 97%
accuracy on the test set for their convolutional neural network. Wang et al. [239]
and Ishraq et al. [240] propose neural network architectures based on VGG16
to classify damaged roofs after Hurricane Harvey. Their approaches obtain test
accuracy values of about 0.96% and 0.98%, respectively. Boge et al. [241] pro-
pose a method to localize and classify roof damage in aerial imagery using the
concept of superpixels for damage localization. They compare a random forest
classifier with two types of convolutional neural network classifiers based on
DeepLabV3+ and SegNet. The damage level is determined from the ratio be-
tween damaged and undamaged roof areas. The model based on DeepLabV3+
achieves the best accuracy, reaching 98% on both datasets considered. Ku-
mari et al. [242] present a hybrid approach that combines DenseNet201 and a
Support Vector Machine, applying Principal Component Analysis as a dimen-
sionality reduction step for the extracted features. Their method is evaluated
on the Hurricane Harvey dataset and attains a promising accuracy of 97.10%.

Ramesh et al. [243] investigate the effectiveness of the Vision Transformer
architecture for the classification of satellite image datasets. In their exper-
iments, the Vision Transformer outperforms convolutional neural networks,
achieving an accuracy of 88.49. Zhang et al. [244] use an ensemble of three
neural networks and show that this ensemble surpasses each individual net-
work, with test accuracies of 98%. Zarski et al. [245] present a new damage
assessment method that employs an original multi step feature fusion network
for the classification of building damage using large scale pre disaster and post
disaster satellite images. They introduce a Fusion Module that allows any con-
volutional neural network to process image pairs. With this Fusion Module, all
tested models achieve higher accuracy and F1 scores. Hong et al. [246] pro-
pose EBDC Net, which consists of a feature extraction encoder module and a
damage classification module. The overall classification accuracy on a dataset
composed of post earthquake images from three different locations is 94.44%,
85.53%, and 77.49% when two, three, or four damage classes are considered,
respectively.

6.1.3 Sustainable Al

Sustainable Al can be understood as the design and development of Al meth-
ods that seek to minimize negative environmental, social, and economic effects
while supporting long term human and ecological well-being [247]. This idea
is attracting increasing interest as the scale and adoption of Al technologies
continue to grow, together with their environmental footprint. In particular, the
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training and inference stages of large and deep Al models often require signif-
icant computational resources, raising concerns about their resource intensity
and long term viability. As a result, the research community is placing more
emphasis on limiting the environmental impact of these approaches [248].

A key topic in current research is the energy efficiency of Al models.
This involves the development of new learning algorithms, the optimization of
architectures so that they perform well on low power or specialized hardware,
and advances in software hardware co design. There is also a growing interest
in measuring the environmental footprint of Al systems and in reducing training
time while preserving strong performance.

At the same time, researchers are examining more carefully the role of
data in sustainable Al Instead of simply enlarging datasets, which can be both
resource heavy and ethically problematic, there is a move toward improving
data quality and data governance [249].

In parallel, the notion of sustainability is being broadened beyond ecological
aspects alone. Increasingly, scholars and practitioners stress the social and
ethical dimensions of sustainable Al, for example by seeking to ensure that Al
systems do not deepen existing inequalities or introduce new forms of harm.

These aspects are therefore fully aligned with the 2030 Agenda for Sustain-
able Development, discussed at the beginning of Chapter 1, and our research
aims to support the seven SDGs mentioned there.

6.1.4 AutoML

AutoML focuses on automating the selection of the best classifier or regression
model to use [250]. Popular approaches include methods based on reinforce-
ment learning and evolutionary algorithms. Techniques based on Genetic
Programming [251] or on multi stage stacked ensembling are often used in Au-
toML to search for the best models among traditional methods, while Neural
Architecture Search (NAS) [252] is commonly employed to find the best neural
network in a given search space.

In AutoML, the automation of the machine learning pipeline is achieved
by optimising both algorithm selection and hyperparameter tuning. The com-
bination of algorithm selection and hyperparameter optimisation (CASH) has
been introduced as a way to address both tasks simultaneously [253]. Unlike
traditional approaches, where algorithm selection and hyperparameter optimi-
sation are treated as two separate steps, in the CASH problem they are solved
together.

The CASH problem can be formulated as the minimisation of a loss function
L over a set of algorithms A and their hyperparameters ~. Given a dataset D,
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it can be defined as:

(A,v)" € arg AGH.}\%EGF R(Py, A,~,D) 6.1
where A € A is the chosen algorithm and v € I is the set of hyperparameters
associated with that algorithm. The function R(FPy, A,~y, D) evaluates the
performance of the predictive model P, represented by the algorithm A with
hyperparameters -y, on the dataset D.

Each algorithm A € A has a corresponding hyperparameter space denoted
by I'4, and the overall configuration space for all algorithms is the Cartesian
product of these individual hyperparameter spaces. Solving the CASH problem
effectively enables AutoML systems to select the best algorithm and hyperpa-
rameters automatically, achieving optimal model performance without manual
intervention.

6.2 FAUNO: YOLO Detection Approach

The FAUNO tool we propose is able to analyse orthophotos of archaeological
sites using DL for the automatic detection of maintenance issues. It examines
different types of issues present in the input orthophoto and reports them to
users in a dedicated document that supports their decision-making. We analysed
various YOLO-based [254] object detection models in order to select the most
suitable one.

FAUNO is designed to rapidly identify the positions and classes of mainte-
nance issues in a large archaeological site orthophoto. First, the orthophoto is
divided into multiple sub images, which are then processed. In each sub im-
age, the tool identifies the bounding box corresponding to a detected issue and
the class to which it belongs. Four classes are considered: weedy vegetation,
damaged conduits, damaged structures, and broken tiles.

In particular, the following subsection formally describes the approach and
then presents its evaluation, including the custom dataset used, the chosen
evaluation protocol, the results, and the related discussion.

6.2.1 FAUNO Approach

In Figure 6.2 the tool’s architecture is shown. Given an orthophoto O of
dimension d = w x h where w is the width and A is the height and d > O(10%)
pixels, an Al model cannot process a photo of such size. We need to split
O in smaller images processable by a detection module. For this reason, the
batch generator module acts as a sliding window that flows over the photo and
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Figure 6.2: FAUNO Approach

divides it into various batches. Since typically some maintenance issue (more
in general, an object) could end up partly on one photo and partly on another,
it is convenient to split the photo with an overlap, that must be decided based
on the issue we are dealing with and the dimension of the batches we create.
Given p the percentage of overlap, s,, the width of the sub-images and s;, and
the height of the sub-images, we define the set of resulting sub-images from
the split as I = {11, I, ..., I,} where each sub-image I; has dimensions s,,
and sj,. We also define o,, = [p * s,] as the number of pixels for horizontal
overlap and oy, = [p * s5,| the number of pixels for vertical overlap. The number
of sub-images generated at this point can be easily calculated:

(w — 0y)

TRErwhi 1 (6.2)

Ny =

n,, 1s the number of images that must be generated for the horizontal overlap;

(h — Oh)

1 6.3
(sn—on) (6:3)

np =

ny, is the number of images that must be generated for the vertical overlap.
The total number of sub-images n will be:

n = Ny - N}, (6.4)

From this each image can be defined as:
Iij = Olxi : i + Sw, yj : Yj + Sn) (6.5)
where z; = i-(Syw—0w),yj = j-(sp—op) With0 < i < ny,and0 < j < ny,.
The set I of images can be defined as I = {I;; |0 < i < ny, 0 < j < ni}.

At this point, each I;; can be preprocessed to increase the image quality to find
maintenance issues.
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The aerial images we must process may be affected by shadows, noise and
blur caused by image acquisition, or low resolution. In such a context some
preprocessing transformation can be used to solve or limit such problems.
Given P = {Py, P5,. .., P,,} with m number of the preprocessing function,
we define Ifj = Py o Pp_q10... o Pi(I;) the preprocessed I;;. The final
pre-processed set is I = {I}; [0 < i < ny, 0 < j < np}.

Afterwards, a detection model must be applied to localize all the possible
issues in each image. Such model must convert each Ifj in a set of features

b = A Phias -+ s qﬁfj .} where k is the number of resulting features. Such
features must undergo a regression and classification process to find the location
of the problem within the image and the class it belongs to.

In particular, we can define our model as:

M(#7;) = {(Bl, Chius Sii) 10 < i <y, 0 <5 <, 0 < <y}
(6.6)
where Bjj, = (Zijul, Yijul, Tiju2, Yiju2) represents the bounding box coor-
dinates of the " and j** detected objects, with (ziju1, ¥iju1) and (T2,
Yiju2) representing the top-left and bottom-right corners of the box, Cjj, is the
predicted class label for the object and S;;,, € [0,1] is the confidence score
associated with the detection.
Once the issues have been detected in each image, we need to determine
their position in the real world, taking advantage of the fact that the images are
georeferenced. For simplicity, we assume that the position of the object in the

image is given by the centre of the bounding box. For any bounding box B, is
((ﬂfiju1+90iju2) (yiju1+yiju2))
2 g 2

possible to calculate such pointas: (zf;,,, ¥§;,) =
To convert such point in the image into real world coordinates we define a
function:

Where (X7, Y;5,) are the coordinates in the real world.

Then the found issues are used to create a report that for each of them shows
the image of the issue, the position (Xicju, Yzju) of the issue, its class and
confidence, in a way that the human operators can find the issues and make
decisions about it. Obviously, any duplicate images must be removed, which is

possible since the orthophotos are georeferenced.

6.2.2 FAUNO Detector Tool
The FAUNO approach has been implemented into a tool namely FAUNO

Detector. The tool described in Figure 6.2 has been implemented using the
Python programming language. As shown in Figure 6.3, the tool requires
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Figure 6.3: FAUNO Design Architecture

the user to upload an orthophoto of the site and to select a detection model.
The orthophoto is then opened and processed using the GDAL library, which
enables splitting the orthophoto into multiple patches. The size of the patches
is critical, as it influences the material on which the position and class of the
issues in the site are inferred. After a grid search, the chosen split size was
1280 x 1280 with o, = op, = 0.5.

At this point, the patches can be preprocessed to improve their quality
before starting inference. Images with too many white pixels, due to contour
images or merging defects, are filtered out. This filtering is performed by
imposing a threshold of 10%, so that all images with a percentage of white
pixels greater than this threshold are removed. Histogram equalization and
Gaussian deblurring are also applied to mitigate illumination issues and noise.

The YOLO detector is then applied to each patch. The motivation for se-
lecting this family of models lies in its well known balance between speed and
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accuracy, which enables rapid and reliable object identification [255] [256].
YOLO is designed to be very fast and suitable for real-time applications, ensur-
ing high processing speed compared with other methods that analyse the image
multiple times, such as RCNN and Fast RCNN [254]. Although our applica-
tion is not used in real-time, we must analyse very large images that need to be
divided into many patches. Indeed, considering typical orthophoto dimensions
of about 50000 x 30000 pixels, a patch size of 1280 x 1280 and a horizontal
and vertical overlap of 0.5, a general orthophoto will produce approximately
3600 patches. For this reason, we require a fast and efficient technique in order
to obtain a tool that is practical and feasible to use, also when considering the
time needed to split the orthophoto, reconstruct the position of the detected
objects in the real world, and generate the issue report.

In addition, YOLO has an accurate global view of the image, tends to make
fewer background errors, and can detect multiple objects within the same image
simultaneously [255] [257]. Both of these characteristics are important and
fundamental in our context, since each patch is very complex to analyse, with
many elements, multiple issues to detect, and heterogeneous landscapes and
backgrounds. Using such a detector, for each patch an image is generated and
saved with bounding boxes surrounding each detected maintenance issue and
indicating its class. A .txt file with the predicted labels is also produced for
each image, along with a .gpkg file that can be used in QGIS to visualise all
the identified issues.

The user can then press a button to generate a PDF report of the detected
maintenance issues. In addition to general information and statistics, the report
lists the issues found for each class, together with an identifier, longitude,
latitude, and a map link that shows operators the precise location where each
maintenance issue was detected. To achieve this, once a rectangle around a
maintenance issue has been identified, the centre of the rectangle is computed.
This centre is then converted from a position in the image to a position in the
coordinate system in which the image is georeferenced, in our case EPSG:3004
(also known as Monte Mario / Italy Zone 2). For this work, the Rasterio library,
in particular its transform module, was used for this operation.

However, to be displayed in Google Maps, the coordinates must be expressed
in an interpretable reference system, usually EPSG:4326, also known as World
Geodetic System 1984 (WGS84). If the tool detects that the coordinate system
in which the image is georeferenced differs from this, it automatically performs
the conversion and produces a Google Maps link, which is then included in
the report. For this final conversion, the ogr and osr modules of GDAL are
employed.
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6.2.3 Evaluation

In this section, we evaluate our approach through a case study on the archaeo-
logical site of Pompeii. We first describe the dataset used in the experimental
phase and the evaluation protocol, including the family of models investigated
for our tool and the metrics adopted. We then present and discuss the results,
providing both a quantitative analysis of the detection model and a qualita-
tive analysis of the tool, with comments on its limitations and possible future
developments.

6.2.3.1 Dataset

The dataset was obtained starting from six orthophotos related to the months
of April, July, August, September, October, and November 2022. The creation
of the dataset begins with expert staff identifying issues on the orthophotos
of the archaeological site of Pompeii. Domain experts identified five different
maintenance issues for each image:

* Weedy Vegetation that could infiltrate structures and cause damage;

* Damaged Conduits on flat roofs that must be repaired to prevent water
infiltration;

¢ Fallen Elements from walls that could indicate an advanced state of
deterioration and thus the need for intervention;

* Water Accumulations on floor or roofs which can generate infiltration;

* Disconnected Elements that describe a range of situations, including
damaged structures and foreign objects on roofs and roads.

The experts have labelled each maintenance issue by placing points on the
affected area using QGIS. These points have been saved into .gpkg files, and
the coordinate system used is EPSG:3004, also known as Monte Mario / Italy
Zone 2. The dataset was carefully analysed, and modifications were made to
improve the training efficiency:

* Fallen elements were excluded from the analysis because of their sim-
ilarity to stones in the area. In addition, the difficulty to distinguish,
in orthophotos, between parts of collapsed walls and ordinary stones,
especially during the labelling phase, also contributed to this choice.

* Water mounds were excluded from the analysis because of their ambi-
guity with respect to roofs, which made the water mound and damaged
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conduit classes too similar. Except for a few rare cases, ground level
water mounds were also found to be highly heterogeneous and difficult
to label in a way that would be useful for effective network training.

¢ The last class we decided to remove is disconnected element, due to the
very high heterogeneity it exhibits in the available dataset. This class
includes unique maintenance issues, which led to instances appearing
either in the training set or in the test set, but not in both.

* It was decided to replace the disconnected element class with two separate
classes: one for broken tiles on roofs and one for damaged or collapsed
structures.

In the end, the resulting dataset used to train the neural network has four
classes:

* Weedy Vegetation;
* Damaged Conduit;
» Damaged Structure;
* Broken Tile.

In the context of an object identification algorithm, it was necessary to
process the orthophotos and label points into smaller orthophotos and bound-
ing boxes, respectively, to create a processable dataset. In particular, the
points that the experts indicated in the orthophoto were transformed into a
bounding box of a default standard dimension. Then, using a labelling tool
named labelme (https://github.com/wkentaro/labelme), the bounding
boxes were manually adjusted to fit the affected areas as accurately as possi-
ble. Bounding boxes were placed around damaged conduits and broken tiles
to encompass the affected roof. In contrast, bounding boxes around weedy
vegetation and damaged structures were placed to encompass only the specific
areas of concern.

Looking at the images in Figure 6.4, we want to specify that we labelled
samples of weedy vegetation (a) as all type of weedy vegetation in proximities
of walls and roofs that can damage the structures, damaged conduit (b) as the
flat roof in which the conduit is considerable damaged, with humidity stains,
with conduits partially removed or totally removed, broken tile (c) as roofs with
partially or totally damaged tiles, damaged structures (d) severely damaged and
uncovered.

As aresult, a dataset was created containing 901 images of size 128021280
with a total of 2157 bounding boxes, including 1021 weedy vegetation, 711
damaged conduits, 144 damaged structures and 281 broken tiles. From the

141



(c) Broken Tile

(d) Damaged Structure

Figure 6.4: Maintenance Issues Examples

dataset, as shown in Table 6.1, we randomly selected a 20% test set and
perform a 5-fold cross validation to tune the hyperparameters and choose the

model.

Type of Damages  Train/Validation Test

Total Images 722
Weedy Vegetation 637
Damaged Conduit 487
Damaged Structure 87
Broken Tile 184

179

222
119
31
60

Table 6.1: Division of Images and Labels into Train/Validation, and Test Sets.
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Since we do not have much data, we decided to fine tune pre-trained models
on similar images and to augment the dataset in order to increase the number
of examples available to our model. In particular, we applied a series of
transformations to the images in the training dataset during the training epochs
to avoid overfitting and to make the model more robust to variations in the
characteristics and features of the images. Indeed, during acquisition, various
conditions can change.

The data augmentation techniques we used were of multiple types. Colour
oriented data augmentation is based on modifying the hue, saturation and
value of an image to make the network more robust to different acquisition
conditions. The same area photographed at different times of the day may
appear very different because of lighting conditions [258]. To increase the
variability of the dataset, it was also useful to apply image rotation, which
in our case is +/- degree. We also used left and right flipping, applied with
a probability of percent. Another type of data augmentation we adopted is
mosaic, which is applied during the training phase with a probability of 30%.
We also introduced Gaussian noise injection and a random crop with 20%
probability.

.gpkg Format . labelme Format , YOLO Format

Figure 6.5: FAUNO Labelling Format Conversion

The annotation format provided by the .gpkg files consists essentially of
points, which are converted into bounding boxes using labelme. In this case,
the new format requires two pairs of coordinates (x1,y1) and (22, y2), where
x1 and y1 are the coordinates of the top left corner of the bounding box, and
x2 and y?2 are the coordinates of the bottom right corner.

A Python program was written to convert this format into the YOLO one. In
our experiments, we investigated various versions of YOLO. In particular, we
tested several architectures of YOLOVS, YOLOV7 [256], and YOLOVS, with
a fine tuning of the weights trained on the COCO dataset and made available
by the respective developers.

Since we work with a YOLO detector, during our experiments we focused
on converting the labelme bounding box coordinates into a format compatible
with YOLO, that is centre, height, and width, as illustrated in Figure 6.5.
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Inthe LabelMe format, the bounding box is defined by two manually selected
points (x1,y1) and (x2,y2) in image coordinates (top-left and bottom-right
points of the bounding box). To generate labels in the YOLO format, each
object is represented by five values: the class identifier and the normalized
bounding-box parameters (7, y.', wi. .., hy. ), where (7, y') is the box center
and (wy, ., hy. ) are its width and height.

To make the conversion robust to the order in which the two points are
provided, we first compute the minimum and maximum coordinates:

Lmin = min(xl, 1'2)7 Tmax = max(xl, CL‘Q), (6.8)

Ymin = Min(y1, y2), Ymax = max(y1, y2). (6.9)

The bounding-box width, height, and center in pixel coordinates are then:

Whor = Tmax — Lmin, Rbor = Ymax — Ymin, (6.10)
£, = Lmin "2_ xmax, Yo = Ymin ‘|2_ ymax. 6.11)

According to the YOLO format, these quantities are normalized to the range
0, 1] by the image width w;p,qge and height hjpmage:

Whox hbo.t
e (6.12)
Wimage image
xr
. Y, Y (6.13)
Wimage himage

For each image, we created a . txt file containing one row per object in the
form class_id z y' wy,, hy, .. where the class identifier is followed by
the normalized YOLO bounding-box parameters computed with the equations

above.

6.2.3.2 Evaluation Protocol

In this section, we describe the experimental phase that led to the choice of
the predictive model to be used, and we comment on the results, limitations,
and possible future developments of the chosen approach. In particular, the
machine on which the training/testing operations were executed is equipped
with:

¢ CPU: 13th Gen Intel(R) Core(TM) i9-13900K, 3000 Mhz, 24 core, 32
logic processor;

¢ RAM: 64 GB;

144



¢ GPU: RTX A6000 with 48 GB of dedicated RAM.

We evaluated several models from the most recent and widely used YOLOVS,
YOLOvV7, and YOLOVS families. YOLOvS and YOLOVS are versions devel-
oped by Ultralytics on top of the original YOLO models, whereas YOLOV7 is
an evolution proposed by the original YOLO authors. The evaluation was car-
ried out by fine tuning these models, starting from publicly available pretrained
weights and adapting them to the dataset described above. For our training
phase we set Adam as the optimizer, with:

* Initial Learning rate [r0: 0.0001
* Final OneCycleLR Ir f: 0.001

Momentum (Adam betal): 0.900

Weight Decay: 0.0005

e Warmup Epochs: 4.0

Warmup Momentum: 0.933

e Warmup bias [r: 0.1

These final settings are the result of a grid search to optimise some of the
hyperparameters mentioned above, in particular /70 and the momentum. Since
the final learning rate is [0 * [ f, and given that each cross validation requires
many hours, we decided to optimise only 0. For the same reason, we did not
perform an exhaustive grid search for every parameter, although we still tested
several combinations, among which the one presented here turned out to be the
best. All the networks we tested were pre trained on images of size 640, so we
decided to resize our images to 640 x 640.

Figure 6.6: FAUNO Visualization of Intersection Over Union (IoU)

The metrics we used for our experimentation are the classic Precision (P),
Recall (R), and F1-Score (F1). For the multiclass setting, we adopted their
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macro-averaged versions, computed by calculating the metrics independently
for each class and then averaging across all classes.

TP
P=7piFp ©.14)
TP
= — 6.15
r TP+ FN ( )
P-R
F,=2. 6.16
! P+R (6.16)

where TP are True Positives, FP are False Positives, and FN are False Negatives.
The mAP50 is calculated as:

N
1 IoU=0.50
mAPS0 = — Zl AP! (6.17)

while the mAP50-95 is the mAP averaged over IoU thresholds from 50% to 95%
(at 5% steps), with AP being the Average Precision, which is the approximation
of the area under the PR curve, and the Intersection over Union (IoU), which
indicates the overlap between the predicted and ground-truth bounding box
(Figure 6.6).

Considering such metrics, we investigated 5 dimensions in terms of layers
and parameters for both YOLOV8 and YOLOVS5 from nano (n) to extreme-large
(x) and three versions of YOLOV7, tiny, w6 and d6. The models were trained
on 300 epochs but with a scheduler which interrupt the training phase if no
improvement in terms of the metrics involved.

6.2.3.3 Results

The quantitative analysis compares the performance of the various YOLO
models considered. Table 6.2 shows that the models with the best overall
cross validation results are YOLOvVS] and YOLOVSI. In particular, YOLOvSI
achieved an F1 score of 0.482, 0.427 for mAPO0.5, and 0.264 for mAP0.5-0.95,
while YOLOVSI obtained an F1 score of 0.481, 0.427 for mAPO.5, and 0.271
for mAP0.5-0.95. YOLOvS8x also shows good performance, although with a
lower F1 score compared with YOLOVS5I. The results are summarised in Figure
6.7, which provides a graphical comparison of the overall performance.
Considering that YOLOVS is about three times faster than YOLOvVS, we
would be inclined to choose YOLOVS based solely on cross-validation results.
However, we performed an additional comparison between the two models on
the test set. In particular, Table 6.2 shows that the performance of YOLOvSI
is overall better than that of YOLOvV8]l. YOLOvS5I is able to generalise better
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across classes, losing some performance on damaged conduits but gaining on
broken tiles. Specifically, YOLOvS5I achieves an F1-score of 0.502, a Precision
of 0.564, a Recall of 0.45, a mAP50 of 0.482, and a mAP50-95 of 0.279.
Although YOLOVSI has better Precision, in our case we prefer a higher Recall,
since potential additional false positives can still be filtered by human operators,
who can verify whether the detected issues actually exist or not.

Classes F1 Precision | Recall | mAP50 | mAP50-95 Model
Test Test Test Test Test

All 0.483 0.605 0.402 0.419 0.258 YOLOVSI
0.502 0.564 0.453 0.482 0.279 YOLOvS5I
. 0.345 0.611 0.240 0.284 0.138 YOLOvSI

Weedy Vegetation
0.328 0.508 0.242 0.375 0.182 YOLOVS5I1
. 0.657 0.656 0.658 0.702 0.477 YOLOVSI

Damaged Conduit
0.618 0.591 0.647 0.587 0.415 YOLOVS5I1
0.404 0.578 0.310 0.319 0.144 YOLOvSI

Damaged Structure
0.412 0.712 0.290 0.466 0.152 YOLOVS51
. 0.471 0.573 0.400 0.371 0.273 YOLOvS8I

Broken Tile

0.522 0.444 0.633 0.500 0.367 YOLOvS5I

Table 6.2: Comparison between Test Set Results of YOLOVS5-1 and YOLOVS-1

In Table 6.3 we report a summary of precision, recall, and F1 score for both
cross-validation and the test set. In particular, the model appears to be weak
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on weedy vegetation and damaged structures, while it shows higher and more
stable performance on roofs.

Considering the computational efficiency of the approach, the YOLOvSI
model took about 13 seconds per epoch, for a total of 188 minutes to complete
967 epochs. The FPS of the model is 54.945. For an orthophoto of about
10 GB and a split into 1280 x 1280 patches, it takes about seven minutes to
analyse the entire orthophoto and three minutes to generate the report.

Precision | Recall Precision | Recall
Classes F1-val Val Val F1-Test Test Test
All 0.482 0.531 0.449 0.502 0.564 0.453

Weedy Vegetation 0.339 0.467 0.269 0.328 0.508 0.242
Damaged Conduit 0.671 0.679 0.671 0.618 0.591 0.647
Damaged Structure 0.461 0.542 0.413 0.412 0.712 0.290

Broken Tile 0.431 0.434 0.442 0.522 0.444 0.633

Table 6.3: F1-Score, Precision and Recall in Cross-Validation and Test on
YOLOVS5-1

6.2.3.4 Discussion

The description of the FAUNO approach and its results highlight both the
strengths and the weaknesses of the proposed solution.

From the quantitative analysis, we observed that the approach has several
limitations, especially for some classes, and although the results are useful as
a proof of concept, they need to be improved before being adopted in a real
system. One of the main difficulties arises from the custom dataset, which
comes from an archaeological site where the environmental characteristics are
very varied and complex, ranging from natural to urban and strictly historical
ruined scenarios. In a context like this, even for a human operator it can be
difficult to identify the relevant issues, including during the labeling process.

The identification of damaged conduit and broken tiles produced more
encouraging results, especially for damaged conduits, which maintains a good
recall despite the complexity of the dataset in both validation and test. On
the other hand, weedy vegetation and damaged structures are more challenging
to classify. This is due to the strong variability in shapes and in the types of
maintenance issues involved in both cases. For weedy vegetation, the problem
can range from large, rooted structures on ruined walls to small clumps of
grass on walls and roofs. Damaged structures are also highly variable and, in
an environment already characterised by ruins, can easily confuse predictive
models during training.
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(c) Broken Tile (d) Damaged Structure

Figure 6.8: Examples of Detection of Maintenance Issues in Images

It should also be noted that the results are influenced by the difficulty of
constructing the dataset in this domain, where the labeling of maintenance
issues is often borderline and challenging, especially for the weedy vegetation
and damaged structure classes. A significant part of the errors we observed
can be attributed to the limited diversity of the dataset, which restricts the
model’s ability to confidently distinguish between certain types of structures
and conditions.

In Figure 6.8 (a), the model mistakenly identifies broken tiles in cases where
the roof exhibits unusual features such as vegetation, central structural gaps,
and small areas of deterioration and mold, which lead the system to consider the
roof damaged. In this case, the misclassification is not critical, since the roof
is indeed deteriorated, although with low severity. Figure 6.8 (b) shows a case
where a gap in the roof is classified as Damaged Structure because the model
is not sufficiently familiar with this specific architectural feature and confuses
a roof opening with a structural collapse. A larger number of examples of this
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type of architecture could help avoid such mistakes.

In Figure 6.8 (c), shadows on conduits are misinterpreted as structural
damage. Shadows limit visibility and introduce on screen elements that can
resemble moisture stains and deterioration. Our approach has proved not very
robust in these situations, given the difficulty of distinguishing maintenance
issues from shadows in aerial images. Figure 6.8 (d) presents a case where the
model confuses pools with roofs with damaged conduit. The top down view
typical of orthophotos makes it difficult to perceive depth, and the textures of
hollows in the ground can resemble conduits or roofs. When such hollows
show damage or simple flooding and stains, they can easily be interpreted as
roofs.

Discussions with domain experts following these experiments prompted us
to reconsider the problem and to make different choices regarding both the
overall approach and the techniques adopted.

6.3 HydraML: a Hybrid Damaged Roofs AutoML Classifier for

Cultural Heritage

The FAUNO approach described above has shown limitations in identifying
maintenance issues. The main criticalities emerge from the mismatch between
the quality of the dataset and the complexity of the problem. The orthophotos
are highly complex, containing many on screen elements, and are affected by
shadows and varying brightness, as well as by the presence of very different
types of environments that must be analysed together. The results showed that
detecting damaged structures is particularly challenging in an urban environ-
ment of ruins, where distinguishing between expected and unexpected collapses
is complex. The system also struggles with weedy vegetation, due to the great
variability in shapes, locations, and supporting structures. Identifying both the
position and the class of issues in such a difficult context, combined with the
limited dataset available, proved to be a very demanding task. This led us, in
agreement with the experts, to consider simplifying the problem.

We decided to focus on the identification of roof issues, as these are the
most critical. Damaged roofs can lead to structural collapse or to damage
of artefacts and interior frescoes due to water infiltration and weather effects.
Rather than attempting to automatically identify all the structures in the site
using Al techniques and thereby introducing additional points of failure, we can
exploit the fact that, in an archaeological site, the structures to be monitored are
already known and the discovery of new ones is rare and slow, so updates can be
made quickly and with limited effort. Given the availability of georeferenced
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orthophotos such as ours, it is possible to introduce an initial configuration
phase in which the structures to be monitored are defined and then extracted in
all new orthophotos. This setup phase could also be automated using detection
or segmentation techniques, but in our domain this may be unnecessary and
even counterproductive if performance is not sufficiently high. Moreover, the
previous technique required a large amount of time and data for training, with
a non negligible impact on the environment.

For these reasons, we propose a sustainable Al solution named HydraML:
Hybrid Damaged Roofs Automated Machine Learning Classifier for Cultural
Heritage, based on Fuzzy Transform. The method combines deep learning
and non deep Automated Machine Learning models for the classification of
maintenance issues affecting roofs in archaeological sites. The integration of
non deep techniques is intended to reduce the training time required by the
deep feature extraction model and consequently lower energy consumption.
The aim of this proposal is to improve performance and make the system
reliable in identifying roof maintenance issues, while providing a lightweight
and flexible solution that is also environmentally sustainable.

6.3.1 Methodology

The perception and comprehension phases shown in Figure 4.1 are implemented
through the novel HydraML.

Our approach uses aerial images of roofs acquired by UAVs. One or more
drones survey the area, capture images of the buildings, compress them to
reduce communication energy consumption and mitigate noise, and send them
to the cloud to be processed by the hybrid approach. The images are transmitted
in compressed form to a central server, which speeds up transmission, reduces
energy usage, and helps clean residual noise in the images.

No
Damage

Embedding Features
Fuzzy
Compressed

UAV Image
@ ® = Damage
x _.@__. Deep | . [H_ | MatrixFT _HH_.Traditional Damage Traditional
€AY AutoML Compression AutoML Class 1 AutoML
Compressed | Classifier . Classifier 1
Features . T

Severity

Severity

Damage Traditional
—
Class N AutoML

Classifier N

Figure 6.9: HydraML: Hybrid Damaged Roofs AutoML Classifier for Cultural
Heritage
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Once an image is acquired, it is provided to a neural network selected during
the training phase through a Deep AutoML approach, which chooses the best
combination of layers for the network. The neural network is then used to extract
embeddings from the image, and the resulting one dimensional feature vector
is reshaped into a two dimensional matrix and passed to a Fuzzy Transform
based compression function, which reduces the number of features and the
dimensionality of the classification problem. These compressed features are
then used to train an AutoML approach that selects the best traditional classifier.
This classifier decides whether a roof is damaged or not and, in the case of
damage or other issues, a second AutoML approach in cascade is used to
classify the severity of the damage or issue.

In the following, the AutoML and Compression approaches will be dis-
cussed:

6.3.1.1 AutoML Approach

We implement our approach by building on the state-of-the-art AutoML frame-
work AutoGluon [259] (https://auto.gluon.ai/stable/index.html ).
AutoGluon, developed by Amazon Web Services Al (AWS Al), is a tool for
automating ML and DL model selection and training. In our pipeline, we use
Multimodal AutoGluon (M-AutoGluon) as a neural AutoML solution to select
the deep feature-extraction model, and Tabular AutoGluon (T-AutoGluon) to
search over and select among traditional machine-learning classifiers. Specifi-
cally, after an initial deep-learning—based feature-extraction phase, the classifier
chosen by T-AutoGluon is used to identify the type of roof maintenance issue.
If an issue is detected, a second T-AutoGluon-selected classifier is then applied,
for each type of issue, to estimate its severity.

Unlike many AutoML systems, AutoGluon does not rely on an explicit
pipeline search or extensive hyperparameter-optimization loop. Instead, it
trains a predefined set of model families and combines them using a multi-
layer stacking and ensembling strategy.

In particular, T-AutoGluon adopts a three-layer ensemble architecture. Inthe
first layer, multiple model families are trained on the same dataset. In the second
layer, these base models are stacked and their predictions are used as inputs to
higher-level models. Finally, the third layer aggregates the second-layer outputs
through an ensemble selection method [260], a strategy also employed in Auto-
Sklearn [261]. As with other AutoML frameworks, AutoGluon primarily
aims to optimize model selection and predictive performance. In addition, it
is designed to manage computational resources efficiently: it can early-stop
iterative learners and selectively skip training some candidate models when
they are unlikely to provide meaningful gains. When more training time
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is available, AutoGluon can fit additional models and expand the ensemble,
which often improves generalization.

A similar strategy is adopted by M-AutoGluon, which explores different
backbones from the PyTorch Image Models (timm) library, along with asso-
ciated hyperparameters and alternative ways of leveraging the backbone (e.g.,
full fine-tuning, partial layer freezing, or head replacement). However, as will
be shown in the evaluation section, this approach has limited energy efficiency,
as is common for methods that rely on training deep networks. Our idea is
therefore to combine the two paradigms: M-AutoGluon is used to obtain a
deep model that performs feature extraction, while T-AutoGluon is used to au-
tomatically select the most suitable traditional classifier on top of those features.
Concretely, M-AutoGluon searches for the best CNN configuration (within Py-
Torch) until either an operator-defined time budget is reached or the search
converges. By constraining the M-AutoGluon training time to the feature-
extraction stage, we can obtain informative representations while delegating
the final classification to T-AutoGluon.

In order to further accelerate the pipeline while maintaining strong predic-
tive performance, the features extracted by the M-AutoGluon model can be
compressed before being provided as input to T-AutoGluon.

6.3.1.2 Fuzzy-Transform Compression

In our methodology reported in Figure 6.9, we used the FT to compress the
output from the drone and from the deep learning approach. In the following,
we formally define the fuzzy-transform and will explain its application in our
context.

LetY = [z1,x,) be a closed interval while 1 < z9 < ... < x,, are points
of S (nodes), with n > 3. It is possible to define a fuzzy partition of S as the
sequence {P;};—1,..» of normal continuous fuzzy sets P; : S — [0, 1], which
satisfy the Ruspini condition ) ;" | Pi(z) = 1, VxzeS. The fuzzy sets are
generally known as basic functions. Such fuzzy partitions are uniform if the
nodes are equidistant.

Common basic functions are the sinusoidal-shaped:

i cos(ﬁmi*lf;i)—l-l , €|y, wis]
Pi(x) =3 L (cos(mZ2) + 1), welwioy,ai] (6.18)

0, otherwise.

where z is the Input variable; x; is the center of the ¢-th fuzzy set; x;_; is the
left neighbor node of z;, x;41 is the right neighbor node of x;.
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Another basic function is the gaussian-shaped:

FHx)zexp(—Cx_aw2) (6.19)

202

with z; the Center of the i-th fuzzy set; o the Standard deviation controlling
the width of the bell curve.
While the pi-shaped is the following:

(0, < T 10rT > Ty
T—T;i—1 2 Ti—1+x;
2(5§iﬁ » o T <es T
T—T; 2 Ti—1+%;
R(I’) _ 1=2 (wi—fﬂi—l) ) 2 <T < (6.20)
1, T =1
T—T 2 Ti+Tiqp1
—Lg . 2 3
1*2(@), $Z<x§72
T—T;41 2 Ti+Tiq1
i i i .
2 ($i+1—$i) ’ 2 ST < Tigl

with x;_; the start of rising slope; x; the center of the i-th fuzzy set; x;41 the
end of falling slope.

Let us consider the N x M data matrix X and the fuzzy partitions
{P1,...,P,} and {Gy,...,G,,} of the intervals [1, N| and [1, M] respec-
tively, with n < N and m < M. Let P and G be the matrices with entries
Py(i) and G;(3), respectively.

The discrete F-transform matrix of X with respect to the fuzzy partitions
{P1,..., Py} and {Gy,..., Gp} is given by F = H o Q, where o represents
the Hadamard product, H = PTXG and Q is the matrix whose entries are
the inverse of the entries of the matrix Q = P”Sxy /G, with Sy s being the
N x M matrix with all unit entries [262].

Each of these functions has been implemented as an algorithm that, starting
from two-dimensional matrices, produces a compressed feature matrix F' €
R™*™_ More details about the FT method and its pseudo-code are reported
in [263].

In [264], it has been shown that, under suitable conditions, the order of the
learning error obtained when using FT-compressed data is the same as that
achieved with the original data. These conditions concern the bandwidth of
the matrix P and the activation function adopted in the neural-network—based
learning system. Moreover, as discussed in [262], the argument of the activation
functions in the first hidden layer of the original architecture can be interpreted
either as a combination of transformed input data or as a combination of the
original data through transformed weights. In the latter case, the convergence
of the learning system is tied to conditions on the initialization of the weights,
requiring a unit {3-norm.
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In Section 6.3.2, we present a case study that evaluates the complete method-
ology shown in Figure 6.9 on a real-world scenario based on the archaeological
site of Pompeii.

6.3.2 Evaluation

As for FAUNO, the evaluation of HydraML was conducted through a case
study on the archaeological site of Pompeii. In the following subsections, we
describe the adopted datasets, the evaluation protocol, and the obtained results.

6.3.2.1 Dataset

The dataset was built starting from orthophotos of the archaeological site of
Pompeii. We used nine orthophotos acquired between June 2023 and Septem-
ber 2024.

From these orthophotos, two roof datasets were extracted, corresponding
to two roof typologies: (i) pitched tile roofs and (ii) flat roofs with conduits.
In an archaeological site, structures are typically well known and evolve very
slowly over time; therefore, it is feasible to deploy an autonomous drone to
periodically collect images of these roofs.

With the support of domain experts, roof classes were defined according to
different types of issues. As shown in Figure 6.10, tile roofs can be categorized
as normal (a), broken tiles (b), or weedy vegetation (c). Similarly, flat roofs
(Figure 6.11) can be categorized as normal (a), broken conduits (b), stained
(c), or weedy vegetation (d). Accordingly, we built two datasets: PompeiiTile
and PompeiiFlat.

Overall, PompeiiFlat contains 922 images (347 normal, 111 broken, 283
stained, and 181 weedy), while PompeiiTile contains 1327 images (809 normal,
261 broken, and 257 weedy).

Since we do not have many images available, data augmentation was also
performed. In particular, the data augmentation carried out consists of left
right flip with probability 0.6, a gaussian blur with sigma between 0.2 and 1.2,
rotation between -45,45 degree, change of photo exposure 0.4, 1.4, addition
of Gaussian, Salt and Pepper and Poissonian noise. Data augmentation was
performed to have a balanced training and validation sets during the cross-
validation, in which each train class has 1200 samples and each val 300 samples.
A detail worth noting is that such data augmentation was performed on the
separate train and val for each fold after the dataset was split. For this reason,
there are no augmented samples of the train in the val and vice versa.

Since our approach aims not only to classify roof issues but also to assess
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their severity, we created additional datasets for severity prediction. Specifi-
cally, for each issue class, broken, stain, and weedy in PompeiiFlat, and broken
and weedy in PompeiiTile, we built a dedicated dataset with three severity
levels: small, medium, and high. For each issue-specific dataset, data augmen-
tation was applied to obtain a balanced split with 500 samples per severity level
for training and 100 samples per severity level for validation.

Al

(a) Normal (b) Broken (c) Weedy

Figure 6.10: Tiles Roofs
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(a) Normal (b) Broken (c) Stain (d) Weedy

Figure 6.11: Flat Roofs

6.3.2.2 Evaluation Protocol

We compare our approach against existing DL and AutoML baselines on both
the PompeiiTile and PompeiiFlat datasets, as well as on the severity datasets
associated with each roof type and issue category. The proposed method
is implemented in Python and released as an open-source GitHub repository
(https://github.com/grosar/hydraml).

The hardware used for our experimentation is the following:

¢ CPU: 13th Gen Intel(R) Core(TM) i9-13900K, 3000 MHz, 24 core, 32
logic processor;

* RAM: 64 GB;
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¢ GPU: RTX A6000 with 48 GB of dedicated RAM.

The experimental phase is carried out using a 10-fold cross-validation pro-
tocol on both datasets. Following the analysis of related work in Section 6.1.2,
we compare our method, in terms of both predictive performance and resource
consumption, against recent CNN-based approaches for damage classifica-
tion [239,242], as well as against DenseNet201, which is the backbone adopted
in [242]. In addition, since our goal is to assess the effectiveness of the
proposed hybrid strategy with respect to purely DL-based solutions, we also
compare against M-AutoGluon, evaluating whether our approach can improve
both performance and energy consumption.

We set a training time for each approach in the literature that is sufficient
to reach convergence: 150 s (15 epochs), 480 s (30 epochs plus PCA and
SVM), and 460 s (30 epochs), corresponding respectively to Wang et al. [239],
Kumari et al. [242], and DenseNet201 on PompeiiTile. For PompeiiFlat, the
same methods require 180 s (15 epochs), 690 s (30 epochs plus PCA and SVM),
and 675 s (30 epochs).

For both datasets, we compare M-AutoGluon using a training time budget of
300 s for PompeiiTile and 180 s for PompeiiFlat. We also evaluate HydraML
in the configurations based on Cosine, Gaussian, and Pi-shaped functions,
with training times of 320 s for PompeiiTile and 200 s for PompeiiFlat. The
additional 20 s accounts for the compression step and the training time of T-
AutoGluon, which identifies the most suitable traditional classifier from the
embeddings produced by M-AutoGluon.

Since the embeddings extracted by M-AutoGluon have 768 features, they
are reshaped into 24 - 32 matrices and compressed into 12- 16 matrices using the
fuzzy transform. Reducing the number of features to less than half generally
leads to an excessive drop in performance [262,264].

DenseNet201 and VGG16 were trained using the Adam optimizer with
learning rate = 1074, 81 = 0.900, and > = 0.999, while Kumari et
al. [242] used PCA with ncomponents = 100 and an SVM classifier with a radial
basis function (RBF) kernel.

The metrics used in our experimentation are the Accuracy (Acc), Precision
(P), Recall (R), F1-Score (F1):

Number of Correct Predictions

Accuracy = (6.21)

Total Number of Predictions

Other metrics considered are Precisionmacro, Recallmacro and Flaero:

1 TF;
KZ,:1 TP, + FP;

(6.22)

Precision,,,gcro =
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K

1 TP,
Recall = — _— 6.23
ecallmacro = 7 ; TB T IR, (6.23)
1 K 2 - Precision; - Recall;
F1 == ! ! 6.24
maere e ; Precision; + Recall; ( )

Given the number of classes K, T'F; is true positive, T'N; true negative,
F P; false positive, F'N; False negative and with ¢ € {1, ..., K'}. The notation
TP;, TN;, FP;, FN; means that such metrics are calculated when the problem
is considered as binary with the samples of class i equals to the code 1 while
the others will have the code 0.

In this paper, we also calculate the energy consumed by the approaches
since our goal is to obtain good performance with also advantages in terms of
sustainability: our goal is to show how the usage of T-Autogluon saves GPU
training time. The average CPU and GPU power is calculated by sampling,
during the training phase, the instantaneous C' PU and G PU power every 100
ms. Let n be the number of acquired samples. The quantities C'PU;power and
G PU,power denote the cumulative instantaneous power, i.e., the summation of
the n sampled values. The average power is therefore computed as:

CPUipower = Z CPUi(:gwe'r (6.25)
k=1
GPUipower = Z GPUi(jfo)wer (626)
k=1
CPUz ower
CPUangower = Tp (627)
GPU’L ower
GPUavgpower = Tp (628)

Both the energy spent in a given time by GPU and CPU are calculated as

Energy = Power - Time (6.29)

6.3.2.3 Results

In the following, we report the results of our experiments. Table 6.4 shows
that the best performance on PompeiiTile is achieved by the HydraML (Cos)
configuration, with an accuracy of 0.9404, a precision of 0.9433, a recall of
0.9404, and an F1-score of 0.9406. This configuration also exhibits the lowest
standard deviation across these metrics, which indicates higher stability with
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respect to the other methods. For the PompeiiFlat dataset, Table 6.5 reports that
HydraML (Cos) attains an accuracy of 0.9119, a precision of 0.9147, a recall
0f 0.9119, and an F1-score of 0.9117, again with the lowest standard deviation.
These results indicate that the best performance is achieved by HydraML when
using the cosine FT.

To clarify the advantages with respect to the M-AutoGluon baseline, it is
important to motivate the adopted training time budgets for both M-AutoGluon
and HydraML. These time budgets were selected because, as shown in Fig-
ures 6.12, 6.13, 6.14, and 6.15, they allow HydraML to match the converged
performance of AutoGluon while requiring the shortest possible training time,
resulting in substantial savings in overall training cost. With reference to Fig-
ure 6.12, we report the performance of M-AutoGluon and HydraML on Pom-
peiiTile for different training time budgets, ranging from 120 to 480 s with a step
of 60 s. The figure highlights that HydraML outperforms M-AutoGluon. In
particular, at 300 s HydraML already achieves better results than M-AutoGluon
trained for 160 s longer, when also accounting for the additional 20 s required
to train T-AutoGluon. Specifically, HydraML reaches an accuracy of 0.9404
in Figure 6.12(a) and an Fl-score of 0.9406 in Figure 6.12(b), whereas M-
AutoGluon attains 0.9349 accuracy and 0.9350 F1-score. Although HydraML
yields slightly higher scores at 420 s, we emphasize the 300 s setting to show that
it surpasses a longer-trained M-AutoGluon with a smaller time budget. Overall,
Figures 6.12(a) and (b) show that HydraML outperforms M-AutoGluon at all
considered training-time intervals. Figure 6.13 reports the energy consumption,
measured in joules and Wh, for the CPU (a) and GPU (b). The results indicate
that reducing the training time budget from 480 s to 300 s enables HydraML
to save approximately 40.92% of the GPU energy. In particular, M-AutoGluon
consumes 109,993.3 J at 480 s, while HydraML consumes 64,975.6 J at 300 s.

A similar trend is observed for PompeiiFlat in Figure 6.14, where we re-
port the performance of M-AutoGluon and HydraML for training time budgets
ranging from 120 to 300 s with a step of 60 s. Also in this case, HydraML
consistently outperforms M-AutoGluon. In particular, with 180 s of training
HydraML surpasses M-AutoGluon trained for 100 s longer, achieving an accu-
racy of 0.9119 in Figure 6.14(a) and an F1-score of 0.9117 in Figure 6.14(b),
compared to 0.9069 accuracy and 0.9068 F1-score for M-AutoGluon. Overall,
Figures 6.14(a) and (b) confirm that HydraML outperforms M-AutoGluon at
every considered training-time interval. Figure 6.15 reports the energy con-
sumption of the CPU and GPU in Joules and Wh. The results show that Hy-
draML saves approximately 12.28% of CPU energy, decreasing from 3746.7 J
for M-AutoGluon at 300 s to 3286.3 J for HydraML at 180 s. Similarly, Hy-
draML reduces GPU energy consumption by about 43.64%, from 66,350.5 J
for M-AutoGluon at 300 s to 37,095.4 J for HydraML at 180 s.

From Figures 6.16 and 6.17, we report the confusion matrices obtained from
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Table 6.4: PompeiiTile Dataset Results

Model Acc P R F1 Time (s) ECPU(J) EGPU(J) ECPU E GPU

(Wh) (Wh)
08769 0.8821 08769 0.8774

Wangetal. (2391 ('ee) (00233) (00288) (00280) 150 1152 31363 032 8.71
) 0.8930 0.8972 08930  0.8933

Kumari etal. 2421 0230)  (00206) (00229) (00228) 480 4035 111228 1.12 30.90
09157 09190 09157  0.9159

DenseNet201 ©00198) (00184) (©0198) (©0198) 460 3333 104197 0.93 28.94
09338 09358 09338  0.9337

M-Autogluon 0043 00T 0033 ©ooae 3% 3541 64413 0.98 17.89
0.9404 09433 09404  0.9406

HydraML (Cos)  (0'0209) (00190) (0.0209) (00208 320 4056 64975 113 18.05
09373 09397 09373  0.9376

HydraML ©00250) (00236 (©0250) (0249 320 3954 64230 1.10 17.84

(Gaussian)

09266 09304 09266 09269

HydraML 320 4038 62127 112 17.26
oo (0.0232) (0.0203) (0.0232) (0.0229)

Table 6.5: PompeiiFlat Dataset Results

Model Ace p R F1 Time(s) ECPUJ) EGPUJ) ECPU EGPU

(Wh) (Wh)
08774 08816 08774 08771

wangetal. 2391 ('ade) (0.0383) (00406) (0.0408) 180 1407 37684 039 10.47
) 08932  0.8958 0.8932  0.8933

Kumari et al. [242] (0.0381) (0.0380) (0.0381) (0.0228) 690 5771 162943 1.60 45.26
) 09080 09109 09080  0.9074

DenseNet201 ©0307) (00296 (©0307) ©0318 675 4770 153700 133 42.69
09069 09098 09069  0.9068

M-Autogluon (0.0346) (0.0332) (0.0346) (0.0346) 180 1608 36603 0.45 10.17
09119 09147 09119 09117

HydraML (Cos)  (00338) (0:0323) (0.0338) (0.0341) 200 3286 37095 091 10.30
) 09018 09061 09018  0.9014

HydraML (0.0418) (0.0405) (0.0418) (0.0421) 200 3096 37124 0.86 10.31

(Gaussian)

) 0.8968 09006 0.8968  0.8966

ﬁ%ﬁfﬁiffiﬁ) (0.0388) (0.0380) (0.0388) (0.0392) 200 3399 37071 0.94 10.30
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Figure 6.12: PompeiiTile M-Autogluon and HydraML Cross-Validation Accu-
racy and F1 over Time of Training.
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Figure 6.13: PompeiiTile M-Autogluon and HydraML Cross-Validation CPU
and GPU over Time of Training.
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the 10-fold cross-validation of PompeiiTile and PompeiiFlat using HydraML
(Cos), trained for 320 s and 200 s, respectively. Each fold contains 300 sam-
ples per class. Since cross-validation is performed, we present the confusion
matrices averaged across folds and expressed as percentages.

Figure 6.16, related to PompeiiTile, shows comparable correct classification
rates for the normal and weedy classes, whereas a lower true-positive rate is
observed for the broken class. In particular, 7.27% of broken samples are
misclassified as normal. This behavior is expected, since some broken or
missing tiles are visually subtle and may resemble mild discolorations or only
slightly outlined tiles. A similar issue arises for weedy vegetation, which
is misclassified as normal in 4.97% of cases. Notably, no weedy samples are
confused with broken tiles, which suggests that the model relies on substantially
different visual patterns for these two categories.

Figure 6.17, related to PompeiiFlat, shows the strongest performance for the
normal and broken classes, while stains and, in particular, weedy vegetation
are more challenging. Most weedy samples, amounting to 6.50%, are misclas-
sified as normal, despite the presence of vegetation; the remaining errors are
distributed between the broken and stain classes. In addition, 4.20% of normal
samples are misclassified as stain.
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Figure 6.16: PompeiiTile Cross Validation Confusion Matrix (%)

A key strength of the proposed approach is that the hybrid combination of
deep AutoML in M-AutoGluon and traditional classification in T-AutoGluon
can be naturally extended to severity assessment. In particular, we reuse the
feature embeddings extracted by M-AutoGluon to train additional classifiers
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Figure 6.17: PompeiiFlat Cross Validation Confusion Matrix (%)

that estimate the severity of the detected issues. For each issue type, we define
three severity levels, namely small, medium, and high.

Table 6.6 reports the results obtained with HydraML (Cos). For each
severity sub-task, we train a dedicated T-AutoGluon model and report Accuracy,
Precision, Recall, and F1-score, together with the CPU energy consumption in
joules, since M-AutoGluon is not retrained. The results show that HydraML is
highly effective in assessing the severity of broken tiles, achieving 0.97 across
all metrics. Performance is around 0.89 for weedy vegetation on flat roofs, and
around 0.85 for both broken tiles and weedy vegetation on pitched tile roofs. In
contrast, the method is less effective for estimating the severity of damp patches
on flat roofs, where the F1-score only slightly exceeds 0.75.

Additional insights can be obtained from the confusion matrices reported
in Figures 6.18 and 6.19, which refer to severity classification on PompeiiTile
and PompeiiFlat, respectively.

Figure 6.18 reports the confusion matrices for severity estimation on tile
roofs, namely broken tiles (a) and weedy vegetation (b). For broken tiles, the
most frequent errors occur between the medium and small classes, with 14.7% of
medium samples misclassified as small and 9.2% of small samples misclassified
as medium. This behavior can be attributed to the intrinsic difficulty of the task,
since distinguishing between small and medium severity is challenging even
at the annotation stage, and to the limited number of samples, which makes
learning fine-grained differences more difficult. In addition, a non-negligible
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Table 6.6: HydraML (Cos) Pompeii Dataset

Type of Type of Acc P R F1 ECPU(J) ECPU
Roofs Issue (Wh)

0.8450  0.8502  0.8450  0.8447

Tile Broken 0 0506) (0.0520) (0.0506) (0.0512) 1073 030
Tile Weedy (81(8)3%) (81(8)24613) (81(8)3%) (8%335) 1074 030
Flat Broken (8:(9);?3) (8:(9);35) (8:(9);?3) (8:(9)?1‘?) 1080 0.30
Flat Stain (818%2) (8:(7)2411451) (8:(7)3(7)2) (8:(7)%3) 1116 031
o ST

fraction of high severity samples is misclassified as small.

Similar considerations hold for weedy vegetation. In this case, 22.3% of
small samples are misclassified as medium, and 8.8% of medium samples are
misclassified as small. Moreover, the medium class is again critical, since
approximately 10% of high severity samples are misclassified as medium.

True Label
True Label

140

-30

-20

-10

High Medium High Medium
Predicted Label Predicted Label

(a) Broken Tiles Severity Confusion Matrix (%) (b) Weedy Tiles Severity Confusion Matrix (%)

Figure 6.18: Tile Roofs Issues Severity.

Figure 6.19 reports the confusion matrices for severity estimation on flat
roofs, namely broken conduits (a), stained conduits (b), and weedy conduits
(c). For broken conduits, performance is consistently high across all classes.
Most errors involve true medium samples, with 4% misclassified as high and
2% misclassified as small.

In contrast, the classification of severity for stained conduits is generally
less accurate across all classes, with particularly low true-positive rates for
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the small class. For weedy conduits, performance is instead satisfactory, with
most errors concentrated between the medium and small classes. In particular,
10.4% of medium samples are misclassified as small, and 7.6% of small samples
are misclassified as medium. Moreover, 7% of high severity samples are
misclassified as medium.

Overall, the confusion matrices show that the majority of errors arise from
confusion between small and medium severity, and more broadly from misclas-
sifications involving the medium class. This trend suggests that the main diffi-
culty lies in defining and recognizing medium severity, already at the ground-
truth annotation stage.
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Figure 6.19: Flat Roofs Issues Severity.
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6.3.2.4 Discussion

During the evaluation, our approach demonstrated clear advantages in terms of
predictive performance, sustainability, and computational efficiency. The ex-
perimental results show that HydraML surpasses the approaches considered in
the literature and their corresponding neural backbones, and it also outperforms
M-AutoGluon. In addition, the proposed pipeline is designed to improve, or
at least match, the performance of M-AutoGluon with shorter training time
budgets. This is achieved by cascading T-AutoGluon on top of the embeddings
extracted by M-AutoGluon, which enables stronger classification performance
even when the deep component is trained for less time. Finally, the same em-
bedding representations can be reused to train additional classifiers for severity
assessment of the detected issues.

Despite these advantages, the proposed approach and the performed mea-
surements also revealed limitations that are worth discussing to outline future
research directions. Figures 6.18 and 6.19 highlight the overall behavior of
the model across classes. However, it is also important to analyse which kinds
of errors most frequently affect the predictions on both datasets. To this end,
Figures 6.20 and 6.21 report representative examples of misclassifications.

Figure 6.20 presents typical errors on tiled roofs. In subfigure (a), a normal
roof is misclassified as broken. This error is likely caused by dirt and mold,
which generate visual patterns resembling missing or damaged tiles. Unfortu-
nately, this situation is common and represents one of the main challenges to
address, since roofs naturally deteriorate over time and local pixel patterns can
be misleading. This issue could be mitigated by increasing the amount and
diversity of training data, which is currently difficult due to the lack of public
cultural-heritage datasets, apart from the one we release.

Subfigure (b) shows a roof with a clearly broken area at the bottom, which
is nonetheless classified as normal. A plausible explanation is that the model
focuses primarily on the central portion of the image, causing the damaged
region to be underweighted and partially blended with the background. A
similar effect appears in subfigure (c), where greenish patterns on the roof
likely mislead the model into predicting weedy. Finally, in subfigure (d), the
red patterns correspond to dry weedy vegetation. Due to the atypical color, this
type of vegetation is harder to detect than green vegetation, and the model fails
to recognize it correctly.

Figure 6.21 shows representative errors on flat roofs. In subfigure (a), a
normal flat roof is misclassified as stained, due to the presence of a shadow
that complicates the visual appearance and, consequently, the classification.
Shadow-removal methods have been proposed in the literature, but they are
typically developed for contexts that differ substantially from the ancient urban
environment considered here. In addition, many of these techniques rely on
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(a) Normal - Broken (b) Broken - Normal (c) Broken - Weedy (d) Weedy - Normal

Figure 6.20: Tiles Roofs Mistakes Examples (True - Predicted)

DL, which would increase both system complexity and computational cost. A
similar issue is observed in subfigure (d), where a roof with weedy vegetation
is misclassified as stained, again likely because of shadow effects.

In subfigure (b), a broken roof is misclassified as stained, plausibly because
folded conduit patterns resemble moisture stain. In subfigure (c), a flat roof
with a dust-related stain is misclassified as stained caused by dampness. This
is a common source of error, partly because it can be challenging even for
experts to determine whether a stain observed from above is due to moisture
infiltration or simply surface dirt. This difficulty is analogous to the problem of
damaged tiles, where it is often hard, even for trained annotators, to distinguish
discolorations from truly missing tiles.

(a) Normal - Stain ~ (b) Broken - Stain  (c¢) Stain - Normal  (d) Weedy - Stain

Figure 6.21: Flat Roofs Mistakes Examples (True - Predicted)

As illustrated by the examples in Figures 6.20 and 6.21, some errors can
also be explained by the presence of a small number of ambiguous samples that
exhibit visual cues typical of a different class. For instance, roofs affected by one
type of issue may include small clusters of trees or vegetation, which resemble
the weedy class and can mislead the model. Unfortunately, because these
hybrid cases are relatively rare, the available data do not currently support the
introduction of additional dedicated classes to explicitly model such situations.
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6.4 Summary

The main goal of this chapter was to implement the perception and compre-
hension phase of the SA-CPSS shown in Figure 6.1, with particular focus on
identifying maintenance issues at archaeological sites from aerial imagery. To
this end, we proposed two alternative approaches: one aimed at detecting issues
across the entire site, and another focused on classifying damaged roofs associ-
ated with structures that are already known within the archaeological area. The
resulting knowledge about maintenance issues can then be used to estimate the
vulnerability of site areas and to support the prioritization of interventions.

The first proposed approach, named FAUNO, is based on object detection
with YOLO models and is intended for scenarios in which no prior informa-
tion is available about the site or the location of its structures. Starting from
orthophotos of the entire area, the model aims to detect all issues, which in our
case are grouped into four categories: broken tiles, damaged conduits, weedy
vegetation, and damaged structures. The detector therefore jointly estimates
the location and the class of each issue across the site, producing bounding
boxes together with their labels. Overall, FAUNO did not achieve satisfac-
tory performance, especially for the weedy vegetation and damaged structures
classes. Our analysis suggests that this is mainly due to the intrinsic difficulty
of the detection task, which requires identifying damage patterns in an envi-
ronment that is already naturally ruined and visually complex, and recognizing
vegetation from an aerial viewpoint where shape, spatial arrangement, and tex-
ture can vary substantially. In particular, distinguishing trees from weeds is
challenging when using only RGB aerial imagery. Hyperspectral data would
likely provide more reliable vegetation identification [265,266], enabling more
accurate vegetation segmentation and facilitating the separation of weedy and
non-weedy vegetation.

After acknowledging the difficulty of the detection task, we focused on the
component that requires the highest level of accuracy, namely the classification
of roof maintenance issues. Accordingly, assuming that the positions of the
structures are known, we developed HydraML, an energy-aware approach that
leverages automation to reduce training time and energy consumption while
maintaining strong predictive performance. HydraML exploits AutoGluon
in two stages. First, it uses the deep AutoML component of AutoGluon to
select an effective model for feature extraction. The resulting embeddings are
then compressed, using the Fuzzy-Transform, and used as input to a non-deep
AutoML stage, again based on AutoGluon, to perform the final classification.
Overall, HydraML achieves competitive results in terms of both accuracy and
energy efficiency, outperforming other deep-learning baselines as well as the
standalone deep AutoGluon configuration. HydraML will then be integrated
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into the final prototype, which will be described and evaluated in Chapter 7.

Nevertheless, several directions for improvement remain. Future work in-
cludes devising methods to quickly and reliably estimate the most suitable
modules, determining an optimal early-stopping point at which to halt deep
training and switch to the downstream classifier, and increasing robustness to
shadow-related effects.
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CHAPTER 7

VERGIL: A SA ORIENTED
PLATFORM FOR
ARCHAEOLOGICAL SITE
PROTECTION

“Can we get serious now? We’ve all heard about the computer simulations, and
now we are watching actual sims, but I can’t quite believe you still have not taken
into account the human factor.”

— Chesley Sullenberger, Sully

The previous chapters have served to introduce, step by step, the various
components necessary to implement the CPSS proposed in Chapter 4. How-
ever, to show their true usefulness with respect to our objective of supporting
archaeological site operators, these modules must be integrated into a final
system that can be used by the operators themselves. The CPSS must be made
usable through the implementation of an application module (Figure 7.1) with
an interface developed according to user centered criteria, in order to effectively
support the operators’ situation awareness.

As mentioned in the background chapter, these user-centered development
principles focus on creating a system that is not primarily centered on the
use of new technologies, but rather on helping users perform their tasks and
on countering the so called demons of SA, particularly data overload and
attentional tunneling.

Building on the CPSS methodological approaches and on the methods and
techniques described so far, which are designed to be broadly applicable across
CH contexts and beyond, we specialized them during the evaluation phase
to test them at the archaeological site of Pompeii, developing the VERGIL
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platform.
The design, implementation, and evaluation of VERGIL were carried out
following a series of steps:

1. We conducted a Goal-Directed Task Analysis (GDTA) to identify oper-
ators’ goals, decisions, and SA requirements.

2. The SA requirements were used to understand which data users need
to make their decisions, what they need to understand, and how the
identified situations may evolve in the future. This also made it possible
to determine how to present this information. In such a way, the design
of the proposed interface was created.

3. Starting from such interface design, the VERGIL implementation has
been described.

4. The platform’s ability to support user SA was evaluated using the SAGAT
approach through user evaluation questionnaires administered after their
involvement in various usage scenarios.

All these steps are described in detail in the following section:

Parts of this chapter have been previously published in:

* Rosario Gaeta, Giuseppe D’Aniello, and Vittorio Zampoli.
Situation-aware Adaptive Interfaces for Cultural Heritage Based
on Oscillatory Attention Dynamics. IEEE CH. 2025.

* Rosario Frontino, Rosario Gaeta, Rosalba Mosca. Mining Knowl-
edge from Data: The Case of Ontology Learning. WIRN 2023.
https://doi.org/10.1007/978-981-96-0994-9_30.

* Fabio Clarizia, Massimo De Santo, Rosario Gaeta, and Rocco
Loftredo. Enhancement Large Language Models Domain through
Ontology-Based Retrieval-Augmented Generation. International
Journal on Semantic Web and Information Systems. 2025. Vol-
ume 21. https://doi.org/10.4018/IJSWIS.392507.

7.1 Background

First, we briefly introduce the theoretical background related to Goal-Directed
Task Analysis, which is necessary for the design of the proposed platform in
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Figure 7.1: SA-CPSS with Projection and Application Details

the Pompeii Archaeological Site domain, and to Situation Awareness Mea-
surement, which is required to understand and perform the evaluation of the
platform.

7.1.1 Goal-Directed Task Analysis

GDTA is an approach used to identify both the user’s major goals and the
related situation awareness information requirements, and it is a form of cog-
nitive analysis that is often applied in the initial stages of designing a situation
awareness system [59].

GDTA is technology independent and it is used to identify the dynamic
information that operators need in order to make decisions, without focusing
on how they currently obtain it. The way information is acquired can vary
widely across operators and systems, and it can change over time as technology
evolves. By focusing on what information is needed rather than how it is
obtained, designers can better understand how to support situation awareness,
instead of simply reproducing the information displays of the current system.
GDTA also helps clarify what operators should know to achieve each goal,
even when that information is not yet available with current technology. If
situation awareness requirements are defined only on the basis of today’s tools,
important information that operators would ideally like to have may remain
overlooked.
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To carry out a GDTA, experienced operators must be interviewed in order to
identify goals, decisions, and situation awareness requirements. The interview
results should then be combined with insights from written materials, main-
tenance plans, and other relevant sources to produce an initial GDTA. This
initial version is validated by a larger group of experienced operators to ensure
it captures all relevant goals, decisions, and SA requirements.

7.1.2 Situation Awareness Measurement

The evaluation of SA is a complex task, and within the scientific community the
measurement of SA is still an open and debated issue. Some researchers argue
that SA cannot be measured rigorously, while others, such as Endsley, maintain
that its measurement is complex but possible, even with scientific rigour [58].

Indeed, the main difficulty lies in effectively measuring indices related
specifically to SA rather than other factors involved in task performance, such
as workload or attention, which only partially contribute to SA. It is therefore
essential to clearly understand what is being measured and which measurement
methods are used. A sound approach is to measure and quantify the improve-
ment in SA levels resulting from the implementation of a new approach or the
introduction of a new system feature within an existing system.

Indeed, the goal of measuring SA is to determine whether new approaches
improve or degrade the user’s SA. SA is often measured in relative terms by
evaluating design concepts and approaches through comparative assessments.
The relative improvement in SA is obtained by comparing a proposed approach
with an existing one. There are typically no absolute thresholds for SA to be
achieved; rather, higher levels of SA are generally preferable, as they indicate
that the operator is more aware of ongoing situations and can respond more
effectively. For this reason, relative measurement is the most natural and
appropriate approach.

Numerous approaches for effectively measuring SA have been proposed. A
performance index reflecting the level of SA is not sufficient on its own and
must be considered together with the measurement context, the way in which
any simulation is conducted, and the constraints of the testing situation, since
these factors have a significant impact on the reliability and validity of the
measurement.

In literature, the SA measurement methods are usually divided into the
following four categories [58]:

1. Direct system performance measures: designing and executing evalu-
ation scenarios in order to evaluate system performance, for example the
time required to detect an anomaly. This involves introducing specific
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anomalies to measure the operators’ ability to detect them;

2. Direct experimental technique: surveys and probes are used to measure
information seeking and represent the most common measurement ap-
proach, of which the Situation Awareness Global Assessment Technique
(SAGAT) is one of the most widely used ones [23]. In this technique, the
simulation is randomly suspended and the operator is asked a set of ques-
tions before the activity is resumed. Many other techniques have been
derived from SAGAT. The main advantage of this approach compared
to direct performance measures is that it allows the global assessment of
SA, whereas performance based measures typically capture only specific
aspects of SA through task outcomes;

3. Verbal protocols: video recordings of the observer during or after a
simulation, exercise, or replay of situations are used. This approach is
typically applied in the early stages of system evaluation and design;

4. Subjective measures: when objective metrics are difficult to obtain, it is
possible to rely on self assessments, expert judgements, peer ratings, or
supervisor ratings. A popular approach is the Situation Awareness Rating
Technique (SART) [267], which estimates the user’s SA by combining a
set of sub scales into a single overall value. A limitation of this approach
is that it tends to confound situation awareness with workload.

The choice of one measurement approach over another depends on the con-
text in which it is applied, as well as on its relevance and usefulness. Endsley
suggests which measures are most appropriate for different purposes [58]. As
described above, verbal protocols are best suited for preliminary evaluations
aimed at understanding SA requirements and identifying appropriate objective
measures. Subjective measures should be used when no objective quantitative
data are available or when objective measurement is impractical. Direct sys-
tem performance measures can be useful for evaluating an individual’s ability
to satisfy specific SA requirements within a given scenario, or for assessing
whether a system feature improves overall SA. Direct experimental techniques
should be used to obtain objective measurements.

For our purposes, in order to evaluate improvements in SA provided by our
VERGIL platform, we adopt the SAGAT approach.

The use of SAGAT gives us:

* an objective measurement of SA across all levels that is largely indepen-
dent of the specific characteristics of the subjects involved,;

* the reliability, sensitivity, and validity of SAGAT have been experimen-
tally demonstrated in numerous studies [58];

177



* it is particularly suitable when the goal is to evaluate overall SA rather
than a single specific aspect of a scenario;

* it supports the evaluation of relative comparisons between different ver-
sions of a system or its features, thereby assisting designers in the devel-
opment of systems that better support SA.

SAGAT is a method that must be applied to real systems, applications, or
prototypes and requires a considerable effort to design the surveys related to
the SA requirements. However, it has the advantage of being highly reliable.

7.1.2.1 Situation Awareness Global Assessment Technique

SAGAT allows the assessment of global SA across all levels: perception,
comprehension, and projection.

The technique requires that a real system be tested by operators and that its
use be frozen at random times in order to ask users a set of randomly selected
questions aimed at verifying their understanding of the situation. During this
phase, the simulation is suspended until the users answer the questions within
a given, randomly defined time interval. In this way, an objective measure of
SA can be obtained, since the detailed information collected about the subjects’
SA can be directly compared with the actual state of the system. Using this
approach, SA is measured by directly assessing the operator’s perceptions,
rather than inferred from behavior, which could be influenced by many other
factors.

The evaluation requires the definition of queries that are relevant with re-
spect to the operators’ SA requirements, as inferred from the GDTA. These
SA requirements are those necessary to make the identified decisions and to
achieve the related goals. The queries should probe all the SA requirements
associated with these goals, be clear to the users, use appropriate domain spe-
cific terminology, be easy to answer, and be meaningful within the simulated
scenario.

The procedure for conducting an evaluation using SAGAT should be defined
according to the following recommendations provided by Endsley in [58]:

* The SAGAT procedures should be explained to the subjects before the
testing phase;

* The normal tasks of the subjects should be performed while compile the
SAGAT questionnaries should be considered a secondary task;

* While subjects are answering queries, they should only be able to see the
questionnaire and no part of the system;
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* The answering to the queries should have no penalty in case of errors,
since the user should not be discouraged from answering queries. If a
subject cannot answer to a query this provides important information in
terms of SA;

* Subjects must not be placed in a position where they can interact with
each other;

» For each scenario there is a fixed set of query but at each freeze of the
simulation some random queries are selected;

* There may be some very important questions to ask during each freeze,
but it is important that some queries are random;

¢ The moment when each freeze occurs should be random;
» Usually, no freezes should occur earlier than 3 minutes into a trial;

* Multiple freezes can happen in a trial. Three stops in a 15 minute trial
can be a good rule of thumb;

* A freeze should last from 2 minutes to 5-6 minutes, regardless of the
queries;

* The number of trials needed is related to the variability present in the
scenario and the data samples of a trial. Usually, between 30 and 60
samplings per SA query across subjects and trials are good;

* A tolerance band is used to understand if each query is correct or incor-
rect.

7.2 Pompeii Archaeological Site Protection GDTA

In order to correctly design the VERGIL platform, it is necessary to identify
the operators’ goals within the archaeological site, the decisions they must
make to achieve those goals, and the SA requirements needed to support those
decisions.

The users’ higher order goals required to perform the job must be identified.
The decisions needed to achieve each goal are then listed under the correspond-
ing goal. Next, SA requirements are defined by examining each decision in
turn and specifying all the information the operator needs to make that deci-
sion. These information requirements should be stated without reference to
any specific technology or method of acquisition, and they must encompass all
the information necessary for decision-making across all three levels of SA.
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In our case, the GDTA focused on the maintenance and protection of CH
sites. It was developed through interviews with domain experts from the
Pompeii archaeological site.

The system’s macro-goal hierarchy is shown in Figure 7.2. The global aim of
the project is to safeguard and protect archaeological sites while ensuring their
revenue. Starting from this aim, two primary goals were elicited: 1.0 Ensure a
quick and effective response to danger and 2.0 Ensure the maximum economic
income from visitors. Both macro-goals have strategic economic value, with
the first also being closely related to the preservation of the site’s historical and
cultural significance. However, these goals may be pursued concurrently, and
progress toward one can hinder the other, thus requiring a careful balance in
order to address both as effectively as possible. In this work, the focus is on
maintenance strategy rather than revenue optimization; accordingly, the design
of the system and the interface is grounded in the sub-goals associated with
branch 1.0.

Ensure the Safeguard, Protection and the Incomes
of the Archeological Site

1.0 Ensure a quick and 2.0 Ensuring the
effective response to maximum economic
danger income from visitors

Figure 7.2: Macro Goal Hierarchy of Goal-Directed Task Analysis

The sub-goals of 1.0 are shown in Figure 7.3, where, for the first goal,
the main decision is How to update the maintenance plan? This decision
is particularly important because the maintenance plan guides all operations
carried out on the site and therefore directly affects its overall condition. To
answer this question, it is necessary to 1./ Assess the maintenance issues of
the structures, 1.2 Assess the risks arising from environmental events, and 1.3
Establish priorities for maintenance. Each of these three sub-goals is essential
for achieving the broader 1.0 goal. These goals are also partially concurrent:
identifying new maintenance issues or monitoring environmental developments
can complicate and slow down the process of setting priorities, since, at first
glance, every issue may appear critical. It is therefore essential to pause and
carefully analyse all available options in order to determine where intervention
is most necessary.

Goal 1.1 is associated with sub-goals focused on identifying maintenance
issues, specifically 1.1.1 Broken Tiles, 1.1.2 Damaged Conduits, and 1.1.3
Weedy Vegetation. Goal 1.2 is associated with sub-goals related to contextual
factors, in particular weather conditions and visitor presence. These correspond
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to the goals Assess the risks of weather events and Identify areas of risk for

VISitors.
1.0 Ensure a quick
and effective
response to danger
How to update the
maintenance plan?
= }
1.1Assess the 1.2 Assess the risks -
maintenance coming from 1.-? Eit_abl;sh
issues of the environmental pn?rtl ies for
structures Tt maintenance
|
v v v

1.1.1 Ensure there
are not broken tiles
in the structures

1.1.2 Ensure there
are not damaged
conduits in the
structures

1.1.3 Ensure there
is not weedy
vegetation in the
structures

1.2.1 Assess the
risks of weather
events

1.2.2 Identify areas
of risk for visitors

Figure 7.3: 1.0 Hierarchy Goal-Directed Task Analysis

From these sub-goals, we analyse the decisions that users must make and
the situation awareness requirements needed to support those decisions.

The first part of the GDTA corresponds to branch 1.1, shown in Figure 7.4.
In particular, the main decision associated with goal /.1 is Which structures
need to be maintained?, which can be addressed by answering the sub-decisions
related to the specific maintenance issues, namely In which structures do we
need to address broken tiles, damaged conduits, or weedy vegetation?.

Each of these sub-decisions is associated with a set of requirements aligned
with the different levels of SA. In the perception phase, the user needs georefer-
enced aerial photos of the entire site, the locations of the roofs, and information
on temperature, humidity, rainfall, and wind. In the comprehension phase,
tiled and flat roofs must be identified, together with the presence of damage and
weedy vegetation across the site. In the projection phase, the likely evolution
of these conditions must be anticipated.

As can be seen from Figure 7.5, the goal 1.2 is connected to the decision
Which areas need to be secured?, which highlights the competing nature of
goals 1.0 and 2.0. The need to secure areas by closing them to visitors,
as required by this decision, conflicts with goal 2.0, whose objective is to
maximize economic revenue, since this goal cannot be fully achieved when
areas must be closed.

The decision related to goal /.2.1 is instead Which areas need to be pro-
tected against weather conditions?. For this decision, at the perception level
it is essential to know historical data, current conditions, and forecasts for
temperature, humidity, rainfall, and wind, together with information about the
materials of the structures and their vulnerability to erosion and damage. At
the comprehension level, it is necessary to combine the information on broken
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1.1 Ensure there are not
maintenance issues in
the structures

[

1.1.1 Ensure there are
not broken tiles in the
structures

Which structures need to be

maintained?

1.1.2 Ensure there are
not damaged conduits in
the structures

1

1.1.3 Ensure there is not
weedy vegetation in the
structures

In which structures we need
to solve weedy vegetation?

In which structures we need
to solve damaged conduits?

SA SA SA SA SA SA
Phases Requirements Phases Requirements Phases Requirements

In which structures we need
to solve broken tiles?

Perception * Georeference Aerial Perception * Georeference Aerial Perception * Georeference Aerial
Photo Photo Photo
 Tiled Roofs Position * Flat Roofs Position * Roofs Position
* Currentrain * Current temperature Comprehension * Roofs
*  Weekly rainfall *  Weekly temperature + Weedy vegetation
forecasts forecasts
« Currentwind «+  Current humidity Projection * Grow rate of the weedy
+  Weekly wind forecasts +  Weekly humidity vegetation
Comprehension + Tiled roofs forecasts
* Tiles breaks Comprehension + Flatroofs
Projection «  Evolution of the tile S - onalitstains

breaks * Conduit breaks

Projection « Deterioration of the
stains
* Evolution of the
conduit breaks

Figure 7.4: 1.1 Goals, Decisions and SA Requirements

tiles and damaged conduits identified under goal /./ with an understanding of
weather impacts, in order to determine which areas require protection from en-
vironmental conditions. At the projection level, it is fundamental to anticipate
how weather impacts may evolve over time, together with the consequences of
broken tiles and damaged conduits.

Considering goal /.2.2, all SA requirements focus on identifying which areas
should be closed to the public, either because they pose a risk to visitors or
because visible damage should be avoided. At the perception level, information
about open areas and current visitor flows is required in order to identify
crowded zones which, when combined with the broken tiles and damaged
conduits identified under goal /.1, allows the user to understand the situation
and determine whether an area should be closed. It is also necessary to
understand how visitor flows and damage conditions change over time.

Finally, the last goal to be analysed is /.3 (Figure 7.6), which is connected to
the decision Which areas require the most immediate intervention?. While the
other two main sub-goals focus on understanding the situation in terms of events
or damage, this goal is concerned with identifying which situations demand
greater attention and is therefore crucial for determining how the maintenance
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1.2 Assess the risks
coming from
environmental events

Which areas need to be
secured?

1.2.1 Assess the risks of 1.2.2 Identifies areas of
weather events risk for visitors

Which areas need to be
protected against the
weather?

Which areas need to be
closed to public?

SA SA SA SA
Phases Requirements Phases Requirements
Perception * Georeferenced aerial photo Perception * Map of the area
« Temperature history * Opened areas
* Current temperature * Actualvisitors flows

*  Weekly temperature forecasts
Humidity history

Current humidity

Weekly humidity forecasts

Comprehension « Tiled roofs, tiles breaks (1.1.1)
* Flatroofs, conduit stains, conduit
breaks (1.1.2)
+ Crowding of areas

Rain history — =
« Currentrain Projection * Forecast of visitors flows
* Weekly rainfall forecasts + Evolution of the tile breaks (1.1.1)
*  Wind History * Evolution of the conduit breaks
+ Currentwind (1.1.2)

Weekly wind forecasts
Materials of the structures

Comprehension  + Tiled roofs, tiles breaks (1.1.1)
* Flatroofs, conduit stains, conduit
breaks (1.1.2)
* Weather impact

Projection * Evolution of the tile breaks (1.1.1)
+ Evolution of the conduit breaks
(1.1.2)
* Forecast of the weather impact

Figure 7.5: 1.2 Goals, Decisions and SA Requirements

plan should be updated.

At the perception level, the SA requirements include the current mainte-
nance plan to be followed, the materials and construction techniques of the
structures, their usage, prior interventions, decorative elements, water features,
and vegetation species. To establish maintenance priorities across the different
areas, it is necessary to integrate all the maintenance issues identified under
goals 1.1.1, 1.1.2, and 1.1.3, together with the contextual information related
to goals /.2.1 and 1.2.2, as well as data on rain and wind accumulation and
the time elapsed since the onset of adverse weather conditions. Taken together,
these elements make it possible to assess the vulnerability of all structures,
also through the use of specific indices, in order to identify which areas are in
the poorest condition and therefore require the most urgent intervention. The
user must also anticipate how these situations may evolve over time in order to
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understand how vulnerability could change in the future.

1.3 Establish priorities
for maintenance

Which areas require the
most immediate
intervention?

|

SA SA
Phases Requirements
Perception Actual Maintenance plan

Construction and materials of the structures
Usage of the structures

Previous Intervention on the structures
Element of decoration of the structures
Water features in the structures

Species of vegetation in the structures

Tiled roofs, tiles breaks (1.1.1)

Flat roofs, conduit stains, conduit breaks (1.1.2)
Roofs, weedy vegetation (1.1.3)

Weather Impact (1.2.1)

Crowding areas (1.2.2)

Rain cumulation

Wind cumulation

Time elapsed since the adverse rainfall and wind

* Evolution of the tile breaks (1.1.1)

* Evolution of the conduit breaks (1.1.2)

* Grow rate of the weedy vegetation (1.1.3)
* Forecast of the weather impact (1.2.1)

Comprehension

Projection

Forecast of visitors flows (1.2.2)
Evolution of cumulated adverse rainfall and wind
Persistence of the adverse rainfall and wind

Figure 7.6: 1.3 Goals, Decisions and SA Requirements

7.3 VERGIL Adaptive Interface

The SA requirements defined in the previous section form the basis for the
design of the VERGIL platform interface. Starting from the GDTA, it is
possible to define an interface capable of presenting all the information required
to support the different levels of SA in a user friendly manner. The platform
implements the CPSS shown in Figure 4.1 and integrates all the discussed
modules, including the application module.
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7.3.1 Main Components and Implementation

The VERGIL platform has been implemented using the Django framework
(https://www.djangoproject.com/), with the backend developed in the
Python programming language and the frontend implemented in JavaScript.
The backend provides the sensing, perception, comprehension, and part of the
projection functionalities, implementing all the modules introduced in Chapters
5 and 6.

These features are accessible through an Adaptive Operators Interface de-
signed to support users in performing their tasks. The interface developed for
archaeological sites can be divided into two macro areas:

1. A map of the monitored area highlights the vulnerability of the different
zones. The map displays the maintenance issues automatically detected
using Al in line with the GDTA Goal /.1, and shows the selected area
according to Sub-goal 7.2.2. It is designed to support the understanding
of intervention priorities, as defined in Goal 1.3;

2. Contextual information related to the area, as specified in Goal 1.2, is
displayed through various widgets.

The map within the interface consists of a high definition aerial orthophoto
of the entire area under analysis. The map has been integrated using the Leaflet
library for interactive maps (https://leafletjs.com/), adopting the Monte
Mario 2 reference system and integrating a map of Regio I. The management of
the map at the backend level and the georeferencing functionalities were han-
dled using the GDAL (https://pypi.org/project/GDAL/) and Rasterio
(https://pypi.org/project/rasterio/) libraries.

The map highlights the different sub-areas, referred to as insulae. There are
25 insulae in the region, of which 20 are relevant to this study. Each insula
is associated in real-time with a CHVI, which is linked to a specific color that
visually represents its level of vulnerability.

The CHVIs are computed by combining contextual data with maintenance
issues detected in the orthophoto. When the orthophoto is loaded, previously
mapped structures are cropped, processed, and provided as input to the Hy-
draML technique, which assigns a class to each structure. Each type of damage
is identified by a rectangular area, whose color indicates the type of issue, as
described in the corresponding map legend. The counts of damage and weedy
vegetation are then merged with the context related contributions and combined
with the static component of the CHVI to produce the final CHVI visualization.

The color of each insula also has a specific meaning, as it is directly con-
nected to the CHVI value, which ranges between 0 and 1. The level of vulner-
ability is therefore indicated by the color of the insula as follows:
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¢ Low - Green (0.00 < CHVI < 0.50)
e Medium - Yellow (0.50 < CHV'I < 0.65)
 High - Orange (0.65 < CHVI < 0.85)

« Very High - Red (0.85 < CHVI < 1.00)

Each insula is associated with a label reporting key information about the
area, including the insula name, identified by an ID number, the CHVI value,
and whether the insula is visitable or not. This information is essential for
understanding visitor flows within each area. The overlay linked to this label
also allows the user to view information related to the state of preservation and
the materials of the insula, as reported in Tables 4.1 and 4.2. These data are
retrieved from a knowledge base that will be described later, together with their
representation in the user interface.

Figure 7.7: Overview Map of the SA Interface

Below the map, as can be seen in Figure 7.8, there is a section entirely
dedicated to contextual data that can be perceived by human operators. In
particular, a first strip of widgets is devoted to the five types of contextual
information considered in this work: four related to weather conditions, namely
temperature, humidity, wind, and rainfall, and one related to weekly visitor
numbers. Each widget displays the current data recorded in real-time. Since the
experiments refer to periods that have already occurred, specifically September
2023, these data are retrieved from the sources described in Chapter 5.

For each weather variable, a bar plot shows the current value together with
the values from the previous seven hours and the forecasts for the next seven
hours. This representation is intended to provide operators with both the recent
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history and short term future evolution of these variables, which is particularly
important given that weather forecasts are generally reliable in the short term
but become less accurate over longer horizons. Following the same rationale,
cumulative rainfall is also visualized, calculated using the formula given in
Equation 5.1 described in Chapter 5.

The visitor bar plot instead shows the total number of visitors to the site for
the current week and for the previous eight weeks.

All this information, especially when combined with photographs of the site
and data on maintenance issues, supports site operators in understanding the
current situation and in determining the most appropriate actions to take.
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Figure 7.8: Contextual Data on the Interface

7.3.2 VERGIL Knowledge Base

For a user browsing the map of a specific area within the archaeological site,
it is essential to understand the areas, structures, and characteristics of the
elements being observed. Often, users already have some prior experience and
are therefore familiar with parts of the site. However, in an area as extensive
as a Regio I, and even more so across the entire site, it becomes difficult to
recall all structures and their characteristics based solely on the map. When
sufficient information is not readily available, even experienced users may rely
on memory, which can lead to cognitive bias and potentially incorrect decisions.

For this reason, it is essential to provide a knowledge base that can be queried
in order to access all necessary information when required. A knowledge base
can be formally defined as a structured repository of concepts, entities, and
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relationships, composed of data sources [268]. These sources often include
ontologies, which are defined as formal and explicit specifications of a shared
conceptualization and are used to support reasoning, querying, and decision-
making [269]. Ontologies, however, are typically complex to build, which
has led to the development of ontology learning techniques that enable their
automatic or semi automatic creation from structured, semi structured, or un-
structured data sources [270].

This knowledge base is made available through the dedicated module high-
lighted in Figure 7.9, which illustrates its role within the CPSS.
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Figure 7.9: SA-CPSS with Knowledge Base Details

Despite existing research on ontology learning from SQL, which involves
structured data, and NoSQL, which involves semi-structured data [271], to the
best of our knowledge there are no publicly available tools that can be readily
used in practice. For this reason, starting from algorithms that were partially
defined in previous works, we refined and simplified their main limitations,
making them usable by a wider audience through the development of two
tools. The first tool focuses on SQL to OWL conversion and is distributed
as open source software at https://github.com/grosar/sql_to_owl_
method. The second tool performs JSON to OWL conversion and is provided
as an online service at https://json2owl.centroictbc.unisa.it/.

In our case, the information required about the structures of Pompeii, their
locations, and the characteristics of the structures within a given area is available
in JSON format. For this reason, we describe the designed approach and the tool
implemented to convert JSON data into an OWL ontology, named JSON2OWL.
We also discuss the resulting ontology and its integration into the final interface,
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highlighting the functionalities enabled by the use of this ontology.

7.3.2.1 JSON20OWL tool

The proposed approach enables the semi automatic conversion of populated
JSON NoSQL databases into OWL ontologies. By selecting a JSON file
together with a mapping file, domain experts can generate both the TBox, which
represents the terminological component, and the ABox, which represents
the assertional component, of an ontology. The TBox is generated using
conversion rules for JSON data directly derived from [271] and is enriched with
mechanisms that support active customization of class and property names, as
well as the conversion between data properties and object properties. The
ABox Generator module creates instances for all defined classes by parsing the
database and assigning unique identifiers derived from the corresponding class
names.

As described, two algorithms are responsible for the creation of the ontology
schema and for its subsequent population, respectively.

The TBox approach is based on three fundamental rules:

* Rule 1: Each JSON object is converted into a class;

* Rule 2: If the values associated with a key are simple types, then we
will have a dataProperty whose domain is the class corresponding to
the object containing the key and the range is the specific simple type.
The name of the dataProperty will be the concatenation of has_a_ +
KEY_NAME + _of_+ DOMAIN_NAME;

* Rule 3: If an object is integrated into another, we will have an ob-
jectProperty whose domain is the external class and whose range is the
internal class, which will then be created and named using the name
found in the JSON. The name of the objectProperty will be the con-
catenation of has_a_ + INTERNAL_CLASS_NAME + _of_ + EXTER-
NAL_CLASS_NAME. This also applies to objects integrated into the
main JSON object, named after the file name, for example Object.json.

The ABox generation approach exploits the data contained in each class, ac-
cording to Rule 1, to instantiate individuals of that class, including data prop-
erties as defined by Rule 2 and object properties as defined by Rule 3. By
default, the names of individuals are derived from the class name combined
with a sequential identifier, which allows different instances of the same class
to be distinguished. This typically occurs when multiple JSON objects share
a similar or identical structure. The tool also supports instance renaming by
associating a class with one or more data properties whose domain is either the
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Figure 7.10: JSON2OWL Tool Interface: Page 1

class itself or an external class. In this case, the instance names are assigned
using the values of the selected data properties.

Data types are also converted following a one-to-one translation as reported
in Table 7.1. The proposed solution has been implemented as a Python web
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JSON xsd/owl
boolean xsd:boolean
number (float) xsd:decimal
number (int) xsd:integer
string xsd:string

Table 7.1: JSON to OWL Conversion Table



application using the flask framework https://flask.palletsprojects.
com/en/stable/ and it is available at https://json2owl.centroictbc.
unisa.it/.

The tool allows users to select a JSON file and submit it for conversion.
One of its main purposes, as well as a key difference with respect to previously
proposed approaches, including [271], is that it was explicitly designed as a
semi automatic solution. Since certain pattern types, as also discussed in related
work, cannot be translated accurately through a fully automatic process, the
tool enables users to actively intervene during the conversion. In particular,
users can modify names, create new concepts, and define additional object
properties in order to refine the resulting ontology.

As shown in Figure 7.10, the Class DataProperty Association functionality
allows instances of a class to be renamed by associating the class with one or
more data properties whose domain is either the class itself or an internal class
within the JSON structure. In this way, instance names are derived from the
values of the selected data properties. To perform this operation, the user first
selects the class whose instances are to be renamed from the Identified Classes
drop down menu, and then selects the data properties to be used for renaming by
means of the corresponding checkboxes. The association is applied by pressing
the Associate button.

If the selected property is not consistently present across all JSON objects,
the instance name defaults to a progressive identifier derived from the class
name, and any other associations defined for that class are discarded. The
DataProperty-ObjectProperty Conversion functionality allows a data property
to be transformed into an object property, with the property to be converted
selected from the drop down menu on the left. Users can also rename classes
and properties when necessary.

7.3.2.2 Pompeii Archaeological Site Ontology

The JSON used as a data source was obtained by combining CSV data from
other projects, such ashttps://github.com/p-lod/p-lod-csv, data from
the official portal of the Pompeii archaeological site, and information collected
from Pompeii domain experts who evaluated the state of conservation, materi-
als, and other characteristics of the structures within the site.

The ontology obtained using JSON20OWL is shown in Figure 7.11 and
consists of 10 classes, 8 object properties, and 30 data properties. The ontology
is structured around the concept of Regio, which is composed of multiple insulae
that divide the Regio into several sub-areas. Each insula is associated with
criteria and sub criteria that describe its vulnerability and other characteristics
related to the condition and structure of the area. In addition, each insula
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Figure 7.11: Pompeii Archaeological Site Ontology Graph

is composed of multiple structures, from which information such as name,
location, and area size is derived.

As shown in Figure 7.12, when users hover over the CHVI label of an
insula, they can view the information used to compute the static CHVI. This
includes the state of use and various characteristics of the insula encoded in the
underlying ontology, together with the number of maintenance issues detected
within the area.

In Figure 7.13, pressing the structure information button allows users to
display information about the structures by querying the underlying ontology
of the site assets. When activated, labels corresponding to the structures appear
on the map, enabling users to identify which structures are present in a given
area and helping to mitigate the memory trap situation awareness demon.

7.3.3 VERGIL Adaptive Interface

The VERGIL map has a series of map display modes relating to maintenance
issues that were identified during the GDTA phase, and in particular in sub-
goals 1.1.1, 1.1.2, and 1.1.3. Below, we will describe the various modes of this
interface and how it is able to adapt to goals and risk situations in order to give
suggestions to the user and encourage them to change goals when necessary,
without being invasive.
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Insulz1.10
buildings

Constructions  Buildings structurally strong with materials
and Materials ~ prone to degradation or impact damage

Use In continuous use
State of Conservation Good
Previous harming intervention Yes

Human-made features

Built elements of decoration of of

Water features Absence of water features
Circulation features Presence of circulation features
State of conservation Good

Vegetation

Species  Species tolerant to local natural and climate threats

Grass/shrub Species tolerant to local natural and climate
cover threats

Use Intensive land use
State of conservation Good
Issues
Totals
Damaged Tiles
Stain and Damaged Flats
Weedy
InsulaY.10
CHVI: 0.330
Visitable: Yes

Figure 7.12: Vulnerability Info Hovering the Label of an Insula

7.3.3.1 Interface Modes

The modes of VERGIL are linked to the possibility of filtering specific mainte-
nance issues so that human operators can inspect them depending on the user’s
current task.

The modes can be selected through a dedicated navbar, with four button
related to each of the four modes:

* Overview: A mode that shows an overview of the condition of the site.
Each insula has an associated vulnerability index that takes into account
all maintenance issues and possible factors. When someone click on a
specific insula to get details on maintenance issues, all the problems on
that insula are shown, such as broken tiles, damaged conduits, and weedy
vegetation. The CHV I¢, is calculated as in equation 7.21;

 Tiles: The mode filters broken tiles on tiled roofs in the site, and the
vulnerability index CH VItdi associated with the insula is calculated as
in equation 7.24;

» Flats: The mode act as a filter on damaged and stained conduits on the
flat roofs in the site, and the vulnerability index CHV [ }ll associated with
the insula is calculated as in equation 7.26;

* Weedy: The mode is a related to weedy vegetation on both tiled and flat
roofs, and the vulnerability index CHV' I 1‘11] 4 associated with the insula is
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Figure 7.13: Label and Position of the Structures

calculated as in equation 7.28.

The mode is selected by the user according to their current goal. Since
situation awareness is a goal-driven process, users decide which mode to use
based on what they aim to accomplish. An example of mode selection is given
in the Figure 7.14, in which the flat mode is selected.

Overview Tiles Flats Weedy

Figure 7.14: Flats Map of the SA Interface

7.3.3.2 Oscillatory Goal Suggestion Approach

The goal of the adaptive interface we propose in VERGIL is to address a
fundamental issue in any situation awareness system: the natural trade-off be-
tween two complementary information-processing modes, namely goal-driven
and data-driven processing. Situation awareness is inherently goal-driven be-
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cause operators interpret the environment in terms of what they are trying to
achieve [58]. Therefore, interface information should be organized around the
user’s current goal, rather than around data sources, so that the cues needed
to decide and act are readily available and workload is reduced. However, a
strong focus on the current goal can also amplify attentional tunneling, leading
operators to concentrate on a narrow subset of information and miss relevant
changes elsewhere. For this reason, situation awareness systems must also
support global situation awareness, meaning a continuously accessible big pic-
ture of what is happening, so that operators can detect critical events, activate
the appropriate mental models, and reprioritize goals when necessary. In our
SA-CPSS, this process is handled by the projection module described in Sec-
tion 4.2.3.4, namely L.3.2 Danger Projection, introduced in Chapter 4, whose
purpose is to identify potentially dangerous situations in the near future and
draw attention to them when needed. This global monitoring is inherently
data-driven because it must account for salient cues and anomalies that are not
directly tied to the current goal.

Maintaining situation awareness therefore requires balancing these two
modes: supporting the operator’s goal without isolating attention, while redi-
recting attention toward higher-priority goals only when justified and without
being disruptive or overly intrusive. If attention is captured at the wrong time,
there is a risk of degrading situation awareness with respect to both the ongoing
task and the emerging task the user is being redirected to. Alerts must therefore
be gradual and appropriately adapted to the current situation, including their
intensity. A similar issue arises when attempting to force a goal change, for
example by automatically switching the interface mode. This can disorient
the user, reduce comprehension, and ultimately degrade performance across
all goals. For this reason, mode changes must remain under the user’s control,
allowing them to decide when to shift goals. In cases of high risk and imminent
urgency, however, more intrusive alerts may be necessary to effectively capture
attention.

To address these challenges, we propose an Oscillatory Goal Suggestion
approach that alerts operators to the need for a goal switch. In this approach,
the oscillation between goal-driven and data-driven processing is designed to
resemble human attentional dynamics, making interaction more natural and
less invasive. The method adopts an adaptive goal-suggestion mechanism that
gradually shifts the operator’s attention toward emerging priorities, mirroring
how the brain transitions between states of alertness as early signs of an emer-
gency appear [272,273], rather than imposing abrupt switches that can cause
confusion or loss of context . In this way, we aim to adapt the VERGIL inter-
face in a more progressive and human-congruent manner, supporting a more
dynamic and effective level of situation awareness across the overall system.

The approach we propose is grounded in neuroscientific evidence [272,273]
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Figure 7.15: Alert States Model

showing that a user’s attentional focus fluctuates across distinct cognitive states,
each of which can be associated with specific ranges of brainwave frequen-
cies [274]. These states are not merely theoretical constructs, but correspond
to well-documented neurological conditions that reflect the brain’s natural os-
cillation between goal-driven and data-driven processing. We therefore define
the state space as follows:

Si.

S>.

S3.

Sy.
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Normal surveillance: The system operates under standard conditions,
performing routine monitoring mainly driven by historical data and base-
line expectations. This state corresponds to low cognitive load and sus-
tained attention, and can be associated with 1} brain waves (4—8 Hz).

Moderate alert: Triggered by early or weak signals of deviation from
normal conditions, such as small but persistent increases in risk indicators.
It can be associated primarily with « brain waves (8—13 Hz), reflecting
relaxed but focused cognitive processing.

High alert: Activated by more pronounced anomalies or rapidly evolving
conditions that require heightened vigilance and faster decision-making.
It can be associated with low-to-mid (3 brain waves (13-20 Hz).

Critical alert: Represents an immediate response to highly exceptional
and potentially dangerous events, such as extreme rainfall in the consid-
ered case study. It can be associated with high 8 brain waves (20-30
Hz).



The state model is shown in Figure 7.15, which also illustrates the pos-
sible transitions between states. Defining these transitions is critical. In our
CHCI context, they can be specified through expert-based approaches, in which
domain experts determine, based on variables such as rainfall intensity, cumu-
lative rainfall, and rainfall duration, when a given goal requires more or less
immediate attention. Alternatively, they can be learned through data-driven
approaches.

7.3.3.3 VERGIL Goal Suggestion Implementation

In the VERGIL platform, we implement an adaptive interface in which transi-
tions between states are driven by a set of thresholds based on rainfall intensity,
cumulative rainfall, and rainfall duration. Indeed, these factors are highly dy-
namic and can quickly escalate into emergencies and cause serious damage to
the park, especially when broken tiles are present. By contrast, more slowly
varying factors such as temperature and humidity do not typically require this
type of immediate attention, as their dynamics are slow. When these thresholds
are exceeded, the system moves from one state to another. The thresholds are
defined with the support of site experts, who specify which type of alert should
be issued under given weather conditions when damaged tiles are present at the
site.

The adaptive interface is also designed to draw attention to damaged tiles,
when present, even while the user is operating in weedy or flat mode, by
monitoring precipitation, which is the most critical factor in the presence of roof
damage. This mechanism provides three levels of alert intensity, corresponding
to states So, S3, and Sy in Figure 7.15, and includes state S7, in which no
attention shift is required. Every change in status must also be communicated
to the user, which in our case is done through various visual signals.

The states are described as follows:

* No alert: The user performs the task normally, and no alerts are active
because the system has not detected any potential risk situations. The
interface appears as shown in Figure 7.7. This corresponds to state .S7 in
Figure 7.15;

* Moderate alert: a fixed yellow alert appears on the broken-tiles button
in the navbar, indicating that it may be advisable to switch the goal to
identifying broken tiles as soon as possible. Figure 7.16 shows the So
yellow alert on the interface;

* High alert: a blinking orange alert appears on the broken-tiles button
in the navbar, indicating that the risk of serious damage is becoming
imminent. Figure 7.17 shows the S3 orange alert on the interface;
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¢ Critical alert: a blinking red alert appears on the broken-tiles button in
the navbar, indicating that the risk is serious and imminent and requires
a mode change. Given the urgency, a pop-up also appears at the bottom
of the interface, prompting the user to switch. Figure 7.18 shows the Sy
red alert on the interface.

Overview Flats = Weedy Overview Flats = Weedy

Figure 7.16: Yellow Alert for Rainfall ~ Figure 7.17: Orange Alert for Rainfall

@ Structures Info

Time: 2023-09-23 17:00:00

20.9 88 0.2, 5.5 1000 " e |
Figure 7.18: Red Alert for Rainfall

Below we formally and rigorously define the model we propose:
Let ¢t € Z>q denote the hourly time index. R; is the hourly rainfall (mm/h)
attime ¢: a detail worth noting is that this value does not reflect only the current
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conditions, but is computed as the maximum expected value over the eight hours
following time ¢, so that the user is warned in advance and has time to take
precautions if the near-term forecast is adverse; 127, instead, is the exponentially
weighted cumulative rainfall indicator at time ¢, while A; € {S1,S2,S3,S4} is
the set of states of the interface (No alert, Moderate Alert, High Alert, Critical
Alert).

The transition from one alert level to another is regulated by a series of
thresholds connected to various variables. The first variable to consider is the
hourly rainfall R;, for which the threshold values are:

THE =2, THE =7, THE = 20, (7.1)

where T H. é’; is the rainfall threshold above which the system switches to state
So, THéz is the threshold for state Ss, and T HSFi is the threshold for state
S4. When R; exceeds one of these thresholds, the system transitions to the
corresponding alert state.

Then there is the cumulative rainfall Rf

THE =5, THE =12, THE = 25, (7.2)

where THE' is the cumulative rainfall threshold above which the system
switches to state So, THézc is the threshold for state Ss, and T’ Hﬁc is the
threshold for state S4. Similarly, when the cumulative rainfall R{ exceeds one
of these thresholds, the system transitions to the corresponding alert state.

Lastly, we consider persistence of rain variable h; which counts how many
consecutive hours the cumulative indicator has remained at least moderate
(R > THE):

ht:max{heN: RS, > THE szo,...,h—l},

. (7.3)
(he = 0if Rf < THE).
For such values the relative threshold are:
THE =1, THY, =2, THE, = 4. (7.4)

where T'H, 5‘2 is the rainfall-duration threshold above which the system switches
to state So, T H, éLS is the threshold for state S3, and T H 54 is the threshold for
state S4. When h; exceeds one of these thresholds, the system transitions to
the corresponding alert state.

Each alert state is persistent until the goal, and the relative mode interface,
is not changed. The logic for transitioning into each alert status is formally
defined as follows:
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» S4- Critical alert state: it is indicated by the red blinking alert and
the popup, and it is triggered either by extreme hourly rain, or by long
persistence (hy > T H. §4). The boolean condition R; is reported in the
following:

Ri = (A1 =S4) V(R > THE) v (R{ > THE ) v (hy > THE).
(7.5)

* S3- High alert state: If not S4, S35 state, which is associated to the
orange blinking alert, is triggered by high hourly rain, by high cumulative
indicator, by moderate persistence. The boolean condition O, is reported
in the following:

Op == (Ai-1 =83)V (R > THE) v (R > THE) v (he > THE,).
(7.6)

¢ S3- Moderate alert state: If neither S, nor Ss, So state, which is
associated to the yellow static alert, is triggered by moderate hourly rain,
by moderate cumulative indicator. The boolean condition )} is reported
in the following:

Vo = (Aim1 =S2) V(R > THE) Vv (R > THE )V (he > THY).

(7.7)
The alert level is updated with strict priority S4 > S3 > So > Si:
Sy if Ry,
Ss if "R, NO

So i "Ry A=Op A Yy,

S1  otherwise.

Through Equation 7.8, transitions between alert states are triggered while
the system is in flat or weedy mode, so that the user is guided toward tile
mode whenever maintenance issues related to damaged tiles are present. This
threshold-based approach implements the model described in Section 7.3.3.2
and the projection module presented in Section 4.2.3.4 of the proposed SA-
CPSS. In particular, as described in the L3.2 Danger Projection module, it
enables users to respond to emergency situations more promptly than relying
on the current CHVI alone, and supports proactive anticipation of near-term
risks.
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7.3.4 CHYVIs Implementation

In Section 4.3, we introduced a vulnerability measure that was then used in
Chapter 4 and applied again during the evaluation phase, in the implementation
described in Section 4.4.1.

However, as mentioned above, the CHVI we designed is intended as a goal-
driven vulnerability measure, whose computation must be performed according
to the user’s current goal. In VERGIL, the human operator pursues their goal
by selecting the appropriate mode. We therefore present the implementation of
four vulnerability indices, one for each mode of the platform.

Since the contributions introduced in Section 4.4.1.2 were illustrative ex-
amples used for our proof of concept, they have been revised more rigorously
together with domain experts. These experts supported us in defining the
thresholds according to the specific area under analysis and the domain cov-
ered by our experimentation.

7.3.4.1 Contribution Functions

Since the role of these variables in assessing the vulnerability of the areas has
been discussed in Section 4.4.1.2, this section presents the updated contribu-
tions and discusses the differences from a goal-driven perspective.

The symbols used are the same as those introduced in Section 4.4.1.2, and
are repeated here for the reader’s convenience. We consider three types of
maintenance issues, namely damaged conduits (x4.), broken tiles (x;), and
weedy vegetation (x,,,). We also consider meteorological variables including
precipitation (), temperature (x;), relative humidity (z,), and wind speed
(z), as well as visitor flows (x,). The resulting context space is therefore
X = {Zdec, Tot, Tww, Tps Tty Ty, Ty, Ty}, and a contribution function must be
defined for each dimension.

Equations 7.9, 7.10, and 7.11 present the updated contributions, reflecting
the fact that the areas under consideration are larger and denser in terms of
structures and, consequently, more affected by maintenance issues. Moreover,
these contributions have been adapted to a new approach for issue identification,
which no longer relies on detection but instead on classification applied to pre-
segmented areas during the initial setup phase.

Equations 7.12, 7.14, 7.15, and 7.17 introduce new contributions in the me-
teorological domain, while the equation for visitors (7.19) remains unchanged
with respect to Section 4.4.1.2.

Finally, Equations 7.13, 7.16, 7.18, and 7.20 define the parameters used
to adapt contextual contributions to the detected maintenance issues. As can
be observed, these parameters must be differentiated according to the user’s
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goal, resulting in contribution functions that vary not only with the detected
problems but also with the user’s current objective. Furthermore, while Chapter
4 addressed a proof of concept in which the maximum number of damages was
assumed to be fixed based on the scenario and the structures analyzed, the new
formulation generalizes the parameters without imposing an upper limit for the

damages in an Insulae.

0.2
0.4
0.5
con(xp) = < 0.6
0.7
0.8
0.9

0.1
0.2
0.3
con(zge) =4 0.5
0.7
0.8
0.9

0.1
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0.5
0.6
0.8

con(Tyy) =
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Tqe = 0,

xqe € (0,1],

Tde € (1, 3],

Tde € (3, 5],

Tde € (5, 7],

xge € (7,15],
Zqe € (15,25],
Zqe € (25,30],
x4 € (30, —|—inf]
Ty =0,

Ty € (O> 1]7
Ty € (1’4-]7
Tun € (4, 6],
Ty € (6, 8],
Tuy € (8,10],
Tuw € (10, 20],
Ty € (20, + inf

(7.9)

(7.10)

(7.11)



0 =0,
0.2 z,€(0,2.5— 2],
con(zp) = ¢ 0.5 € (2.5 —2p,10 — 5p], (7.12)
0.8 ,€ (10— 5p,50 — 20p)],

€ (50 — 20p, + inf].

Ty + & Tge + 0

ot if mode = Tiles,
Tyt + @ (7.13)
Tde

Tde + B
1 otherwise.

( (0.7 if mode = Overview,

if mode = Flats,

\

01 x4 €
0.2 z¢ €
0.1 =z € (0,10],

0.0 =z € (10,28],

(— 5],

(-

(

( ]
con(z¢) = € 0.2z € (28,32, (7.14)

( ]

( ]

(

(

inf, —
5,0],

0.3 =z € (32,35
04 =z, € (35,37,
0.5 =z € (37,42],
1.0 z¢ € (42, +1nf].

)

(0.4 =z, € ]0,20),
0.2 =z, € [20,40),

[
[
0.0 z,€ {40 , 60), (7.15)
[
[90

con\x =
() 0.6 =z, € [60,80 — 5p),

0.8 z, € [80 — 5y, 90 — 5p),
— 5, 100).

1.0 z,€

\

Lde if mode = Flats,
=14 Tde TP (7.16)

1 otherwise.
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0.0 2y € [0,5.4],
0.1 =z € (54,79 — 2w,
0.2 xy € (7.9 — 2w, 13.8 — 4w,
con(zy) =4 0.5 @y € (13.8 — 4w, 17.1 — 6w, (7.17)
0.6 xy € (17.1 — 6w, 20.7 — 8w,
0.7 xy € (20.7 — 8w, 24.4 — 12w],
1.0 zy € (24.4 — 12w, +inf].

(0.5 2% g5 Tde )
Ty + « Tge + B

Tt

if mode = Overview,

if mode = Tiles,
w=2{ T ta (7.18)

_ Tde if mode = Flats,
Tde + 6
(1 otherwise.
0 T, =0,

0.1
0.2

2, € (0,12500 — 5000)],
z, € (12500 — 5000, 25000 — 5000\],
0.3 2, € (25000 — 5000\, 37000 — 10000],
0.4, € (37000 — 10000, 50000 — 20000,
con(zy) =< 0.5z, € (50000 — 20000, 62500 — 30000, (7.19)
0.6 1z, € (62500 — 30000, 75000 — 40000A],
0.7 2, € (75000 — 40000\, 87500 — 50000\],
0.8 , € (87500 — 50000, 100000 — 60000\],
0.9 =z, € (100000 — 60000, 112500 — 70000A],
2, € (112500 — 70000, + inf].

Tt

if mode = Tiles,
A= Tt T (7.20)
1 otherwise.

The parameters « and 3 were determined from the median damage counts
for broken tiles and damaged conduits across all insulae exhibiting damage.
This yielded « = 1.5 and 8 = 2.
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7.3.4.2 Goal-driven CHVIs

After introducing the new contribution functions, we define the implementation
of each CHVI associated with the various areas for each of the four modes
described above.

The first is the CHV I, which corresponds to the overview mode. As
described in Section 4.4.1, this CHVI is composed of two components: a static
component, denoted as C HV I, which is based on materials, usage, and other
static contributions defined by domain experts, and a dynamic component,
denoted as CHV I¢ , which is computed using CST.

ov?

CHV Iy =ws, - CHVIS, +wl -CHVIZ (7.21)

with weights w3, = 0.25 and w?, = 0.75, which result in the dynamic
component having a slightly greater influence in the final computation. While
CHV I3, is calculated as described in Section 4.4.1.1, CHV IZ is computed
according to Equation 7.22:

C’HVIgv = Wou,pt CON(Tpt) + Wop, de CON(Tde) + Wou,wo CON( L)+
Wop,p CON(Lp) + Wop,t CON(T¢) + Wop,u CON(Ty) + Wop . CON(T4)+
Wopp cON(Ty) (7.22)

with the weights assuming the following values:

Wop,pt = 0.40,  Woy.de = 0.19,  Wop,wo = 0.05,  weyp = 0.20,
Wop,t = 0.0025,  Wepu = 0.0075,  Wepw = 0.05,  Wey,p = 0.10
(7.23)
In our implementation, the other three indices associated with the remaining
modes, namely tiles, flats, and weedy, rely exclusively on the dynamic compo-
nent. In this way, the insulae that are not affected by the issues filtered by a
given mode are excluded from the calculation, allowing the operator to focus
more directly on actual maintenance problems with a real-time impact. With
this approach, such impact is not constrained by the static component, which,
during a phase focused on a specific goal, could otherwise be unnecessarily
distracting.
The first CHVI we analyse is the one related to the tiles mode, denoted as
CH V.Tg-, in which the contributions are provided by damaged tiles, as well as
by rain, wind, and visitors:

CHVItdZ- = Wej pt CON(Tpt) + Wy p CON(Tp) + Wy 1y CON (L) + Wy 1y CON(T)
(7.24)
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with the contributions weighted so as to assign greater importance to broken
tiles and rain, and lower contribution to wind and visitors.

wiipt = 0.50,  wyip = 0.30, wyp =0.10, wy, = 0.10 (7.25)

Then, we consider the index related to the flats mode, denoted as CHV I ]‘?l,
in which the contributions are provided by damaged conduits, as well as by
rain, wind, and visitors:

CHVI}II = Wl de CON(Tge) +W 1 p CON(Tp) + W 1 CON(Ty) +W 4 CON(Lyy)

(7.26)
In this case, a greater weight is assigned to maintenance issues, while rain
and wind contribute equally with respect to each other, since wind can be
particularly critical in the presence of broken conduits, together with a lower
contribution from visitors.

Witde = 0.50, wyip =020, W, =020, wp, =010  (7.27)

Lastly, the CHVI related to weedy vegetation, denoted as CHV [ S] - takes
into account only the contribution of weedy vegetation issues and visitors, with
equal weighting:

CHVI;f,d = Wayd,wo CON(Tyy) + Wepd,p cON(Ty) (7.28)

since the other contextual components do not have a significant impact on the
level of danger posed by this maintenance issue.

Wwdws = 0.50,  Wyd.y = 0.50 (7.29)

Each of these indices comes into play at the appropriate time, and the type
of CHVI therefore changes whenever the user’s goal changes, since it is the
user who determines the displayed information.

In the next section, we evaluate the extent to which these indices can sup-
port operators in decision-making processes, both in routine activities and in
emergency situations.

7.4 Evaluation

In this section, we evaluate the SA-CPSS methodological approach for cultural
heritage protection in its various aspects using the SAGAT method and the
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VERGIL platform deployed at the archaeological site of Pompeii. We compare
VERGIL with a baseline system that includes some of its features, such as the
automatic identification of maintenance issues using HydraML (6.3), but does
not implement several key elements of our CPSS. In particular, the baseline
lacks part of the understanding phase and all projection modules. Indeed, it
does not provide any visualization of area vulnerability through CHVI indices
for the insulae of Regio I, as it does not explicitly implement a situational
model of the kind adopted in our SA-CPSS. In addition, the Oscillatory Goal
Suggestion Approach for emergency alerts is implemented only in VERGIL.

Participants will test both the baseline and VERGIL in a set of usage scenar-
ios with predefined objectives. Through questionnaires, we will assess whether
VERGIL leads to measurable improvements, which aspects benefit the most,
and, crucially, whether VERGIL users are able to make better decisions than
when using the baseline system. Overall, these results will indicate whether
the features introduced by our SA-CPSS provide tangible benefits.

7.4.1 Evaluation Procedure

In order to truly measure the improvement in terms of SA linked to the use of the
system we propose, we must involve human users since, as Endsley said, "the
true situation awareness only exists in the mind of the human operator” [59].
For this reason, our experiment involved 24 human subjects with heterogeneous
characteristics, all sharing partial or complete knowledge of the domain of
interest. The participants included computer engineers with experience in SA
support across different domains, computer scientists and electronic engineers
working in the field of CH, civil engineers with expertise in CH, and specific
domain experts.

Each subject was tested in five different usage scenarios, each referring to
a time window of about 18 hours between September 22 and 23, 2023. The
simulations are run with an accelerated data update rate, so that one hour of
simulated time corresponds to one minute of real-time, and the time slider
advances accordingly. By usage scenarios, we mean "a formally specified,
time-ordered instantiation of an operational context (mission/task) that defines
the evolving “world state” (system + environment), the operator’s goals and
tasks, and the event timeline, such that the operator’s SA can be sampled at
selected instants and scored against an objective ground truth" [21].

In general, however, SA is assessed by comparing a system against an
alternative, because the key question is whether the innovations introduced
actually improve the baseline with respect to the previously elicited GDTA,
because through that we understood what the operator must comprehend and
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Figure 7.19: Overview Map of the Base Interface

decide. In our case, the baseline shown in Figure 7.19 represents a system
that already implements many of the features described above, including the
identification of maintenance issues using HydraML, but it does not directly
model the concept of situation as a measure of area vulnerability and it does
not implement an the Oscillatory Goal Suggestion Approach to support goal
change in emergency situations. By comparing this system, we will therefore
be able to evaluate the contribution in terms of these aspects, which are at
the heart of the SA-based approach proposed with our CPSS. Indeed, in the
baseline system, the operator can view maintenance issues and contextual data
through the different map widgets, but there are no indicators that express area
vulnerability as the combination of these factors, and no visual cues that allow
the operator to assess the status of the insulae as a fusion of this information.
In addition, the baseline interface is not adaptive to the situation. The system
cannot alert the user that something is changing, or that it may be necessary to
update goals and adjust the visualization accordingly.

With this in mind, each subject followed the procedure below. First, each
participant was trained through a VERGIL demo that introduced the system’s
main features and explained what to focus on during the different usage sce-
narios in the archaeological site of Pompeii, set between September 22 and 23,
2023, and based on real information and data from that period as presented
by the interface. Next, the participant was tested on five scenarios. For each
scenario, it was pseudorandomly determined whether the participant would use
the baseline system or VERGIL, with the users not knowing which of the two
they are using. The assignment was balanced so that, for every scenario, half
of the users worked with one system and half with the other, resulting in three
scenarios with one system and two with the other, allowing each operator to
become familiar with both. The order of the scenarios was also randomized
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across participants. After each scenario, a questionnaire was administered with
questions targeting perception, comprehension, and projection. Each answer
was scored up to one point, with intermediate scores assigned to partially
correct responses.

The collected data were then interpreted in several ways. Outliers were
removed when they were clearly attributable to users having little or no un-
derstanding of a given scenario, or to answers that appeared to be based on
recollections from other scenarios. For each questionnaire, and therefore for
each user and scenario, a score is calculated, in which each question is assigned
a maximum of 1 point for a correct answer, with the possibility of intermedi-
ate scores between 0 and 1 if the user has answered partially correctly. For
example, if the question is: which insula would you intervene on first in the
event of broken tiles, the user gets 1 if they identify the insula with the highest
maintenance priority, 0.5 or more if they identify an insula that is also at risk
but not a top priority, or zero points if they identify irrelevant insulae.

Figure 7.20: Areas of Regio |

We computed the mean and standard deviation of the questionnaire scores
for users on both systems, baseline and VERGIL. If the mean score is higher
for VERGIL, this can indicate an improvement in performance enabled by
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our system. We repeated the same analysis for perception, comprehension,
and projection separately, in order to assess improvements at each level. This
comparison supports an evaluation of overall improvements in terms of SA. We
also analysed overall SA and the three levels on a per-scenario basis, to better
understand where the improvements emerged.

Since differences in mean and standard deviation alone do not indicate
whether the observed improvements are due to chance, we also performed
statistical significance tests.
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Figure 7.21: Insulae of Regio I

7.4.2 Evaluation Scenarios

At this point, it is important to define the usage scenarios designed to evaluate
our system. We tested five scenarios. Each participant completed all five, but
used only one of the two systems, Baseline or VERGIL.

At the start of each test, we introduced the scenario’s main objective and
provided brief instructions on what to focus on, especially for participants with
less experience in the domain.

Most scenarios lasted only a few minutes, around 3 to 3.30. At the end
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of each one, participants completed a questionnaire. The final scenario lasted
about 9 minutes and was divided into four segments. After each segment,
participants answered a short set of questions.

In the following sections, we describe each scenario and list the questions
that were asked. Not all questions were included in the final analysis. Some
items were open-ended and were used to assess participants’ understanding of
the scenario, helping identify outliers, while others were included as distractors.

When describing the scenarios, we will refer to the area and insulae num-
bering shown in Figures 7.20 and 7.21, respectively.

7.4.2.1 Scenario 1

In the first scenario, the user must determine which areas most urgently require
pruning of weedy vegetation on roofs. The relative questionnaire is in Table
7.2. There are six questions; therefore, the maximum score a user can achieve
is 6. The user identifies the most critical areas to address first by flying over
the map. At this stage, the goal is not to inspect individual areas in detail, but
to gain a broad overview and decide where to focus. The simulation runs from
08:00 p.m. on September 22, 2023, to 11:00 p.m. on the same day.

The user first selects the overview mode and then switches to the weedy
vegetation mode to examine the related maintenance issues in more detail.
Based on the overview mode, the user is also expected to assess whether any
areas may require attention in the event of future rainfall.

During the task, the user may notice maintenance issues and vulnerabilities
that are not only linked to weedy vegetation, but also related to broader roof
conditions, such as damaged roofs or broken tiles. They are then asked questions
to verify whether they identified areas that could require attention in case of
rain, even when this is not directly tied to weedy vegetation. For instance, the
first projection question in Table 7.2 targets this aspect. The highest score is
awarded when the user identifies the insula where roof repairs are most urgent.
Lower scores are assigned when the reference to specific insulae is vague or
confused, or when the user points to insulae where repairs are needed but with
lower urgency. In this scenario, the highest priority insula was number 15.

The second question in the perception phase is also intended to assess
whether the user noticed that Insula 15 is vulnerable due to roof damage
and may therefore be a priority. However, if the user does not identify this
and instead focuses only on weedy vegetation and on the insulae that are most
critical from that perspective, such as Insula 10, the answer is scored as partially
correct. The maximum score is assigned when the user correctly identifies the
individual insulae and can keep both priorities in mind, namely weed infestation
and the risk associated with broken tiles. In this scenario, the most accurate
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SA level Question type Question

Perception
Multiple-choice ~ Was it raining during the simulation?
Multiple-choice Do the forecasts say it will rain in the next few hours?
Comprehension
Multiple- Looking at the figure above, which areas of the map
response urgently require the removal of invasive vegetation?
Open-ended Can you identify the insula(e) where this removal is
most urgent?
Projection
Open-ended In the event of rain, which insula(e) would you secure
first?
Open-ended Based on what you saw in the video, which areas or
insulae would you like to examine in more detail with a
zoom?

Table 7.2: Scenario 1 Questionnaire.

answers referred to Area 2, Insula 10, and to Insula 15 in Area 4.

The comprehension questions, instead, focus on assessing SA related to
weedy vegetation. Areas 2 and 4 have the highest priority for pruning, with
Insula 10 as the top priority, followed by Insula 7. We also evaluate whether
the user can correctly recognize this order of priority, since it supports the
definition of the maintenance plan.

Perception level questions are also included to assess whether the user
noticed ongoing or imminent rainfall, based on the forecasts.

7.4.2.2 Scenario 2

In the second scenario, the user must determine which areas most urgently
require the replacement of damaged or deteriorated conduit on flat roofs. The
relative questionnaire is in Table 7.3. There are five questions; therefore, the
maximum score a user can achieve is 5. The user identifies the most critical
areas to address first by flying over the map. At this stage, the goal is not
to inspect individual areas in detail, but to gain a broad overview and decide
where to focus. The simulation runs from 11:00 p.m. on September 22, 2023,
to 1:00 a.m. on the following day.

The user first selects the flats mode and, at a certain point, switches to the
tiles mode. In this mode, the user can identify the areas that are most exposed
to heavy rainfall.

The questions, divided by SA level, are shown in Table 7.3. Based on the
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SA level Question type Question

Perception
Multiple-choice  Did you notice wind during the simulation?
Comprehension
Multiple- In which areas was there the highest concentration of flat
response roofs with damaged waterproof membranes (damage or
moisture stains)?
Open-ended Can you identify the insula(e) where replacing the wa-
terproof membranes is most urgent?
Projection

Open-ended Based on what you saw in the video, in the event of rain,
would you add any insulae to the previous ones among
those requiring imminent maintenance?

Open-ended Based on what you saw in the video, which areas or
insulae would you like to see in greater detail with a
zoom?

Table 7.3: Scenario 2 Questionnaire.

scenario, the user should recognize that the insulae where damaged sheathing
requires the most urgent intervention are Insula 9 and Insula 16.

However, Insula 15, which shows extensive tile damage and deterioration,
is the most susceptible to severe consequences in the event of rain. It should
therefore be addressed even if it is not the user’s primary goal at that moment.

The final projection question is meant to assess how many of these aspects
the user noticed and, most importantly, whether the user can balance multiple
maintenance priorities. As in the other scenarios, scoring is progressive and
depends on the level of detail the user provides, including whether they recall
specific areas or insulae, and whether they correctly identify the highest priority
ones.

A perception level question related to the observed wind is also included.

7.4.2.3 Scenario 3

In this scenario, the user’s goal is to check area 3 and 4. The user can inspect
the insulae within these areas and must determine which ones require the most
urgent intervention for conduit replacement. The relative questionnaire is in
Table 7.4. There are seven questions; therefore, the maximum score a user can
achieve is 7. The simulation runs from 12:00 a.m. on September 23, 2023, to
2:00 a.m. on the same day.

The comprehension questions are intended to assess whether the user rec-
ognizes that the most critical insulae are 9 and 16, and whether they correctly
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identify Insula 9 as the one that becomes critical first, and therefore requires
immediate intervention.

SA level Question type Question

Perception
Multiple-choice ~ Were these insulae accessible to visitors?
Multiple-choice ~ Was the humidity at levels that could contribute to the
deterioration of stains on the waterproof membranes and
on the structures’ walls?
Multiple-choice ~ Was there wind during the video?

Comprehension
Multiple- Which insulae most urgently require replacement of
response damaged waterproof membranes on the flat roofs?
Multiple-choice ~ Which of these would you have addressed first?
Projection
Multiple- Based on what you saw in the video, in the event of rain,
response which insula(e) should be given priority for maintenance
operations?

Multiple-choice ~ Will the wind increase, decrease, or remain stable?

Table 7.4: Scenario 3 Questionnaire.

From a projection perspective, it is also important to determine which areas
are most vulnerable in the event of rain. At a certain point, the weather forecast
starts indicating imminent rainfall, potentially even heavy rain. As a result, the
user’s goal shifts, and checking for broken tiles becomes relevant. Alongside
Insulae 9 and 16, Insula 15 must also be considered, since it is clearly affected
by broken tiles in tiles mode. In terms of vulnerability, Insulae 10 and 8 also
represent a risk, although less severe than Insula 15.

This scenario also includes several perception questions, focusing on the
accessibility of the insulae, as well as observed and forecast wind conditions
and humidity. These questions are reported in Table 7.4.

7.4.2.4 Scenario 4

In this scenario, the user’s goal is to inspect the Area 2. The user must inspect
the four insulae within this area in order to determine which one should be
addressed first in terms of weedy vegetation. The relative questionnaire is in
Table 7.5. The simulation runs from 12:00 a.m. on September 23, 2023, to
3:00 a.m. on the same day. The questions for this scenario are reported in
Table 7.5. There are seven questions; therefore, the maximum score a user can
achieve is 7.
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SA level Question type Question

Perception

Multiple-choice  Did it rain during the video?

Multiple-choice Do the forecasts say it will rain in the next few hours?
Comprehension

Multiple-choice ~ Which insula should be given absolute priority for in-
vasive vegetation maintenance, given that it was in the
worst condition?

Multiple-choice ~ Based on what you saw across the various insulae, do
you think it is easy to carry out combined interventions
on both invasive vegetation and broken roof tiles?

Open-ended If yes, on which insulae can these combined interven-
tions be carried out?

Projection

Multiple- In the event of rain, which areas of Pompeii should be

response monitored and checked first for broken roof tiles?

Open-ended In particular, which insula do you expect to be most

damaged by the rain?

Table 7.5: Scenario 4 Questionnaire.

The operator must identify the insula with the highest priority for pruning,
and also determine which insula has priority from a rainfall perspective. Toward
the end of the video, the user’s goal shifts to checking for broken tiles, and the
display is updated accordingly. The user is then asked which areas are most at
risk in case of rain.

In this case, Insula 15 has the highest priority for rain related maintenance,
while Insulae 10 and 8 follow with lower priority. The latter are also the insulae
where combined interventions can be planned, since they are vulnerable from
both perspectives, namely weedy vegetation and broken tiles.

Users are also asked perception questions about rainfall, both observed and
forecast, to assess whether they noticed rain that has already occurred or is
imminent.

7.4.2.5 Scenario 5

Scenario 5 is the longest of the usage scenarios in this experiment. The relative
questionnaire is in Table 7.6. There are twentytwo questions; therefore, the
maximum score a user can achieve is 22. The simulation runs from 2:00 a.m.
on September 23, 2023, to 11:00 a.m. on the same day, for a total duration of
9 minutes.

A scenario of this length cannot be used without adjustments, mainly be-
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cause it would be difficult to ask questions about the early part of the video
without placing an excessive load on the user’s memory. For this reason, the
video is presented with interruptions, commonly referred to as freezes. After
each freeze, users answer questions about the segment they have just watched
and, in some cases, about information from previous segments. This allows us
to assess whether the user’s SA is progressively built across the different parts
of the scenario. The questions, grouped by freeze and SA level, are reported in
Table 7.6.

Atthe start of the scenario, the user’s objective is to understand which insulae
require pruning of weedy vegetation and which ones have higher priority. The
mode is therefore initially set to weedy. During the simulation, however, it
starts raining, and the rainfall continues and increases in intensity. One of the
key points is to evaluate when, and whether, the user notices this change. In
VERGIL, the adaptive interface activates from the first freeze, progressively
indicating that it is becoming necessary to check for broken tiles.

In the first segment, the user inspects Area 2 to identify insulae with higher
priority for pruning weedy vegetation. From a projection perspective, the user
is also expected to determine which insula should be prioritized in case of rain,
which in this segment is Insula 15. The user is then asked which area should
be addressed next after Area 2, with reference to Area 4, which includes Insula
15 and represents the other key priority after the insulae in Area 2. At each
freeze before the last one, the user is asked whether it is time to start checking
for broken roofs. This is meant to capture whether the user is beginning to
recognize that conditions are changing because of the rain. At this stage,
VERGIL provides a low level alert, shown in yellow, suggesting that a change
of view may soon be needed. The intent is to prompt readiness without creating
undue urgency, since there is not yet an immediate need to switch focus. Users
are also asked, at the perception level, whether they observed rain or whether
the forecast indicates imminent rainfall.

In the second segment, the user inspects Area 3 to determine whether it
requires maintenance with more or less urgency than Area 4, and to identify
the insula needing the most urgent attention. In this phase, Area 4 is clearly
more vulnerable overall, while within Area 3, Insula 16 is the most at risk.
The user is asked whether they can anticipate that Area 4 has the highest
vulnerability in terms of weedy vegetation, with Insula 15 as the most critical
insula. Meanwhile, the rain related emergency is escalating, and in VERGIL
the alert level increases to orange. At this stage, it becomes advisable to start
checking for broken tiles to prevent more serious issues. Additional questions
address wind conditions and forecasts.

In the third segment, the user inspects Area 4 and identifies which insula
requires the most urgent attention. Another question assesses whether the user
still recalls which area was most vulnerable within Area 3, which was shown
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Freeze SA level Question type Question
Perception
Multiple-choice Did it rain during the video?
Multiple-choice Do the forecasts say it will rain in the next few hours?
Fl1 Comprehension

Multiple-choice Which insula should be given absolute priority for
invasive vegetation maintenance, given that it was in
the worst condition?

Projection

Multiple-choice After Area 2 (just shown), which area next requires
attention regarding invasive vegetation?

Multiple-choice Based on the video, do you think it is necessary to
start checking broken roof tiles on the site as well?

Perception

Multiple-choice Was it windy during the video?

Multiple-choice Do the forecasts say it will be windy in the next few
hours?

F2 Comprehension

Multiple-choice Overall, does Area 3 require more or less urgent
invasive-vegetation intervention than Area 4?

Multiple-choice In Area 3, which insula requires the most urgent
intervention?

Projection

Multiple-response  Even without seeing it in detail yet, which insulae in
Area 4 might have priority for invasive vegetation
control?

Multiple-choice Based on the video, do you think it is necessary to
start checking broken roof tiles on the site as well?

Comprehension

Multiple-choice Among all areas seen so far, which area should be
maintained first regarding invasive vegetation?

F3 Open-ended Write the insula(e) in that area to prioritize for
invasive vegetation removal.

Multiple-response  In Area 3, which insulae require the most urgent
intervention?

Multiple-response  In Area 4, which insulae might have priority for
invasive vegetation control?

Projection
Multiple-choice Based on the video, do you think it is necessary to
start checking broken roof tiles on the site as well?
Perception
Multiple-choice Did it rain during the video?
Comprehension
Multiple-choice Do the insulae shown in detail require the immediate
F4 replacement of roof tiles?

Multiple-choice Given what you saw, is it feasible to carry out
combined interventions on both invasive vegetation
and broken roof tiles?

Open-ended If yes, on which insulae can these combined
interventions be carried out?

Multiple-response ~ Which areas still need a closer check for broken roof
tiles and damaged waterproof membranes?

Projection

Multiple-choice

Which insula do you expect to be most damaged by
the rain?

Table 7.6: Scenario 5 Questionnaire.
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earlier. This is intended to evaluate whether VERGIL helps users retain key
information longer than the Baseline system. The user is also asked which of all
the areas seen so far is most vulnerable in terms of weedy vegetation. Overall,
Area 2 remains the highest priority, and within it Insula 15 is the most critical.
Given the ongoing worsening conditions, it is again advisable to start checking
for broken tiles. Questions about wind and forecasts are also included. In this
part, the rainfall becomes heavier and the risk of serious damage increases, so
a change of goal is required. In VERGIL, the alert becomes critical and turns
red, accompanied by a popup. No perception level questions are included in
this segment.

In the final segment, the user’s goal changes to identifying maintenance
issues related to broken tiles, and the mode is switched accordingly. The
user is asked to identify the insulae that should be prioritized from a rainfall
perspective. In this case, Insula 15 has the highest priority, followed by Insulae
10 and 8 with lower priority. These latter insulae are also suitable candidates
for combined interventions, since they are vulnerable from both perspectives,
namely weedy vegetation and broken tiles. Users are also asked whether the tile
damage requires immediate replacement, which is expected given the clearly
visible breakages, especially in Insulae 15 and 8. They are then asked which
insula is likely to suffer the most damage, with Insula 15 as the expected answer
given the number of roof sections affected by broken tiles. Finally, users are
asked whether it was raining in the video.

Overall, this scenario plays a key role in the evaluation, since it allows us to
assess whether VERGIL’s adaptive interface and alerting mechanisms provide
measurable advantages over the Baseline.

7.4.3 Statistical Significance Evaluation Procedure

We consider multiple usage scenarios indexed by s € {1,...,S}, with S = 5.
For each scenario, each user tested exactly one of two systems/conditions
¢ € {Baseline, VERGIL}. Therefore, within each fixed scenario s, the com-
parison VERGIL vs. Baseline is a between-subjects comparison (independent
groups), because each observation belongs to a single condition in that scenario.
Across scenarios, however, the same user may appear multiple times (repeated
measures across scenarios), and may be assigned to different conditions across
different scenarios. This motivates modeling the user effect when performing
a pooled (global) analysis across scenarios [275].
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7.4.3.1 Dependent Variables

Starting from questionnaire responses / elemental metrics (items), aggregated
scores were defined for each user ¢ and scenario s. Let x;5; denote the score of
user ¢ in scenario s on item j (j = 1,...,.J). The global score for user ¢ and
scenario s is defined as:

J
Global-SA;s = ) ;. (7.30)
j=1

For each level L € {Perception, Comprehension, Projection}, letting 77, be the
set of items associated with that level, the level-specific total is:

TotLis = Y isj- (7.31)
JjeIL

This yields four primary dependent variables (DVs): Global-SA, Totperceptions
TOtComprehension , and TOtProjection .

7.4.3.2 Descriptive Statistics

For each scenario s and condition ¢, define the set of users observed in that
group:

Zse = {1 : user i performed scenario s under condition ¢ }, Nse = | ZLsel-

Let y;s be a generic DV observation for user ¢ in scenario s (e.g., yis =
Global-SA;s). The sample mean and sample standard deviation within group
(s,c) are:

1
Jse = — Y Yis; (7.32)
Tsc i€Tse
1
Ssc = Z (yis - gsc)2- (733)
Msc — 1 i€Tse

7.4.3.3 Hypothesis Testing

For each DV, the main goal is to test whether, on average, VERGIL improves
performance relative to Baseline:

Hy : [WERGIL = [4Baseline Vs Hi : UVERGIL 7 UBascline-  (7.34)

Since scenarios may differ in inherent difficulty, Scenario is included as a
blocking factor in the pooled dataset. Moreover, since the same user appears
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across multiple scenarios, a user term is included to control for stable between-
user differences.

Let c(i,s) € {Baseline, VERGIL} denote the condition assigned to the
observation (7, s). The fixed-effects linear model used for each DV is:

Yis = b+ Cc(i,s) + Bs + ;i + (aﬁ)c(i,s),s + €is) (7.35)

where 4 is the intercept (grand mean), a. is the main effect of Condition
(¢), Bs is the main effect of Scenario, ¢; is the subject effect, (f3).,s is the
Condition x Scenario interaction, and €;5 is an error term. In this model, the
main effect of Condition represents the average VERGIL-Baseline difference
across scenarios, while the interaction tests whether the VERGIL advantage
depends on the scenario.

7.4.3.4 OLS ANOVA

The model is fitted by ordinary least squares (OLS) [276]. Let N be the
number of observations used for that DV, and let ¢ be the grand mean over all
N observations. The total sum of squares is:

SStot =Y _(is — 7)°- (7.36)
(4,5)

Let 7;5 be the fitted value under the full model, and e;5 = y;s — ;s the residual.
The residual (error) sum of squares for the full model is:

SSee =Y _ €5, (7.37)
(i)

and the model sum of squares is:
SSModel = SSTot - SSErr' (7-38)

In our multifactor linear model, each term (Condition, Scenario,
Conditionx Scenario, and User) is tested with an ANOVA F'-test, i.e., Fp ~
Fafr afs.. [276] [277]. To test a given effect T' (e.g., Condition, Scenario, In-
teraction, User), ANOVA computes a sum of squares associated with that term,
SS7. In such a contex, sums of squares are used: intuitively, SSt quantifies
the additional reduction in residual variability attributable to term 7" when T’
is added to a model that already contains the other relevant terms. The corre-
sponding degrees of freedom are dfr, while the residual degrees of freedom
for the full model are:

dfger = N — p,
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where p is the number of estimated parameters in the full model.
Mean squares are defined as:

S ST S SErr
MSr = —— M Sgr = .
ST dfT ’ SE derr

The F'-test [276,277] for testing term 7’ is:

(7.39)

MSr  SSp/dfr
Fr = = 4
T MSErr SSErr/derr ’ (7 0)

Accordingly, the reported p-value is computed from the F' distribution
Fafr dfir,*
P = P(Fafp.dfe, = Frobs) - (7.41)

Considering T' = Condition (the VERGIL/Baseline system effect), using a
significance level o = 0.05, we reject Hy for the Condition effect if p < 0.05,
concluding that VERGIL and Baseline differ significantly on that DV in the
pooled analysis.

7.4.3.5 Scenario-specific Comparisons

It is also natural to test VERGIL vs. Baseline separately within each scenario
s. In that case, the model reduces to a between-subjects comparison within the
scenario:

Yis = Ms + CQe(i,s) + €is, (7.42)

and ANOVA assesses whether the two conditions differ significantly in that
scenario. With two conditions, the one-way ANOVA within a scenario is
equivalent to an independent-samples t-test, since Fi 4¢ = t§f§ in such a way
the p-value can be calculated as equation 7.41 [277,278].

7.4.3.6 Effect Sizes

Beyond statistical significance, effect sizes were computed. For ANOVA, an
effect-size measure for the Condition term can be defined via eta-squared. In
multifactor designs, a common choice is partial eta-squared:

2 SSCond

= ~-Comd 74
p SSCond + SSErr’ ( 3)

which represents the proportion of residual-plus-effect variance attributable to
Condition, within the fitted model.
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For scenario-specific (independent-groups) comparisons, Cohen’s d [279]
was computed as:

d— YVERGIL — YBaseline

)

Sp

2 2
5 — (nVERGIL - USVERGIL + (nBaseline - 1)SBaseline
p = .
NVERGIL T MBaseline — 2

(7.44)

The sign indicates direction (e.g. d > 0 implies higher scores under VERGIL
if higher is better), while the magnitude indicates the strength of separation
between the two group distributions.

7.4.4 Results and Discussion

At the end of the experimental campaign, we collected the results relating to the
scores achieved by users and analysed them from various points of view. As we
know, the main metrics that were calculated in relation to the score relate to the
averages of the scores achieved on the Baseline and VERGIL systems and the
relative standard deviation. This mean and standard deviation were calculated
separately on the total scores and on the questions relating to the three levels.

7.4.4.1 Global Results

Analyzing the metrics related to global SA, we note a significant improvement
across all scenarios, as can be seen from the barplot in Figure 7.22

Overall, VERGIL achieves higher Global SA scores in all scenarios, with
particularly large absolute gains in Scenario 5 (Baseline: 12.75 £ 2.26,
VERGIL: 16.49 + 2.07) and clear improvements also in Scenarios 1, 2, and 4,
while Scenario 3 shows a more moderate increase.

In terms of Perception, as can be seen from Figure 7.23, differences are
small and often negligible, with identical means in Scenarios 1 and 2, only
minor changes in Scenarios 3 and 5, and a slight decrease in Scenario 4, which
is consistent with the overall limited effect observed on this component. This
result was expected because, as noted above, our methodological approach
primarily supports the understanding and projection phases by introducing a
situation model based on CHVIs and the oscillatory goal suggestion model.

By contrast, Comprehension, as can be seen from Figure 7.24, improves
consistently under VERGIL across all scenarios, with especially pronounced
gains in Scenario 3 and a large absolute increase in Scenario 5 (Baseline:
5.94 + 1.35, VERGIL: 8.15 £ 1.26).
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Figure 7.24: Comprehension SA Per Scenario Barplot

A similar pattern emerges for Projection (Figure 7.25), where VERGIL
outperforms Baseline in every scenario, with strong gains in Scenarios 1 and
2 and a substantial increase in Scenario 5 (Baseline: 3.81 + 1.01, VERGIL.:
5.08 £ 0.81).

Overall, the mean Global SA improvement ranges from approximately
+24.3% to +51.4% across scenarios (average +32.7%), while Comprehension
improves by roughly +37.2% to +76.5% (average +47.4%) and Projection by
about +29.0% to +136.6% (average +54.8%), highlighting that the main ben-
efits of VERGIL emerge at the Comprehension and Projection levels rather
than in Perception, but in any case, for Global, Comprehension and Projection
the extent of the improvement varies greatly from scenario to scenario, even if
it is always present.

Table 7.7: Global OLS-ANOVA p-values

DV Psystem DScenario DSystem x Scenario P

Global 5.60 x 10712 358 x 107°1 711 x1073 573 x 1073
Perception 725 x 1071 1.06 x 10726 9.65 x 107!  3.58 x 1074
Comprehension  3.68 x 107 237 x 107 2.27x107*  1.49 x 101
Projection 9.80 x 1072  8.07x 1073 134 x 107! 6.83x 107!
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As mentioned above, we performed fixed effects tests using an OLS ANOVA
to assess the significance of the results. From the Table 7.7, we can interpret
the outcomes through the p values associated with each term in Equation 7.35.

The term pgysiem captures the statistical significance of the effect of the
system used (Baseline vs VERGIL). When it is below 0.05, and especially
when it is very small, we can reject the null hypothesis that the two systems
yield the same average scores on Global SA and on the Comprehension and
Projection components. In our results, pgystem i very small for Global SA,
Comprehension, and Projection, indicating statistical significance. This is not
the case for Perception. Here, the mean scores differ only marginally, so we
expected the effect not to be statistically significant.

Beyond significance, for the Global SA DV, the classical eta squared for
the System effect was n> = 0.0358. This indicates that, within the fitted
model, which controls for Scenario, User, and their interaction, a non trivial
portion of the residual plus effect variance is attributable to the System Used
factor. Consistently, the equivalent Cohen effect size was large (deq = 1.838),
suggesting a strong separation between VERGIL and Baseline performance on
overall SA.

For the Perception DV, the effect sizes were negligible (> = 0.000268,
77]% = 0.001601, deq = 0.080), in line with the non significant System p
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value. This indicates that VERGIL does not provide a practically meaningful
improvement on the Perception component in the pooled analysis.

For Comprehension, the System effect had a non trivial magnitude, with
n? = 0.0359 and a large Cohen effect size (deq = 1.505). This suggests
that VERGIL provides a substantial overall improvement in Comprehension,
although the significant System x Scenario interaction indicates that the size of
this benefit varies across scenarios and should be examined through scenario
specific contrasts.

Finally, for the Projection DV, effect sizes were also sizeable (772 = 0.0580,
deq = 1.454), indicating a large overall improvement of VERGIL on Pro-
jection. Unlike Comprehension, the non significant interaction suggests that
this improvement is comparatively more stable across scenarios in the pooled
analysis.

Looking at pscenario> the very small values indicate that the results obtained
by the users varies substantially from scenario to scenario, both overall and at
each SA level. This is expected, since the number of questions and the difficulty
of the scenarios differ considerably.

For the interaction term psystemx Scenario» the low values for Perception and
Comprehension indicate that the improvements of VERGIL vary noticeably
across scenarios. For this reason, it is advisable to evaluate results and sta-
tistical significance on a per scenario basis, in order to better understand the
improvements achieved in each case.

Finally, the low pgrse,- for Global SA and Perception indicates substantial
variability across participants. This variability is largely driven by Perception,
meaning that some users are much better than others at noticing the cues tar-
geted by perception questions. By contrast, this variability does not appear to
meaningfully affect Comprehension and Projection, which is reassuring. It sug-
gests that the system supports users more uniformly at these levels, something
we further verify through a dedicated user level analysis.

7.4.4.2 In-depth Scenario Analysis

As written before, the significant System x Scenario interaction implies that
the magnitude of this benefit varies across scenarios and should therefore be
investigated through a scenario-specific analysis, which we do below.

In Scenario 1, the barplot in Figure 7.26 show that the Total score of VERGIL
increases when compared to Baseline from 3.58 £1.06 to 5.09+0.70, a gain of
+1.51 points (i.e., +42.2%). Similarly, Comprehension rises from 1.07 £ 0.56
to 1.61 +0.21, a gain of +0.54 points (i.e., +50.5%), and Projection improves
from 0.71+0.69 to 1.68 +0.45, a gain of +0.97 points (i.e., +136.6%). In this
case, the improvements are attributable to VERGIL users’ improved ability to
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recognize the areas and islands with the highest priority for weedy vegetation
removal, as well as to understand which areas to focus on next.
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Figure 7.26: Scenario 1 Score Barplot by Level

In Scenario 2, the barplot in Figure 7.27 show that the Total score of VERGIL
increases from 2.20+1.10 to 3.32+0.85, a gain of +1.12 points (i.e., +50.9%).
Likewise, Comprehension increases from 0.94 4 0.44 to 1.45 £ 0.30, a gain
of +0.51 points (i.e., +54.3%), and Projection rises from 0.67 £ 0.64 to
1.29 4+ 0.47, a gain of +0.62 points (i.e., +92.5%). In this case, there were
no major improvements in identifying the areas with the highest density of
damaged roofs; however, VERGIL users were able to pinpoint the specific
insulae where replacement was most urgent. They were also better able to
recognize the importance of maintaining insula 15 due to broken tiles, even
though this was not their current goal.

In Scenario 3, the barplot in Figure 7.28 show that the improvements of
VERGIL are more moderate for 7otal and Projection, with Total moving from
4.41+0.98 t0 5.48+0.94, a gain of +1.07 points (i.e., +24.3%), and Projection
increasing from 0.62 £ 0.30 to 0.80 £ 0.28, a gain of +0.18 points (i.e.,
+29.0%). By contrast, Comprehension shows a particularly large relative
increase, from 0.98 +0.66 to 1.73+0.52, a gain of +0.75 points (i.e., +76.5%).

Here, baseline users are often able to identify at least one, and often two,
of the insulae where conduits replacement is most urgent; however, they find it
difficult to understand that the insula requiring replacement most urgently, due
to environmental factors and the greater number of conduits, is 9. From this
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Figure 7.27: Scenario 2 Score Barplot by Level

perspective, VERGIL improves users’ performance. Furthermore, VERGIL
users also show an improvement in understanding how insula 15, and broken
tiles in general, could pose a problem in the event of rain, as much as, and even
more than, conduits, even though this was not the main goal.

In Scenario 4, from the barplot in Figure 7.29, VERGIL again shows clear
advantages, with the 7otal score increasing from 4.52 + 0.68 to 6.06 & 0.62, a
gain of +1.54 points (i.e., +34.1%), Comprehension rising from 1.45+0.95 to
2.36 + 0.60, a gain of +0.91 points (i.e., +62.8%), and Projection increasing
from 1.07 +0.72 to 1.80 4 0.16, a gain of +0.73 points (i.e., +68.2%). In this
scenario, improvements are observed in VERGIL users’ ability to identify the
insulae with the highest priority for the removal of weedy vegetation (Insula 10,
followed by 7), as well as the imminent emergency of safeguarding zone 4 and,
in particular, insula 15, which is the most vulnerable due to broken tiles. There
are also improvements in identifying areas where combined interventions can
be carried out on issues such as weedy vegetation and broken tiles.

Finally, Scenario 5, from the barplot in Figure 7.30, VERGIL exhibits
the largest absolute gains with respect to Baseline, with VERGIL Total score
increasing from 12.75 4+ 2.26 to 16.49 £ 2.07, a gain of 43.74 points (i.e.,
+29.3%), Comprehension rising from 5.94 + 1.35 to 8.15 4 1.26, a gain of
+2.21 points (i.e., +37.2%), and Projection increasing from 3.81 + 1.01 to
5.08 + 0.81, a gain of +1.27 points (i.e., +33.3%).

With regard to this scenario, the various freezes indicate that VERGIL users
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Figure 7.30: Scenario 5 Score Barplot by Level

improve their ability to understand which areas are most sensitive in terms of
weedy vegetation removal, as well as which individual insulae are most critical.
During the simulation, a rain emergency arises, and VERGIL users are able
to detect it earlier and to understand, slightly in advance, when it becomes
necessary to check for broken tiles, without this being so invasive as to distract
them. Accordingly, VERGIL alert functionalities allow users to improve their
performance in determining the most vulnerable and at-risk areas with respect
to both the initial and final goals, namely weedy vegetation and broken tiles,
and they are also better able to identify areas where interventions for both
maintenance issues can be carried out in a combined manner.

The color-based vulnerability interface related to Goal-driven CHVIs not
only helps users notice otherwise complicated details in areas other than those
they are focusing on, but also allows them to remember areas with a certain
vulnerability over time, between freezes, so that SA increases and they can
obtain a quicker and more effective overview of the entire situation. Between
freezes, VERGIL users can more effectively compare the vulnerabilities of the
area they are looking at with those observed previously.

In Table 7.8, the results in terms of statistical significance and effect size
are reported, with the bold p-values highlighting the scenarios and dependent
variables that pass the significance test.

Overall, the improvement of VERGIL in terms of Total score is statistically
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Scenario  dv P n? d
1 Total 1.40 x 103 4.39 x 107! 1.68 x 10°
2 Total 1.01 x 102 2.64 x 107! 1.15 x 10°
3 Total 1.45 x 1072 253 x 1071 1.11 x 10°
4 Total 5.20 x 1075 6.07 x 107! 2.36 x 10°
5 Total 3.49 x 10* 448 x 1071 1.73 x 10°
1 Perception 1.00 x 109 4.33 x 10732 0 x 10°
2 Perception 1.00 x 10°  1.98 x 1032 0 x 10°
3 Perception 6.94 x 1071 8.00x 1073  1.67 x 107!
4 Perception 3.31 x 1071 530x1072 —4.47x 107!
5 Perception 5.08 x 1071 2.00 x 1072 2.74 x 1071
1 Comprehension  9.90 x 1072 3.16 x 107! 1.29 x 10°
2 Comprehension  3.50 x 1073 3.27 x 107! 1.34 x 10°
3 Comprehension 5.80 x 103 3.09 x 107! 1.28 x 10°
4 Comprehension 1.85 x 102 271 x 107! 1.16 x 10°
5 Comprehension 4.16 x 10~%  4.39 x 1071 1.70 x 10°
1 Projection 1.60 x 103 4.32x 107! 1.65 x 10°
2 Projection 1.39 x 1072 245 x 1071 1.09 x 10°
3 Projection 1.53x 107t 950 x 1072 6.19 x 107!
4 Projection 5.90 x 10=3  3.51 x 107! 1.40 x 10°
5 Projection 2.60 x 1073 345 x 107! 1.39 x 10°

Table 7.8: Per-scenario ANOVA OLS VERGIL vs Baseline
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significant in all scenarios (p < 0.05), with consistently very large effects (Co-
hen’s d > 1.11) and substantial 2 values. Scenario 4 stands out in particular
(n?> = 0.607, d = 2.358), indicating an extremely strong separation between
the VERGIL system score and the baseline score.

Comprehension is also significant in every scenario (all p < 0.05), with
large and consistent effect sizes (d between 1.16 and 1.70, and 1> between
0.271 and 0.439), suggesting a robust and stable benefit.

For Projection, differences are significant in Scenarios 1, 2, 4, and 5 (all
p < 0.05), again with large effects (d between 1.09 and 1.65). In Scenario 3,
instead, the effect is not significant (p = 0.153) and the magnitude is more
limited (moderate, d = 0.619, n?> = 0.095), suggesting that Projection gains
are more scenario dependent.

Finally, Perception shows no significant differences in any scenario (all
p > 0.05), and effect sizes are negligible or small, consistent with the absence
of a practically meaningful improvement on this component.

7.5 Summary

In this chapter we have presented the final platform, named VERGIL, that inte-
grates the components introduced in the previous chapters into a single operator
oriented system for archaeological site protection, developed and tested in the
Pompeii Archaeological Site.

The chapter starts from a goal directed task analysis carried out with do-
main experts to identify operators goals, the decisions they must take, and
the information they need to take those decisions. The resulting hierarchy
frames the overall mission of safeguarding the site and highlights the need to
balance protection actions with site usability. The design is grounded on the
branch related to ensuring a quick and effective response to danger, which is
operationalized through three main activities: assessing maintenance issues
on structures, assessing risks driven by contextual factors such as weather and
visitor presence, and establishing priorities to update the maintenance plan.
For each activity the analysis clarifies which information must be available at
the levels of perception, comprehension, and projection, and this directly drives
the interface requirements and the way information is presented.

On this basis, the chapter describes the implementation of the platform and
its interface, centered on an interactive georeferenced map of the monitored
area and a set of widgets that expose contextual variables. The map overlays the
site orthophoto with area level vulnerability information computed in real-time
by fusing detected maintenance issues with contextual signals such as rainfall,
wind, temperature, humidity, and visitor levels. Vulnerability is shown through
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an intuitive color coding of the site sub-areas and is complemented by labels that
provide key attributes needed to interpret the map and plan interventions. To
reduce reliance on memory and to support informed decisions when inspecting
different parts of the site, the platform includes a structured knowledge base
derived from site data and expert input, which can be queried from the interface
to retrieve information about areas and structures and to contextualize what is
observed on the map.

A distinctive aspect of the interface is that it is goal-driven and adaptive.
Different visualization modes allow operators to focus on specific classes of
maintenance issues, and the vulnerability computation is adjusted accordingly
so that it remains aligned with the current task. At the same time, the system
addresses the risk that operators become overly focused on a single goal by
introducing progressive alerts that guide attention when contextual conditions
indicate an increasing risk outside the current focus. In particular, when rainfall
intensifies or persists while the operator is inspecting other issues, the interface
gradually increases the alert level and prompts a shift toward checking roof
damage, using an escalation strategy that aims to be noticeable without being
unnecessarily disruptive.

The chapter concludes with an evaluation based on SAGAT aimed at as-
sessing how well the platform supports operators across perception, compre-
hension, and projection. The results show a consistent improvement over a
baseline interface that provides access to the same underlying data but lacks
explicit vulnerability synthesis and adaptive alerting. Improvements are es-
pecially evident for comprehension and projection, where the integration of
heterogeneous cues, the prioritization support, and the guidance during goal
changes are most critical, while the effect on perception is limited. Overall,
the findings support the conclusion that representing site conditions through
an integrated vulnerability view, combined with an adaptive and knowledge-
supported interface, provides measurable benefits for operator decision-making
in both routine maintenance planning and evolving emergency situations.

233






CHAPTER §

CoNcLuUsIONS AND FUTURE
WORKS

"Whenever I'm about to do something, I think, “Would an idiot do that?” And if
they would, I do not do that thing."

— Dwight Schrute, The Office

This chapter concludes the thesis with a brief summary and final remarks
on the main contributions of the research work, highlighting how these con-
tributions address the objectives set on the basis of the challenges identified
(Chapter 1), and how our work supports the SDGs mentioned at the beginning.
We also discuss reflections on possible future developments.

8.1 Summary

This thesis builds on the idea that sites in the cultural heritage domain can be
treated as Cultural Heritage Critical Infrastructure (CHCI), where maintenance
must be timely, planned, and carried out by human operators. Cultural heritage
protection is therefore a human-in-the-loop challenge. Automation can support
operators in understanding ongoing conditions, but decisions and prioritization
must remain under human control, since interventions must be justified and
assessed by domain experts, who are also responsible for protecting the property
assigned to them. There is therefore also a question of accountability that must
not be overlooked.

Because physical, technological, and human dimensions continuously inter-
act, we frame modern CHCISs as Cyber-Physical-Social Systems (CPSSs). This
framing enables the formalization of interactions among actors and the defini-
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tion of CPSS functionalities through shared standards, supporting replicability
across different CHCIs. By modelling CPSSs according to situation awareness
principles, we strengthen operators’ decision-making capabilities.

We first review predictive maintenance in CHCls, define a reference main-
tenance lifecycle, and discuss existing vulnerability indices. We then introduce
situation awareness and analyse the factors that degrade it in human—CPSS
interactions. Next, we present an overview of the state-of-the-art in Al for cul-
tural heritage, highlighting techniques, data sources, and addressed problems,
with particular attention to the detection of maintenance issues in CHCls.

We propose a novel Situation-aware Cyber-Physical-Social System method-
ological approach for cultural heritage protection, designed according to the
Endsley model. Since several studies have shown that, under the same condi-
tions, a higher SA among human operators leads them to make better decisions
on average [20] [21] [22], the approach is designed to assist operators in their
decision-making by directly supporting their SA. The Cyber-Layer is struc-
tured around the levels of situation awareness so that it can both build situa-
tional knowledge and share it with users, effectively supporting their decisions.
Within this CPSS, we introduce a goal-driven Cultural Heritage Vulnerability
Index (CHVI) to formalize situations within CHCIs. Unlike traditional vul-
nerability measures based on static and infrequent surveys, CHVI is computed
in real-time by combining automatically detected maintenance issues with
contextual environmental and social information, providing an up-to-date rep-
resentation of site conditions. Moreover, vulnerability is computed according
to the user’s current goal, enabling personalized support for routine activities.
A proof of concept demonstrates feasibility through case studies at Pompeii,
Paestum, and the Colosseum.

Following the CPSS architecture, we describe the main system components,
proposing novel approaches and techniques.

Starting from physical and virtual sensors, data sources, and the prepro-
cessing pipeline, the CPSS supports both a fully automatic workflow, including
post-classification data cleaning, and a semi-automatic, expert-driven work-
flow that processes raw data into virtual objects such as 2D orthophotos and
3D models.

We propose GARDA: a Granular Association-rule-based Data Imputation
Approach, a lightweight method for imputing missing data in small physical and
virtual sensor networks. GARDA leverages granular computing by discretizing
continuous data through granulation, applying granular association rules, and
completing the process with a final traditional imputation step.

Two Al solutions for maintenance-issue identification in archaeological
sites are presented, namely FAUNO, a YOLO-based detection approach, and
HydraML: a Hybrid Damaged Roofs AutoML Classifier for Cultural Heritage.
The focus is placed on HydraML, as it achieves the best performance on
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roof-related issues, which are particularly critical in archaeological contexts.
HydraML combines deep feature extraction with non-deep AutoML models
to reduce training time and energy consumption, and it is validated on two
Pompeii roof datasets.

Finally, VERGIL is proposed as a SA-oriented platform for archaeological
site protection, featuring an adaptive interface with a novel Oscillatory Goal
Suggestion approach that supports both routine and emergency maintenance
and escalates alerts when urgent attention is required. VERGIL is in fact an in-
stance of the entire SA-CPSS methodology applied to the archaeological site of
Pompeii. The whole SA-CPSS methodological approach is evaluated, through
VERGIL, using SAGAT to assess users’ situation awareness and decision-
making performance in dedicated Pompeii-based scenarios.

8.2 Final Remarks

In Chapter 1, we highlighted a set of challenges related to a concrete oper-
ational gap, which emerged in particular from the analysis conducted at the
archaeological site of Pompeii. These considerations also proved relevant in
other contexts, such as the archaeological site of Paestum and of the Colos-
seum. CHCI maintenance requires continuous monitoring and prioritization,
yet fully manual approaches are slow, costly, and error-prone, while fully auto-
mated solutions are unrealistic given the complexity and uniqueness of cultural
heritage contexts. Moreover, both in cultural heritage and, more broadly, in
critical infrastructure settings, accountability constraints make full automation
not feasible.

Within this context, we proposed a methodological approach aimed at max-
imizing the effectiveness of operators’ decisions in CHCI maintenance. We
therefore outline how our research objectives were achieved and how the asso-
ciated challenges were addressed:

Objective 1. Analyse state-of-the-art approaches and techniques to sup-
port human operators’ decision-making in the maintenance
of CHClIs: This objective primarily addresses Challenge 1,
which emphasizes the infeasibility of full automation and the
need to keep operators meaningfully involved. The thesis re-
sponds by first analyzing how CHCI maintenance is currently
carried out, including workflows, regulatory constraints, and
common sources of error. By framing cultural heritage sites
as Cultural Heritage Critical Infrastructures, the work clarifies
why decision support must preserve accountability and human
judgment. The analysis of situation awareness demons enables
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Objective 2.

Objective 3.

238

the identification of the most critical issues in this domain and
the development of targeted solutions. This foundational analysis
provides the conceptual grounding for all subsequent contribu-
tions and ensures that the proposed solutions are aligned with real
operational needs rather than abstract automation goals. This ob-
jective is achieved through the formalization of the CHCI Main-
tenance Activity Lifecycle (Contribution 1), which serves as the
reference model for the rest of the thesis, and through the analysis
of Al for cultural heritage protection (Contribution 2), which
lays the foundation for the development of enabling technologies
within the proposed methodological approach.

Define situations within a CHCI and manage them through a
novel methodological approach that supports users’ decision-
making: This objective directly addresses Challenge 1 and
Challenge 2, namely the need to support operators without re-
moving them from the loop and to enable effective recognition
of risk situations. The thesis meets this objective by proposing
a Situation-aware Cyber-Physical-Social System methodological
approach (Contribution 3) and by introducing a goal-driven no-
tion of situation tailored to CHCI maintenance (Contribution 4).
The CPSS provides a general and replicable methodological ap-
proach for supporting operators’ situation awareness. It enables
rapid perception of environmental elements, as well as their com-
prehension and projection, which are essential for allowing users
to focus on maintenance planning and on understanding inter-
vention priorities within the CHCI. A key aspect of this process
is the definition of risk situations, which in the cultural heritage
domain is achieved by modelling the vulnerability of different
areas of a site through indices that account for multiple factors
related to site condition and characteristics. To the best of our
knowledge, this work is the first to link vulnerability assessment
to the dynamic synthesis of automatically detected maintenance
issues with contextual information such as weather conditions
and visitor flows, which are crucial for accurately capturing risk
across site areas. Incorporating the user’s current goal into this
process further enhances the usefulness of the approach for op-
erators working in CHCls.

Address the challenge of low-quality and missing sensor
data by reconstructing missing information and reducing
perception-level errors: This objective is motivated by Chal-
lenge 3, which identifies unreliable and incomplete sensing as a



Objective 4.

critical threat to perception and, consequently, to higher-level rea-
soning. The thesis addresses this challenge by strengthening the
sensing layer before data are consumed by Al or decision-support
components. The proposed solution, GARDA, is a lightweight
method for reconstructing missing data in small physical and vir-
tual sensor networks (Contribution 5). By reducing reconstruc-
tion errors under increasing levels of missing data, GARDA acts
as a protective layer that stabilizes perception and prevents er-
ror propagation to vulnerability assessment and decision-making
processes. GARDA improves the performance of traditional im-
putation techniques while approaching, and in some cases sur-
passing, deep learning approaches. At the same time, it avoids
the high storage and computational requirements of deep learning
models, which are often impractical in IoT and edge computing
environments that are common in large and complex CHCI de-
ployments.

Automate the identification of maintenance issues in CHCIs
using a sustainable, energy-efficient AI approach: This ob-
jective addresses Challenge 4, which concerns the difficulty
of fast issue detection in complex CHCI environments. The
thesis meets this objective by introducing Al-based perception
modules that support, rather than replace, human inspection ac-
tivities. FAUNO demonstrates the detection of maintenance
issues in complex environments, while HydraML focuses on ro-
bust and sustainable classification of roof-related maintenance
issues (Contribution 6). HydraML combines deep feature ex-
traction with non-deep AutoML models to reduce training time
and energy consumption, presenting an effective, efficient, and
sustainable solution. This methodological approach is specifi-
cally designed to mitigate the environmental impact associated
with training deep neural networks, an aspect that can no longer
be overlooked or sacrificed solely for economic or performance
gains. The relevance of sustainability is further underscored by
the United Nations Agenda, in which several Sustainable Devel-
opment Goals address this issue, including SDG 16. Compared
to traditional deep and hybrid solutions, as well as fully deep
AutoML approaches, HydraML demonstrates superior perfor-
mance in terms of both computational efficiency and classifi-
cation accuracy on real datasets from the archaeological site of
Pompeii. Moreover, it can be regarded as a reusable method-
ological approach that is applicable beyond cultural heritage to
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Objective 5.

other domains and problem settings.

Ensuring that operators are consistently prepared to respond
to emergencies, while maximizing their performance both
in routine activities and when facing imminent risks: This
objective directly addresses Challenge 5, which highlights the
risk of attentional tunneling and cognitive overload in data-rich
monitoring systems. The thesis fulfills this objective through
VERGIL, a SA-oriented platform for archaeological site pro-
tection featuring a novel adaptive interface that supports both
routine and emergency maintenance and escalates alerts when
urgent attention is required (Contribution 7). The adaptive in-
terface exploits a novel Oscillatory Goal Suggestion approach
that gradually signals to the user when it is time to switch goals
as an emergency occurs or becomes imminent. The model is
inspired by the brain’s alertness states during attentional shifts.
Building on this mechanism, the interface can guide users to-
ward a goal change when necessary, for example when a current
or impending emergency arises, even while they are engaged in
other tasks, while avoiding unnecessary disturbances when inter-
vention is not required. Users always retain control over shifts of
attention, with VERGIL providing guidance only when appropri-
ate and without causing undue alarm. The SAGAT-based eval-
uation demonstrates that this approach improves comprehension
and projection in real-world scenarios related to the archaeologi-
cal site of Pompeii, confirming that the platform supports higher
levels of situation awareness without overwhelming users. This
objective also contributes to addressing Challenge 1, as VERGIL
represents a concrete platform implementation that supports op-
erators in their activities while allowing them to remain fully in
control of their decisions.

8.3 Limitations

We believe it is useful to discuss some limitations identified in the approaches
proposed in this thesis.

Regarding the data imputation approach, the analyses in Section 5.3.2 show
that the method is effective for small sensor networks. Since it remains Apriori-
like, it is best suited to highly correlated sensors. In low-correlation settings,
where rule-based approaches struggle, its performance was only competitive
with deep learning, while SAITS significantly outperformed GARDA.
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With respect to automatic maintenance-issue identification, HydraML, de-
scribed in Section 6.3, achieves strong results in terms of both accuracy and
computational cost, improving over existing work. A major limitation, however,
is that it requires a priori segmentation of structures. While this is reasonable in
relatively low-variability contexts such as cultural heritage sites, it still entails
a non-negligible effort, especially during the initial setup.

The definition of the CHVI vulnerability index can also be improved. In
its current form, it does not account for damage severity, which HydraML can
estimate and which could be crucial for correctly prioritizing interventions.
To further enhance effectiveness, CHVI should also incorporate more detailed
information about areas and structures, including the materials from which they
are composed. The definition of contributions is also inherently complex, and
data-driven approaches would be beneficial for their elicitation.

Finally, the proposed Oscillatory Goal Suggestion approach in sec-
tion7.3.3.2 is implemented here using a threshold-based system. This requires
additional effort to adapt to each domain and deployment context and often
depends on expert input, which may not always be available.

8.4 Future Works

Although the objectives defined at the beginning of the thesis have been
achieved, their accomplishment has highlighted several areas in which further
improvements are possible.

With respect to the data imputation method, future work should explore
granulation strategies that explicitly account for data uncertainty and vague-
ness, such as fuzzy sets and rough sets. In addition, alternative reconstruction
schemes beyond average-based operators could be investigated to further im-
prove the method’s performance.

Regarding the sustainable approach to classifying roof-related maintenance
issues, future research will focus on increasing robustness to shadows, challeng-
ing lighting conditions, and structural variability in materials and architectural
features. To improve generality and applicability, it will also be important
to rigorously define stopping strategies for training the deep component that
maximize the overall performance of the hybrid approach.

Considering the CHVI calculation, risk situations management could be
further improved by incorporating not only the presence but also the severity
of the identified maintenance issues, together with more detailed information
about the materials and structural characteristics of the assets.

The proposed Oscillatory Goal Suggestion approach implemented in the
VERGIL adaptive interface can also be enhanced in several ways. The pro-
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posed interface already guides users between goal-driven and data-driven infor-
mation processing, across different alert states, gradually redirecting attention
toward new goals in emergency situations without unnecessarily disrupting
ongoing tasks. However, the transitions between these states remain a critical
aspect. While threshold-based implementations have proven effective, they are
inherently imprecise and may lead to abrupt transitions. Moreover, identifying
appropriate thresholds is complex and typically requires expert intervention, as
both domains and addressed issues may vary significantly. Future work will
therefore explore data-driven learning approaches for managing these transi-
tions, leveraging recent advances in LLMs.

In parallel, visual attention-capturing strategies used to suggest goal changes
could also be extended to highlight critical contextual information, such as rain
and wind conditions, with the aim of improving users’ SA already at the
perception stage. A deeper awareness of environmental conditions may further
support operators in making more informed and effective decisions.
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