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ABSTRACT

Software testing is widely recognized as an essential part of any software
development process, representing however an extremely expensive activity.
The overall cost of testing has been estimated at being at least half of the entire
development cost, if not more. Despite its importance, however, recent studies
showed that developers rarely test their application and most programming
sessions end without any test execution. Indeed, new methods and tools able
to better allocating the developers effort are needed in order to increment the
system reliability and to reduce the testing costs.

The resources available should be allocated effectively upon the portions of
the source code that are more likely to contain bugs. In this thesis we focus on
three activities able to prioritize the testing effort, specifically bug prediction,
test case prioritization, and detection of code smell able to fix energy issues.
Indeed, despite the effort devoted by the research community in the last decades
through the conduction of empirical studies and the devising of new approaches
led to interesting results, in the context of our research we highlighted some
aspects that might be improved and proposed empirical investigations and
novel approaches.

In the context of bug prediction, we devised two novel metrics, namely the
DEVELOPER’S STRUCTURAL AND SEMANTIC SCATTERING. These metrics exploit the
presence of scattering changes that make developers more error-prone. The
results of our the empirical study show the superiority of our model with
respect to baselines based on product metrics and process metrics. Afterwards,
we devised a “hybrid” model providing an average improvement in terms of
prediction accuracy. Besides analyzing on predictors, we proposed a novel
adaptive prediction classifier, which dynamically recommends the classifier
able to better predict the bug-proneness of a class, based on the structural
characteristics of the class. The models based on this classifier are able to
outperform models based on stand-alone classifiers, as well as those based on
the VALIDATION AND VOTING ensemble technique in the context of within-project
bug prediction. Lately, we performed a differentiated replication study in the
contexts of cross-project and within-project bug prediction. We analyzed the
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behavior of seven ensemble methods. The results show that the problem is
still far from being solved and that the use of ensemble techniques does not
provide evident benefits with respect to stand-alone classifiers, independently
from the strategy adopted to build model. Finally, we confirmed, in the context
of ensemble-based models, the findings of previous studies that demonstrated
that cross-project bug prediction models perform worse than within-project
ones, being however more robust to performance variability.

With respect to the test case prioritization problem, we proposed a genetic
algorithm based on the hypervolume indicator. We provided an extensive
evaluation of Hypervolume-based and state-of-the-art approaches when dealing
with up to five testing criteria. Our results suggest that the test ordering
produced by HGA is more cost-effective than those produce by state-of-the-art
algorithms. Moreover, our algorithm is much more faster and its efficiency does
not decrease as the size of the software program and of the test suite increase.

To cope with energy efficiency issues of mobile applications and thus reducing
the effort needed to test this non-functional aspect, we devised two novel
software tools. PETRA is able to extract the energy profile of mobile applications,
while ADOCTOR is a code smell detector able to identify 15 Android-specific code
smells defined by Reimann et al.. We analyzed the impact of these smells, by a
large empirical study with the aim of determining to what extent code smells
affecting source code methods of mobile applications influence energy efficiency
and whether refactoring operations applied to remove them directly improve
the energy efficiency of refactored methods. The results of our study highlight
that methods affected by code smells consume up to 385% more energy than
methods not affected by any smell. A fine-grained analysis reveals the existence
of four specific energy-smells. Finally, we also shed light on the usefulness of
refactoring as a way for improving energy efficiency by code smell removal.
Specifically, we found that it is possible to improve the energy efficiency of
source code methods by up to 9o0% through refactoring code smells.

Finally, we provide a set of open issues that should be addressed by the

research community in the future.
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SOMMARIO

Il testing del software & largamente riconosciuto come una parte essenziale
del processo di sviluppo software, rappresentando comunque un’attivita estre-
mamente costosa. Il costo totale del testing e stato stimato costituire almeno
meta del costo totale di sviluppo. Nonostante la sua importanza, comunque,
studi recenti hanno mostrato che gli sviluppatori raramente testano le loro
applicazioni e la maggioranza delle sessioni di programmazione finiscono senza
che nessun test sia stato eseguito. Quindi, nuovi metodi e strumenti capaci di
meglio allocare gli sviluppatori sono necessari per aumentare la robustezza dei

sistemi e ridurre i costi del testing.

Le risorse disponibili dovrebbero essere efficacemente allocate tra le parti del
codice sorgente che hanno piti probabilita di contenere difetti. In questa tesi ci
focalizziamo su tre attivita per focalizzare e prioritizzare il costo del testing, in
particolare predizione dei difetti, prioritizzazione dei casi di test e rilevazione
dei code smell relativi a problemi energetici. Quindi, nonostante lo sforzo
profuso dalla comunita scientifica nelle ultime decadi attraverso la conduzione
di studi empirici e la proposta di nuovi approcci che hanno portato risultati
interessanti, nel contesto della nostra ricerca abbiamo sottolineato alcuni aspetti

che potrebbero essere migliorati e proposto studi empirici e nuovi approcci.

Nel contesto della predizione dei difetti, abbiamo proposto due nuove misure,
DEVELOPER’S STRUCTURAL AND SEMANTIC SCATTERING. Queste metriche sfruttano
la presenza di cambiamenti dispersi che rendono gli sviluppatori pitt inclini ad
introdurre difetti. I risultati del nostro studio empirico mostrano la superiorita
del nostro modello rispetto a quelli basati su metriche di processo e di prodotto.
In seguito, abbiamo sviluppato un modello “ibrido” che fornisce un migliora-
mento medio in termini di accuratezza. Oltre ad analizzare i predittori, abbiamo
sviluppato un nuovo classificatore adattivo, che dinamicamente raccomanda il
classificatore capace di predire in maniera migliore la difettosita di una classe,
basandosi sulle caratteristiche strutturali della stessa. I modelli basati su questo
classificatori riesco ad essere pit efficaci rispetto a quelli basati su classificatori
semplici, cosi come quelli basati sulla tecnica di ensemble detta VALIDATION
AND VOTING nel contesto della predizione dei difetti intra-progetto. In seguito



abbiamo proposto uno studio replica nel contesto della predizione di difetti
intra- e inter-progetto. Abbiamo analizzato il comportamento di sette metodi
ensemble. I risultati mostrano che il problema e ancora lontano dall’essere
risolto e che 'uso delle tecniche di ensemble non fornisce benefici evidenti ri-
spetto ai classificatori semplici, indipendentemente dalla strategia utilizzata per
costruire il modello. Infine, abbiamo confermato, nel contesto dei modelli basati
su tecniche di ensemble, i risultati di studi precedenti che hanno dimostrato che
i modelli per la predizione dei difetti inter-progetto funzionano peggio di quelli
intra-progetto, essendo comunque piti robusti alla variabilita delle performance.

Rispetto al problema di prioritizzazione dei casi di test, abbiamo proposto un
algoritmo genetico basato sull’indicatore dell’ipervolume. Abbiamo fornito una
validazione estesa degli approcci basati sull’ipervolume e dello stato dell’arte
utilizzando fino a cinque criteri di testing. I nostri risultati suggeriscono che
I'ordinamento fornito da HGA e piu efficace rispetto a quelli prodotti dagli
algoritmi dello stato dell’arte. Inoltre, il nostro algoritmo e molto piu veloce e
la sua efficacia non diminuisce quando la dimensione del programma software
o della test suite cresce.

Per gestire i problemi relativi all’efficienza energetica delle applicazioni mobi-
le e quindi ridurre il costo del testing di questo aspetto non funzionale, abbiamo
sviluppato due nuovi strumenti software. PETRA e capace di estrarre il profilo
energetico delle applicazioni mobile, mentre ADOCTOR & un rilevatore di code
smell capace di identificare 15 dei code smells specifici per applicazioni An-
droid definiti da Reimann et al.. Abbiamo analizzato I'impatto di questi smell,
attraverso un grande studio empirico con l'obiettivo di determinare in che modo
i code smell relativi ai metodi del codice sorgente delle applicazioni mobile
influenzano il consumo energetico e se le operazioni di refactoring applicate per
rimuoverli migliorano l'efficienza energetica dei metodi rifattorizzati. I risultati
del nostro studio sottolineano che i metodi affetti da code smell consumano
fino a 385% pilt energia rispetto ai metodi non affetti da smell. Un’analisi a
grana fine rivela l'esistenza di quattro energy smell. Infine, abbiamo sottolineato
l"utilita del refactoring come un mezzo per migliorare l'efficienza energetica
attraverso la rimozione dei code smell. In dettaglio, abbiamo trovato che sia
possibile migliorare 1'efficienza energetica dei metodi del codice sorgente fino
al 9o% attraverso il refactoring dei code smell.

Infine, forniamo un insieme di problemi aperti che dovrebbero essere affron-

tati dalla comunita scientifica nel futuro.
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PROBLEM STATEMENT

1.1 CONTEXT AND MOTIVATION

Software testing is widely recognized as an essential part of any software
development process, representing however an extremely expensive activity.
The overall cost of testing has been estimated at being at least half of the entire
development cost, if not more [1]. Despite its importance, however, recent
studies [2, 3] showed that developers rarely test their application and most
programming sessions end without any test execution. Indeed, new methods
and tools able to better allocating the developers effort are needed in order to

increase the system reliability and to reduce the testing costs.

The resources available should be allocated effectively upon the portions of
the source code that are more likely to contain bugs. One of the most powerful
techniques aimed at dealing with the testing-resource allocation is the creation
of bug prediction models [4] which allow to predict the software components that
are more likely to contain bugs and need to be tested more extensively. These
prediction models represent an important aid when the resources available for
testing are scarce, since they can indicate where to invest such resources. The
scientific community has developed several bug prediction models that can
be roughly classified into two families, based on the information they exploit
to discriminate between “buggy” and “not buggy” code components. The
tirst set of techniques exploits product metrics (i.e., metrics capturing intrinsic
characteristics of the code components, like their size and complexity) [5, 6, 7, 8,
9, 10, 11], while the second one focuses on process metrics (i.e., metrics capturing
specific aspects of the development process, like the frequency of changes
performed to code components) [12, 13, 14, 15, 16, 17, 18, 19, 20]. While some
studies highlighted the superiority of these latter with respect to the product
metric based techniques [13, 17, 21] there is a general consensus on the fact that
no technique is the best in all contexts [22, 23]. For this reason, the research

community is still spending effort in investigating under which circumstances
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and during which coding activities developers tend to introduce bugs (see e.g.,
[24, 25, 26, 27, 28, 29, 30]).

Bug prediction models rely on machine learning classifiers (e.g., Logistic
Regression [31]). The model can be trained using a sufficiently large amount
of data available from the project under analysis, i.e., within-project strategy,
or using data coming from other (similar) software projects, i.e., cross-project
strategy. A factor that strongly influences the accuracy of bug prediction models
is represented by the classifier used to predict buggy components. Specifically,
Ghotra et al. [32] found that the accuracy of a bug prediction model can increase
or decrease up to 30% depending on the type of classification applied [32]. Also,
Panichella et al. [33] demonstrated that the predictions of different classifiers
are highly complementary despite the similar prediction accuracy. Based on
such findings, an emerging trend is the definition of prediction models which
are able to combine multiple classifiers (a.k.a., ensemble techniques [34]) and
their application to bug prediction [33, 35, 36, 37, 38, 39, 40, 41]. Such models
can be trained using a sufficient amount of labeled data coming from (i) the
previous history of the same project where the model is applied to, i.e., using
a within-project strategy, or (ii) other similar projects, i.e., using a cross-project
strategy. Previous studies showed how within-project bug prediction models
have higher capabilities than cross-project ones since they rely on data that
better represents the characteristics of the source code elements of the project
where the model have to be applied [42]. As a drawback, a within-project
training strategy cannot often be adopted in practice since new projects might
not have enough data to setup a bug prediction model [43]. As a consequence,
the research community has started investigating ways to make cross-project
bug prediction models more effective with the aim of allowing a wider adoption
of bug prediction models [44, 45]. For instance, Menzies et al. [40] recently
proposed the concept of local bug prediction introducing a technique that (i)
firstly clusters homogeneous data coming from different projects with the aim
of reducing its heterogeneity and (ii) then builds for each cluster a different
model using the Naive Bayes classifier [46]. The empirical analyses showed
how such technique can significantly improve the performances of cross-project
bug prediction models as well as the performance of effort estimation models

[47, 48, 49], thus paving the way for a re-visitation of cross-project techniques.

Another effective way for reducing the testing effort is to optimize regres-

sion testing [50, 51], which remains a particular expensive post-maintenance
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activity [52]. One of these approaches is test case prioritization (TCP) [53, 54],
whose goal is to execute the available test cases in a specific order that increases
the likelihood of revealing regression faults earlier [55]. Since fault detection
capability is unknown before test execution, most of the proposed techniques
for TCP use coverage criteria [50] as surrogates with the idea that test cases
with higher code coverage will have a higher probability to reveal faults. Once
a coverage criterion is chosen, search algorithms can be applied to find the
ordering maximizing the selected criterion.

Finally, testing is not only related to the functional properties of the software
system, but also on its non-functional properties. Among these, energy efficiency
is becoming a major issue in modern software engineering, as applications
performing their activities need to preserve battery life. Although the problem
is mainly concerned with hardware efficiency, researchers have recently shown
how even software may be at the root of energy leaks [56]. The problem is
even more evident in the context of mobile applications (a.k.a., “apps”), where
billions of customers rely on smartphones every day for social and emergency
connectivity [57].

As well as functional testing, also testing the energy efficiency of mobile
apps is particularly expensive. For this reason, it would be reasonable to focus
the testing on those software components that are more likely to consume
energy. In the context of mobile apps development, a set of new peculiar bad
programming practices of Android developers has been defined by Reimann
et al. [58]. These Android-specific smells may threat several non-functional
attributes of mobile apps, such as security, data integrity, and source code
quality [58]. As highlighted by Hetch et al. [59], these type of smells can also
lead to performance issues.

1.2 RESEARCH STATEMENT

Even though the effort devoted by the research community to focus and prior-
itizing the testing effort through the conduction of empirical studies and the
definition of new approaches led to interesting results, in the context of our
research we highlighted some aspects that might be improved, summarized as
follow:

e Chapter 3 - A Developer Centered Bug Prediction Model. Although
previous studies showed the potential of human-related factors in bug
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prediction, this information is not captured in state-of-the-art models based
on process metrics extracted from version history. Indeed, these models
exploit predictors based on (i) the number of developers working on a
code component [15, 16]; (ii) the analysis of change-proneness [17, 18, 21];
(iii) the entropy of changes [14], and (iv) the micro interaction metrics that
leverage the developer interaction information [19, 20]. Thus, despite the
previously discussed finding by Posnett et al. [30], none of the proposed
bug prediction models considers how focused the developers performing
changes are and how scattered these changes are.

e Chapter 4 - Dynamic Selection of Classifiers in Bug prediction. As
highlighted by Bowes et al. [60], traditional ensemble approaches miss
the predictions of a large part of bugs that are correctly identified by
a single classifier and, therefore, “ensemble decision-making strategies
need to be enhanced to account for the success of individual classifiers in
finding specific sets of bugs” [60]. Moreover, previous empirical studies
on the use of ensemble techniques for bug prediction [37, 35, 61] have
some critical limitations that could have impacted on the performances of
classifiers thus possibly threating the conclusions provided so far. These
issue were related to (i) data quality, (ii) data preprocessing, (iii) data
analysis, and (iv) limited size. Furthermore, these studies exposed an
unclear relationship between local learning and ensemble classifiers and
did not compare the performance achieved by cross-project models with

respect to within—project ones.

e Chapter 5 - Hypervolume Genetic Algorithm for Test Case Prioritiza-
tion. We observed that the AUC metric used in the related literature for
TCP represents a simplified version of the well-known hypervolume [62],
which is a metric used in many-objective optimization. We argue that the
hypervolume can be used to condense not only a single cumulative code
coverage criteria (as done by previous AUC metrics used in TCP literature)
but also multiple testing criteria, such as the test case execution cost or
further coverage criteria (e.g., branch and past-fault coverage), in only
one scalar value and it can be used as fitness function in a search-based

algorithm.

e Chapter 6 - On the Impact of Code Smells on the Energy Consumption
of Mobile Applications. Although several important research steps have
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been made and despite the ever-increasing number of empirical stud-
ies aimed at understanding the reasons behind the presence of energy
leaks in the source code, little knowledge is available in literature on the
potential impact on energy consumption of the Android-specific code
smells defined by Reimann et al. [58]. These smells are detectable through
static analysis, hence they could be used to efficiently detect energy leaks.
Unfortunately, while the impact of these smells on energy consumption
has been theoretically supposed by Reimann et al. [58], there exists only
a few empirical evidence on it. For this reason, we aim at conducting a
large empirical study to analyze the impact of the Android-specific smells

on the energy consumption of mobile apps.

The work presented in this thesis has the goal to overcome the limitations
mentioned above, by performing large-scale empirical investigations and defin-
ing new approaches. Specifically, the high-level research questions considered

in this thesis are the following:

e Chapter 3: To what extent developer’s scattering metrics are able to improve a

bug prediction model based on state-of-the-art metrics?

e Chapter 4: To what extent a technique able to select a classifier based on the

characteristics of the class is able to out-perform state-of-the-art classifiers?

e Chapter 5: What are the cost-effectiveness, the efficiency, and scalability of a
genetic algorithm based on the hypervolume, compared to state-of-the-art test case
prioritization techniques?

e Chapter 6: To what extent Android-specific code smells can be used to focus

energy testing of mobile apps?

These research question are further detailed in the related chapters. The final
goal is to provide developers new approaches and tools, able to (i) focus their
effort on bug-prone components, (ii) produce test cases permutations able to
find faults earlier, and (iii) quickly detect energy flaws in the source code of

mobile apps.

1.3 RESEARCH CONTRIBUTION

This thesis provides several contributions aimed at answering the research
questions formulated in the previous Section. Basically, the contribution of our
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work concern four aspects. Table 1.1 reports, for each aspect, the list of the

references to papers published or submitted. Specifically:

Table 1.1: Summary of the Thesis Contribution

Aspect Ref.
A Developer Centered Bug Prediction Model [63, 64]
Dynamic Selection of Classifiers in Bug Prediction [65]
Hypervolume Genetic Algorithm fo Test Case Prioritization [66, 67]

On the Impact of Code Smells on the Energy Consumption of Mobile Applications [68, 69, 70, 71]

1. A Developer Centered Bug Prediction Model. To answer the research
questions in Chapter 3, we defined two metrics, namely the DEVELOPER’s
STRUCTURAL AND SEMANTIC SCATTERING. The first assesses how “struc-
turally far” in the software project the code components modified by a
developer in a given time period are. The second measure (i.e., the semantic
scattering) is instead meant to capture how much spread in terms of im-
plemented responsibilities the code components modified by a developer
in a given time period are. The conjecture behind the proposed metrics is
that high levels of STRUCTURAL AND SEMANTIC SCATTERING make the devel-
oper more error-prone. To verify this conjecture, we built two predictors
exploiting the proposed metrics, and we used them in a bug prediction
model. Firstly, we conducted a case study on 26 software systems and
compared our model with respect to four models based on state-of-the-art
metrics. Secondly, we devised and discussed the results of an hybrid bug
prediction model, based on the best combination of predictors exploited
by the five prediction models experimented. Publications [63] and [64]
discuss the contribution.

2. Dynamic Selection of Classifiers in Bug Prediction. To answer the re-
search questions in Chapter 4, we proposed a novel adaptive prediction
model, coined as ASCI (Adaptive Selection of Classlfiers in bug predic-
tion), which dynamically recommends the classifier able to better predict
the bug-proneness of a class, based on the structural characteristics of the
class. To build and evaluate our approach, we carry out a preliminary
investigation aimed at understanding whether a set of five different clas-
sifiers is complementary in the context of within-project bug prediction.
We provided a differentiated replication study [72] in which not only we
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corroborate previous empirical research on the performances of ensemble
classifiers for cross-project bug prediction, but also extend previous knowl-
edge by assessing the extent to which local bug prediction can benefit of
the usage of ensemble techniques. The study was conducted on a PROMISE
dataset composed of 21 software systems, where we applied a number
of corrections suggested by Shepperd et al. [73] to make it cleaned and
suitable for our purpose. We took into account several different ensemble
techniques, belonging to six categories, measuring their performances
using the two metrics recommended by previous work, i.e., AUC-ROC
and Matthew’s Correlation Coefficient [74, 75]. Publications [65] and [76]

present this contribution.

. Hypervolume Genetic Algorithm for Test Case Prioritization. To an-
swer the research questions in Chapter 5, we proposed HGA (HYPER-
VOLUME-BASED GENETIC ALGORITHM) and provided an extensive evalua-
tion of Hypervolume-based and state-of-the-art approaches for TCP when
dealing with up to five testing criteria. In particular, we carried out two
different case studies to assess the cost-effectiveness, the efficiency, and the
scalability of the various approaches. In the first study, we compared HGA
with respect to two state-of-the-art techniques: a cost cognizant additional
greedy algorithm [53, 77]; and NSGA-II, a multi-objective search-based
algorithm [78, 79, 80, 81]. To assess the scalability of HGA, we conducted a
second case study by considering up to five testing criteria (i.e., objectives).
This further evaluation is needed since previous studies [82, 83] showed
the benefits of optimizing multiple criteria in regression testing with re-
spect to considering each criterion individually. Moreover, a well-known
problem in many-objective optimization is that traditional multi-objective
evolutionary algorithms do not scale when handling more than three
criteria. This is because the number of non-dominated solutions increases
exponentially with the number of objectives [84]. Therefore, we compared
the performance of HGA with those achieved by two many-objective

algorithms. Publications [66] and [67] discuss this contribution.

. On the Impact of Code Smells on the Energy Consumption of Mobile
Applications. To answer the research questions in Chapter 6, we proposed
two novel tools and a large empirical study. ADOCTOR, a novel code smell
detector that identifies 15 Android-specific code smells. The tool exploits
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the Abstract Syntax Tree of the source code and navigates it by applying
detection rules based on the exact definitions of the smells provided by
Reimann et al. [58]. We also conducted an empirical study to evaluate
the overall ability of our tool in recommending portions of code affected
by a design flaw. In particular, we experimented ADOCTOR against the
source code of 18 Android apps and compared the set of candidate code
smells given by the tool with a manually-built oracle. PETRA is a novel
tool for extracting the energy profile of mobile applications specific for
Android OS. We evaluated PETRA on 54 mobile applications belonging to
a publicly available dataset [85]. We compared the energy measurements
provided by PETrA against the actual energy consumption computed
using the Monsoon hardware toolkit [86] for the same apps and using the
same hardware/software setting. We provided a deeper investigation to
determine (i) to what extent code smells affecting source code methods
of mobile applications influence energy efficiency, and (ii) whether refac-
toring operations applied to remove them directly improve the energy
efficiency of refactored methods. In particular, our investigation focuses
on 9 method-level code smells specifically defined for mobile applications
by Reimann et al. [58] in the context of 60 Android apps belonging to the
dataset provided by Choudhary et al. [87]. To the best of our knowledge,
this is up to date the largest study aimed at practically investigating the
actual impact of such code smells on energy consumption and quantifying
the extent to which refactoring code smells is beneficial for improving
energy efficiency. Publications [68], [69], [70], and [71] present this contri-

bution.

Besides the contributions described above, two further common contributions

were made:

e Large-scale Empirical Studies. All the studies conducted in our research
have been conducted on a large set of software systems, in order to ensure

the generalizability of the findings.

e Publicly Available Tools and Replication Packages. The construction
of several tools, scripts, and datasets was needed to effectively perform
the analyses. We made all of them publicly available by providing tools
(publications [0, 68]) and online replication packages.
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1.4 STRUCTURE OF THE THESIS

Before describing in depth the single contributions of this thesis, Chapter 2
overviews the related literature on (i) bug prediction, (ii) test case prioritization,
and (iii) energy efficiency and code smells. The core of the thesis is organized

in four main blocks, each reported in Table 1.1. Specifically:

o A Developer Centered Bug Prediction Model. Chapter 3 describes two new
metrics for representing developers scattered changes. It also reports the
study aimed at evaluating the performances of the bug prediction models
based on these metrics and those of an hybrid model, based on the best
combination of predictors exploited in the study.

o Dynamic Selection of Classifiers in Bug Prediction: An Adaptive Method. Chap-
ter 4 presents ASCI: a novel adaptive prediction model, which dynamically
recommends the classifier able to better predict the bug-proneness of a
class, based on the structural characteristics of the class. It also reports the
study aimed at evaluating the performances of the bug prediction models
based on this classifier in contexts of within-project and cross-project bug

prediction.

o A Test Case Prioritization Genetic Algorithm guided by the Hypervolume In-
dicator. Chapter 5 presents HGA: a genetic algorithm that use as fitness
function the hypervolume indicator. Two studies aimed at evaluating the

cost-effectiveness, efficiency, and scalability of HGA are also reported.

o On the Impact of Code Smells on the Energy Consumption of Mobile Applications.
Chapter 6 provides a large empirical study to determine (i) to what
extent code smells detected by aDoctor influence energy efficiency, and
(ii) whether the refactoring operations applied to remove them are able
to improve the energy efficiency of refactored methods. To conduct our
analyses, we built upon two tools that we previously developed and
evaluated, i.e., PETRA and ADocTtoRr. The former is a novel Android-specific
code smell detector, while the latter is a software-based tool that estimates

the energy profile of mobile applications [69].

Finally, Chapter 7 concludes the thesis and discusses the future directions

and challenges for reducing the effort required by testing activities.






BACKGROUND AND RELATED WORK

Software testing is widely recognized as an essential part of any software
development process, representing however an extremely expensive activity.
The overall cost of testing has been estimated at being at least half of the entire
development cost, if not more [1]. Writing good test cases able to test the code
components more prone to be affected by defects represents probably the most
expensive activity in the entire testing process. Hence, several techniques able
to reduce the testing effort received more and more attention by researchers and
practitioners in order to increment the system reliability and to reduce testing
costs. This chapter provides a comprehensive literature review about (i) bug
prediction, (ii) test case prioritization, and (iii) bad smell able to discover non

functional issues such as energy leakages.

2.1 BUG PREDICTION

Bug prediction techniques are used to identify areas of software systems that are
more likely to contain bugs. These prediction models represent an important
aid when the resources available for testing are scarce, since they can indicate
where to invest such resources. This section discusses the related literature about

metrics, training strategies and classifiers for bug prediction.

2.1.1 Metrics

Many bug prediction techniques have been proposed in the literature in the last
decade. Such techniques mainly differ for the specific predictors they use, and
can roughly be classified in those exploiting product metrics (e.g., lines of code,
code complexity, etc), those relying on process metrics (e.g., change- and fault-
proneness of code components), and those exploiting a mix of the two. Table
2.1 summarizes the related literature, by grouping the proposed techniques on
the basis of the metrics they exploit as predictors.
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Table 2.1: Prediction models proposed in literature

Type of Information Exploited Prediction Model Predictors
Basili et al. [5] CK metrics
El Emam et al. [88] CK metrics
Subramanyam et al. [89] CK metrics
Nikora et al. [90] CFG metrics
Product metrics Gyimothy et al. [6] CK metrics, LOC

Ohlsson et al. [7]
Zhou et al. [91]

Nagappan et al. [22]

CFG metrics, complexity metrics,
LOC

CK metrics, OO metrics, complex-
ity metrics, LOC

CK metrics, CFG metrics, complex-
ity metrics

Process metrics

Hall et al. [10] Code smell
Bowes ef al. [11] Mutants
Khoshgoftaar et al. [12]  debug churn

Nagappan et al. [92]
Hassan and Holt [93]
Hassan and Holt [94]
Kim et al. [95]
Hassan [14]

Ostrand et al. [16]
Nagappan et al. [96]
Bird et al. [28]

Ostrand et al. [15]
Posnett et al. [30]

Lee et al. [19, 20]

relative code churn

entropy of changes

entropy of changes

previous fault location

entropy of changes

number of developers

consecutive changes

social network analysis on develop-
ers’ activities

number of developers

module activity focus, developer at-
tention focus

micro interactions

Product and process metrics

Graves et al. [13]
Nagappan and Ball [8]
Bell et al. [97]

Zimmerman et al. [9]

Moser et al. [21]
Moser et al. [17]
Bell et al. [18]
D’Ambros et al. [23]

various code and change metrics
LOC, past defects

LOC, age of files, number of
changes, program type
complexity metrics, CFG metrics,
past defects

various code and change metrics
various code and change metrics
various code and change metrics
various code and change metrics

The Chidamber and Kemerer (CK) metrics [98] have been widely used in the
context of bug prediction. Basili et al. [5] investigated the usefulness of the CK
suite for predicting the probability of detecting faulty classes. They showed that
tive of the experimented metrics are actually useful in characterizing the bug-
proneness of classes. The same set of metrics has been successfully exploited
in the context of bug prediction by El Emam et al. [88] and Subramanyam et
al. [89]. Both works reported the ability of the CK metrics in predicting buggy

code components, regardless of the size of the system under analysis.

Still in terms of product metrics, Nikora et al. [9o] showed that measuring the

evolution of structural attributes (e.g., number of executable statements, number
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of nodes in the control flow graph, etc.) it is possible to predict the number
of bugs introduced during the system development. Later, Gyimothy et al. [6]
performed a new investigation on the relationship between CK metrics and
bug proneness. Their results showed that the Coupling Between Object metric is
the best in predicting the bug-proneness of classes, while other CK metrics are

untrustworthy.

Ohlsson et al. [7] focused the attention on the use of design metrics to identify
bug-prone modules. They performed a study on an Ericsson industrial system
showing that at least four different design metrics can be used with equivalent
results. The metrics performance are not statistically worse than those achieved
using a model based on the project size. Zhou et al. [91] confirmed their results
showing that size-based models seem to perform as well as those based on CK
metrics except than the Weighted Method per Class on some releases of the Eclipse
system. Thus, although Bell et al. [97] showed that more complex metric-based
models have more predictive power with respect to size-based models, the latter
seem to be generally useful for bug prediction.

Nagappan and Ball [8] exploited two static analysis tools to early predict
the pre-release bug density. The results of their study, conducted on the
Windows Server system, show that it is possible to perform a coarse grained
classification between high and low quality components with a high level of
accuracy. Nagappan et al. [22] analyzed several complexity measures on five
Microsoft software systems, showing that there is no evidence that a single
set of measures can act universally as bug predictor. They also showed how
to methodically build regression models based on similar projects in order to
achieve better results. Complexity metrics in the context of bug prediction are
also the focus of the work by Zimmerman et al. [9]. Their study reports a
positive correlation between code complexity and bugs.

Hall et al. investigated the relationship between faults and code smells. Their
results suggest that some smells have a positive correlation with an increased
number of faults. However, where smells did significantly affect faults, the size
of that effect was small (always under 10 percent). They conclude that arbitrary
refactoring is unlikely to significantly reduce fault-proneness and in some cases
may increase fault-proneness.

Bowes et al [11] introduced mutation-aware fault prediction, which leverages
additional guidance from metrics constructed in terms of mutants and the test
cases that cover and detect them. Their empirical study on 3 large real-world
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systems (both open and closed source) showed that mutation-aware predictors

can improve fault prediction performance.

Differently from the previous discussed techniques, other approaches try to
predict bugs by exploiting process metrics. Khoshgoftaar et al. [12] analyzed the
contribution of debug churns (defined as the number of lines of code added or
changed to fix bugs) to a model based on product metrics in the identification
of bug-prone modules. Their study, conducted on two subsequent releases of
a large legacy system, shows that modules exceeding a defined threshold of
debug churns are often bug-prone. The reported results show a misclassification
rate of just 21%.

Nagappan et al. [92] proposed a technique for early bug prediction based on
the use of relative code churn measures. These metrics relate the number of
churns to other factors such as LOC or file count. An experiment performed on
the Windows Server system showed that relative churns are better than absolute

value.

Hassan and Holt [93] conjectured that a chaotic development process has bad
effects on source code quality and introduced the concept of entropy of changes.
Later they also presented the top-10 list [94], a methodology to highlight to
managers the top ten subsystems more likely to present bugs. The set of
heuristics behind their approach includes a number of process metrics, such
as considering the most recently modified, the most frequently modified, the most
recently fixed and the most frequently fixed subsystems.

Bell et al. [18] pointed out that although code churns are very effective bug
predictors, they cannot improve a simpler model based on the code components’
change-proneness. Kim et al. [95] presumed that faults do not occur in isolation
but in burst of related faults. They proposed the bug cache algorithm that
predicts future faults considering the location of previous faults. Similarly,
Nagappan et al. [96] defined change burst as a set of consecutive changes over a
period of time and proposed new metrics based on change burst. The evaluation
of the prediction capabilities of the models was performed on Windows Vista,

achieving high accuracy.

Graves et al. [13] experimented both product and process metrics for bug
prediction. They observed that history-based metrics are more powerful than
product metrics (i.e., change-proneness is a better indicator than LOC). Their

best results were achieved using a combination of module’s age and number
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of changes, while combining product metrics had no positive effect on the bug
prediction. They also saw no benefits provided by the inclusion of a metric

based on the number of developers modifying a code component.

Moser et al. [21] performed a comparative study between product-based and
process-based predictors. Their study, performed on Eclipse, highlights the
superiority of process metrics in predicting buggy code components. Later,
they performed a deeper study [17] on the bug prediction accuracy of process
metrics, reporting that the past number of bug-fixes performed on a file (i.e., bug-
proneness), the maximum changeset size occurred in a given period, and the number
of changes involving a file in a given period (i.e., change-proneness) are the process
metrics ensuring the best performances in bug prediction.

D’Ambros et al. [23] performed an extensive comparison of bug prediction
approaches relying on process and product metrics, showing that no technique

based on a single metric works better in all contexts.

Hassan [14] analyzed the complexity of the development process. In particular
he defined the entropy of changes as the scattering of code changes across time.
He proposed three bug prediction models, namely Basic CobE CHANGE MODEL
(BCCM), ExTeENDED COoDE CHANGE MoODEL (ECCM), and FiLe CopE CHANGE
MobeL (FCCM). These models mainly differ for the choice of the temporal
interval where the bug proneness of components is studied. The reported study
indicates that the proposed techniques have a stronger prediction capability than
a model purely based on the amount of changes applied to code components or
on the number of prior faults.

Ostrand et al. [15, 16] proposed the use of the number of developers who
modified a code component in a give time period as a bug predictor. Their results
show that combining developers” information poorly, but positively, impact the
detection accuracy of a prediction model. Our work does not use a simple count
information of developers who worked on a file, but also takes in consideration

the change activities they carry out.

Bird et al. [28] investigated the relationship between different ownership
measures and pre- and post-releases failures. Specifically, they analyzed the
developers’ contribution network by means of social network analysis metrics,
finding that developers having low levels of ownership tend to increase the
likelihood of introducing defects. Our scattering metrics are not based on code
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ownership, but on the “distance” between the code components modified by a

developer in a given time period.

The “focus” metrics presented by Posnett et al. [30] is based on the idea that a
developer performing most of her/his activities on a single module (a module
could be a method, a class, etc.) has a higher focus on the activities she/he is
performing and is less likely to introduce bugs. Following this conjecture, they
defined two symmetric metrics, namely the MopuLE AcTiviTYy FOC<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>