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ABSTRACT

Despite the wide deployment of advanced wireless coverage infrastructures, finding the
best way for achieving secure mobile communication in every-day’s life activities is
still an open question. Indeed, a large number of mobile terminals, supporting multiple
networking technologies, may be used to manage data from everywhere and at anytime.
However, the effort required for achieving security, given the complexity of cryptographic
algorithms, heavily affects the power consumption of terminals. Such energy demand,
together with the one required to manage communication activities, makes energy-efficient
secure communication among hardware-constrained handheld devices a challenging topic.
In this work, we introduce an analytic energy model for secure communication among
multi-mode terminals. This model describes the energy consumption of mobile terminals
operating within a dynamic network scenario, considering both their interconnection and
secure data exchange issues, in order to develop adaptive strategies for energy-efficient
secure communications. Finally, the model has been validated through simulation.

1. Introduction

Because of the wide deployment of cellular networks and high capacity Wi-Fi coverage infrastructures, a large num-
ber of Mobile Terminals (MTs), simultaneously supporting multiple networking technologies, may be used to store, access,
manipulate, or communicate sensitive data from everywhere and at anytime. One of the main features of such MTs, is
the support and inter-operation of multiple different mobile communication technologies, resulting into a heterogeneous
multi-standard network coverage. In particular, when using multiple networking technologies opportunistically, each one
supporting its specific security model, it is easy to note that ensuring content confidentiality and authentication becomes
a real challenge. Furthermore, the computational efforts required for achieving security, due to the complexity of crypto-
graphic algorithms, heavily affect the power consumption and consequently the energy demand of involved terminals, which
are usually equipped with battery units of limited capacity, in order to contain their weight and size. Such energy demand,
together with the amount of power required to manage communication activities carried out by using multiple network
interfaces, makes energy-efficient secure communication among mobile hardware-constrained devices a non-trivial task.
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Accordingly, in this work we studied the energy-related dynamics of secure communications among MTs providing mul-
tiple and heterogeneous networking capabilities. In particular, we formulate a comprehensive analytic energy model, which
can be used to describe and estimate the energy consumption of MTs operating within a continuously evolving network sce-
nario, by considering both communication and security-enforcement activities, mainly accomplished through cryptographic
techniques. Each MT is both an information source and sink, hence needing to send and receive multiple messages in a
secure manner from any other MT in the same network. Such a model, may be particularly useful for adaptively choosing
the best option among multiple available ones, with the final goal of minimizing the overall energy consumption of involved
terminals. The fundamental factors affecting energy-efficiency in secure wireless communications are analyzed carefully, in
order to evaluate their joint effects on battery lifetime.

Therefore, the energy consumption estimation resulting from the proposed model, becomes an objective function that
can be considered for evaluating or implementing power optimization strategies. In order to model, estimate and possibly
predict the energy consumption for secure communications in multi-mode devices, we considered both the energy needed
for pure network communication activities and the one associated to the operations ensuring end-to-end security.

In addition, in order to be as realistic as possible, we also considered a set of other factors, such as the motion of MT, the
distance of an MT from the corresponding endpoint (in case of ad-hoc communications), either from the Base Station (BS) or
from any other kind of Access Point (AP) (when operating in the more traditional infrastructure mode), as well as the signal
quality and strength. In doing this, the proposed model also takes into account the effects on energy consumption associated
to user mobility, and in particular to the authentication and re-authentication operations that MTs perform during their
motion. In detail, for modeling energy consumption of cryptographic operations performed by a MT, we consider several
factors, including the individual network interface activities, as well as how many end-to-end data exchange sessions are
simultaneously active for each interface. Indeed, it is important to emphasize that the number of cryptographic operations
performed is also strongly related to the involved MTs’ “mobility profiles”, which given a set of interacting users, describe
their behavior in a specific period of time. Clearly, only by knowing in advance all the mobility patterns associated to such
mobility profiles, we can estimate, for each session, the number of authentications, key exchanges and key updates performed.
Accordingly, we model the fixed contribution of authentication, key exchange and key setup operations for each session, by
taking into account the number of operations resulting from the above mentioned mobility patterns.

It is also necessary to point out that the proposed model is specifically targeted on secure end-to-end communication
activities, thus it does not consider all the other energy-draining factors associated to MT equipment, along with operations
such as flash storage access, display and backlight usage, operating-system specific burden, routing protocol overhead, etc.

The proposed model has been validated through simulation, by comparing the obtained results with power consumption
data available in the literature. The comparison confirmed that the basic concepts and assumptions underlying our proposal
are correct, as well as the associated ideas are promising and worth to be exploited by future works.

This paper is structured as follows. Section 2 provides an overview of the most popular systems/solutions for model-
ing energy consumption in several networking scenarios. Section 3 defines and evaluates what are the factors that most
influence the energy consumption required by secure communications. Section 4 describes the energy-efficient secure com-
munication model, which is the main focus of this work. Section 5 shows the results obtained by analyzing the model
through simulation and finally, Section 6 presents some conclusions and possible future developments.

2. Related work

Due to the ever-increasing diffusion of handheld devices with limited hardware and software characteristics, the problem
of energy-efficiency is gaining importance, both from the academic and industrial point of view. In recent years, there have
been many research efforts aiming at modeling energy consumption of such devices, by considering either communications
or operations perspectives, but always in a separate way.

Two of the most relevant works in MTs’ energy modeling were proposed in [1,2]. In particular, [1] describes several
experiments carried out to obtain detailed energy consumption measurements of IEEE 802.11 wireless network interfaces,
when operating in an ad-hoc networking environment. In [2], instead, a model for evaluating the energy consumption of
ad-hoc networks is presented. Several other contributions concerning energy modeling in Wireless Sensor Networks (WSN)
are available in the literature.

In [3], a three-tier architecture for collecting sensor data in sparse WSNs, which achieves substantial power savings
from energy-awareness practices, has been defined and analyzed. Moreover, such work defines a simple analytic model for
evaluating performance when system parameters are scaled.

Furthermore, [4] presents a scalable simulation environment for WSN, providing an accurate per-node energy consump-
tion estimation. The work presented in [5], instead investigates the problem of irregular energy consumption in a large
class of many-to-one WSNs. In detail, it proposes an analytic model addressing this problem, which may be helpful for
understanding the relevance of different factors on energy consumption rates.

Other research efforts focus on modeling energy consumption of handheld devices. The most notable of them is the one
proposed in [6], which evaluates the energy consumption characteristics of three widespread mobile networking technolo-
gies, namely 3G, GSM, and Wi-Fi. Such work points out that 3G and GSM require a high tail energy overhead, because of
lingering in high power modes after completing a transfer. Based on these considerations, it models the energy consumption



associated to the network activity for each technology, and accordingly, defines a protocol that is able to reduce the energy
consumption of most common mobile applications.

Deterministic power modeling techniques have been used for studying the energy consumption in Wi-Fi [7], 3G [8], and
LTE [9].

The first effort that combines into a single model the energy demands arising from both networking activities and
cryptographic operations needed to implement secure sessions, has been presented in [10], where the architecture of an
energy-aware framework for secure end-to-end communication among ubiquitous MTs, providing multiple and heteroge-
neous wireless networking capabilities is sketched. This work extends the aforementioned experience, by mainly focusing
on the formulation of an analytic energy model that may be used to describe the energy consumption of multi-mode MTs
operating within a cellular or WLAN radio coverage, by considering both network communication and security activities.
Such a model, may be extremely useful for adaptively choosing the best option among multiple available ones, with the
final goal of minimizing the overall energy consumption of involved devices, thus increasing their lifetime. In other words,
the energy consumption estimation resulting from the proposed model, becomes an objective function that can be con-
sidered for evaluating or implementing power optimization strategies. The motivation behind such proposal, is to provide
enhanced data transfer facilities while reducing the frequency of battery recharges. This improves the possibility to support
secure communications involving massive data transfers, also in a hardware-constrained mobile environment.

3. Energy efficient secure communication for multi-mode devices

One of the main drawbacks in mobile technology is energy efficiency. In fact, MTs are affected by the problem that their
batteries need to be regularly recharged from a power source and this obviously limits the lifetime of data transfer sessions.
Furthermore, due to the obvious dimensional constraints characterizing, for practical reasons, almost all the state-of-the-art
MTs, the energy source on such devices is only a (very) small battery, forcing them to rely on an extremely small power
budget. For this reason, nowadays many research efforts in the fields of energy efficiency and power management focus
their attention on battery-powered portable computers and mobile devices [11-16]. In the current section, we examine at
a glance the components and factors which mostly affect the energy consumption of secure communications among multi-
mode devices. In particular, we analyze how securing a session through cryptographic methods, between MTs equipped
with multiple network interfaces, influences their overall power consumption.

3.1. Communication energy consumption

As the number of network interfaces and communication capabilities (e.g. UMTS, LTE, IEEE 802.11b/g/n and Bluetooth)
available on MTs increases, manufactures have to face a huge (and critical) growth of the associated energy demand, which
directly affects their functionality and usability. Indeed, communication is the most energy-draining task performed by
MTs [17,6,18], so it is necessary to carefully manage the available network interfaces in order to minimize the overall power
consumption of the whole communication. Approximately, 80% of power consumed by each MT is used for data transmis-
sion on communication channels [6]. In detail, MTs are connected to radio access subsystems, which may be considered
as “legacy” network nodes, where mobile traffic originates and terminates. The radio access subsystem, typically consists
of either an IEEE 802.11 Access Point in extended WLAN topologies or UMTS/LTE Radio Access network elements in the
cellular or WWAN scenario. An MT usually may have multiple network interfaces, each characterized by an antenna and a
power amplifier. In particular, such amplifier is the component with the highest impact on the overall power consumption.
Therefore, according to the aforementioned considerations, the power consumption of a MT may be split into two distinct
components:

e a fixed one, based on specific hardware and software characteristics, such as equipment and configuration in terms of
network interfaces, their operating mode, transmission power, coverage range, etc.,

e a variable one, characterized by an energy-proportional demand profile, which varies over time depending on the cur-
rent node activities.

More specifically, modern network interfaces are able to dynamically switch their operating modes, by passing through
different power modes, characterized by different activities and processing capacities, as well as by different levels of power
absorption. Thus, each wireless network interface, requires a fixed amount of energy to “stay operational”. In particular,
such amount of energy (measured in Joule (J)/second (s) = Watt (W)), is independent from any transmission activity and is
only used to keep the network interface powered-on and ready for communication. When an interface is not active, it may
be put into Sleep mode. However, also in this case, the interface consumes a fixed amount of power, although significantly
lower than the one required when the interface is active. In addition to such fixed consumptions, depending on the time
during which the interface is “kept up”, the energy required for a data transfer is also characterized by consumptions which
proportionally vary with respect to the transmission time, as well as to the amount of transmitted data (measured in pJ/bit
or, equivalently, in W/Gbps). The overall energy drained by the transmission layer is hence given by the sum of fixed
and variable energy consumptions of all its network interfaces, subject to the current communication burden. The energy
profiles of interfaces associated to the various networking technologies may be quite different. For example, Wi-Fi interfaces
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Fig. 1. Setting-up a secure session between multi-mode MTs.

require less energy than cellular ones for actual data transmission, but more energy to just keep the connection active [19].
In particular, it has been shown that transmission energy in Wi-Fi communications grows about three times slower than
the cellular ones. On the other hand, GSM requires about 40% to 70% less energy than 3G, since its radio subsystem drains
considerably lower power and presents a much shorter tail interval [6]. According to these considerations, Wi-Fi interfaces
should be always preferred against 3G/2G ones. It has been observed [20] that, in both 2G/3G and Wi-Fi communications,
energy consumed per bit drops as packet size increases, while energy consumed per second shows an approximately linear
trend with respect to packet size. It is important to point out, that since the energy required per bit essentially depends on
the packet size, an estimate of the energy dissipation based on the breakdown of consumption in a fixed part, independent
of the bits to be transmitted, and a variable one, proportional to them, would crucially depend on the distribution of packet
sizes. Although analyzing some commonly adopted distributions may be a meaningful alternative [21], estimating the energy
consumption with respect to the time spent in each operating mode, is instead more realistic and stable.

3.2. Encryption energy consumption

In general, to ensure security during the interaction between two (or more) endpoints and to provide integrity of ex-
changed data, cryptographic algorithms are used. Typically, such algorithms fall into two main classes, denoted by private-key
cryptography and public-key cryptography, respectively. In detail, algorithms belonging to the former class, use the same key
for encryption and decryption operations, hence both endpoints need to share a common secret. Instead, algorithms be-
longing to the latter class, use different keys, respectively known as public and private keys. It has been shown in [22], that
private-key techniques are almost 1000 times faster than public-key ones, because the latter require much more process-
ing (and battery) power. Therefore, it is important to remark that public-key techniques should be used only when their
tasks cannot be accomplished otherwise. Consequently, in order to ensure the best trade-off between security and power
consumption, a sort of “Hybrid Approach”, relying on the use of a combination of both techniques, is required. In general,
during a typical secure session, after the preliminary authentication phase in which MTs trust each other, a key exchange
operation is carried out, enabling endpoints to agree on a common key. Subsequently, by using such key, the session is
secured through private-key techniques, usually by means of block ciphers. Fig. 1 shows all the steps required in a typical
secure session, namely, authentication, key exchange and encryption. In detail, if the authentication phase is successful, the
involved endpoints are able to perform the key exchange in order to agree on a common key. Finally, after the choice of
the block cipher to be used, both endpoints carry out the key setup phase, in order to generate session keys suited for the
chosen cipher. From now on, the communication between endpoints is performed securely.

It is important to emphasize that by properly choosing the “optimal” combination of techniques belonging to the afore-
mentioned classes, it is possible to achieve secure and reliable communications, at the expanse of the lowest possible
computational effort, thus ensuring the minimum energy consumption. Public-key cryptography is widely used for mutual
authentication and key exchange operations. As instances for the proposed model, we evaluated RSA [23], Digital Signature



Algorithm (DSA) [24] and Diffie-Hellman (DH) [25], together with their elliptic-curves-based variants, namely, ECDSA [26] and
ECDH [27]. On the other hand, private-key cryptography is mainly used for end-to-end data encryption and can be typi-
cally implemented through block ciphers. In detail, block ciphers perform encryption/decryption by passing data blocks to
be secured through several iterations of a fixed sequence of operations, denoted as rounds. Such ciphers are typically char-
acterized by three algorithms: Encryption, Decryption and KeySetup. The main parameters of a block cipher are: supported
key length, block size, nominal number of rounds and mode of operation. More precisely, a block cipher can only transform
(encrypt or decrypt) a fixed-length set of bits, denoted as block. Different modes of operation enable the transformation
of amounts of data larger than a block by applying repeatedly, but according to different strategies, a single block cipher
operation. As instances for the proposed model, we considered and evaluated the following block ciphers: Rijndael [28],
Serpent [29], RC6 [30], Camellia [31] and Twofish [32], together with the following modes of operation: Electronic CodeBook
(ECB), Cipher-Block Chaining (CBC), Cipher Feedback (CFB), Output Feedback (OFB), Counter (CTR) and Counter with CBC-MAC
(CCM). We made this choice because they are considered state-of-the-art cryptographically strong solutions. Finally, they are
efficiently implemented for a large number of architectures and platforms.

4. An analytic energy model for secure communications

In order to formally describe the energy consumption of MTs, we propose a comprehensive analytic model, based on
considerations made in Section 3. This model, is in line with the emerging trends characterizing energy-efficient devices
and applications, which are able to dynamically adapt their behavior, depending on the current workload and the available
networking technology coverage, in order to limit the overall associated energy consumption. The main aim of such analytic
model, is to provide a comprehensive and unambiguous definition of MTs’ energy consumption, by formalizing with a
mathematical description their operating scenario, in order to allow the formulation of proper movement/communication
strategies that are able to maximize MTs lifetime. In order to achieve a characterization of energy consumption that is
as realistic as possible, we represent in a parametric way only the main functional aspects of a MT (communication and
security technologies used), abstracting instead all the other less relevant details. In this way, the proposed model is virtually
able to determine (and hence forecast) the energy consumption of involved devices, under any possible condition and for any
possible operating scenario. Furthermore, since irrelevant hardware and software configuration details are totally abstracted
or only partially represented, the proposed model is able to easily evolve and adapt itself, with respect to the state-of-the-art
hardware equipment characterizing a device.

4.1. Modeling communication energy

MTs dynamically join and leave radio access coverage infrastructures, whose BS equipment (or relay nodes in ad-hoc
scenarios) may be considered as legacy network gateways where mobile traffic originates and terminates. Clearly, such a
model only focuses on energy consumption at the MT side, by not considering the energy impact on remote BSs. Specifically,
the model is designed with the aim of ensuring flexibility and generality, through a sufficiently high abstraction degree in
the characterization of the energy demand of MTs. Such demand depends at any moment on the current operational state of
the network interface transmission circuitry. For the purposes of this work, we assume that energy consumption has to be
evaluated by simultaneously taking into account four distinct operating modes, which are: Transmit, Receive, Idle and Sleep.
In Transmit mode, the energy is drained by transmitting outbound packets, while in the Receive one, the energy is required
for handling the reception of incoming ones. In order to proportionally reduce the consumption during inactivity periods,
when the MT is silent and none is transmitting in its coverage range, it switches to Idle mode, thus requiring an amount of
energy lower than in Receive mode. After passing a certain amount of time in Idle mode, without transmitting or receiving,
the node is automatically switched into Sleep mode, where the radio component is put in a low energy demand mode,
characterized by minimum power consumption, and immediately awakened when packets to be received or transmitted
are available. It is important to remark that the radio circuitry may switch back to active (Transmit/Receive) mode in a
reasonable time. At any given moment, an interface is in one mode only. For example, it cannot be transmitting and idle at
the same time. In particular, we can model the overall network energy requirement (E;) for a generic interface i € I, of a
MT n equipped with a set I, of network interfaces, over a time period At, in two ways:

e representing its value as composed by the energy that it spends in each of its power modes, estimated by considering
the instantaneous power consumption associated to each interface mode, along with the overall fraction of time spent
in them;

e evaluating the expected value of E;, considering an average instantaneous power consumption value in each mode,
along with the probability distribution of the interface being in a given mode.

Such two estimations, respectively correspond to a deterministic and statistical approach, which may be used as alternatives
for determining the basic model parameters. The driving idea behind the deterministic approach is mapping interface oper-
ations to communication activities and measuring (or estimating) the power required by the involved hardware components
to carry out such activities. On the other hand, the statistical approach aims at determining relationships between power
consumption and model variables, based on their probabilistic properties, such as distributions and mutual dependencies. In



the deterministic variant, the current operating mode must be known, e.g., the output of monitoring software operating on
the MT. Moreover, the sampling period should be carefully chosen, in such a way that the power dissipation stays approx-
imately constant over that period. However, the instantaneous transmit power depends on the channel condition, as well
as on the distance between the MT and the other endpoint of the transmission link (note that this may be, and generally
is, distinct from the other connection endpoint). Such distance may change over the time, as a consequence of smooth or
sudden movements of the MT. Thus, it is questionable whether an estimation of the instantaneous power dissipation can
be useful for the purpose of constructing a model of power consumption. Alternatively, from the statistical perspective, it
is difficult to estimate the probability distribution of modes, since it depends on several factors, such as: node position
with respect to its communicating counterpart, channel condition, along with intensity and direction of the data exchange.
Also the transmission power output strongly depends on signal quality, which is in turn influenced by the environment.
Quantity and direction of transmitted packets instead depend on the purpose and content of the communication itself.
Therefore, expected values of the transmission parameters and movement patterns should be estimated over the considered
time period.

Starting from the above considerations, we can deterministically model the energy demand E;(At) associated to the time
interval At for the interface i characterized through a set of operating modes M;, as composed by the energy that it spends
in each of its power modes, by using Eq. (1), which considers the specific energy consumption characterizing each mode.

Eia =Y EP(at®) = 3" pOAt®  withiel,and Y At® = At (1)
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On the other hand, from the statistical-modeling point of view, it is important to remark that by considering the average
energy dissipation over a time period At for a given number of MTs, the average E; of E; can be taken as an estimation of
the expectation of E;, and the same holds for each k € M;, as defined in Eq. (2):

Eian =Y EX@an ®, 2)
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where E‘fk)(At) denotes the average of energy dissipation in mode k € M; during the time interval At and T%® ¢ [0, 1] is the

average fraction of time At spent in that mode. In order to obtain a characterization of 7®, the traffic in terms of arrival
rate, the amount of data to be transmitted, and the transfer speed should be estimated, together with the average distance
between endpoints, which introduces a further degree of complexity, thus making the deterministic modeling approach the
best choice between the two available ones.

The energy required by interface i when it is respectively in Idle mode (E (idh

i

(s)

) and Sleep mode (E;™'), depends on the

fixed idle (Pi(idl)) and sleep (Pfs)) power absorption values associated to the interface hardware features, along with the

overall time slices spent respectively in Sleep (At®) and Idle (At@)) modes. In addition, we define the transmit and
receive energy demands by means of Eqgs. (3) and (4):
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where Py and P, (measured in Watts) denote power consumptions of front-end components, respectively for transmitting
and receiving activities, P; represents the transition power, needed for switching to Transmit or Receive mode, and P,
denotes the output signal power (in Watt); &, and p, represent the time needed to send or receive a single bit of data (the
bitrates); &, and p,, denote the wake-up time of the circuit when entering in transmission and reception mode; n, and
n, represent the number of bits respectively transmitted/received during time intervals At® and At®. Finally, n¥, and nj,
represent the number of interface state transition to Transmit or Receive mode, respectively within the aggregated time
slices At® and At™. It is easy to note, that within a single continuous transmission interval, n}, = 1 and analogously,
nl, =1 in each single receive period. In addition, it holds that:

¥, Ew 4+ nyéy ~ At and 0’ py 4+ nr0p ~ ALD. (5)

For ease of exposition, we unify the wake-up times from the Sleep or Idle mode towards the Transmit or Receive ones,
because the difference between them can be considered as meaningless. Analogously, we also considered the power needed
for switching from Sleep mode to Idle as negligible. The transmission power output, denoted by P,, may adaptively vary
based on the distance D between transmitter and receiver, which may be either the other end-node, in ad-hoc communi-
cation scenarios, or the corresponding BS in infrastructured environments. In particular, P, varies in order to be always at
the minimum energy consumption level possible, while ensuring that the message is still correctly received by its intended
destination. Therefore, in presence of adaptive transmission power output control, the current MT positions, influenced by
the associated users’ mobility profiles, assume a fundamental role when estimating communication energy consumption.
Moreover, P, depends on specific channel properties, such as the gain of involved transmitter (Gx) and receiver (G,) an-
tennas, receiver power/sensitivity (Rs) and the radio frequency/wavelength (1). Formally, we model the transmission power
output, varying upon distance and channel properties, according to Eq. (6) (Friis Equation).
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Despite its simplicity, the proposed model is general enough to consider also the effect of tail energy in GSM and UMTS/3G,
due to the permanence in high-power modes after the completion of a transmission, as well as the association overhead
in IEEE 802.11, by properly re-arranging the &,, py and Py parameters. In particular, by doing this, we reasonably assume
that the effect of ramp energy (required for switching to a high-power mode before transmitting) on cellular transmissions is
very limited and hence negligible. Furthermore, by relying on the “per-bit” transmit and receive power as its basic building
block, the model naturally addresses implicit dependencies concerning the interface rate and the amount of data to be
transmitted. The model may be also extended straightforwardly, to encompass cases in which a plurality of different Sleep
modes is available, each with a different time required for switching back to active mode, and a power drawn which is
inversely proportional, roughly, to that reactivation time.

The typical values that can be used as the basic model parameters have been empirically determined in [33-35] and fall
within the ranges 0.6-1.4 W for Transmit mode, 0.3-0.9 W for Receive mode, 0.1-0.7 W for Idle mode and 0.01-0.05 W for
Sleep mode, depending on the specific communication technology. Finally, given a MT n, its network energy consumption is
characterized by Eq. (7):

E"(At) = ZEi(At), (7)

i€ly

where all the interfaces in I, contribute to the overall energy demand. Since each MT n can simultaneously support different
kinds of network interfaces, such as IEEE 802.11, UMTS or GSM, this model is able to represent the behavior of multi-mode
MTs, choosing the best available networking technology at anytime. Given that the model essentially focuses on energy
containment, the driving choice for the most suitable communication technology to be used at anytime is always the
minimization of MT’s energy consumption (objective function). For this reason, in presence of multiple coverages, the most
energy-efficient technology among the available ones will be always selected. Thus, the per-interface energy demands E;
assume the role of weights that can drive the preference towards the best solution, minimizing the overall per-node energy
consumption.

4.2. Modeling users’ mobility profiles

The MT mobility profile plays a fundamental role in accurately estimating its energy consumption, and hence in deter-
mining the model effectiveness. Such profile may be considered as a tool which, given a set of interacting users, describes
their moving behavior in a specific period of time. Therefore, it is substantially a facility which is able to model the be-
havior of a moving terminal among several endpoints. Such facility should be able to describe the moving patterns of MTs,
resulting in the so-called “mobility model”, whose operating variables must include MT location, speed and acceleration,
besides how they vary over the time. Such information is necessary to reliably estimate the transmission power required by
MTs, in particular when they perform secure communications while moving. Indeed, it is necessary for any communication
model to consider the moving of target objects, which has to be carefully described in a simple but accurate and realistic
way. Otherwise, any result/observation obtained by the involved model may be misleading. In order to be as realistic as
possible, the modeling should also consider that the next-hop transmission termination may be another MT (also different
by the communication endpoint), if operating in ad-hoc network communication scenarios, or a static BS when working in
a more traditional infrastructure-based topology. However, in both of these cases, end-to-end communication takes place
by passing through multiple relay steps, which may be either ad-hoc nodes or infrastructure components, occurring along
the communication path between two communicating endpoints. Although a large number of complex mobility models is
available for reliably describing MT mobility profiles (e.g., Boundless Simulation, Gauss—Markov, Exponential Correlated, Column
Mobility, Nomadic Community, etc.) [36], the selection of an extremely sophisticated solution will not bring added value to
our modeling task, since we are only interested in describing MT activities in terms of abstract mobility factors, represent-
ing the mobility patterns as external variables that only marginally affect our model. Accordingly, we considered for this
purpose two of the most simple mobility models available: Random Walk and Random Waypoint. In the former, nodes move
independently from each other, by randomly selecting a direction, an angle and a speed. The latter extends the former by
introducing pause times between changes in speed and direction [36]. Nowadays, despite its simplicity, the Random Way-
point model is currently the reference (and most used) one in mobile communications scenarios. In such model, which we
have chosen to manage mobility profiles, the operating scenario is bounded and obstacle-free, so that MTs mobility is not
constrained. The moving behavior of MTs is extremely straightforward. In particular, each node, which is initialized at a spe-
cific position, randomly selects a destination point located anywhere in the moving scenario, together with a speed within
a specific range, then it moves from its current position to the intended destination, according to a straight trajectory. Once
the destination has been reached, the MT stays there for a uniformly distributed random amount of time, then it starts to
move again, according to the same sequence of steps. Without loss of generality, the speed and direction of each MT are
chosen independently from each other. In more detail, the mobility factor (1;, may be considered as a measure characterizing
the behavior of node i during a sample time interval At and may be modeled, as described in [37]. Formally,
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where N is the total number of nodes in the network, D;;(t) is the distance between nodes i and j at time ¢, and K =T /At,
with T being the total observation time.

4.3. Modeling encryption energy

By starting from the same deterministic modeling considerations that oriented the Section 4.1, for modeling energy con-
sumption of cryptographic operations on a MT, we have taken into account several aspects, including its different processing
capabilities, the available network interfaces, along with how many sessions are active for each interface. Obviously, for rep-
resenting energy consumption in a realistic manner, we considered some form of dependency on the MTs mobility profile,
which for simplicity has been modeled according to the aforementioned Random Waypoint model. Informally, we define
a session as the interaction of an endpoint with another one, in order to exchange messages for any amount of time. For
example, a session may be the interaction of user A with respect to B. By combining multiple individual sessions, the pro-
posed model can describe both end-to-end and one-to-many relations between MTs. For each network interface of a MT n,
we may have one or more sessions. Also in this case, for each session s, we model the energy consumption of cryptographic
operations on a MT, denoted as £(s), by combining two factors: a fixed amount of power that does not depend on the data
being transmitted, and a variable one, accounting for the energy-proportional behavior of modern hardware equipment,
which increases with the traffic exchanged by the involved parties. The former fixed factor, depends on the key size and
algorithms used for authentication, key exchange and key setup operations. The latter, can be influenced by a greater num-
ber of factors, such as the size (in bytes) of data payload p to be encrypted/decrypted, the block cipher c.(s) along with
the involved mode of operation m(s) (e.g., ECB, CBC, etc.), and the key size k.(s) of the cipher. In detail, for each session,
we denote by y (kq, c;) the amount of energy required for the key generation (key setup) operation carried out by the au-
thentication algorithm ¢4, with key size k,. Moreover, we denote by y (ke, cx) and y (ke, ce) the amounts of energy required
for the same operation, performed by the key exchange algorithm cy and by the block cipher ce, both of them by using the
same key size k.. Finally, by using the same notation, we denote by o (kq, ¢q), U(kg, cg) and x (ke, cx) the fixed amounts of
energy required for sign, verify and key exchange operations, carried out through algorithms c, and cy respectively, with
their relative key size. We remark that the operations of signing and verification are required for the RSA-based strong
mutual authentication. In order to model the energy consumption of cryptographic operations of a MT i € N, we define the
set Xj(At), which denotes all the communication sessions involving node i active during the time interval At. Moreover,
we define the variables C‘4, ¢® and C®, respectively denoting the energy consumption required for a single operation
of authentication, key exchange and key setup, as explained earlier. Formally,

cW = ¥ (ka, cq) + 0 (kg, ca) + v (kq, Cq), c® = Y (ke, cx) + x (ke, Cx), c® = y (ke, ce). (9)

However, due to the motion of MTs and as a consequence of dynamics in the network context, the model needs also to
consider how many times (statistically or in average) each of these operations is performed. Hence, based on what typically
takes place in a real network scenario, we assume that the following conditions hold:

1. The authentication should be carried out each time a connection is established, either with a BS or with any other
endpoint.

2. The key exchange can be performed one or more times, since the previously agreed key may be cached, expired or
revoked.

3. The key setup can be done one or more times. Indeed, the involved endpoints may decide to change the block cipher
to use, thus requiring a new key setup operation.

In order to estimate the energy consumption for each session s, we need to count the number of security operations (au-
thentication, key exchange and key setup) that a determined endpoint performs with respect to another one. For this reason,
we define the variables R™ (s), R®)(s) and R®)(s), denoting the number of operations performed (per session) by a MT
for authentication, key exchange and key setup, respectively. It is important to emphasize, that these variables are charac-
terized by some form of dependency on the MT motion patterns, described by the chosen mobility model characterizing
the MT behavior (in terms of movement) in relation to a given interface and network coverage. More precisely, by assuming
that a session s is described by a pair of MTs (a, b), which represents the communication endpoints, we can model such a
functional dependency as:

(R (), RM(5), R®(5)) = f (ia. b Ia. Ip. AD), (10)

where wy and wup, are the mobility factors of the involved endpoints, representing the average change of their distance to all
the other nodes during a time interval At (the session duration), and I, and I, are their interfaces. It is easy to note, that
due to the complex dependency of the function f(-) on several random factors and dynamics characterizing the mobility
model, it cannot be expressed in an analytic way. Consequently, for each session s, the values of variables R (s), R™X)(s)



and R®)(s) can be estimated only a posteriori (eventually through discrete simulation) starting from the mobility model
together with the wireless communication model.

Therefore, the data-independent (fixed) contribution of authentication, key exchange and key setup operations for each
session s, taking into account the mobility and communication patterns of the involved MTs, can be modeled through a
parameter ¥, formally defined by Eq. (11).

95 = (CY % R (5)) + (€X' % RX (5)) + (€ x RO (5)). (11)

On the other hand, the data-dependent part of energy consumption necessary to establish a secure session s, is proportional
to the amount of data to be processed, denoted by p. In particular, it depends (per session) on the amount of energy needed
for encrypting a single byte, denoted by &(ce(s), ke (s), m(s)), which is based on several factors, such as the block cipher c,,
the key size k. and the mode of operation m. It is easy to understand how the amount of data to be processed influences the
energy consumption. Instead, it is not easy to appreciate the effect of the block cipher type, along with the associated mode
of operation. Without going into technical details, the behavior of a block cipher may be viewed as a set of operations that
transform a data understandable by all, into another one which is understandable only by those who have a proper secret
key. Each of these operations is implemented at the machine level through a certain number of clock cycles, depending on
the characteristics of the underlying hardware. Therefore, from the energy consumption standpoint, a block cipher differs
from another one only by the number of clock cycles it requires for processing a single block of data. Obviously, the same
holds for what concerns the relative mode of operation, which does nothing more than repeatedly applying a cipher’s
single-block operation, for transforming amounts of data larger than a block, thus affecting the block cipher consumption
by a multiplicative factor. The energy values associated to the various encryption activities, modeled by functions (), y (),
o(), v() and x (), may be further determined by considering the specific CPU power-related features, along with the number
of cycles needed to handle the cryptographic processing, which depend on both the cipher efficiency and the payload size.
Each individual component X € {¢(), ¥ ), 0 (), v(), x O}, characterizing the energy consumption of a MT within a secure
session, may be generically estimated, based on the implementation and technical specifications of the MT architecture, by
using Eq. (12):

X=Myx-Y-F-V2, (12)

where My is the number of machine instructions needed for the operation X, Y is the average number of CPU cycles
for machine instruction, F is the CPU switching capacitance (measured in Farads) and V is its input voltage (in Volts).
Clearly, the number of executed instructions/cycles grows with the algorithmic complexity of the associated security activity,
leading to higher power consumption and energy demand. Therefore, we characterize the energy needed by cryptographic
operations for each session s, through the sum of fixed and proportional energy consumption, as shown by Eq. (13).

E(s) =05+ p - &(ce(s), ke(s), m(s)). (13)

Accordingly, the encryption energy consumption &,(At) for the MT n during the time interval At is obtained by summing
energy demands associated to each secure session s € X, involving the MT n, as described by Eq. (14).

EN(AL) = Z E(s). (14)

seXn(At)

In particular, in order to estimate the basic parameters for the proposed model, we considered the known power consump-
tion values of several well-established security algorithms, reported in [38,39]. Moreover, we extended the results proposed
in those works through interpolation, thus obtaining the estimated consumption parameters for all the aforementioned
block ciphers, along with the relative modes of operation (see Table 1). In detail, we started by results that associate the
number of clock cycles of some ciphers to the relative energy consumption. Subsequently, based on hardware specifications
and machine instructions of the same processor from which the data described above has been obtained, we estimated
the number of clock cycles of some other ciphers that have not been taken into account by the original sources [38,39],
considering the operations they perform during their execution. In this way, we trivially estimated the consumption of such
ciphers.

5. Experimental analysis

The behavior of the proposed model has been analyzed by using discrete event simulation, performed through the NS-2
simulator [40]. In all the simulation experiments, performed in an ad-hoc mobile wireless LAN scenario, the MTs have been
modeled as homogeneous (i.e., with the same transmission range and interfaces, simulating the default Lucent’s WaveLAN
IEEE 802.11b card with an 11 Mb/sec bitrate), relying on a fully-shared wireless channel that can be accessed by any node at
random times. The energy model parameters have been determined according to the measurement values reported in [34]
and [6], for what concerns the communication aspects, as well as from [38,39] and Table 1 for all the encryption-related
considerations. Several variable Constant bitrate (CBR) traffic loads, relying on UDP transport and multiple end-to-end con-
nections, with up to 10000 512-bytes messages sent on each connection, have been used in the analysis, within the context



Table 1

Energy required by the considered block ciphers.

Key size (bits) Key setup (nJ) ECB CBC CCM OFB CTR CFB
Rijndael (pJ/Byte)

128 7.83 1.21 1.65 1.91 1.62 1.53 1.61
192 7.87 142 2.08 2.30 1.83 172 1.80
256 9.92 1.64 2.29 2.31 2.05 1.93 2.01
RC6 (1J/Byte)

128 175 4,57 6.13 7.24 6.52 6 6.28
192 175.89 5.36 772 8.71 736 6.74 7.02
256 221.71 6.19 8.51 8.76 8.25 7.57 7.84
Serpent (pJ/Byte)

128 19.6 410 5.50 6.49 5.50 5.20 545
192 19.7 481 7.06 7.81 6.21 5.84 6.09
256 24.8 5.55 777 7.84 6.96 6.55 6.80
Key size (bits) Key setup (nJ) ECB CCM CFB OFB CTR CFB
Twofish (pJ/Byte)

128 14.7 2.24 317 3.54 3.06 2.83 2.96
192 14.77 2.63 4.01 4.26 4.06 318 3.30
256 18.53 3.04 442 428 3.87 3.57 3.69
Camellia (pJ/Byte)

128 42.84 3.66 4.90 5.74 514 4.75 4.82
192 43.06 4.29 6.29 6.91 5.80 5.34 5.39
256 54.28 4,95 6.92 6.94 6.50 6.00 6.02

of a Random Waypoint mobility model, in a square field of 1000 x 1000 m? and a pause time of 0 seconds, correspond-
ing to continuous motion of MTs (with 20 m/s as maximum nodal speeds in some experiments and variable node speed
in other ones). Each simulation was run for 500 seconds. Unicast DSDV routing with link layer support has been used to
discover all the destination nodes solicited by the test traffic. End-to-end connection security is implemented through an
initial RSA-based strong mutual authentication between involved endpoints, using a key size of 1024 bits, followed by a DH
key negotiation which uses the same key size. In addition, all of the following messages are encrypted by using AES in ECB
mode, with key size of 128 and 256 bits. All the basic choices and details describing the simulation scenario are summed
up in Table 2.

In detail, several observations have been performed in three different scenarios, whose goal was to study how the energy
drained in end-to-end secure communications is affected either by the prevailing network conditions, such as traffic load
and node density, or by node mobility.

o In the first one, a single random mobile ad-hoc network consisting of 100 nodes has been solicited with several variable
traffic loads, ranging from 10 up to 100 32-Kbps CBR connections, realized over end-to-end secure channels.

e In the second one, the network density has been varied from 60 up to 150 nodes, placed randomly on the aforemen-
tioned area, and solicited by using a fixed 32-Kbps CBR load of 50 secure connections.

e The last scenario explores the effect of a varying node speed (ranging from 0 up to 45 m/s), on a 50-nodes network
solicited through a load characterized by 50 secure connections.

Overall, the observed values and trends acceptably match (i.e., proportionally, apart from some shift in scale associated to
the use of different reference devices), with other well-established results presented in the literature, such as [41,42,20,
43], thus validating the proposed model. We can also immediately observe from all the charts in Fig. 2 that the per-MT
average energy consumed in Transmit mode is only a minor component of the total energy wasted in high power modes.
This happens because of the asymmetry between Transmit and Receive modes, that is, while transmitting requires much
more power than receiving, the total transmit time is, in general, negligible with respect to the time spent in receive mode.
Transferring a single 512-bytes packet usually takes only a few milliseconds, whereas network interfaces usually stay in
Receive mode, before transitioning into an Idle or Sleep mode, for an interval which may range from seconds to tens of
seconds, depending on the specific network interface’s hardware features. In fact, nodes tend to keep the radio in Receive
mode for most of the time, to support several functions needed for improving the communication activity. For example,
in order to always select the best (in terms of signal strength and quality) ad-hoc connection to the network during mo-
tion, nodes actively scan the available signals. In addition, in ad-hoc scenarios, neighbor discovery and ad-hoc routing are
realized through the exchange of packets, which also requires the ability to monitor and receive information. This is also
evident from Fig. 2(b), which shows the variation of per-node energy consumption with respect to the number of nodes
considered. Although there are oscillations (due to random factors in the simulated mobility model), a general trend can
be spotted, with Receive mode energy rising when the number of nodes, and consequently the overhead messaging, in-



Table 2
Simulation parameters.

Generic parameters

Simulated time (s) Single run 500

Network environment Ad-hoc DSDV routing
Node interface and speed IEEE 802.11b 11 Mb/sec
Mobility model Random waypoint 1000 x 1000 m?
Node pause time (s) Non stop moving 0

Node speed (m/s) min 0 max 20

Communication energy model parameters

Idle power (W) p® 0.82

Sleep power (W) P® 0.046
Transition power (W) P 0.2

Transmit power (W) Py 1.25

Receive power (W) P, 0.94

Output signal power (W) P, 0.031622777
Transition/wakeup time (s) Ew, Pw 0.005

Per-bit transmit/receive time (s) &y, Pp 0.0000000909

Encryption energy model parameters

1024-bits RSA key generation (m]) ¥ (1024, RSA) 270.13
1024-bits RSA sign (m]) 0 (1024, RSA) 546.50
1024-bits RSA verify (m]) v (1024, RSA) 15.97
1024-bits DH key generation (m]) y (1024, DH) 875.96
1024-bits DH key exchange (m]) x (1024, DH) 1046.50
128-bits AES key setup (1]) v (128, AES) 7.83
256-bits AES key setup (pJ) Y (256, AES) 9.92
128-bits AES encrypt/decrypt in ECB mode (pJ/B) &(AES, 128, ECB) 1.21
256-bits AES encrypt/decrypt in ECB mode (uJ/B) &(AES, 256, ECB) 1.64

creases. Such effect is definitely less evident for Transmit mode energy. A similar (but weaker) trend can be observed in
Fig. 2(a) and in Fig. 2(c), where energy consumption is related, respectively, to the number of connections and the speed
with which nodes travel across their environment. In such cases, the oscillations affect the results more heavily, because
random values also determine factors such as the distance between the nodes that are establishing a connection. This
phenomenon is clearly exacerbated as the speed of nodes increases, and consequently the continuous movement of nodes
introduces an additional routing overhead, with significant random variations in Receive mode energy. It is worth noting
that the transmission energy is almost independent of factors such as network density, traffic (number of connections) and
node speed. No significant variation emerges in the charts in Fig. 2 for what concerns the transmission energy, whereas
the receive energy exhibits a clear dependence on network density, besides being affected by the specific mobility pat-
terns.

On the other hand, we can also pinpoint from Figs. 3(b) and 3(c) that both network density and speed do not have a
significant impact on the average per-node energy drained by encryption activities. Indeed, it is the key size that affects the
power consumption the most. Since the traffic model is the same in both the simulations with different key sizes, all the
encryption energy plots exhibit the same variation, except for a scaling factor depending on the key size. This highlights
the strong proportionality of the whole security energy with respect to the private-key encryption. By jointly observing
the charts in Figs. 2 and 3, however, it can be appreciated that the amount of energy drained due to the communication
and end-to-end security activities, while quite different in behavior, are almost comparable in their scale. Furthermore, it
should be remarked that an increase in key sizes in the future, could raise the portion of energy required by cryptographic
facilities. Therefore, optimization efforts should be devoted for both communication and security components, in order to
achieve substantial improvements and sustainability.

6. Conclusions and future works

Due to the ever increasing necessity for multi-mode MTs to be always connected and able to reliably send/receive data,
even in critical scenarios, the need for providing solutions that are able to cope with such situations, is getting stronger and
stronger. However, hardware capacity restrictions and in particular battery constraints, require a careful analysis, mainly in
order to optimize the use of available resources and consequently to extend the lifetime of involved MTs, primarily when
they perform massive or frequent data communications. By carefully exploiting the proposed energy model, we may create
the objective function for a global power optimization problem, which has the main aim of achieving secure communi-
cations, in a dynamic network scenario where a set of moving MTs need to maximize their operating life. Obviously, the
individual model parameters may be used at the connection-setup time, in order to select the most energy-efficient solu-
tion among the available connection technologies, along with the best tradeoff between communication security and power
consumption. This approach, leads to a novel energy-aware mobile communication service, allowing secure and reliable
communication of significant amounts of data, by consuming the minimum energy budget possible. The proposed energy
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model may be used by MTs to choose, in a dynamic and adaptive manner, which are the “optimal” parameters, based on
their own characteristics and on those of the underlying network, in order to maximize their lifetime. Finally, it is important
to point out that particular attention should be paid during the selection of cryptographic algorithms to be used. Ideally,
only those algorithms which are cryptographically strong, should be taken into account and evaluated from the energy
consumption perspective.
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